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ABOUT THE CONFERENCE 

Malaysia Technical Scientiest Group and Univeristi Malaysia Perlis (UNIMAP) with 

Financial Sponsor from KOUNIMAP and Narujaya Consultant are pleased to 

announce 2014 ADVCIT • APPEIC • REEGETECH International Conference which 

will be held in Aston Braga Hotel, Bandung, Indonesia between Dec 16 – 18, 2014. 

This very first meeting of conferences will provide excellent opportunities for 

researchers, scientists, engineers and vendors working in areas related to 

Computer Science and Information Technology, Electromagnetics Field and 

Green Technology to present latest research results, and exchange views and 

experience.  
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CHAIRMAN’S MESSAGE 

 

Welcome to ADVCIT • APPEIC • REEGETECH 2014 

We would like to welcome all delegates to the Advancement in Information 

Technology International Conference (ADVCIT2014), Renewable Energy and 

Green Technology International Conference (REEGETECH2014) and International 

Conference on Applied Electromagnetics (APPEIC2014), organized by Universiti 

Malaysia Perlis (UniMAP), and held in the beautiful city of Bandung, Indonesia.  

 

The central themes of the respective conferences are “Towards Innovation in 

Information Technology”, “The Seeds of Our Future – Renewable Energy and 

Green Technology” and “Nurturing Applied Electromagnetics for Human 

Technology”. Access to sustainable sources of clean and reliable energy using 

innovation in information technology and applied electromagnetics, has a huge 

impact on physical infrastructure and energy reliability. Innovation in information 

technology, applied electromagnetics, clean and reliable energy systems are 

important for an environmentally sustainable future. We sincerely hope that the 

conferences will become a much-used sources of references for academicians, 

researchers, engineers, students and professionals in the fields of computer, 

information technology, renewable energy, green technology, applied 

electromagnetics and related areas.  

 

In addition to the presentations, academic exchanges and in-depth discussions 

amongst the experts, we hope that the delegates can also take this opportunity 

to visit, explore and enjoy the beautiful city of Bandung and Indonesia. We would 

like to express our heartily gratitude to every one who helped us to make the 

conferences a huge success. 

 

Associate Professor Dr. Mohd Fareq Abd Malek 

Conference Chairman  

ADVCIT • APPEIC • REEGETECH 2014  
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KEYNOTE SPEAKERS 

 

Design and Engineering Technology 
Hudson Sirisuwapong 

 

Abstract - Design and Engineering Technology tend to be involved in all of platforms in particular 

green design and junk design. We are living in an instant world resulting in rapid changes and high 

competitiveness. Good teamwork is required. Finding the right team between great designers and 

professional researchers (art, business, and science), will lead to great successes. Excellent design 

is one of the key successes in response to rapid global changes. Most of the successful products 

in markets have a strong product identity. Products need to be differentiated from competitors 

and response directly to its target groups. Different groups will have different needs and desires. 

Great design is the combination of first impression, beauty, attractiveness, simplicity as well as 

lowest cost with highest quality, while Engineering Technology plays an important role in science 

and functionality. Therefore, the most perfect end product requires both good design and 

engineering team. 

 

 

 
 

Hudson Sirisuwapong 

Director 

Creative Lab Center (CLC) 

Prince of Songkla University, Songkhla, Hatyai, Thailand 90110 

hudsonpsu@gmail.com 

www.clc.hol.es 

 

 

 

 

 

 

  

http://www.clc.hol.es/


2014 ADVCIT • APPEIC • REEGETECH 
16 – 18 December 2014, Aston Braga, Bandung, Indonesia 

 

- 9 - 
 

 

Antenna Design for Radio Frequency Identification (RFID) 

Systems 
Chuwong Phongcharoenpanich 

 

Abstract - This research describes the antenna design techniques for Radio Frequency 

Identification (RFID) systems along various frequency bands i.e., Low Frequency (LF), High 

Frequency (HF), Ultra-high Frequency (UHF) and Microwave Frequency. The different RFID systems 

are used for many applications. For example. LF-RFID system is applied to animal identification 

such as cattle, sheep, pig and others. The HF-RFID system is useful for smart-shelf system. The UHF-

RFID technology includes near- and far-zone applications. The RFID sensor is also reported. Other 

applications include logistics, transportation, supply chain, baggage handing and many others. 

The tag and reader antenna designs are covered. The antenna designs for multiband and 

wideband operations are also introduced. 

 

 

 
 

Associate Prof. Dr.  Chuwong Phongcharoenpanich, 

Department of Telecommunication Engineering, 

Faculty of Engineering, 

King Mongkut’s Institute of Technology Ladkrabang, 

Bangkok 10520, THAILAND. 

 

BIO - Chuwong Phongcharoenpanich received the B.Eng. (Hons), M.Eng., and D.Eng. degrees 

from the Faculty of Engineering, King Mongkut’s Institute of Technology Ladkrabang (KMITL), 

Bangkok, Thailand, in 1996, 1998, and 2001, respectively. He is currently an Associate Professor at 

the Department of Telecommunications Engineering, KMITL where he also serves as the Leader of 

the Wireless Communication Laboratory at the same institute. He was the board committee of 

ECTI Association in 2008-2011. He serves as the chair of IEEE MTT/AP/ED Thailand chapter. He is the 

associate editor of IEICE Trans.Com. and ECTI Trans. EEC. He has been the organizing committee 

of several international conferences including the TPC chair of 2009 International Symposium on 

Antennas and Propagation (ISAP2009) and TPC member of ISAP2012. He is the reviewer of many 

journals including IEEE Trans. Antennas and Propagation and, Electronics Letters, ECTI Trans. and 

many international conferences including ISAP and Asia-Pacific Microwave Conference (APMC). 

His research interests are antenna design for various mobile and wireless communications, 

conformal antennas and array antenna theory. Dr. Phongcharoenpanich is a Member IEEE, IEICE 

and ECTI.  
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A review on the biological effects of radiofrequency 

electromagnetic fields 
Ng Kwan Hoong 

 

Abstract - This talk begins with a survey on the sources, measurements and exposures of 

radiofrequency (RF) electromagnetic fields (EMFs). The relationships between external fields to 

which the body is exposed and the induced fields that result inside the body will be discussed. In 

order to assess the exposure of the body to an external EMF, we need to determine the internal 

quantities (dosimetric quantities) which are related to the exposure in tissue (e.g. the induced 

electric field strength, induced current density and SAR).  Dosimetry deals with the process of 

determining internal quantities (dosimetric quantities) from external fields (exposure quantities).  

The correlation of the induced quantities in the body with the observed biological effect helps us 

to gain further insight. The mechanisms of interaction between RF EMFs and biological systems will 

be discussed based on the reports published by the International Agency for Research on Cancer 

(IARC, 2013) and the International Commission on Non-Ionizing Radiation Protection (ICNIRP, 

2009). Currently there is a vast pool of literature published on the biological effects observed in 

the following areas: Brain physiology and function, auditory, vestibular and ocular function, 

neuroendocrine system, neurodegenerative disorders, cardiovascular system and 

thermoregulation, immune system and haematology, fertility, reproduction and development, 

and cancer. 

 

 

 
 

Professor Dr. Ng Kwan Hoong 

Department of Biomedical Imaging 

Faculty of Medicine Building,  

University of Malaya, 50603 Kuala Lumpur, MALAYSIA 

Email: ngkh@um.edu.my 

http://www.researcherid.com/rid/D-2231-2009 

 

BIO - Professor Ng graduated with a Bachelor of Physics degree from the University of Malaya in 

1978, obtained an M.Sc in Medical Physics in 1980 from the University of Aberdeen and 

subsequently obtained his PhD in Medical Physics from University of Malaya in 1995. He was 

certified by the American Board of Medical Physics in 1999, being the first Malaysian to obtain 

such a qualification. He joined the Department of Radiology, University of Malaya as a lecturer in 

1990, became an associate professor in 1996 and was promoted to professor in 2001. 

 

http://www.researcherid.com/rid/D-2231-2009
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In 1993 he initiated the first national patient dose and image quality survey which has resulted in 

greater awareness of the importance of improving the diagnostic quality of images and dose 

optimization amongst the radiology community. As a result of this work he was invited to represent 

Malaysia on the United Nations Scientific Committee for the Effects of Atomic Radiation 

(UNSCEAR) 2000 report. 

 

Apart from serving as an expert in radiology quality assurance and radiation protection in the 

International Atomic Energy Agency (IAEA), he is also a member of The World Health Organisation 

expert committee in radiation medicine and one of those in the group which drafted the 

‘International Code of Practice for Dosimetry in Diagnostic Radiology’ to be published by the IAEA. 

 

He heads the International Advisory Board and Publication Committees of the International 

Organisation for Medical Physics (IOMP); and serves as a council member for the International 

Union of Physical and Engineering Science in Medicine (IUPESM). He is the Founding President of 

the South East Asian Federation of Medical Physics. 

 

His multi-disciplinary knowledge and training has led to fruitful research collaboration with a 

spectrum of clinical colleagues resulting in numerous publications. His main research contribution 

has been in the biophysical characterization of breast diseases and developing computer 

methods as tools to improve diagnostic capability of mammography. Recently he has been 

directing research initiatives in digital imaging. 

 

Professor Ng spent 18 months (beginning in 1995) as a visiting scientist at the world-renowned 

Department of Medical Physics, University of Wisconsin-Madison working with Professor Emeritus 

John Cameron, inventor of the dual-energy X-ray absorptiometry. During his tenure there, he co-

founded the Electronic Medical Physics World and is serving as the editor now. 

 

Upon his return to Malaysia, he started an active postgraduate program, Master of Medical 

Physics which has since trained more than 25 medical physicists. This masters program, accredited 

by the Institute of Physics and Engineering in Medicine (IPEM), UK, is the sole program outside the 

British Isles receiving such recognition. He also initiated the PhD programme and is University 

Supervisor for several PhD candidates from Malaysia and abroad. 

 

Professor Ng has published over 60 papers in peer-reviewed journals, 70 proceedings papers and 

presented over 200 scientific papers. He has also organised and directed several workshops on 

radiology quality assurance, digital imaging and scientific writing. He is also author/co-author of 

four book chapters and six computer books. 

 

He has served in the editorial board and advisory board of these journals:Journal of Australasian 

Physical & Engineering Sciences in Medicine,Physics in Medicine and Biology, The Internet Journal 

of Medical Simulation and Technology. 
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Envisioning Future Internet via Information-Centric 

Networking Paradigm 
Suhaidi Hassan 

 

Abstract - Information Centric Network (ICN) is the new communication paradigm that envisages 

improved information dissemination on the Internet. The paradigm shift in the usage model of the 

Internet, along with the pressing needs for, among others, better security and mobility support, has 

led researchers into considering a radical change to the Internet architecture. With ICN, the 

Internet will become content-centric as opposed to its current host centric operation where 

communication is based on named hosts rather than the information stored in these hosts. Its 

major targeted distinction between the current Internets will be its ability to use contents and not 

the host addressing like in the traditional IP. The advantages of this new paradigm cannot be over-

emphasized, as bandwidth consumption will be reduced, through neighbor node 

information/interest distribution. Researchers also argued that the advantages of dissociating host 

and IP would, among others, improve fast delivery of services and offer better scalability. This 

keynote session will describe this new Future Internet research topic namely the information centric 

networking, by highlighting the functionalities of ICN architectures, the similarities and differences 

between traditional Internet and ICN architectures, discussing key weaknesses of ICN paradigm 

and outlining the research advances and challenges in this area of networking research. 

 

 
 

Professor Dr. Suhaidi Hassan 

InterNetWorks Research Lab Chairman 

Universiti Utara Malaysia, Kedah 

E-mail : suhaidi@uum.edu.my 

Telephone: +60 (4) 928 6040 

Fax : +60 (4) 928 4753 

 

BIO - Dr. Suhaidi Hassan received his BSc degree in Computer Science from Binghamton University, 

New York (USA) and his MS degree in Information Science (with concentration in 

Telecommunications and Networks) from theUniversity of Pittsburgh, Pennsylvania (USA). He 

received his PhD degree in Computing (specialising in Networks Performance Engineering) from 

the University of Leeds in the United Kingdom. 
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Research Interest: Computer Networks: Protocol Engineering, Network Quality of Service (QoS), 

Internet Architecture and Technologies, Network Performances, Network Traffic Engineering, 

Network Security, Wireless and Mobile Networking, Local Area Networking 

Telecommunications/Network Management. 

 

Computer Systems: {Wireless, Mobile, Distributed, Secure, Ubiquitous, High Performance, Grid, 

Cloud} Computing  



2014 ADVCIT • APPEIC • REEGETECH 
16 – 18 December 2014, Aston Braga, Bandung, Indonesia 

 

- 14 - 
 

ORGANIZING COMMITTEE APPEIC 
 

Advisory Board: 

Prof. Vic Grout, Glyndwr University, UK 

Prof. Guy A. E. Vandenbosch, Katholieke Universiteit Leuven, Belgium 

Prof. Jamali M Mohsin, University of Toledo, US 

Prof. Mansoor Alam, University of Toledo, USA 

Assoc. Prof. Dr. Mosa, University of Playmouth, UK 

Prof. Dr. Zul Azhar Zahid Jamal, UniMAP, Malaysia 

Prof. Dr. Abdul Hamid Adom, UniMAP, Malaysia 

Prof. Dr. Syed Alwee Aljunid bin Syed Junid, UniMAP, Malaysia 

Prof. Dr. Uda Hashim, UniMAP, Malaysia 

Prof. Dr. Syed Idris Syed Hassan, UniMAP, Malaysia 

Prof. Syed Abdur Rahman, UTM, Malaysia 

Prof. Dr. Tarek Abdul Rahman, UTM, Malaysia 

Dato’ Prof. Norbik Bashah Idris, UTM, Malaysia 

Prof Madya Dr. Puteh Saad, UNIMAP, Malaysia 

Prof. Dr. Shahabudin, UKM, Malaysia 

Prof Dr. Kaharuddin Dimyati, UM, Malaysia 

Prof. Dr. Mohd Khazani Abdullah, Significant Technologies, Malaysia 

Prof. Dr. Mohd Azir Mahdi, UPM, Malaysia 

Assoc. Prof. Dr. Al-Khalid Othman, UNIMAS, Malaysia 

Dr. You Kok Yeow, UTM, Malaysia 

Dr Soh Ping Jack UniMAP, Malaysia 

Dr Azremi Abdullah Al-Hadi, UniMAP, Malaysia 

Dr Siti Zuraidah binti Ibrahim, UniMAP, Malaysia 

Dr. Wan Nor Liza Binti Wan Mahadi, UM, Malaysia 

 

CONFERENCE ORGANIZING COMMITTEE 

Patron 

Y. Bhg. Brigedier General Dato’ Prof. Dr Kamarudin bin Hussin 

 

Conference Chairman 

Mohd Fareq Abd Malek 

Technical Program Committee Chair 

Hamzah Asyrani Sulaiman 

 

Technical Program Committee 

Som Thop Emai (UNIMAP) 

Mohamad Zoinol Abidin Abd. Aziz (UTeM) 

Mohd Azlishah Othman (UTeM) 

Mohd Fariz Faizal Mohd Fakri (UNIMAP) 

Xiangyu Li (Senior R&D Engineer, Synopsys, USA) 

Junjie Lu (Broadcom, USA)  

  



2014 ADVCIT • APPEIC • REEGETECH 
16 – 18 December 2014, Aston Braga, Bandung, Indonesia 

 

- 15 - 
 

ORGANIZING COMMITTEE ADVCIT 
 

Advisory Board: 

Prof. Vic Grout, Glyndwr University, UK 

Prof. Dr. Zul Azhar Zahid Jamal, UniMAP, Malaysia 

Prof. Dr. Abdul Hamid Adom, UniMAP, Malaysia 

Prof. Dr. Syed Alwee Aljunid bin Syed Junid, UniMAP, Malaysia 

Prof. Dr. Uda Hashim, UniMAP, Malaysia 

Prof. Dr. Syed Idris Syed Hassan, UniMAP, Malaysia 

Prof. Dr. Mohd Azir Mahdi, UPM, Malaysia 

Prof. Jamali M Mohsin, University of Toledo, US 

Prof. Mansoor Alam, University of Toledo, US 

Assoc. Prof. Dr. Mosa, University of Playmouth, UK 

Prof. Dr. G. A. Manson (University of Sheffield, UK) 

Dr. Abdullah Bade (UMS, Sabah) 

CONFERENCE ORGANIZING COMMITTEE 

Patron 

Y. Bhg. Brigedier General Dato’ Prof. Dr Kamarudin bin Hussin 

Conference Chairman 

Mohd Fareq Abd Malek 

Technical Program Committee Chair 

Hamzah Asyrani Sulaiman 

Technical Program Committee 

Som Thop Emai (UNIMAP) 

Mohamad Zoinol Abidin Abd. Aziz (UTeM) 

Mohd Azlishah Othman (UTeM) 

Mohd Fariz Faizal Mohd Fakri (UNIMAP) 

Xiangyu Li (Senior R&D Engineer, Synopsys, USA) 

Junjie Lu (Broadcom, USA) 

 

  



2014 ADVCIT • APPEIC • REEGETECH 
16 – 18 December 2014, Aston Braga, Bandung, Indonesia 

 

- 16 - 
 

ORGANIZING COMMITTEE REEGETECH 
 

Advisory Board: 

Prof. Vic Grout, Glyndwr University, UK 

Prof. Jamali M Mohsin, University of Toledo, US 

Prof. Mansoor Alam, University of Toledo, US 

Assoc. Prof. Dr. Mosa, University of Playmouth, UK 

Prof. Dr. G. A. Manson (University of Sheffield, UK) 

Prof. Dr. Zul Azhar Zahid Jamal, UniMAP, Malaysia 

Prof. Dr. Abdul Hamid Adom, UniMAP, Malaysia 

Prof. Dr. Syed Alwee Aljunid bin Syed Junid, UniMAP, Malaysia 

Prof. Dr. Uda Hashim, UniMAP, Malaysia 

Prof. Dr. Syed Idris Syed Hassan, UniMAP, Malaysia 

Prof. Syed Abdur Rahman, UTM, Malaysia 

Prof. Dr. Tarek Abdul Rahman, UTM, Malaysia 

Dato’ Prof. Norbik Bashah Idris, UTM, Malaysia 

Prof Madya Dr. Puteh Saad, UTM, Malaysia 

Prof. Dr. Shahabudin, UKM, Malaysia 

Prof Dr. Kaharuddin Dimyati, UPNM, Malaysia 

Prof. Dr. Mohd Khazani Abdullah, Significant Technologies, Malaysia 

Prof. Dr. Mohd Azir Mahdi, UPM, Malaysia 

 

CONFERENCE ORGANIZING COMMITTEE 

Patron 

Y. Bhg. Brigedier General Dato’ Prof. Dr Kamarudin bin Hussin 

Conference Chairman 

Mohd Fareq Abd Malek (UNIMAP) 

 

Technical Program Committee Chair 

Hamzah Asyrani Sulaiman (UTeM) 

 

Technical Program Committee 

Som Thop Emai (UNIMAP) 

Mohamad Zoinol Abidin Abd. Aziz (UTeM) 

Mohd Azlishah Othman (UTeM) 

Mohd Fariz Faizal Mohd Fakri (UNIMAP) 

Xiangyu Li (Senior R&D Engineer, Synopsys, USA) 

Junjie Lu (Broadcom, USA) 

 

 

 

  



2014 ADVCIT • APPEIC • REEGETECH 
16 – 18 December 2014, Aston Braga, Bandung, Indonesia 

 

xvii 
 

 



2014 ADVCIT • APPEIC • REEGETECH 
16 – 18 December 2014, Aston Braga, Bandung, Indonesia 

 

xviii 
 

FULL PAPER COMPILATION 

 

ADVCIT 

 
 All papers included in this E-Digital 

Proceeding is not a final version send to 

Journal Publisher due to current progress on 

finalizing the format according to Journal 

Publisher formatting.  

 Final version will be notifed through email 

within three (3) months from the conference 

date and will be appeared at the Journal 

Publisher website and later will be indexed in 

SCOPUS. 



2 Km Ground Control Range for UAV in Disaster 
Recovery 

Duddy Soegiarto1, Simon Siregar2, Nina Hendrarini3  
 

1 Department of Information Technology 
 Faculty of TASS, Telkom University 

Bandung, Indonesia, duddysu@telkomuniversity.ac.id 
 
 
Abstract. Natural disasters are natural events that cannot be predicted. Each 
occurrence of natural disasters will cause damage can even eliminate human 
lives. The success of the recovery process and help victims of natural disasters 
(disaster recovery) depends on the accuracy of the information condition 
affected area. Currently has developed several technology tools that can provide 
information and direct assistance to victims of natural disasters, one of which is 
the Unmanned Aerial Vehicle (UAV). UAV is an aircraft type that has the 
ability to fly without a crew and pilots, process control is done directly by the 
operator or automatically by the device that has been standardized. So that 
UAVs can be applied for monitoring and search and rescue operations or special 
use in the military. Distance is one of the obstacles using UAVs, because when 
the magnitude of the distance exceeds the ability of the central control system 
will cause the UAV control process cannot be performed due to the loss of data 
communications. In this study, will be developed a control system for a UAV 
which has the capability of data communication up to 2 km. The process of 
research is concerned with the optimization of the ground control station 
consisting of the antenna and the transceiver system and the development of the 
type of UAV that will be used 
 
Key word: Disaster Recovery, ground control station, UAV. 
 
 

1   Introduction 
 
Accurate information is crucial in the event of a natural disaster when it will be the 

provision of direct assistance. Often times the area of natural disasters pick rugged 
terrain and difficult access, consequently to determine the field of information and 
provide assistance directly be difficult. One way to overcome these obstacles by 
developing a UAV aircraft.  

Various types of UAVs have been developed one of which is a quadcopter which 
has the advantages of easy to maneuver and control air because of its resemblance to a 
helicopter. The table 1 below is a comparison of system specifications with existing 
systems: 
 
Table 1.  Comparison of system specifications 

 
Name Stability Description Utility 

Colorado 
university  

 Stabil 
 Longer light time 

Well design & 
software controller 

disaster 



 Good maneuver 
Parth N.Patel 
team 

 Strong airframe 
 Good maneuver 
 High resolution IR camera 

Using fix rotor blade agriculture 

TASS,Telkom 
university 

 Long range 
 Good maneuver 
 Precision navigation 

Using auto tracking 
antenna & biquad 
Parabolic + Yagi 
antenna 

disaster 

 

The distance to the UAV ground control station is a constraint in terms of process 
control. When the distance exceeds the distance of UAV coverage is owned by the 
control system, the ability to control the UAV will be lost. Generally non-military 
UAV systems that exist today within 100 m to 1 km, so that when the search for 
information and provide disaster relief for distances exceeding 1 km will not do.  

In this study, will be developed a control system for a UAV which has a data 
communication capability of about 2 km. The process of research is concerned with 
the optimization of the ground control station consisting of the antenna and the 
transceiver system and the development of the type of UAV that will be used. Block 
diagram of the system to be developed as shown below: 

 

 
 

Fig. 1. General system for GCS and UAV to be developed 
 
2   Ground Control Station System (GCS) 
 
2.1 General description 

 
GCS system serves as the central control and visualization of UAV control activities 

in the air. There are two basic functions: control over the flight controls and the ease 
to obtain information UAV activities. To achieve these functions, GCS should be 
designed to be able to communicate with UAV continuously; it will facilitate the 
process of UAV control and data analysis simultaneously. Block diagram of the 
system GCS made as shown below: 
 



 
 
Fig. 2. Ground Stasion Control system block diagram 

 
Ground station control system is constructed of several instruments to the 

specifications as outlined in Table 2. 
 

Table 2.  Ground Stasion Control Spesification 
 
No Instrument Feature

1 Mission 
Planner 

 Point-and-click waypoint entry, using Google Maps/Bing/Open 
street maps/Custom WMS. 

 Select mission commands from drop-down menus 
 Download mission log files and analyze them 
 Interface with a PC flight simulator to create a full hardware-in-

the-loop UAV simulator. 
 See the output from APM’s serial terminal 

2 Telemetry 
Transceiver 

 433MHz Wireless Transmission 
 500 mW maximum output power 
  -118 dBm receive sensitivity 
 2-way full-duplex communication through adaptive TDM 
 MAVLink protocol framing 
 Frequency Hopping Spread Spectrum (FHSS) 
 Configurable through Mission Planner and APM Planner 

3 Video 
Receiver 

 Antenna impedance: 50  
 Video impedance: 75  
 Video format: NTSC/PAL auto  

4 RC 
Transmitter 

 Encoding PCM 9 channel and 8 channel PPM PPM (2.4Ghz). 
 167x34mm LCD 8 lines, Combines the programming for aircraft, 



glider, helicopter 
 Doubles deflections (D / R) and a timer. 

5 Antenna 
Tracker 
System 

 Dual servo control system for operation tracks 360 horizontally 
and 90 vertically 

 Pan and tilt kit  for antenna system 
 Baterei system for power module 
 Tripod 
 3 antenna system for communication: 

o Prabolic biquad for 5.8Ghz for video 
o Parabolic biquad for 2.4 Ghz for RC 
o Yagi 433Mhz for telemetry 

 
GCS parts consist of a radio telecommunications system to send control data and 

activities such as video data communications, remote control and telemetry 
separately. Computer section serves as a processing center, arrangements and flight 
data storage and display streaming video. Antenna tracker system to improve 
reception due to differences in the position and the distance between the UAV with 
Ground Control Stations.   
 
2.2  General GCS Command Flight Control 
 

In manual mode the UAV can receive commands via remote control from the GCS, 
to make a move to change the direction of flight or pointing the camera at the target. 
When the UAV is in the sky operator can do several things such as: 
 Directs UAV appropriate where the primary mission waypoints and navigation 

coordinates are known to the source to the target. 
 To monitor the process of flying through the instruments available to detect the 

possibility of system failure or error. 
 Changing parameters such as waypoint navigation if necessary to change the 

new mission. 
Autopilot modes contained in the UAV system allows automatic flight control when 

the remote control is not used as a source of control. Autopilot mode has previously 
been configured by GCS based on the incoming data, then sent to the UAV 
configuration instructions as a reference for the waypoint and flight control. In 
general, the function of the configuration is as follows: 
 Mission planning is used to identify and prioritize targets. It facilitates the 

identification of potential threats and failures when developing flight plans.   
 Mission Control is a process that required intervention when UAVs perform 

missions, such as navigation data and process adjustments to flight activity 
readjustment based on the selected target in the mission planning  

 Data manipulation is the activity of collecting, processing, analyzing and 
archiving either during flight or after flight. 
 

2.3 Antenna Tracker System 
 
Navigation process can be held properly when data communication performance 

both in terms of signal strength and continuity maintained at a high level, the direction 



of  the quadcopter and the antenna is not obstructed. This condition can be obtained 
by modifying the antenna on the transceiver on the GCS so that we can adjust antenna 
direction.  

The modification is to make the antenna can move automatically to follow the 
quadcopter. This automatic antenna work pattern is originated from the position 
deviation between the instantaneous quadcopter position obtained from the GPS with 
initial antenna position. The parameters that determine the quality of antena’s 
performance is antenna height and direction   The level of precision and suitability 
between antenna and quadcopter assumed linear with signal strength 
 
 
3  UAV QUADCOPTER SYSTEM 
 
3.1 Description of General System  

.  
Quadcopter structure is equipped with data communication for telemetry and 

video, controller unit (MCU), the camera system for visual data and four motors and 
multiple sensors to provide a stable autonomous system. General block diagram of the 
architecture as shown below: 
 

 
 

Fig. 4. General block diagram of the architecture of UAV  
 
UAV system is constructed of several instruments to the specifications as outlined in 
Table 3. 
 
Table 3.  UAV Spesification 

 
No Instrument Feature

1 Ardupilot  Universal Autopilot  
 Mission planning and two-way telemetry 
 Dataflash memory, with SD card slot



 The system can be integrated with GPS 
 Built in camera control 

2 Telemetry 
Transceiver 

 433MHz Wireless Transmission 
 500 mW maximum output power 
 -118 dBm receive sensitivity 
 2-way full-duplex communication through adaptive TDM 
 MAVLink protocol framing 
 Frequency Hopping Spread Spectrum (FHSS) 

3 RC receiver  Encoding PCM 9 channel and 8 channel PPM PPM (2.4Ghz). 
 8 channels plus a battery socket.  

4 Video 
Transmitter 

 Transmitting power: 600mA  
 Working current: 220mA at 12V  
 Video bandwidth: 8M  
 Audio bandwidth : 6.5M  

 
 
3.2 Navigation System 

 
In this study, the IMU sensor is used as a navigation system and will be combined 

with the Global Position System (GPS) and compass sensors as Inertial Navigation 
System (INS). INS system is necessary for guidance, navigation, and control (GNC) 
UAV motion in the air. 

Input parameters of the navigation system is derived from the data IMU, GPS and 
compass. GPS and compass data is used as reference data for error correction IMU 
data readout. The INS data such as position, acceleration and behaviors that have been 
corrected. These results can then be used as feedback to the control system, meaning 
that if the output of the INS is not in accordance with the desired direction of motion 
of the UAV, then the control system (flight control) will move the actuator in the 
direction of motion of the UAV so that the UAV be as expected, this process called 
the INS loop as shown in the image below: 
 

 
 
Fig. 5. General architecture of the navigation system 
 



The core of the INS loopis  strapdown INS and the Kalman filter. Strapdown INS 
provides position, velocity and attitude of continuous reliable with a high enough 
speed. Kalman filter estimates the navigation errors mixing observations through GPS 
and compass as reference data and back-ups. 

 
3.3 General Flight Control UAV 
 

Flight mode command is sent using the wireless system to the Quadcopter. While 
the remote control signal is a signal in the form of PPM (Pulse Modulation Potition) 
read by the MCU aotupilot control system will then be used for data movement of the 
motor. Telemetry signals received by the transceiver is a data telemetry autopilot 
mode. MCU signals by aotupilot to be converted into PWM signal to control four 
motors for movement trottle, hover, pitch, roll and yaw. 
 

 
 

Fig. 6. General flight control UAV for movement trottle, hover, pitch, roll and yaw 
 

 
 



4  Conclusions and Future Work 
 

UAVs can be a supporting medium in the process of search and rescue operations at 
a disaster occurrence. To achieve these objectives should take into account all the 
parameters that can affect the flight of the UAV sensor systems such as quality, 
environmental constraints and especially data communication systems. 

GCS is the control center of activities during the planning and execution of UAV 
missions. The system incorporates several technologies, such as communication 
systems, computer hardware / software, systems engineering and human. Each of 
these technologies is critical to the success of the process of search and rescue 
operations in the event of a disaster. 

By using UAV technology and GSC we can establish procedures for the collection 
of information and disaster plan. So we had an effective information at the right time 
and provide reference data for natural disaster management phases. 

Based on the performance tests and results of the performed experiments within the 
developed system we have decided to develop further our work by building GCS 
system for  portable system, so it can be used on cars or motorcycles. 
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ABSTRACT 
With the growing development of Different Access Technology Type (DATT), a serving Mobile Router (MR) is capable 
to connect with multiple interfaces concurrently during handoff among DATT. Correspondingly, a shared prefix-based 
based flow movement in multihomed Network Mobility (NEMO) can be achieved in order to transfer real time 
application flows among the most appropriate Access Technology Type (ATT) dynamically to provide better Quality of 
Service (QoS) for real time scenarios in NEMO. Although Multiple Care of Address (MCOA) registration between 
serving MR along with its Home Agent (HA) can overcomes some of the multihoming issues for NEMO, but still 
required a dynamic flow redirection mechanism leads to signaling overhead issues to support mobility management in 
NEMO. The aim of this paper is to propose a Shared Prefix-based Flow mobility scheme in multihomed NEMO (SPF-
NEMO) which is based on PMIPv6 to reduce registration delay during inter mobility handoff as well. Moreover, 
numerical framework is formulated to evaluate the outcomes of the SPF-NEMO scheme. Through the performance 
analysis with results, it is confirmed that SPF-NEMO provides better solution related to extra registration delay during 
handoff among DATT. 
 
Key words: NEMO  MR  Access Technology Type   Multiple Care of Address   registration delay   

 
1. INTRODUCTION 

The concept of making use of a single address 
introduces the hazard of network failure leading to Internet 
connection shut down. This occurs only if that specific 
single interface link fails and no options are remained to 
continue the connectivity. Nevertheless, users are able to 
switch between multiple interfaces with the introduction of 
multihoming technique. To be precise, multihoming is a 
networking concept which is addressed as the concurrent 
use of several interfaces or IP addresses on a single mobile 
node or mobile router. It aims to improve the entire Internet 
connectivity as well as widens the reliability of network 
applications (Romain, 2013).  To perform upon failure at a 
single attachment point, the functionality of a system 
component are presumed by secondary system workings if 
the main component is unavailable (e.g. failure).  In few 
cases, a specific flow can be duplicated via various 
interfaces. Flow Bindings is an addition of MCoA in 
NEMO that allows a MR to enclose distinct flow to a care-
of address without having an effect on other flows via the 
identical home address (Sarikaya, 2013).  In addition, it can 
integrate a distinctive flow to a particular CoA exactly via 
Correspondent Node (CN) with Home Agent (HA) and 
Local Mobility Anchor point (LMA) (Tsirtsis, 2011), 
(Sarikaya, 2013), (Bernardos, 2012). Thus, it is expected to 
reduce packet loss with delivery delay for real time 
applications (Tsirtsis, 2011), (Sarikaya, 2013), (Chen, 
2004). Therefore, several proposals (Devarapalli, 2005), 
(Tsirtsis, 2011), (Sarikaya, 2013), (Bernardos, 2012) of 
flow mobility on Proxy Mobile IPv6 (PMIPv6) have 
already leaded to reduce registration delay during handoff 
among Same Access Technology Type (SATT). However, 

the existing solutions still provide an extra registration delay 
during handoff among Different Access Technology Type 
(DATT) (Bernardos, 2012). In order to avoid this drawback, 
a Shared Prefix-based Flow mobility scheme in multihomed 
NEMO (SPF-NEMO) is proposed in this paper with 
performance estimation outcomes. It is confirmed from the 
outcomes that, SPF-NEMO provides better results than the 
standard NEMO BSP regarding higher registration delay 
during handoff among DATT. The remaining part of the 
paper is structured as follows: related work on flow mobility 
scheme in multihomed NEMO is illustrated in section 2. 
The details of SPF-NEMO scheme is proposed in section 3. 
Then, in section 4, the SPF-NEMO scheme is evaluated 
through cost investigation and conclusion is given in section 
5. 

 
2. RELATED WORKS 
 Despite the fact that NEMO-BSP offers session 
connectivity and reachability for mobile nodes which are 
attached to an MR, its handover performance is often 
unacceptable (Devarapalli, 2005). Nevertheless, very 
recently, researchers have realized that NEMO mobility can 
be easily supported through expanding mobility service 
provision entities initiated in PMIPv6. The probable cases 
and issues for NEMO with PMIPv6 have been offered and 
studied in (Tsirtsis, 2011), (Sarikaya, 2013), (Bernardos, 
2012). However these preliminary techniques integrating 
PMIPv6 and NEMO suffer from extreme packet losses 
during the operation of handovers. Furthermore, a complete 
performance analysis has not been studied yet.  
Accordingly, Multiple Mobile Router based scheme in 
NEMO (MMR-NEMO) has studied in (Romain, 2008), to 
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enhance the band width, network coverage as well as 
reliability of a mobile network. The conception of this 
scheme is supported on neighbor discovery and remains 
compliant with legacy IPv6 nodes. Through neglecting the 
L2 decision in RA (Router Advertisements) messages, a 
MNN must be able to determine the L2 address for the 
evade router initially prior to start a link with a distant node. 
After receiving consistent Neighbor Solicitation (NS) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
message, a NA is straighten with the direction of the MNN. 
It consists of the address of L2 for the MR which has 
decided for taking in control to MNN. Via the emission of 
an unsolicited NA, active redirection is attained to inform 
the L2 address of the evade router for MNNs. Nevertheless, 
this scheme is not capable to delegate for exclusive 
downstream communication to MR. Therefore, in addition 
of the previous scheme the authors has proposed a 
mechanism which supports upstream as well as downstream 
traffic where Duplicate Address Detection (DAD) has 
applied to respond as the declaration of L2 address for 
default router as an obligatory procedure of the IPv6 
stateless auto configuration strategy (Romain, 2013). The 
extended strategy permits default router assignment when 
the MNN associates with the moving network. However, 

need to determine the cost of each NEMO entities for 
precise evaluation.   
(Kim, 2011) presents an improved handoff scheme using 
Bicasting mechanism for Multi-homing as well as mobility 
in PMIPv6 domain (IBM-PMIPv6). The simulation results 
illustrates that the developed IBM-PMIPv6 scheme offers 
less latency than that of PMIPv6 during handoff since to use 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

bicasting mechanism. Consequently it is likely to diminish 
the probable packet losses as well as handover latency, 
while comparing with the current scheme (i.e, PMIPv6 and 
PMIP with multi-homing) during handover within multi-
homing environment. Nevertheless, the authors should 
determine the cost for precise evaluation for scalability 
reasons.  
Furthermore, a real solution for supporting multihoming in 
NEMO on the basis of proxy mobile IPv6 has developed to 
use every MR individually in order to offer flexible 
multihoming support along with PMIPv6 in NEMO (Li, 
2008). Nevertheless, it is required to concentrate on 
implementation cost to solve scalability issues.  
By integrating the concepts of the Shim with PMIPv6 (Shim 
with PMIPv6) protocols, an advanced Multihoming support 

Table 1. Existing flow-based mobility management scheme 
 

Objective of existing 
multihoming-based mobility 
management schemes with 
citation 

Characterization of Existing Flow-based Mobility Management Scheme 

Flow Bindings 
supported? 

Cost evaluation LMM 
based  

GMM 
based  LUC  PDC Entity wise 

evaluated? 

MMR-NEMO to enhance 
the band width, network 
coverage as well as 
reliability of a mobile 
network for downstream 
communication (Romain 
2008) 

Yes but not on 
PMIPv6 in 

NEMO 

No No No No Yes 

Extension of MMR-NEMO 
to supports upstream as well 
as downstream traffic.  
(Romain, 2013)  

Yes but not on 
PMIPv6 in 

NEMO 

No No No NO Yes 

IBM-PMIPv6 scheme uses 
multihoming based 
bicasting mechanism to 
achieve seamless handoff. 
(kim, 2011) 

No No No No Yes No 

Multihoming based scheme 
with NEMO on PMIPv6 to 
select best path among 
multiple interfaces (Li, 
2008) 

Yes No No No Yes No 

Shim with PMIPv6 scheme 
to support a flow 
distribution (Li, 2009), 
(Abley, 2012) 

Yes No No No Yes No 

Multihoming based 
proposals on PMIPv6 to 
support flow based routing 
(Trung, Jang and Melia, 
2011), (Choi, 2012). 

Yes No No No Yes No 
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scheme has been proposed in (Li, 2009), (Abley, 2012). 
According to Shim with PMIPv6, every interface inside a 
multihomed MN gets linked to the LMA domain 
individually. So, the LMA does not require differentiating 
among a vertical handover as well as the initial attachment. 
Additionally, the suggested scheme makes use of Shim 
locator preferences in order to support a flow distribution 
and concurrent transmissions through multiple interfaces, 
along with a vertical handover. In addition to that, the 
authors in paper (Trung, Jang and Melia, 2011), (Choi, 
2012) have proposed some proposals on PMIPv6 domain in 
order to support flow based routing. However, the 
implementation of these proposals with PMIPv6 in NEMO 
environment stills an active research area. Moreover, 
analytical evaluation need to be done to determine the cost 
of each NEMO entities. The characterization of existing 
flow-based mobility management scheme are summed up in 
Table 1. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3. PROPOSED SPF-NEMO SCHEME 
A handoff technique must be when the serving MR 

moves between different domain (Abley, 2013). In proposed 
Shared Prefix-based Flow mobility scheme in NEMO (SPF-
NEMO), the serving MR is capable to perform inter 
mobility handoff with predictive mode only. The serving 
MR is the gateway in between access Router (Present MR 
MR act as access router in Fig.1.) and Local Fixed Node 
and New (LFN). It is assumed that the serving MR is 
capable to encapsulate Proxy Binding Update (PBU) 
message to the Router Solicitation (RS) message (Sarikaya, 
2013), (Bernardos, 2012).  Moreover, it is also presumed 
that all nodes are Local Fixed Node (LFN) beneath the 
serving MR and signaling message for LFN is totally 
controlled through the serving MR during inter mobility 
handoff. Otherwise, the MR performs a NEMO BSP 
handoff. According to the SPF-NEMO scheme, the Proxy 
Binding Update (PBU) message is wrapped up with the RS 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Figure 1: Handoff Framework of SPF-NEMO Scheme 

Table 2. BCE before and after LMA receiving PBU and flow bindings 
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message earlier to the Layer 2 (L2) handoff. Thus, it is 
possible to reduce Total Registration Delay Cost (TRDC) 
for inter mobility handoff. The proposed SPF-NEMO is 
described stepwise and handoff framework is shown in Fig. 
1 accordingly: 
1. Initially the serving MR connects to the Present MR 

(PMR) with the Physical Interface1 (PI1) and assigns 
Home Network Prefix-1(HNP-1) (Devarapalli, 2005).  

2. While the serving MR comes near to the access link of 
New MR (NMR), serving MR will make a decision to 
attach with NMR using the Physical Interface 2 (PI 2), 
whereas it is still attached with PMR by PI 1. 

3. By using L2 triggering information, handover 
detachment of serving MR from the present access 
network is informed by PMR to Local Mobility Anchor 
Point (LMA) by exchanging De-registration PBU 
(DeReg.PBU) that contain the serving MR-ID and De-
registration PBA (DeReg.PBA) messages. 

4. After sending DeReg.PBA message, LMA needs to 
wait to perform handover registration for serving MR 
with NMR. 

5. After getting the Router Solicitation (RS) message, 
NMR transmits a Proxy Binding Updated (PBU) 
message which contains serving MR-ID (F flag with 
set to 1 as shown in Table 2) to LMA for notifying the 
presence of serving MR movement to support flow 
based routing on PMIPv6 domain.  

6. As the serving MR supports flow based routing, LMA 
transmits Proxy Binding Acknowledgement (PBA) 
message (that contains serving MR-ID, HNP-1, and 
HNP-2 with the MNP) to the NMR that supports flow 
bindings as well.  

7. Hence, a Home network Prefix Update Request 
(HPUR) as well as Home network Prefix Update 
Acknowledgement (HPUA) messages is exchanged 
among PMR and LMA for creating a bidirectional 
tunnel. The purpose is to forward the incoming and 
outgoing packets' flows destined for the serving MR 
and LFNs connected to the serving MR. At the same 
time, the corresponding   Binding Cache Entry (BCE) 
is updated by the LMA. As a result,   the LMA is 
capable of moving   packet flows among multiple 
interfaces liberally with no additional signaling 
overhead.  Hence, it is possible for the LMA to pass the 
flow-1 which utilizes HNP1, from PMR to NMR 
directly (as in Fig. 1).    

 
3.1 Extended BCE of LMA  

To accomplish the proposed framework, some 
modifications of the LMA are required  (Bernardos, 2012). 
An extension of the LMA is made in order to permit a 
serving MR to register multiple Proxy CoA (PCoA). 
According to the SPF-NEMO scheme, the LMA acts like a 
local HA of serving MR. Thus, the LMA is able to maintain 
several cache entries for the serving MR. All entries are 
delegated for the serving MR’s interface as well as connects 
with a PCoA. Table 2 illustrates the extended LMA binding 
catch entries. To facilitate shared prefix-based flow 
forwarding, some information is required on the LMA’s 
Binding Catch Entry (BCE) are mainly: ID of the serving  
MR, Home Network Prefix (HNP), address of LMA, Flow 

ID that helps to send selected IP  flow and Target Access 
Technology Type (TATT) of the NMR as well (as shown in 
Table 2). 

 
4. COST INVESTIGATION 

The cost of SPF-NEMO as well as NEMO BSP is 
analysed in this section regarding the cost for registration 
delay (illustrates in Fig. 2). The Registration Delay Cost 
(RDC) is characterized as the total of hop distance as well 
as signaling message produced in between LMA, PMR and 
NMR. According to the SPF-NEMO scheme, the serving 
MR notify its current address to the LMA during L2 
handoff.  

 

 
Figure 2: Numerical framework for SPF-NEMO 

 
Moreover, the handoff performance of the serving MR is 
affected at the overlapping zone due to higher velocity. 
According to SPF-NEMO scheme, there are two types of 
BUs are performed mainly: Registration Delay among Same 
Access technology type (RDSA) as well as Registration 
Delay among Different Access technology type (RDDA). 
The former one is a kind of movement among PMR (i.e. 
WLAN) whereas the later one is a movement between PMR 
and NMR (i.e. WLAN and 3G). Thus, two location update 
events are comprised in the total handoff cost. When the 
MR with LFN enters into a PMIPv6 domain in NEMO, the 
Total Registration Delay Cost (TRDC) for the serving MR 
can be calculated as (Shohrab, 2011), (Shayla, 2012): 
 
               

 
 MR

MM
MRNEMOSPF CRTE

RDSAPRDDAP
NTRDC




1

      (1) 
   NMRLMANMRPMR D+D=RDSA              (2) 

           ( )CMRLMANMRLMA D+D+RDSA=RDDA       (3) 

 
From Equation 2 and Equation 3, Dx-y represents the hop 
distance among different regions where as PM refers the 
probability of performing the mobility among different 
access technology to notify movement of the serving MR. 
NMR  indicates Number of MR and E(CRTcell) indicates 
average Cell Residence Time (CRT). RDSA and RDDA 
refers to signaling message exchanged in between same and 
different access technology for SPF-NEMO scheme 
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respectively. Therefore, the relative registration delay cost 
gain of  SPF-NEMO and NEMO BSP can be defined as: 
 

NEMOSPF
TRDCGain = 

NEMOBSP

NEMOSPF
TRDC

TRDC
         (4)  

4.1 Result Analysis 
The values used as system parameters are listed in 

Table 3 (Shohrab, 2011), (Shayla, 2012). The TRDC of the 
SPF-NEMO scheme and the standard NEMO BSP is 
illustrated from Equation (1) as shown in Fig. 3. It is 
observed that as the serving MR with its LFNs speed 
increases, the TRDC rises linearly with velocity since 
greater velocity results in small residence time results in 
recurrent handoffs. Yet, SPF-NEMO achieves better 
performance because of the presence of LMA. Therefore, it 
is summed up from Fig. 3 that, SPF-NEMO has lower 
TRDC than NEMO BSP in terms of cell residence time, the 
number of serving MR with LFN and velocity. In addition, 
the Fig. 4 is inherited from the Equation (4), which turns the 
cost ratio of the SPF-NEMO and NEMO BSP. It is apparent 
by analyzing Fig. 4 that the cost ratio changes rapidly when 
the range of cell residence time is between 20 to 30 second. 
While the cost ratio is wrapping into the value 0.48; it can 
be considered that the SPF-NEMO has saved the cost by 
52%. 

 
Table 3. Parameters for cost investigation (Shohrab, 2011), 

(Shayla, 2012) 
Parameters Value 

Number of serving  MR (NMR) 30 
Number of Correspondent Node (NCN) 1 

Cell Residence Time of serving MR (CRTMR) [20-180] sec.  
dPMR-LMA, dNMR-LMA, dMR-NMR, 1 hop 

dHAMR-CN , dHAMR-LMA, dLMA-CN 6 hops 

dCMR-NMR 2  
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Figure 3: Total Registration Delay Cost of SPF-NEMO scheme  
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Figure 4: Cost ratio of SPF-NEMO scheme against NEMO BSP 

 
5. CONCLUSION 

This paper proposes a Shared Prefix-based Flow 
mobility scheme in Multihomed NEMO (SPF-NEMO) on 
PMIPV6 domain in NEMO to support mobility 
management. The major contribution of this paper is to 
reduce TRDC by including PMIPv6 in NEMO. Thus, SPF-
NEMO scheme eradicates the necessity to apprise the 
current position of the MR to its HA before traveling to 
multiple access routers. In addition to that, through applying 
a shared prefix-based flow handoff mechanism, it is feasible 
to reduce packet loss and delay which leads to provide a 
better QoS. The performance of the SPF-NEMO scheme is 
evaluated via numerical analysis. Hence, it can be summed 
up from analytical analysis that the handoff cost of NEMO 
BSP shows superior than SPF-NEMO scheme due to  
multiple tunneled packets need to be routed from CN to the 
MR via the HA of the MR in NEMO BSP.  However, 
experimental test bed is needed to include for more precise 
evaluation of the proposed SPF-NEMO scheme as future 
recommendation. 
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ABSTRACT 
Construction of ontology is a difficult task, expensive and time-consuming. Concept, taxonomy and non-taxonomic 
relations, are the three important components in the development of ontology. These three components are used to 
represent the whole domain texts. Currently, most of studies focused on extracting the concept, the taxonomic 
relationships and the non-taxonomic relationships within the scope of single sentence. In order to enrich the domain 
ontology, we introduced a method to extract the non-taxonomic relations by using the similarities of relations that exist in 
more than one sentence. The most appropriate predicate are used as a reference to relate between concepts that occur not 
only in the same sentence, but also in different sentences. Here, the proposed method was tested using a collection of 
domain texts that described electronic voting machine and are evaluated based on the standard information retrieval 
performance metrics, i.e. precision and recall. 
 
Key words: Ontology  Semantic  Taxonomic  Non-taxonomic  Predicate 

 
 

INTRODUCTION 
 
The term ‘ontology’ originated from philosophy 

which means “theory of existence”1. However, in computer 
science, ontology is a model to describe the topic area that 
consists of terms, the properties and the types of 
relationships. Nowadays, ontology becomes a popular topic 
of research in many areas of computer science such as 
artificial intelligence, information retrieval, and semantic 
web. Considerable efforts have been made in constructing 
ontologies due to its complexity and time-consuming task 
(Shamsfard and Barforoush, 2004).  
Manual construction of ontology is a difficult task, 
expensive and time consuming (Shamsfard and Barforoush, 
2004). Therefore, several works such as (Kavalec et al., 
2004), (Maedche and Staab, 2000) and (Navigli, 2003) 
introduce an automatically or semi-automatically ontology 
using textual data in order to reduce the time and effort 
required for manual ontology construction. Even though the 
number of approaches for constructing ontology is 
increasing, most of these approaches only focuses on 
extracting the concept (Pantel and Lin, 2001), (Punuru and 
Chen, 2012), (Tomokiyo and Hurst, 2003) and taxonomic 
(is-a) relationships component (Caraballo, 1999), (Cimiano 
and Staab, 2004), (Hearst, 1992) and often neglect the 
importance of relationships other than is-a relation, also 
known as non-taxonomic relationships (Liu et al., 2005).  

Thus, recently, several researches such as 
(Imsombut, 2009), (Punuru and Chen, 2007), (Villaverde et 
al, 2009) focus on non-taxonomic relations to identify non-
taxonomic relationships between two concepts i.e., the 
relation between subject and object that occur in the same 
sentence. In this paper, we propose an approach to improve 
                                                            
1 http://www.obitko.com 

the extraction of non-taxonomic relation in order to enrich 
domain ontology from domain text. This work is a 
continuation of previous work (Nabila et al, 2011). The aim 
is to extract non-taxonomic relationships between concepts 
that occur not only in the same sentence, but also in 
different sentences, and thus, increase the number of 
relations extracted and properly represent the domain. The 
proposed method was tested using a collection of domain 
texts that described electronic voting machine and are 
evaluated based on the standard information retrieval 
performance metrics, i.e. precision and recall.  
 

 
RELATED WORKS 

 
Extracting non-taxonomic relations is one of the 

important tasks in the construction of ontology from texts. 
Most previous works have focused on extracting predicate 
or verb phrase that links concept as subject and concept as 
object in the same sentence as potential relationships. 
(Kavalec et al, 2004) identified the transaction that holds 
two concepts if they frequently occur within the predefined 
distance from the verb as verb-concept-concept (VCC(n)). 
(Akbik and Brob, 2009) developed Wanderlust to finds 
semantic relations between two entities using dependency 
grammar patterns. (Imsombut, 2009) used several heuristic 
rules to identify the subject and the object of the verbs and 
assume all Noun Phrases (NPs) that occur before verb are 
selected, as subject of the sentence and NPs that occurs after 
verb are selected as object of the sentence. Then, the verbs 
are expanded by gathering all verbs occurring between the 
same patterns of concept pair. In (Villaverde, 2009), to 
identify nouns and verb phrases, the part-of-speech (POS) 
tagger was applied to each sentence from the documents 
collection to fulfill the pattern:  <term><verb><term>, 
where the terms are ontology concepts that appear in the 
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same sentence with a verb link between them. (Maedche 
and Staab, 2000) identify relation (i.e. verb phrases) 
between two concepts, where the concepts are ontology 
concepts that appear in the same sentence. (Serra and 
Girardi, 2011) used an NLP approach and data mining 
technique to identify potential non-taxonomic relationships 
from textual sources. (Punuru and Chen, 2007) developed 
Subject-Verb-Object (SVO) Triples method to identify non-
taxonomic relations between two concepts, where the 
concepts must appear as the subject and the object of a 
sentence. They used MINIPAR dependency parser to 
determine the appearance of concepts. Then, the verb that 
occurs together with the concept pair was identified. 
PARNT (Serra et al, 2013) is a semi-automatic method to 
extract non-taxonomic relations from texts. Most of these 
works focused on extracting relationships between two 
concepts, i.e. subject and object that appear in the same 
sentence only. This thus limit the number of identified 
relations than what it should be, and hence, does not 
properly represent the domain. Our method, in contrast, is 
capable of identifying relations between subject and object 
that appear in different sentences and used same predicates 
or synonymous word. 
 
 

EXTRACTING NON-TAXONOMIC RELATIONS 
 

The objective of our proposed method is to 
improve retrieval process of non-taxonomic relations in 
domain-specific texts. Using this method, non-taxonomic 
relations that occur in those texts are extracted as many as 
possible. The method consists of three main steps. The first 
step of the method is to extract the concepts by using the 
pre-processing tools. Next, the concepts are classified into 
two lists, list of subjects and list of objects. The subjects and 
objects are determined based on the position of the subjects 
and objects occurrence in texts. The second step is to 
generate concept pair by using the Cartesian product 
between these two lists. The third step is to extract and 
assign potential relations for concept pairs. The relationship 
among these three main steps is illustrated as in Figure 1. 
 
Extracting Concepts (subjects and Objects) from the 
Domain Texts 
  The first step is to extract the concepts i.e., the 
subjects and objects from texts. This step is divided into 
three tasks:  

(1) text-preprocessing,  
(2) formation of Predicate_subject and 

Predicate_object Pairs, and  
 (3) classifying concept into subject and object. 
 

In Task 1, the texts are split into sentences and the 
pre-processing tools and statistical analysis are applied to 
extract relevant terms from the texts. Here, term is a word 
of the noun that exists in domain text. Relevant terms are 
counted as relevant concept for the domain text.  
 
 
 
 
 

 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: The main steps of proposed method. 

 
In Task 2, the MINIPAR dependency parser (Lin, 

2003) is applied to all sentences in domain text to identify 
the subject and the object of a sentence. For each sentence in 
the texts, the dependency pairs  (i.e. grammatical relation 
between nouns (subject or object) with the predicate) are 
extracted and the pairs is represented in the form of (sid, 
p(subj)) or (sid, p(obj)), where  

  sid is the sentence identifier in which the 
predicate and the subject or the object appear. 

 subj is a noun that appears as subject in a 
sentence. 

 obj is a noun that appears as object in a 
sentence. 

 p is a predicate that occurs together with a 
noun in a sentence. 
 

All  subj, obj and dependencies pair i.e., (sid, p(subj)) and 
(sid, p(obj)) that are extracted from texts are included into 
Predicate_Subject list, PS, or Predicate_Object list, PO.   

Task 3 is to classify each relevant concepts into 
Subject or/and Object. In this task, the result produced from 
the previous two tasks, i.e. pre-processing and formation of 
predicate_subject or predicate_object pairs are matched. 
Then, the matched terms are classified into two sets, i.e. S 
and O.  

 S = {s1, s2,….,sn} is a set of relevant terms which 
appears as subject in sentences of text. 

 O = {o1, o2,….,om} is a set of relevant terms which 
appears as object in sentences of text. 

There is a possibility that same term can be a member of 
both S and O. 
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Generating Concept Pairs. 
The second step in the proposed method is the 

generation of concept pairs. Here, the concept pair, CP, is 
generated from the Cartesian product of sets S and O. To 
prevent the existence of the taxonomic or hierarchical 
relation between subject and object in concept pairs, several 
restrictions are used. The concept pairs (s, o) are generated 
taking into consideration the following restrictions: 

i. s  is “not same word” with o  or 
ii. s is “not synonym” with o or 

iii. s is “not is-a” relation with o or 
iv. s is “not part-of” relation with o 

 
Restriction (i) is used to avoid subject and object in concept 
pair from being the same word. Meanwhile, for restriction 
(ii), (iii) and (iv), WordNet is used to identify whether S has 
a synonym or is-a or part-of relation with O. In WordNet, 
hypernym refers to is-a relation while hyponym refers to 
show part-of relation. Concept pairs that fulfill the 
restrictions are considered as a valid pair and the 
relationships for the valid pairs are identified in the third 
step. 
 
Labeling the relationship between concept pair. 

The third step is to extract the potential relation to 
label the generated concept pair.  In our work, we consider 
three cases of predicate between subject-object pair (s, o). 
Case 1 is used to identify the relation between concept pair, 
i.e. the subject and the object that appear in the same 
sentence. Cases 2 and 3 are used to identify the predicate 
between subjects and objects that appear in different 
sentences. Here, we represent the list of predicate_subject 
pair and predicate_object pair as the following: 
 
Let  (sidi , pi(si))  PS, (sidj , pj(oj))  PO, and (si , oj)  be 
the concept pair. 
 
For example, we used six sentences extracted from voting 
machine domain text and expressed the sentences in the 
table as shown in Table 1. 

Table 1.  Example of Sentences from Domain Text. 

Sid Predicate Subject Object 

1 supply company  

2 report machine ballot 

3 produce  paper 

4 produce machine  

5 provide  machine 

6 use  machine 

 
We can determine the potential relation for concept pairs 
based on three cases as below. 
 
Case 1: Subject, object and predicate in the same 
sentence. 

If the predicate, subject and object appear in the 
same sentence, then the predicate is considered as the 

potential relation of the concept pairs. This idea can be 
expressed by the following rule, 

If ((sidi = sidj) && (pi = pj)), then establish relation pi (si , 
oj). 

 
As an example, if we have a concept pair (machine, ballot), 
then we identified all predicate-subjects, p(machine)in the 
PS list and predicate-objects, p(ballot) in the PO list (refer 
Table I). For instance,  

(2, report (machine)) 
(4,  produce (machine)), are in PS and  
(2, report (ballot)) is in PO, hence  

 hence report (machine, ballot) is 
established. 

 
In this example, predicate report exists in both PS and PO 
list, which is in the same sentence no 2. Therefore, the 
predicate report is considered a potential relation for 
concept pair machine and ballot. 
 
Case 2: Predicate_subject and predicate_object occurs 
in different sentences but predicates are the same. 

Case 2 is used to identify relation between 
concepts that appear in different sentences, but the 
predicates are the same. Since the predicates in PS and PO 
are the same, we assume the predicate can be considered as 
relations between concepts. In rule,  

If ((sidi ≠ sidj) && (pi = pj)), then establish relation pi (si , 
oj). 

 
For example, given a concept pair (machine, paper), and 
assume predicate_subject pairs  

(2, report (machine)) 
 (6, produce (machine)) are found in PS 

list and  
(3, produce (paper)) are in PO list. 
 

Here, we can derive a relation of predicate produce with 
subject and object and represent as produce(machine, 
paper).  
 
Case 3: Predicate_subject and predicate_object occurs 
in different sentences but predicates are synonym.  

Case 3 is used to identify predicates that are 
synonym. In this case, since the predicates in PS and PO are 
synonymous, then both predicates can be considered as 
relations between subject and object. Any one of the 
predicate is chosen to represent the relationships as both are 
similar in meaning. In rule,  
If ((sidi ≠ sidj) && (pi synonym pj)), then establish relation 

pi (si , oj) or pj (si , oj). 
 
For example, given a concept pair (company, machine) and 
assume  

(1, supply (company)) is found in PS list, 
and 

(5, provide (machine))  
(6, use (machine)) are in PO list.  
 

Referring to WordNet, the word supply is synonymous with 
the word provide. Since the predicates are synonyms, we 
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can use only one predicate to represent the relationships for 
concept pair, for example supply (machine, trail). 

 
 

EXPERIMENTS 
 

For conducting the experimental evaluation, we 
selected a set of voting machine domain texts collected 
from New York Times website with over 19,111 words. 
Here, we compared our findings on the number of identified 
relations in the domain texts with the SVO method.   

Based on the results (see Table 2), the SVO 
method generated 93 relations of which 84 are correct 
relations and 9 are incorrect relations. In contrast, the 
proposed method extracted 364 relations of which 236 are 
correct relations, which is higher than the SVO method. The 
recall value for the SVO method is 17.0% and the proposed 
method is 47.8%. It can be concluded that the proposed 
method produced better results compared to the SVO 
method.  

Table 2:  Correct and incorrect relations for the total 
generated relations  

Method 
Total 

generated 
relations 

No. of 
correct 

relations 

No. of 
incorrect 
relations 

Precision Recall 

SVO 
Method 

93 84 9 90.3 17.0 

Proposed 
Method 364 236 128 64.8 47.8 

 

Table 3: Results for non-taxonomic relations for voting 
machine domain texts 

Method 

No. of relation where the 
subject and object in Total 

relations Same 
sentence 

Different 
sentences 

SVO 
Method 

84 0 84 

Proposed 
Method 

84 152 236 

 
In Table 3, the proposed method has proved that 

there are non-taxonomic relationships between subjects and 
objects that occur not only in the same sentence, but also in 
different sentences. Based on the same domain texts, the 
domain expert has identified 494 valid relations. Therefore, 
it shows our proposed method have successfully found 
correct relations that are almost close to the manual domain 
expert evaluation. In addition, our proposed method also 
helps in enrichment of the domain ontology. 

 
 
 
 
 

CONCLUSION. 
  
In this paper, we proposed a method for extraction of non-
taxonomic relations to enrich the domain ontology from 
domain text. Here, the relation between subject and object 
that occur in different sentences are also extracted and thus 
increases the number of relation extracted and properly 
represent the domain. From the results of experiment, it is 
clear that the presented method was able to increase the 
number of relations extracted. In future, we plan to select an 
appropriate predicates representing a relationships for a 
subject-object pair. 
 
Acknowledgments. Universiti Sains Islam Malaysia and 
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ABSTRACT 
Current screen-reader program used by the blind people to access the Internet inflicts navigation restrictions since the 
blind users can only perceive the content in serial mode. The serialized access using screen-reader program restricts the 
blind users from having the multi-dimensional effects required to fully understand the page layout. We believe that by 
accessing web pages using bi-modal interaction, a blind user would be able to perceive a two-dimensional perspective of 
a web page in his or her mental model. The purpose of this study is to investigate the differences in the mental models 
created by blind people from a two-dimensional web page using two different means: one using a screen-reader only and 
the other using a touch screen with audio feedback. Ten blind people and thirty sighted blindfolded participants 
participated in this study. This study employed within-subjects repeated measures experiments together with 
observations, verbal protocols and semi-structured questionnaires to achieve the objectives of the study. Besides, the 
influence of user’s spatial ability on the user’s performance was investigated using Tactual Performance Test (TPT). The 
study revealed that using touch screen with audio feedback, the blind people achieved more accurate orientation. 
However, the accuracy seems to be affected by page complexity. In addition, investigation of blind users’ spatial ability 
on users’ sense of position revealed that using touch screen with audio feedback, blind participants with lower spatial 
ability took longer time to locate information. Therefore, users’ spatial ability plays an important determinant for the Web 
navigability using touch screen with audio feedback. 
 
Key words: Web Accessibility  Two Dimensional Mental Model  Non-visual Navigation  Touch Screen with Audio Feedback 

 
INTRODUCTION 

The Internet plays such a vital role in our daily life 
that it is important for everybody to be able to access the 
Internet regardless of one’s disability or impairment. The 
disabled people should place themselves in line with the 
changes in technoloy so that they are not being excluded 
by progress and modernity. 

Study by Hollier (2007) and Williamson (2000) 
found that people with vision disabilities has a strong 
desire to use computer and the Internet. For mild visually 
disabled people, the solutions are more conservative - they 
try to maximize the useful remaining vision (Chiang, 
2005). The most popular assistive technology used by 
them to access the Internet is screen magnifier. On the 
other hand, severe visually disabled people especially the 
blind people require non-visual alternatives such as 
screen-reader programs, which include Job Access with 
Speech (JAWS), System Access, or Window-Eyes or 
Braille terminal to access the Internet. In general, a screen-
reader program will get all the texts available on a 
computer screen and translated into sound by Text-to-
Speech engine. To interact with the computer system, 
computer keyboard is the main input device used by the 
screen-reader users. The blind user can instruct the screen-
reader program to speak out the content in specific manner 
using available keystrokes that will trigger specific 
functions. On the other hand, a Braille terminal, also 

known as Refreshable Braille display, is an electro-
mechanical device for displaying Braille characters by 
raising dots through holes in a flat surface . However, it is 
worth to mention here that no more than 10% of blind 
people in the United States are literate to use Braille 
terminals as their primary reading medium (Seddon, 2005) 
mainly because it is cost-prohibitive (Wentz, 2011). 

Research by Bigham et al. (2007) found that 
screen-reader users spent more time and needed more 
effort to perform a task on the Internet in comparison to 
their sighted counterparts. The screen-reader users 
displayed more investigative behavior than their sighted 
counterparts. The workload for moving back and forth is 
particularly tedious and time consuming (Takagi, 2007). 
Furthermore, without the contextual information provided 
by the layout, web pages can be hard to navigate, it is 
challenging for the screen-reader users to find the required 
information from the web pages. (Jay, 2008). 

The problem discussed above happens because the 
screen-reader program processes pages sequentially, from 
top left to bottom right of the page. Because of this, 
screen-reader users will have different mental model for 
accessing the two dimensional web pages as compared to 
the sighted users. The absence of the two dimensional 
information in the mental model of the screen-reader users 
is the key problem for them to use the Internet and to 
collaborate with their sighted counterparts effectively.  
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To get a two-dimensional perspective of a page, 
users with non-visual access have to utilize other senses. 
The sense of touch is a prevailing modality for interface 
design and plays an important role in assisting the blind 
people to develop a two dimensional perspective of a page 
(Kuber, 2007). Explosion of touch screen and gesture 
based consumer technologies motivated this study to 
explore the potential of these products. Some popular 
examples of touch screen technologies are Apple iPhone 
and Google’s Android phones, desktop PCs such as HP 
TouchSmart, tablet computers such as the Apple iPad Air, 
Samsung Galaxy Tab S and Sony Xperia Z2. 

We believe that by accessing web pages using a 
touch screen with audio feedback, a blind user would be 
able to gain a two-dimensional perspective of the web 
page in his or her mental model. If the mental model of the 
page contains two-dimensional information, it would help 
the blind user gain a better orientation of the web page and 
have a sense of position in the web page. This is important 
for the user to navigate the Web. 

The remainder of the paper is structured as 
follows: Next section discusses the methodology to 
investigate the blind user’s mental model when using a 
touch screen with audio feedback. The section titled 
Findings presents the result of the study. Finally, the last 
section presents the discussions and conclusions. 

 
METHODOLOGY 

Research in human-computer interaction (HCI) 
believes that it is the mental models that facilitate people 
to interact with complex computer systems (Zhang, 2007) 
(Staggers, 1993) (Li, 2005). Based on the model of Takagi 
et al. (2007) and data collection method for mental model 
studies as proposed by Sasse (Sasse, 1997), a conceptual 
framework as shown in Figure 1 is developed for the 
purpose of investigating how the touch screen with audio 
feedback enhances the blind people’s overview and sense 
of position of a web page. The target population is blind 
people who are currently using screen-reader program as 
their assistive technology to access the Internet. A 
comparison that employs a quasi-experimental design is 
conducted to investigate the differences between screen-
reader program and touch screen with audio feedback. 
Through experiments with objective and subjective 
measurements, the investigation on users’ ability and 
preferences using touch screen with audio feedback is 
further conducted. 

In order to investigate the effect of two 
dimensional perspectives on blind users’ mental model, four 
types of data are needed as shown in Figure 1: 
 

• Diagrammatic Representation – drawing, sketching 
or representation of functions, components and 
properties of the system  

• Performance data - assesses user’s ability to 
complete the task given, time taken to complete the 
tasks and number of errors produced 

• Online protocols - record user’s interaction with 
the system 

• Verbal data - require users to verbalize their 
thought and feeling during the interaction with the 
system 

 
 
 
 
 
 
 
 
 
 

 
 
 

Figure 1: Conceptual Framework 

 

In order to investigate the effect of two 
dimensional perspectives on blind users’ mental model, four 
types of data are needed as shown in Figure 1: 
 

• Diagrammatic Representation – drawing, sketching 
or representation of functions, components and 
properties of the system  

• Performance data - assesses user’s ability to 
complete the task given, time taken to complete the 
tasks and number of errors produced 

• Online protocols - record user’s interaction with 
the system 

• Verbal data - require users to verbalize their 
thought and feeling during the interaction with the 
system 

 
This study utilized a mixed-method approach to 

evaluate the accessibility and usability of multi-modal 
environment for the blind people. This approach embeds the 
quantitative data with a traditional qualitative research 
design as proposed by Creswell (2010). The basis to adopt 
this research design is because relying on one single 
methods seems insufficient to reveal inclusive answers. 
Therefore the combination of two methods offer more 
insights on the issues and provide a comprehensive view of 
multi-modal interaction using touch screen with audio 
feedback. 

Based on the embedded mixed-methods design, the 
data was collected for both quantitative and qualitative 
studies. Quantitative data was collected from users’ 
experiments with the intention of recording their 
performance on task completion and representing their 
visual imagination using diagrammatic representation. On 
the other hand, qualitative data was collected through 
observation, verbal protocol and semi-structured 
questionnaires to capture user’s behavior, user’s satisfaction 
and to observe their interactions with the system. 
  The research aim was addressed by conducting two 
experiments. The first experiment required participants to 
access the experimental pages using a touch screen display 
augmented with audio feedback. The second experiment 
required participants to access the experimental pages using 
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a screen-reader program. A within-subject crossover 
experimental design was employed in this study. Each 
participant accessed the experimental pages using two 
different means: one using a touch screen with audio 
feedback and the other using a screen-reader only. The 
benefits of this experimental design are the elimination of 
between subject variance and also reducing the sample size 
needed for the experiment (Gavin, 2008) which is 
appropriate for this current study. 

This project is assisted by a number of blind 
associations. Ten blind people participated in this 
experiment (3 females, 7 males). The number of 
participants is small, but compared to other related studies, 
the size of participants is reasonable. For instance, Takagi et 
al. reported that most experiments conducted with blind 
participants usually have only four to six people (Takagi, 
2007). Some of the reasons of small number of blind 
participants include mobility problems and specific criteria 
needed for particular experiment. The researchers focused 
on recruiting blind people with some basic skill using a 
screen-reader program.  

One drawback of crossover design is that the 
participant may gain preliminary experiences during the 
experiments (Cooper, 2003). These experiences known as 
learning effects occur when participants depend on 
familiarities gained in the first part of the study to indirectly 
improve their performance in the second part. To overcome 
the learning effect, this study randomly assigns the 
sequence in which the participants experiment web pages 
using the research apparatus. Half of the participants were 
asked to access the experimental pages using the screen-
reader program first, then the touch screen with audio 
feedback. Half of the participants accessed the experimental 
pages in the opposite way. Moreover, the participants were 
asked to take a Tactual Performance Test (TPT) between 
the first and the second part of the study. The TPT test also 
served as a run-in period to reduce the learning effect. 

As discussed in the previous publications (Abidin  
Xie, H., and Wong, K.W., 2012), the participants were 
asked to perform specific tasks. The study followed the 
experiment protocol as below: 
 
1) Explanation about the study.  
2) Consent to participate. All consents were given 

orally by the participant and audio-recorded for 
future reference.  

3) The participants were trained on the procedure of 
the experiment using two training pages for about 
10-15 minutes each. This is to make sure that any 
issues or doubt should be resolved before the real 
experiment started.  

4) The experiment started by asking the participant to 
explore the experimental pages using JAWS 
screen-reader. There were altogether 6 
experimental pages with different layout 
complexity used in the study.   

5) After exploring each page, the participants were 
asked to briefly describe the page.  

6) Then, the participants were asked to construct the 
layout of the table using diagrammatic 
representation (Figure 2).  

7) After the construction of diagrammatic 
representation, the participants were asked to 
answer a question.  

8) Spatial Ability Test (TPT). 
9) Repeat steps 4 - 7 above but now using touch 

screen display augmented with audio feedback. 
This study chose an Apple iPad as the 
experiment’s apparatus. VoiceOver program is 
available as screen-reading software for Apple 
iPad.  The participants were trained on how to use 
the device prior to the real experiment.  

10) Demographic survey. 
 

 

 
Figure 2: Diagramatic Representation 

 
 
 

To investigate the influence of user’s spatial ability on the 
user’s performance, this study accessed user’s spatial ability 
using Tactual Performance Test (TPT) (refer Figure 3), also 
known as Form Board Test and Seguin-Goddard Formboard 
(Strauss, 2006) (Hebben, 2002) (Spreen, 1991). The test 
consisted of ten holes of board with ten shapes of blocks, 
instruction manual and scoring form.  
 
 
 

 
Figure 3: Tactual Performance Test kit 
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The participant is presented with a block with holes and ten 
different blocks of shapes. The participant is instructed to 
insert the blocks as follows: 
 

1. Using dominant hand only 
2. Using non-dominant hand only 
3. Using both hands 

 
The blocks are placed in random order and a block should 
not be placed next to its matched hole. Participant’s 
performance is reported in terms of total time to complete 
the insertion of 10 blocks for dominant, non-dominant and 
both hands. Stopwatch is used to clock the completion time 
and is recorded to the scoring form. 
 
FINDINGS 

The focus of this research is to investigate the 
mental model created by the blind people using touch 
screen with audio feedback. It discusses the results on the 
effect of using touching sense together with hearing sense to 
obtain the correct overview and sense of position of web 
pages, and the possible interaction effects between multi 
modal interaction and user’s navigability. 
 
Gaining overview 

The first research question of this study was “How 
different are the orientations of a page obtained by the blind 
people when using touch screen with audio feedback as 
compared to screen-reader program only?”.  An indicator, 
which is the percentage of correct arrangements of 
diagrammatic representation, was used for measuring the 
orientation.    

Experiments with 10 blind participants executing 
browsing task on 6 experimental pages showed that with 
touch screen with audio feedback, blind participants in this 
study constructed diagrammatic representation with 
significant accuracy. However this was only for simple web 
page layout. Although other pages except for unlinear 
layout showed better percentage of the correct arrangements 
of headings and cells using touch screen with audio 
feedback as compared to screen-reader program, the 
differences however were not statistically supported. One 
possibility for this outcome may be because the experiment 
was too short in terms of time for training for different types 
of layout. Moreover, only two types of layout were used in 
the training sessions (large region and complex unlinear 
layout), potentially resulting in a decrease in familiarity of 
different layouts.  

From the result, this suggests that for better 
orientation using touch screen with audio feedback, simple 
layout should be used by the web designers. 

Large region layout had recorded the highest 
accuracy by the blind users when using touch screen with 
audio feedback compared to other layouts. This particular 
layout reduced the quantity of information in the page so 
that it is easier for the blind people to scan the web page. 
This is consistent with other researches that claimed that a 
greater quantity of information is confusing and induces 
rapid scanning of the whole page (Borodin, 2007) (J. 
Mahmud, Borodin, Y., Ramakrishnan, I.V. and Das, D., 
2007) (J. Mahmud, Borodin, Y. and Ramakrishnan, I.V., 
2007).  Furthermore, Miller’s classic paper on The Magical 

Number Seven reported that only about seven (plus or 
minus two) pieces of information can be stored in short term 
memory at one time (Miller, 1956). Therefore, grouping the 
interrelated elements should be considered. By doing this, it 
could increase the amount of information to be retained in 
the blind users’ memory (Balik, 2011). 

Moreover, for small region layout, the “fat finger” 
symptom seems to be the main reason why the blind 
participants performed better using screen-reader program 
as compared to touch screen with audio feedback. For small 
region layout, the sequential access to the content seems 
more suitable and less confusing.   

Complex unlinear layout had recorded the lowest 
accuracy by the blind users when using either screen-reader 
program or touch screen with audio feedback. This indicates 
that complex unlinear layout is difficult for the blind people 
and should be avoided by the web designers.  

Data gathered from 30 sighted blindfolded 
participants showed that there are significant differences in 
orientation between screen-reader and touch screen with 
audio feedback. However, the significant differences are 
found only for complex unlinear layout, complex linear 
layout and simple layout. Statistical analysis found that the 
ability to use screen-reader program by the sighted 
blindfolded participants is poor, suggesting that their better 
orientation using touch-screen with audio feedback may be 
affected by their previous experiences on navigation in two 
dimensional perspectives. As suggested by Heller (1989), 
the blind people’s visuo-spatial representations differ from 
sighted people’s because the blind lack experience of 
external frame as reference cues. This includes knowledge 
of the horizontal and vertical that aids the construction of an 
object-centered representation (Rock, 1987).  

Similar to the blind participants, the highest 
accuracy was recorded for large region layout by the sighted 
blindfolded participants. Sighted blindfolded outperformed 
blind participants on percentage of correct arrangement of 
diagrammatic representation for almost every layout, both 
using screen-reader program and touch screen with audio 
feedback. All sighted blindfolded participants utilized 
gliding gesture during exploration. It seems that the touch 
screen with audio feedback, with no direction constraints, 
allowed more accurate explorations, leading to higher 
scores of recognition. Although the touch screen with audio 
feedback does not offer any haptic feedback, the consistent 
position of the region on the tablet means those users can 
use kinesthetic sense (a sense pertaining to the position or 
movement of the body, the ability to know location and 
relative position) to communicate the layout of the page. 
Previous experience using mouse may facilitate the 
knowledge transfer for sighted blindfolded participants to 
understand and browse the layout table more effectively. 

Gaining detailed understanding of user’s mental 
model may shed light on how to present information on the 
Web to make it accessible to different people and on how to  
create information structures that best support blind 
people’s cognitive abilities. Most blind participants in this 
study had serial mental model of how information is 
organized on the Web. However, using touch screen with 
audio feedback, blind participants had vague two 
dimensional mental models and were unable to articulate 
that model similar to the one in sighted people’s minds. The 
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articulated models of two dimensional perspectives varied 
in complexity and some of them were not completely 
correct. Meanwhile, there were a few blind participants who 
had never considered the issue of information layout or 
could not articulate their thoughts in a spatial-based way. 
Training on using touch screen devices might be needed to 
help these blind participants gain a clearer picture of how 
information is organized on the Web. By constructing 
accurate two dimensional perspective of  mental models, 
blind participants’ tolerance of complex information layout 
on the Web could be improved, and they could be more 
comfortable with navigating the Web using touch screen 
with audio feedback and collaboration with their sighted 
counterpart might be possible.  
 
Sense of Position 

The second research question of this study was 
“How different the blind people locate the information 
when using touch screen with audio feedback as compared 
to screen-reader program only?”.  The second hypothesis of 
this study suggested that users utilizing two senses will have 
better sense of position of items on a web page. An 
indicator, which is the time taken to answer a question, was 
used for measuring the user’s sense of position. The results 
from the blind participants for this hypothesis were not 
supported by the results. The results suggested that touch 
screen with audio feedback could not provide implicit 
location or position of information because the blind 
participants did not value the importance of spatial 
awareness. 

The reason for this is not entirely clear, but it may 
well result from the unimportance of spatial awareness to 
the blind people. Few participants commented during the 
experiments that spatial awareness was not important and 
preferred to receive the information in serial order. This is 
possibly an effect of users’ existing familiarity or current 
knowledge of the screen-reader program. Moreover existing 
users’ mental models can either increase or decrease users’ 
expectations of a system or technology (Carley, 1992) 
(Gentner, 1983) (Carroll, 1987). 

Cattaneo et al. (2008) and (2010) believed that 
visual experience seems important to update spatial 
information efficiently. Although numerous studies have 
confirmed that congenitally blind people are able to 
generate visuospatial images, the performance however is 
lower as compared to sighted controls (Vecchi, 2001). 
Active visuospatial processes require modification and 
continuous update of mental representation (Vecchi, 2001). 
The results suggested that blind participants may have had 
prior knowledge of the screen-reader program and evaluated 
the multi-modal interaction in the experiments based on 
prior experience, thus skewing the results. This study also 
anticipated that the blind user’s mental models are still new 
and continue to modify as discussed in (Norman, 1983) to 
get workable results. 

Other than that, the reduction of confidence that 
the blind participants have when interacting with the 
environment without any haptic cues on the screen might be 
the other factor of poor performance. The smooth glass 
screen that the blind participants interact with is lacking of 
landmarks and requires pure spatial memory to support 
effective navigation (El-Glaly, 2013).  

On the other hand, result from sighted blindfolded 
participants showed that there are significant differences in 
sense of position between the users of screen-reader 
program and the users of touch screen with audio feedback. 
Using touch screen with audio feedback, sighted 
blindfolded participants were able to locate the information 
statistically faster compared to screen-reader program. 
However, there is no significant difference found for small 
region layout. Some of the factors that might affect the 
results include familiarity with the task and the device used 
in the experiments, as well as the better mental strategies 
linked to male and young participants (Jonassen, 1996).  

The inconsistency between these two groups could 
be attributed by different factors. The main factor could be 
attributed to the unfamiliarity of the blind users with the two 
dimensional navigation. The role of visual experience and 
the capacity to use visual imaginary strategies to cope with 
demanding tasks when interacting with multi modal system 
seem important as discussed previously. The use of touch 
screen with audio feedback with gliding gesture requires the 
rigorous coordination between horizontal and vertical 
scrolling. However, not all of the blind users appreciated 
this approach because they felt that the spatial information 
or default information distribution on a web page was not 
important. Since the majority of the blind users had never 
used a touch screen device with gliding gesture to access the 
Internet before, the mental model of a web page they have is 
still in serial order. It is envisaged that the blind participants 
would change their preferences if they are exposed to the 
touch screen device for a longer time.  

Furthermore, blind participants are considerably 
slower at finding areas with specific information especially 
when involving values. Moreover there has been consistent 
evidence that blind people were able to construct and 
operate mental spatial imagery and pictorial imagery, but 
performed poorer than sighted people in demanding spatial 
tasks, such as mental rotation and scanning (Gottschling, 
2006) (Heller, 1989) (Vanlierde, 2004). Previous researches 
on representation explanations emphasized that blind people 
and sighted people use different spatial representation 
formats (Zimler, 1983). For example, the most extreme 
version of the explanation proposed that the blind use 
“abstract semantic representations” whereas the sighted use 
analogue visuospatial representations (Zimler, 1983).  
 
Spatial ability effects 

This study argues that blind participants with high 
level of spatial ability have more accurate orientation of a 
page and locate the information faster when using touch 
screen with audio feedback. Statistical results showed a 
positive correlation between users’ spatial ability and time 
to locate information as predicted. However, an inconsistent 
correlation was found between users’ spatial ability and 
correct percentage of diagrammatic representation. This 
may have been due to the fact that constructing 
diagrammatic representation is more difficult compared to 
finding a particular piece of information, especially when 
the blind participants were unfamiliar with the idea of 
diagrammatic representation.  

Observation from video recording of navigation 
strategy, it seemed that people, who understood how the 
structure was semantically organized, developed good 
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navigation strategies (Abidin Xie, H., and Wong, K.W., 
2013). This resulted in faster and an increased number of 
successful searches. The diagram of the overall structure 
provides an indication of how subjects seemed to develop 
navigation strategies. Those who produced more detailed 
drawings, appear to perform better in the tasks given. 
However, the participant’s memory may be influenced not 
only by information visualization but also by differences in 
individual ability and strategy. 

Investigation using Pearson product-moment 
correlation coefficient found that blind participants’ spatial 
ability plays an important determinant for web navigability 
using touch screen with audio feedback. This finding is 
consistent with other related work such as by Noordzij 
(2006) and McGookin (2008). 

This finding also found that there is no consistent 
result on the relationship between blind people’s spatial 
ability and correct overview of different experimental 
pages. The inconsistency of these findings might result from 
the fact that individuals with low spatial abilities have 
difficulties in constructing a visual mental model of the 
space, and they are more directed to the semantic content. 
Persons with impairment of visual-spatial abilities are often 
severely handicapped in terms of efficiency of functioning 
in a practical, everyday sense. The other reason might 
contribute from gender issue. Women reported higher levels 
of spatial anxiety, which is negatively related to the 
orientation way-finding strategy (Vecchi, 2001).  

Noordzij et al. (2006) highlighted that the type of 
mental processing, either passive or active, might influence 
the construction of a spatial mental model. Passive 
processing refers to the maintenance and updating of 
visuospatial information in memory, whereas the active 
processing refers to the image generation and its 
organization. In tasks requiring passive processing of 
mental representations such as constructing the 
diagrammatic representation, the blind participants 
performed equally well using the screen-reader program and 
the touch-screen with audio feedback device. However, it is 
difficult for blind participants to perform tasks requiring 
active manipulation of visuospatial representations 
especially when trying to find a specific piece of 
information on the screen which is consistent with findings 
in (Vecchi, 2001) and (Noordzij, 2006). In this active 
visuospatial imagery task, blind participants performed at a 
lower level compared to sighted participants. Therefore, to 
improve the navigation performance of the blind people 
with low spatial ability, special tools should be provided to 
assist the exploration of web pages. 
 
CONCLUSION 

It seems clear that touch screen devices will 
become more and more common and essential to the 
everyday lives of Internet citizens. Therefore, ways must be 
found in which people with disabilities can participate 
equitably in the information economy. It is the 
responsibility of information providers and technologists to 
try in every way possible to assist this participation. 

This study confirmed previous findings that the 
mental models of the screen-reader users are in a single 
column-like structure. However, expert and more 
experienced screen-reader users were able to imagine the 

layout in two-dimensional perspective although it was not 
100% correct. Through a series of experiments, most blind 
participants agreed that touch screen with audio feedback is 
helpful in getting better orientation and better sense of 
position. However, lack of training in using touch screen 
devices and varied levels of their previous experience using 
screen-reader program contributed to the divergence of the 
comments. When accessing the web pages using touch 
screen with audio feedback, the size of the region plays an 
important role in assisting exploration process. If the size is 
too small, the users easily miss the neighborhood regions. 
Besides, page complexity seems to affect accuracy of 
overview.  

This study also found that there is a significant 
interaction effect between a user’s spatial ability and time to 
answer a question using touch screen with audio feedback, 
suggesting that a blind user’s spatial ability has a potential 
moderating effect on his or her performance in using the 
touch screen with audio feedback.  

Contrary to the screen reader program, which 
forces its user to access two-dimensional web content in a 
serial form, the touch screen with audio feedback has the 
potential to allow the blind user to access web content with 
two-dimensional perspective. 

To support the use of touch screen devices by the 
blind people, researchers and designers need to work closely 
with the blind users. Most researchers and designers seem to 
prefer working with their own conceptualizations which we 
believe are not sufficient and accurate representations of 
how the blind users think and behave. Collaboration 
between the blind, rehabilitation and research communities 
is crucial. A collaborative design process is the best hope 
for developing good assistive devices. Designers of 
innovative devices must be ready to face a natural 
opposition to changes that go against conventional wisdom. 
Although input from the blind and rehabilitation 
communities is very important, going against accepted ideas 
may lead to interesting and valuable results. As a matter of 
fact, Braille’s acceptance in the early stage was 
controversial and did not occur overnight. 

Finally, on a practical level, designers could 
contribute to this process by grounding design models on 
users’ models of tasks and the real world, and carefully 
engineering the system image to communicate that model. 
Systems developed in this manner are artifacts which would 
allow researchers to put the idea of conceptual design to 
test. 
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Abstract-Telemedicine is the new way of delivering health services to patients and can be defined as the 
provision of medical services by using information technology and communication systems. Moreover, it 
emphasizes the interaction and collaboration with the increase of sharing information and knowledge 
between healthcare provider and patient. Healthcare information systems contain large volumes of 
information that include demographic and medical history of patients such as medication, lab test results, 
radiology information and procedures that are constantly growing. Thus, the need of complete medical data 
which supports video, audio and images has to be accomplished before implementing the telemedicine 
system. The aim of this research is to propose an integrated telemedicine framework supported by data 
warehouse technique.  The proposed framework is evaluated using test case technique and the result 
showed that data warehouse provide important elements of information to telemedicine system especially 
during consultation 

Keywords: Telemedicine, Data Warehouse, Data warehouse architecture, medical data. 

1. INTRODUCTION 

Health informatics is a rapidly growing field that 
applies computer science and information 
technology to medical and health data [1]. 

Data warehouse is the heart of the architected 
environment, and is a fundamental for all 
decision support system (DSS). The work of the 
DSS analyst in the data warehouse environment 
is much easier compared to traditional database. 
This is because data warehouse is a single 
integrated source of data and is easy to be 
accessed seamlessly [2].  

The data warehouse contains a source of 
valuable data mining. The data contained in the 
data warehouse is comprehensive, integrated, 
and structured according to transaction date and 
time. It should be noted that although the data 
warehouse is an excellent source of data for the 
minor and the explorer, the data warehouse is 
often the only source of reference. External data 
from different application data can be freely 
mixed with data warehouse as part of their 
exploration and mining [3]. 
 
 

2. METHODS 
2.1.  ARCHITECTURE DESIGN 

The proposed telemedicine-data warehouse 
architecture has been modeled and customized 
based on requirement collected from user (doctor 
and medical assistant) through open ended 
interview and discussion. The requirements were 
modeled and recorded using use case model.  

Once the telemedicine-data warehouse 
architecture was developed, the proposed 
architecture was tested using electronic medical 
data source adopted from University of 
California, Irvine (UCI). 

The evaluation of the proposed telemedicine-data 
warehouse architecture was conducted based on 
test case technique where the system 
functionalities, test case, expected test result and 
actual test result was designed and used during 
the evaluation.  

Microsoft Visual Studio application MySQL 
were used as a development tools to design and 
test the system and storage for processing the 
sample dataset.  

The architecture evaluation is conducted by the 
intention of providing more flexible and 
enhanced method of managing and classifying 
the dataset tables into Object Linking and 
Embedding (OLE) database. This approach is to 



provide alternatives and better services to 
database administrator in managing and 
retrieving the dataset.  Hence, it would improve 
the integration of telemedicine-data warehouse 
system. 

2.2. PROPOSED TELEMEDICINE- 
DATAWAREHOUSE 
ARCHITECTURE  

The proposed telemedicine-data warehouse 
architecture consist of five layers including data 
source layer, integration layer, data warehouse 
layer customization layer, and application layer 
as shown in Figure 1. The next section will 
explain the role and function of each layer for 
further understanding.   

 

Figure 1: The Proposed Telemedicine Data 
Warehouse Architecture 

2.2.1 Data Sources Layer 
This is data layer where the data sources have 
been retrieved from UCI. As for example, the 
dataset of breast cancer is used as a data source. 
Data staging area is a preparation to build a data 
warehouse which limited to the combine, 
cleaning, alignment and prepare the data to 
Extraction-Transformation-Load (ETL) tool. 

2.2.2 Integration Layer 
The integration layer provides mechanism on 
how to map the attributes of the datasets into a 
clean, simple view of the enterprise. ETL is an 
integration tool and a preparation process of the 
data into data warehouse. Extraction is a process 
of reading the data from data sources, 
transformation is transforming data to common 
form that able to include quality and load is 

loading the moving data into data marts. 
Integration layer helped to integrate the various 
source of data to common data warehouse [4] as 
shown in Figure 2. 

 

Figure 2: Creating ETL tool connection 

2.2.3 Data Warehouse Layer 
The data warehouse layer concerns on data 
storage for any type of medical data in terms of 
data mart relation. In addition, this layer has 
been reported as a source of reality for all 
common medical data and a place where the 
medical data warehouse is created [5]. Figure 3 
shows the creation of data warehouse.      

 

Figure 3: Creating data warehouse 

2.2.4 Data Marts 
A data mart is a storage of data that comes from 
various database or/and other sources of data that 
could support the business needs of the 
healthcare services. The data may be derived 
from various source of information such as 
dedicated database, other data warehouse and 
specific database. Data marts are able to provide 



a conceptual view of dataset elements through 
different data ports [6]. 

2.2.5 Metadata and the Metadata 
Repository 

Saving the database that contains the complete 
glossary of all components databases, fields, 
objects, owners, and access codes platforms. 
Provide a method to the users of data warehouse 
to view what information is available and where 
it is kept the conversion was made to the data, 
other data are related to the selected data [7]. 

2.2.6. Customization Layer 
Customization layer enables the user to modify 
and expand the application of data warehouse 
and online analytical processing (OLAP) cube. 
OLAP enables business users to slice and dice 
the data according their needs. Typically, the 
data in the organization is distributed in several 
data sources and incompatible with each other. 
For example, point-of-sales data and sales 
through the call center or on the Internet are 
stored in another location and format. 
Implementing OLAP involves the process of 
extracting data from various data repositories 
and making them compatible to be used. An 
example of conflicting data is the age of the 
client can be saved as a birth date for purchases 
made via the Internet and stored in the age 
categories for sale in the store [8,9,10,11]. 

2.2.7. Application Layer 
Based on study done by [12], it was highlighted 
that the telemedicine data can be stored in 
smartphones and it would be sent to medical 
doctor for further analysis through 
telecommunication network. However, this 
method might face technical problems of limited 
storage space and execution capability. Hence, 
the data warehouse system would overcome this 
problem by storing the data into data warehouse 
server where the doctor can view and analyze the 
data at a convenient time and location. In 
addition, data warehouse also stores multimedia 
information such as images and audio. As such, 
the integration between data warehouse and 
telemedicine system is important for seamless 
access to patient medical history of patient. 

This application layer could be used to enhance 
the integration between data warehouse and 
telemedicine system and, other health 
information system attached with medical 
devices or sensors [13]. 

3. RESULT AND DISCUSSION 

This test has been performed using operational 
medical data source adopted from University of 
California, Irvine (UCI). This study has used 
employed by medical datasets as data store. 
Technically OLAP has been used to as part of 
the the proposed architecture. Users, hospital 
administrators and top managers user can use 
MDW by using Microsoft SQL Server 2005. 
Building the proposed architecture adopted by 
using Microsoft Visual Studio for performing the 
Object Linking and Embedding (OLE) database 
operations. The study shows how the admin of 
telemedicine services can use the medical dataset 
and create new OLE based on the selected 
dataset. SQL has been used to make the database 
that stores the necessary medical dataset 
information for the admin. The architecture has 
been evaluated and the minor improvement 
needs to be incorporated into proposed 
architecture. The integration between 
telemedicine system and data warehouse would 
be improved especially for data storing and fast 
accessibility [14]. 

4. CONCLUSION 

This research has been involved the issues of 
generating the medical dataset operations into 
data warehouse structure based on Microsoft 
Visual Studio to be combined with telemedicine 
system. The integration of the data warehouse 
into the form of telemedicine is a contribution of 
this research. In order to make sure the 
requirements easily to  understand, the system 
has been tested and evaluated  using  existing 
test cases techniques for telemedicine system. 
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ABSTRACT 
One of the services that DNV GL Netherlands provides to its customers is to continuously monitor distribution cable 
circuits for upcoming defects. This system monitors over 100 circuits with an average of 5 discharges per circuit per 
minute. Regardless of the amount of circuits and pulse discharges per minute, the system should be able to complete all 
processes within one hour or even less. Meanwhile, the current database design using SQL Server cannot adapt to the 
new requirement of the user and low query performance for inserting and retrieving Partial Discharges (PD) data. Thus, 
to meet the new requirements, database remodeling should be done. To increase query performance for inserting and 
retrieving PD data, a new design to store PD data were introduced with remodel database structure and implementing 
partitioning. 
 
Key words: Partial Discharges Low Query Performance  Remodeling database  Partitioning 

 
INTRODUCTION 

Partial discharges (PD) is a localised dielectric 
breakdown of a small portion of a solid or fluid electrical 
insulation system under high voltage stress, which does not 
bridge the space between two conductors. Nowadays, many 
companies focus on electrical system (example: electricity 
or power company) build an online system to monitor 
partial discharges. PD online system is an effective 
predictive maintenance for generators at 4160 volt and 
above, as well as other electrical distribution equipment. 
The system do equipment analysis and dignostics during 
normal production, so corrective action can be planned to 
reduced unscheduled downtime (Paoletti and Golubev, 
1999).  

A new, unique and innovative measuring system 
for the on-line acquisition and analysis of partial discharges 
(PDs) in medium-voltage power cables is developed by 
DNV GL (formerly KEMA), together with Eindhoven 
University of Technology, with support from the 
Technology Foundations of the Dutch government STW, 
and the Dutch Utilities Alliander, Stedin and Enexis. 

The system which is called Smart Cable Guard 
(SCG) (formerly Partial Discharge Online Sysytem), checks 
the ‘heartbeat’ of the medium voltage (MV) cables 
continuously by monitoring and locating partial discharge 
activity. At both sides of the cable, a Measurement Unit 
(MU), which consists of a control unit and one or more 
sensors are installed to measure the complete MV cable 
connection on partial discharge activity during daily use. 

A MU measures and stores one hour-PD pulses 
locally. After collecting one hour-PD pulses, each MU in 
one cable circuit will send the measurements recorded in 
two pulse files to the server in DNV GL Control Centre by 
GPRS or LAN. In the Control Centre, one computer collects 
data from all SCG measuring systems. The data will be 
analyzed and interpreted for final presentation and 

interpretation, as depicted in figure 1. Each pulse file will be 
processed by the Data Combiner and stored into the SCG 
database. 

 
Figure 1 SCG System 

The descriptions in detail for each subsystem in 
figure 1 are as follows: 
1. Match and Merge is a stand-alone application that 

combines pulses into PDs. The Match and Merge 
application monitors (polls) a configurable location at 
defined intervals and detects new pulse  

2. Data input and Data exposure, which is responsible for 
interacting between the users’ web browsers and the 
core components of the SCG system. 

3. Database, runs on a dedicated MS. SQL Server 2008 
environment. The database contains all SCG persistent 
data. Logging and tracing data is not stored in the 
database but in files. 
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SCG system monitors the condition of the cable 
circuits periodically by locating partial discharge activity. 
Partial discharge data is recorded in pulse files, which are 
sent by each SCG system to the control centre at DNV GL. 
Later, all pulse files will be processed and stored in the 
database, which is located in the head office.  

At this moment, the SCG system monitors over 
100 circuits with an average of 5 discharges per circuit per 
minute. These discharges are stored in the relational 
database MS. SQL Server 2008. Because the SCG system is 
relatively new, the number of customers is expected to 
increase in the future. In the future, the SCG system should 
be able to handle 5000 circuits with the maximum of 1000 
pulse discharges per minute. In fact, the time consumption 
to store partial discharges for 100 circuits with 1000 pulse 
discharges per minute is 67 minutes. However, regardless of 
the amount of circuit and pulse discharge per minute, the 
system should be able to complete all processes within one 
hour or even less. Meanwhile, the current database design 
cannot adapt to the new requirement of the user that is 
needed to be fulfilled as soon as possible to support their 
decision making process.  

 
RESEARCH METHOD 

 This research aims is mainly to find solution to 
help the company to improve SCG System. Research adapt 
a software development model methodology which is called 
Scrum. This methodology emphasizes in communication 
and collaboration, functioning software, and the flexibility 
to adapt to emerging business realities.  

Scrum is an agile approach to software 
development. Rather than a full process or methodology, it 
is a framework. So instead of providing complete, detailed 
descriptions of how everything is to be done on the project, 
much is left up to the team. This is done because the team 
will know best how to solve its problem (Mountain Great 
Software, 2010). Scrum is unique because it introduced the 
idea of “empirical process control.” That is, Scrum uses the 
real-world progress of a project - not a best guess or 
uninformed forecast - to plan and schedule releases 
(Danube, 2010). 

Currently, Scrum methodology is successfully 
implemented for completing the project by adapting all 
rules and conditions in Scrum. As stated before, Scrum 
projects make progress in a series of sprints, which are time 
boxed iterations no more than a month long.  

At the start of a sprint, team members commit to 
delivering some number of features that were listed on the 
project’s product backlog. At the end of the sprint, these 
features are done--they are coded, tested, and integrated into 
the evolving product or system. At the end of the sprint a 
sprint review is conducted during which the team 
demonstrates the new functionality to the product owner 
and other interested stakeholders who provide feedback that 
could influence the next sprint. 

Overall, research was conducted by the following 
steps: 
1. Conduct Literature study in order to learn and 

understand current SCG system. 
2. Analyze the new requirement of the SCG system 

according to the number of measuring system and 
component of the circuit 

3. Remodeling SCG database based on the analysis in 
point 2 

4. Implementing Partitioning on the table. 
5. In the end of the research, researchers did 

benchmarking test for insertion and selection time to 
prove the experiment result and give research 
conclusion. 
 

ANALYSIS 
In this section, the result of analysis and result 

finding are explained. 
 

Analysis on new Smart Cable Guard System 
Based on the analysis there are several business 

requirements that need to be fulfilled in the new database 
design. The requirements are related to: 

 
1. Number of measuring system which installed on the 
circuit which accommodating possible circuit-core 
configuration. According to the SCG business process, there 
are four scenarios that may be occurred related to the 
number of measuring system on the one circuit. The four 
scenarios are: 
a. One measuring system on three single-core cables or 

three cores cable.  The component configurations for 
each core are guaranteed to be the same. One circuit 
can be consists of three single-core cables or three 
cores cable. The core of circuit is composed by many 
component that can be a type of cable, joint, rmu, 
termination, etc. In this scenario, there is one measuring 
system on three single-core cables or three cores cable. 
The component configuration for each core is the same 
means every core composed by some type of 
component on the different locations. The configuration 
for other core is copy from the other core. Figure 2 
show the example of one circuit with three single-core 
cables or and Figure 3 show the example of three cores 
cable which installed one measuring system. 

Figure 2 One Measuring system on one circuit three single-core cables 
 

 
Figure 3 One measuring system on one circuit three cores cable 

b. Three measuring system on three single-core cables. 
The component configurations for each core are 
guaranteed to be the same. One circuit with three 
single-core cables is installed three measuring system 
(each core installed one measuring system). The 
configurations component for each core is the same 
means every core composed by some type of 
component on the different locations. The configuration 
for other component is copy from the other. Figure 4 
show the example of one circuit with three single-core 
cables which installed three measuring system. 
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Figure 4 Three Measuring systems on one circuit three single-core cables 

(core configuration same) 

c. Three measuring system on three single-core cables. 
The component configurations for each core are 
different. One circuit with three single-core cables is 
installed three measuring system (each core installed 
measuring system). The configurations component for 
each core is different. Every core composed by 
different type of component in the different location. 
So, the configuration for other component is not copy 
from the other. Figure 5 show the example of one 
circuit with three single-core cables which is installed 
three measuring system. 

 
Figure 5 Three Measuring systems on one circuit three single-core 

cables (core configuration different) 

d. One measuring system on three single-core cables. The 
component configurations for each core are different. 
One circuit with 3 single-core cables is installed one 
measuring system. The configurations component for 
each core is different (same with scenario 3). Every 
core composed by different type of component in the 
different location. Therefore, the configuration for 
other component is not copy from the other. Figure 6 
show the example of one circuit with 3 single-core 
cables which installed three measuring system. 

 
Figure 6 One Measuring systems on one circuit three single-core 

cables (core configuration different) 

If a circuit with three single-core cables has the 
same configuration for each core, then there is a 
requirement that the component configuration is stored 
only once. That means, there is no redundant data for 
this condition. 

Instead of number of measuring system in one 
circuit, there is a possibility the measuring system is 
not active. The status of measuring system is not 
active means the measuring system is not working or 
still repaired from crash. The status of measuring 
system on the circuit must be stored in the database. 

 
2. Type of the core component in the circuit 

Every core in the circuit is composed by many 
components. The Component can be as component type or 
component group. One component type is a member of one 
or more component group and one component group consist 
of more than one component type.  

Component type has information that support DNV 
GL analyst to know the location of discharges and generate 
knowledge rule according to the specific component. 

Example: PILC cable has length. Normally, not all 
components have added information. Therefore, it is 
possible for other component to store null value in the table 
if the components do not have added information. 

Some business requirement on SCG system related 
to the core component which is composed by component 
type and component group are: 
a. All components are exactly known include the length of 

component. This business requirement is normally 
occurred in one circuit. One circuit core composed of 
many components, each component is known, and the 
information about component is known. Figure 7 show 
the example of core circuit with all components are 
known. 

 
Figure 7 All core components are known exactly 

b. Some or all components are only known as a 
component group. Every specific knowledge rule in this 
group must be applied. It is possible, a component in 
one core is only known by the group. There is no 
information about specific type of component. DNV 
GL analyst should apply specific knowledge rule in this 
group. Figure 8 show the example of circuit core with 
some components are known by group. 

 
Figure 8 Some or all core component are only known as group 

c. The component group and length is known. One 
component can be a member of many component 
groups. Example: in SCG system, there is a group cable 
that consists of XLPE cable and PILC cable. Another 
group is PILC circuit that consists of PILC joint and 
PILC cable. Figure 9 show the example of circuit core 
with component group and length is known. 

 
Figure 9 Only known is group and length of core component 

d. Unknown components but with joints at known 
locations. One circuit core can consist of unknown 
component. The only known component is joint and its 
location. Figure 10 show the example of circuit core 
with unknown component but with join at known 
locations. 

1000 m 400 mJoint TerminationTermination Joint

 
Figure 10 Unknown core components but with joint at known location 

3. One Utility can be in more than one region 
Utility is the company which has circuit. A utility 

can be located in more than one region, but not all utility 
has data about region. Every utility has contact person who 
notified by PD-OL system if there is something happen with 
the circuit. One or more contact person is available in one 
utility. It is also possible utility which is located in more 
than one region may have one contact person. A contact 
person is allowed to access PD-OL system to monitor what 
the current status of the circuit. 

 
Problem in the current Database 

Based on the analysis on the current PD-OL 
database design (designed by Humiq), there are some 
problems which occurred regarding to the business 
requirement. The problems are: 
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1. Number of measuring system on the circuit. 
a. Data about three measuring system which installed for 

each core in one circuit stored in the current PD-OL 
database design with modifies the name of the circuit. 
Every circuit is only having one core. Therefore, if 
there are more than one measuring system on the 
circuit, it seems like every core is one circuit, and this 
is not true according to the business process. Figure 11 
show how the circuit data stored in current PD-OL 
database 

 
Figure 11 Each Core has GUID in Circuit table 

b. One measuring system on three single-core cables or 
three cores cable. The component configurations for 
each core are guaranteed to be the same. For each core 
in one circuit, data about configuration component 
stored three times (three rows) in current SCG 
database. It means, there will be data redundancy on 
core component table, because configuration for each 
core is same. According to the requirement from DNV 
GL Analyst, if component configuration in three single-
core cable guaranteed to be the same, then data is 
stored only once in table.  

c. Three measuring system on three single-core cables. 
The component configurations for each core are 
guaranteed to be the same. For each core in one circuit, 
component configuration stored three times (three 
rows) in current SCG database. There is data 
redundancy on core component table, because 
configuration for each core is same. 

d. The status of measuring system which installed on the 
circuit is stored by adding the string “ZZ_OFF” to the 
Circuit Name. If there is a circuit with prefix 
“ZZ_OFF”, that means the measuring system is not 
active anymore. 

 
2. Type of the Core Component in the circuit. 

Based on the requirement related to the type of the 
Core Component in the circuit, current PD-OL database can 
handle the all components are known exactly include the 
length of component. If the other requirement occurred, 
then current PD-OL database cannot handle this business 
requirement. Figure 12 shows the current relation of 
Core_Component, Components, Component_Type and 
Component_Name. 

 
Figure 12 Database diagram for Core Component 

One problem that cannot be handled by the current 
SCG database design is if some or all core components are 
only known by the group, such as cable or joint. The group 
of component (cable or joint) is stored in Component_Name 
table, and there is no relation between Core_Component and 
Component_Name. Therefore, this condition is not possible 
in current SCG database. 
 
3. Session table is a history table which stores all 

configuration information about sensor and 
measurement mode which installed in one circuit.  

According to the business logic and requirement 
from DNV GL analyst, this condition is not good logic 
because on the specific time, one or more partial discharges 
comes from one or more measuring system which is 
installed in the core of the circuit. DNV GL analysts also 
want the database design gives flexibility to the DNV GL 
analyst to access measuring system which installed in one 
circuit. Figure 13 show the relation between Session, 
SI_Result, Partial_Discharge_Records, and 
Partial_Discharges table in current SCG database. 

SESSIONS (pdol_cc) *
GUID

CORE_ID
MEASURING_START_DATE_...
MEASURING_INTERVAL

SI_INTERVAL
MEASURING_END_DATE_TIME

EFFECTIVE_MEASURING_TIME
PDOL_VERSION
PHASE_ANGLE_DEFINED

LOCALISATION_METHOD
SENSOR_ID1

SENSOR_ID2
CIRCUIT_ID

MASTER_LOCATION

SI_RESULTS (pdol_cc) *
GUID

CABLE_PROPAGATION_TIME

TIME_INACCURACY

SESSION_ID

END_DATE

PARTIAL_DISCHARGES (pdol_cc)
PD_RECORD_ID

FRACTIONAL_TIME

CHARGE

PHASE_ANGLE
PROBABILITY

REJECTION_REASON

GUID

PARTIAL_DISCHARGE_RECORDS (pdol_cc)
GUID
DATE_TIME
SI_RESULT_ID

EFFECTIVE_MEASURING_TIME

 
Figure 13 Database diagram for Partial Discharges table 

4. Every specific knowledge rule must be applied to the 
type of the core component. The Current SCG database 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

5

 

 

is not stored the data about knowledge rule and the 
SCurve that related to the specific knowledge rule. 
 

5. The current SCG database is not stored information 
about utility that is located in more than one region, but 
it has stored information about contact person in one 
utility. One utility has one or many contact person. 
Furthermore, a contact person need user login to access 
the application. Information about user login is not 
stored in the contact table. 

 
Partitioning on PD table to Improve Query Performance 

When database table grows in size to the tens of 
gigabytes or more, it more difficult to load data and to 
maintain the data. Increasing of table size causes SELECT, 
INSERT, UPDATE, and DELETE operations take much 
longer time. Even the data that must be loaded or removed 
can be very sizable, making INSERT and DELETE 
operations on the table impractical. 

The expected number of records in the PD table in 
the future is: 
5000 circuit * 1000 pulse * 60 minutes * 24 hour = 
7.200.000.000 records per day   

Furthermore, assuming a size of 16 bytes for a 
single discharge, the database volume is approximately 38 
Tbyte per year for storing discharges. This large amount of 
data gives impact significantly to the performance of SCG 
system. 

Therefore, there is a need to find solution, how to 
improve the performance of database, especially processing 
data on PD table. The solution is not only improving the 
performance of database, but includes how to manage and 
organize large amount of data in the table. 

Based on analysis on SCG database, current 
transaction table that mostly accessed by SCG system is 
Partial Discharges (PD) table. This table contained large 
amount of rows and there are many transaction for every 
hour. It has size to tens of gigabytes or more. This table 
accessed frequently by DNV GL Analyst to plot partial 
discharges data to the chart on SCG application and to 
calculate Statistical Analysis data. Some conditions that 
must be considered in PD table are: 
1. Loading new data to PD table is per hour. Now, number 

transaction on PD table is approximately: 
100 circuit * 5 pulse * 60 minute = 30.000 rows per hour. 

Time that is needed for inserting data 100 circuit is 
still possible in one hour. In the future, number transaction 
on PD table is approximately 300 million rows per hour. 
The previous research shows time needed for inserting PD 
data is more than 1 hour. This is not feasible, because SCG 
system must insert PD data from all circuit in one hour to 
avoid many data queues in the system. Process which takes 
a long time when inserting PD data to the table is rebuilding 
data and index on PD table. Every inserting process must 
rebuild index in the table. Therefore, data partitioning is 
needed to implement on PD table to improve query 
performance (Microsoft, 2014). Therefore, rebuilding data 
and index on PD table only applied to specific partition, not 
to all data in PD table. 
2. All PD data from previous year are stored in one PD 

table. There is no history table and data archiving in PD 
table or SCG system. Therefore, every inserting data 

will rebuild index for all partial data in PD table. This 
process will take a long time to rebuild index from 
millions rows data.  

3. Most of query that used to access data on Partial 
Discharges table based on specific circuit and specific 
range of time (normally per week). 
Example: 

SELECT * FROM [PARTIAL_DISCHARGES] 
WHERE CIRCUIT_ID=1 AND StartDateTime 
BETWEEN '2010-06-25 00:00:00' AND '2010-
06-30 23:59:00' 

Based on this query, the database engine evaluate 
index for all data. If PD table contains many rows data from 
many years, it will take a long time to evaluate the data, 
even index implemented on PD table. To reduce time of 
database engine for evaluating all index for PD table, 
partitioning can be implemented based on the query. 
Amount of data that accessed by DNV GL analyst is based 
on range of specific time. So, partitioning can be 
implemented to eliminate other rows that is not needed in 
the query (at least reduce to scan data or index) 

Table partitioning is a data organization scheme in 
which table data is divided across multiple storage objects 
called data partitions or ranges according to values in one or 
more table columns (Tripp, 2005). It is a feature designed to 
improve the performance of queries made against a very 
large table. It works by having more than one subset of data 
for the same table. All the rows are not directly stored in the 
table, but they are distributed in different partitions of this 
table. When user queries the table looking for data in a 
single partition, then due to the presence of these different 
subsets, user should receive a quicker response from the 
server 

According to the (OSIsoft, 1995), there are two 
types of partitioning, Horizontal partitioning and Vertical 
Partitioning. Based on analysis, the method that will be 
chosen to improve query performance on PD table is 
horizontal partitioning because Each transaction (insert 
operation) per hour increase number of rows significantly, 
Data in PD table is static data, and Accessing data on PD 
table need most of the column that appear in PD table. 

Proposed partitioning on PD table is applied on 
multiple FileGroup. Before creating partition on PD table, 
FileGroup added to the database. Number of FileGroup that 
is added to database is four. Each FileGroup has two 
physical files (.ndf) to store the data. 

The proposed structure of the database for 
partitioned table after adding 4 FileGroup can be seen in 
Figure 14 

Figure 14 Proposed SCG Database with adding four FileGroups 
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The Partition boundary values that applied to the 
partial discharges table is based on month. Therefore, 
number of partition is 12 partitions. Figure 15 show the 
general structure of PD table after partition is applied. 

 
Figure 15 Partial Discharges Partitioned table 

Based on partition boundary value that applied to 
the PD table, every partition store data for every month. If 
there is insertion process in the specific time, then the data 
will be inserted to the one partition according to the month 
in PDDateTime column. Example: If there is data with 
PDDateTime=‘01/01/2010’, then this data stored in 
Partition 1 (January) immediately. Rebuilding index only 
applied to the Partition 1. Therefore, insertion process will 
be faster, because rebuilding index only applied to the data 
in the partition that involve in insertion process.   

Implementing partition on PD table improve 
performance of properly filtered queries using partition 
elimination (OSIsoft, 1995). Query processor can eliminate 
inapplicable partitions from the query plan, and just access 
the partitions implied by the filter on the queries. 

Example:  Number of data in PD table is 1200 
rows. Every partition has 100 rows. If where clause query 
specify PDDateTime=’01/01/2010’, then database engine 
only access data in partition 1. Database engine eliminated 
data in other partition. In the other word, retrieving data 
from partition eliminate 1100 rows in other partition and 
only scan data from partition 1. 

 
Proposed SCG Database 

Based on the current database and analysis on SCG 
system, a new database design is modelled and suggested to 
answer the problem in the current database 

The new database design that answer the 
requirement and followed the best design is described as 
follows: 
1. Introduce System Under Test table 

Introduce one table that called SystemUnderTest. 
System Under Test means a system that tested by SCG 
system with one measuring system is installed. The Primary 
Key of this table is SystemUnderTestID. One 
SystemUnderTestID means one measuring system installed. 
One circuit with three single core cables can be installed 
with three measuring system, that means each core has one 
measuring system (each core in the circuit has one 
SystemUnderTestId). It also possible one measuring system 

installed in the all three core of circuit. Figure 16 show the 
new relation SystemUnderTest table with other tables. 

 
Figure 16 Proposed SystemUnderTest table related with other tables 

Some considerations regarding to the 
SystemUnderTest table: 
a. The status of system that tested by SCG system with 

one measuring system is stored in SystemUnderTest 
table. Therefore, it is not needed to modify the name of 
the circuit to change the status of the system. 

b. According to the SCG business requirement, System 
under test table gives better logic to the SCG database 
design, because the PartialDischargeRecord table 
connected to the System Undet test, that means one or 
more partial discharges comes from one measuring 
system which is installed on core of the circuit, not 
from the history table or configuration table (Session 
table). 

c. SystemUnderTest table connected to the HWConfig 
table. HWConfig table stored the history of hardware 
configuration (sensor) that installed on core of circuit. 
SystemUnderTest gives flexibility to the SCG system 
to configure the hardware that may connect to the 
system that is tested. 

 
2. Core component 

When a circuit installed one or three measuring 
system and the component configuration are guaranteed to 
be the same, CoreSetup table only store one component 
configuration. Adding SystemUndertest table gives 
possibility that each core in the circuit can be installed one 
measuring system. If the component configuration for each 
core is same with the other core in the same circuit, then 
attribute ReferenceCoreSetup stores value about reference 
core. Therefore, the same component configurations in one 
circuit are stored only once and solve the problem data 
redundancy in table CoreSetup. The value of this column 
can be null if the configuration component for each core is 
different. 

 
3. Type of the component in the circuit 

Based on the business requirement, the core 
component can be composed by the component group or 
component type. Therefore, proposed SCG database design 
store all type and group of component in the component 
type table. Value in the component group table is a subset of 
the component type table. Every component type has 
drawing shape to describe specific component which is 
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installed in one circuit. The drawing shape is used to 
visualize the specific component in the SCG application. 

Specific knowledge rule is applied to the 
component type. One knowledge rule can be applied to the 
more than one component type, and it is possible different 
component type has same knowledge rule. Each knowledge 
rule which is applied to the component type is generated by 
some parameter that is stored in SCurve table. Figure 17 
show relation ComponenType table with the other table. 

 
Figure 17 Proposed relation ComponentType table with other tables 

 
4. Contact person in Utility 

Based on the business requirement, there is a 
possibility one utility can be located in more than one 
region. The proposed SCG database added region attribute 
to the utility table. One utility has one or many contact 
person. One person may as contact person for every utility 
which located in more than one region. If there are many 
contact person for one utility, then there is priority for each 
person. 

If there is a problem occurred in the circuit, SCG 
system will send notification to the contact person of utility. 
Each contact person has one or many notification type and 
there is a priority for each notification. Figure 16 show 
relation between Contact table with Utility table. 

 
Figure 18 Proposed relation between Contact table and Utility table 

 
BENCHMARKING TEST 

Benchmarking test did to measure the inserting and 
retrieving time on Partial Discharges table that has been 
partitioned compared with  

Benchmarking test was done on two operations: 

a. Selection operation: Retrieve data for one circuit on 
specific range of time. Data that retrieved for this 
operation is data in one week (9300 rows). 

b. Insertion operation: Inserting data for 500 circuits, 60 
measurements in an hour (partial discharges come 
every minute within an hour). Number of partial 
discharges is 1000 partial discharges in one minute. 
Therefore, numbers of rows inserted are 30000 rows for 
one hour. 

Benchmarking result for partition was compared 
with the previous structure of PD table. Table 1 show the 
result of benchmarking test. 

TABLE 1 BENCHMARKING TEST RESULT 
Operati
on 

Previous PD table Proposed PD table with 
Partition 

 Test 1 Test 2 Avg Test 1 Test 2 Avg 
Insertion 51.172 50.472 50.822 23.407 24.033 23.720 

Selection 41.395 40.395 40.895 36.882 36.101 36.491 

 

 
Figure 19 Benchmarking test result 

Table 1 and Figure 19 show the result of insertion 
and selection benchmarking test. Proposed partitioned PD 
table offered better performance for inserting and selecting 
data. Proposed partitioned PD over two times faster (27 
second) than previous PD table for insertion and almost 4 
second faster for selection.   

 
CONCLUSIONS AND SUGGESTIONS 

 Poor system design can give huge affect to the 
system performance if there is a new requirement. 
Therefore, the system design should considerable predict 
the future requirement. So, it is need small changes if there 
is new requirement. 
  One main component in the system is a data store 
or database model. The database model must have a best 
design for business process and performance, especially in 
electronic system, such as Smart Cable Guard (SCG) 
System. The database design for SCG should considerable 
accommodate if there is a changes in cable configuration so 
data can be stored properly and performance of system still 
good. 

Based on benchmarking test result, implementing 
partition on PD table improve query performance for 
inserting and retrieval operation. Partition elimination 
applied to the table when inserting and retrieval data, so it’s 
reduce number of index and data that needs to rebuild (for 
inserting) and reduce number of rows that need to evaluate 
for selection.  
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Partitioning not only improve query performance, 
but it make easier for data archival and migration. If in the 
future, PD data need to maintain, implementing Partitioning 
is better to performed.  

The list of suggestions for improvement of 
implementing partition on PD table is listed below: 
1. Time for inserting and selection is not increase 

significantly. Therefore, it is better to implement 
partitioning with or without indexing in multiple file 
group on different hard disk to improve query 
performance significantly.  

2. Proposed partitioning was implemented based on month. 
To Increase the performance of partitioning, need to 
implement partition on PD table based on week. 

3. Every one hour, SA-1 Analysis is generated for one hour 
partial discharges. Because data of SA-1 related to the 
partial discharges on specific partition, then 
implementing partitioning on SA-1 table based on 
partitioned PD table can improve query performance for 
generating SA-1 analysis. 

4. The number of data in partition is approximately 55 GB. 
Implementing partition benchmarking test on Tera Byte 
data need to be performed in order to get good 
benchmarking result. 
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ABSTRACT 

Current digital music file duplication software only detects the duplication of digital music file in the hard disk of a 
personal device [1], [2]. This study develops a biologically inspired model for storing audio data (BiMSAD) to prevent 
duplication of digital music files when the data are inserted into the hard disk. This paper presents the activities in developing 
of the theoretical and conceptual frameworks. Experiments testing are performed to show the usability of BiMSAD and the 
results are reported. The outcomes of BiMSAD indicate that it prevents duplication of digital music files in a personal device 
better than the existing methods which only detect duplication after it occurs. The hard disk of personal device can be 
controlled and optimized for extra digital music record collection by BiMSAD. 

 
Keywords: Multimedia Database  Software Engineering  Biologically Inspired System   
 

INTRODUCTION 

A digital music collection contains many records 
of digital music files. Duplication of digital music records 
may occur if there is no proper control of the storing 
management process. This situation is obnoxious when the 
digital music collection is stored to a personal device with 
small hard disk capacity. A new and better method must 
prevent duplication of digital music files in a personal 
device when the data are inserted into the hard disk. Digital 
music duplication detection software can detect duplicated 
digital music records in the hard disk; however, duplication 
still happened because there is no precise control of the 
storing management process. The replicated digital music 
files are merely searched and moved into other folders. User 
needs manually to delete, these files. This study undertakes 
a new method to prevent duplication from occurring when a 
digital music file is inserted into the personal device. 
Biologically inspired concept is adapted to solve the 
duplication problem. Human learning concept is also 
qualified to offer set procedures to unravel the process of 
storage management in preventing duplication. The 
elements for the biologically inspired concept are critically 
examined and identified in this study. A model called the 
Biologically Inspired Model for Storing Audio Data 
(BiMSAD) was designed, and an approach called the 
Cognitive and Constructive Learning (CCL) with the CCL 
algorithm were developed. 

THEORETICAL FRAMEWORK 

The theoretical framework is a collection of 
interrelated concepts. It guides for the development of 
BiMSAD. It is built based on the collaboration of the digital 
audio, biologically inspired, and human learning concepts. 
The elements from these ideas are analyzed and identified, 
and they are listed as the participating elements for 
developing BiMSAD. It recaps and concludes the 
arrangement of the human learning concept. The digital 
audio, the biologically inspired and the human learning 
concepts, bring to the development and implementation of 
BiMSAD. Theoretically, this study believes that it makes 
render to a personal device without duplication of digital 
music files. This study comes out with a plan that able to 

portray the agendas or to prevent duplication of digital 
music file in a personal device. Figure 1 visualizes the 
collaborative and comprehensive elements from the 
concepts chosen. This study then converts the theoretical 
framework into BiMSAD as well as the CCL approach. 

Digital Audio 
Concept

Biologically 
Inspired Concept

Human Learning 
Concept

Implementation
of BiMSAD

Personal device 
without duplication of 

digital music files

 

Figure 1: Theoretical Framework. 

The following sub-sections present the activities 
for founding the theoretical framework which is gathering 
the participating elements for BiMSAD. 

Participating elements for BiMSAD. 

Elements of digital audio concept are analyzed and 
adapted to give specific ideas for the development of 
BiMSAD. The essential elements from the biologically 
inspired concept are also examined and modified for giving 
explicit notions for the development of BiMSAD. Essential 
elements of the human learning view are also inspected and 
improved for providing precise designs for the perfection of 
BiMSAD. All the participating elements are lined up and 
defined with a description to describe the use and 
implementation for BiMSAD. This study defines the chosen 
elements in the way that is appropriate for the 
developmental process. These elements are categorized 
follows the separate ideas of the analysis performed. The 
participating elements of the digital audio concept are 
shown in Table 1. The participating elements of the 
biologically inspired concept are shown in Table 2. The 
participating elements of the human learning concept are 
shown in Table 3. 
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Table 1: Findings for the Participating Elements of Digital 
Audio Concept. 

Elements Descriptions 

Digital audio file [3], [4]. To offer manipulation of 
digital music records. 

Data modelling [3], [4]. To create a new form of 
audio data modelling 
based on the human 
learning concept. 

Classification [5]. To establish a newly 
created classification 
process known as CCL 
approach. 

User interface [3]. To establish user 
interfaces to receive the 
stored digital music file 
and to provide support for 
any user involvements.

Storage [3]. To establish an optimized 
storage in a personal 
device from duplicating 
file. 

Fingerprinting [6]. To offer matching and 
retrieving process. 

Semantic-based retrieval [7]. To give semantic-based 
matching and retrieving 
process. 

Content-based retrieval [7]. To provide content-based 
matching and retrieving 
process. 

Object recognition [8]. To offer object-oriented 
matching and retrieving 
process. 

Table 2: Findings for the Participating Elements of 
Biologically Inspired Concept. 

Element Descriptions 

Human ear [9]. To establish an interface based on 
the human ear only to receive the 
information of the digital music file 
to be stored in the device storage. 

Human brain [10]. To establish a central processor 
such as to recognize and learn, to 
store, to provide information, and to 
display output based on particular 
human brain’s learning functions 
(based on the human learning 
concept) not the holistic brain 
functions and memory storage 
source. 

 

 

 

Table 3: Findings for the Participating Elements of Human 
Learning Concept. 

Elements Descriptions 

Memory structure [11], [12]. To provide an interface, 
processor, and storage. 

Familiarity [13]. Forming the process and 
storage for recognized 
records. 

Recollection [13]. Forming the process and 
storage for cognitive 
learning and constructive 
learning records. 

Recognition [13]. To match the inserted 
record with a record in 
storage. 

Cognitive learning [14]. To receive the updated 
record. 

Constructive learning [15]. To receive the newly 
inserted record. 

As a conclusion, from all the participating 
elements of three (3) concepts obtained; the development of 
the conceptual framework for this study is described in the 
following sub-section. 

CONCEPTUAL FRAMEWORK 

The conceptual framework is made to show the 
layers of architecture in BiMSAD. The layers are adopted 
from the human memory structures by [11], where it models 
the acceptance of external information and layers their 
structure. There are three (3) layers in the conceptual 
framework which are the interface, processor, and database. 
In the interface layer, the components are linked to the input 
and output methods. The middle layer is the processor that 
includes the recognition and the learning processes. The 
third layer is the database that represents the hard disk in a 
personal device. The focus of the conceptual framework is 
centered to the recognition process. It is the primary 
function that triggers the other related functions in the 
accepting updates and in displaying messages. The learning 
process is to support the recognition process by providing 
guides to user in guiding the user to store the digital music 
file. The hard disk of a personal device is organized with 
only the exact updates from the learning process. The 
biggest contribution out of this conceptual framework is it 
clearly visualizes how the duplication prevention action can 
be executed through the recognition and learning process. 
Significance of this conceptual framework is the vision of 
how to add newly learned record into the hard disk. The 
learning function is displayed through the acceptance of 
updating and inserting records into the hard disk. The 
feature to receive an update and insert a new record 
recognizes the cognitive and constructive learning processes 
which are the main R&D elements of this study. Hence, 
BiMSAD is conceptually capable of preventing duplication 
of digital music file from happening in the hard disk of a 
personal device. Figure 2 expresses the conceptual 
framework of BiMSAD. 
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Figure 2: Conceptual Framework. 

BiMSAD 

Mapping the essential elements for BiMSAD. 

The mapping of the human ear and the human 
brain are made to extract the features of how the human 
recognizes and learns the signal sound. The ability of 
humans to accept newly corrected information is also 
mapped into BiMSAD. The human ability to judge the right 
or wrong information to be accepted is also plotted into 
BiMSAD. BiMSAD is developed to process the best 
informative data that could be controlled only by human 
judgment, and any error occurred was made by human 
failure to support the audio storing control process. In 
mapping the essential elements for BiMSAD, this study 
performs the assessment of the qualified features in the 
literature review and tables the participating elements in the 
Table 1, Table 2 and Table 3. From the lists of participating 
elements, only the essential elements are mapped for the 
construction of BiMSAD. The essential elements of 
BiMSAD are shown in a diagram for a clearer picture (see 
Figure 3). 

 

Figure 3: Essential Elements of BiMSAD 

Organizing the BiMSAD matching mechanism. 

There are two (2) activities in founding the 
BiMSAD matching mechanism, they are; the organization 
of the basic and the complete matching mechanism of 
BiMSAD. This study creates the BiMSAD matching 
mechanism, with the recognizing and learning functions to 
prevent duplication from happening. Fundamentally, the 
matching mechanism executes two (2) main functions; that 
is the recognition and the learning function. The blueprint 
for the BiMSAD basic matching mechanism flowchart is 
drawn in this study. Besides the recognition function, the 
learning function is structured to show how the records in 
the hard disk are updated. From the learning function, it 
then submits the new information in a loop for another 
searching process to execute in finding the recognized 
record. Figure 4 presents the flowchart of this basic 
matching mechanism. 

 

Figure 4: BiMSAD Matching Mechanism. 

This study also incorporates a unique kind of 
learning function to update the record in the memory that 
already exists in the hard disk storage. There are the 
cognitive and constructive learning. The blueprint for the 
BiMSAD full matching mechanism flowchart is drawn in 
this study (see Figure 5). There are three (3) matching 
conditions to classify the BiMSAD learnings structure 
which are similar match, partial match and no matching at 
all. 
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Figure 5: BiMSAD Full Matching Mechanism. 

Designing the BiMSAD. 

BiMSAD is made to guide any development of 
data storage management application to prevent duplication 
of digital music file in a personal device. It is designed to 
exhibit the adoption of the human ear and the human brain 
from the biologically inspired approach. It also adjusts the 
recognition and the learning process from the human 
learning concept [16]. These combinations are applied into 
a computational data modelling for a helpful, informative 
plan. It is based on the human memory structure presented 
by [11] and then refined by [12], [17]. The processes are 
clearly defined, the storage is well organized and structured 
and also the ease of data manipulation is found in this 
model. Besides, it visualizes the flows and the directions of 
the known processes that capable of making BiMSAD as a 
method to prevent duplication of digital music files from 
happening in a personal device right from the start when a 
digital music record is inserted into a personal device. 
Figure 6 depicts the biologically inspired components to 
create the BiMSAD. 

 

Figure 6: The Component of BiMSAD. 

COGNITIVE AND CONSTRUCTIVE LEARNING 
(CCL) APPROACH 

The CCL approach only focuses on storing 
management process for preventing duplication in a 
personal device. It is unlike any other research on digital 
audio or learning process because it familiarizes with a new 
kind of recognition and learning process. BiMSAD provides 
special mechanisms that are cognitive and constructive 
learning components in the learnings structure for 
supporting the recognition process. It enhances the number 
of getting articulate matching by not limiting the 
recognition process [18]. The following sub-sections 
describe the activities in this section that are; organizing the 
flow for CCL matching conditions, organizing the CCL 
flowchart and the formulating the CCL algorithm. 

Organizing the flow of CCL matching conditions. 

With the suitable conditions, to match digital 
music file, it could enhance the searching and retrieval 
process. For matching an inserted digital music file with the 
records in the hard disk of a personal device, the CCL 
matching conditions offer the classification factor the 
matched records. The classification enhances the searching 
and retrieval process [5], [19]. There are many stages of 
conditions for the CCL approach which are the recognition, 
the cognitive learning, and the constructive learning. Please 
be noted that the conditions for the matching process only 
inspired by the CCL approach. These conditions are 
primarily inspired from the human learning concept [1], 
[16], [18]. For the working flow of the CCL matching 
conditions, the inserted digital music file will be compared 
and defined into certain conditions. Then, an articulated 
matching will be achieved. The categorization of CCL 
matching conditions contributes to the classification 
procedure in handling duplicate digital music records from 
happening, specifically in storing management process. For 
every condition, it makes a decision into two (2) different 
criteria to separate the category of the inserted data. If the 
matching falls under any category, the decision is not final 
until user judgment is made to control articulate record. 
There will not be any modification made to the original 
data, but the user only capable of adding on the new record 
to the permanent storage. With the association of the CCL 
matching conditions, this study furthers the development 
towards achieving the organization of CCL flowchart. 
Figure 7 shows on how the classification procedures for the 
CCL matching conditions are organized. 
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Figure 7: CCL Matching Conditions. 

Organizing the CCL flowchart. 

The CCL flowchart is created to represent the CCL 
algorithm for BiMSAD in diagram forms. It visualizes the 
matching conditions classification of accepting the stimuli 
information and the path of the corresponding response to 
the inserted file. It also portrays how the digital music file 
storing control expands the digital music collection in the 
hard disk of a personal device. It also represents how the 
dynamic functions of updating the digital music records in 
the hard disk and CCL approach executes looping process 
for better recognition. This feature resembles the Baddeley 
and Hitch Model of Working Memory by [17]. The CCL 
flowchart modified the method to create better recognition 
and learning process. It also provides a function to receive 
any error that is called as CCL failed function. The 
execution of the CCL failed function to promote error 
exception handling and ends the storing process. No storing 
management process happens here. User needs to try to 
insert the digital music file once again [16], [18]. Figure 8 
shows a flowchart for the execution of the CCL approach. 

Start
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audio file
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compatibality

CCL

Similar
match?

Recognition

Accept
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Figure 8: CCL Flow Chart. 

Formulating the CCL algorithm. 

Referring to the CCL flowchart from the previous 
section, the CCL algorithm is developed. It is an essential 
solution for the problem of this study. It offers the matching 
procedure of inserting digital music files with the digital 
music records / collections in a personal device [1], [16], 
[18]. The CCL algorithm is presented as in Figure 9. The 
CCL algorithm presents the step by step instructions for 
executing the CCL approach. It acts as an intelligent agent, 
to prevent duplication of digital music record in the hard 
disk of a personal device. The following section elaborates 
of the BiMSAD conceptual framework. 
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Figure 9: CCL Algorithm. 

RESULTS AND DISCUSSIONS 

This paper presents two (2) types of experiments 
made; they are the usability testing experiments and the 
benchmarking of BiMSAD with several scenarios. The 
details of these activities are provided in the following sub-
sections. 

Usability testing experiments. 

Usability experiments are executed to evaluate the 
usability of BiMSAD. Specific examples for experiments 
are performed to verify the capabilities of BiMSAD. This 
study executes two (2) cases of experiments to portray the 
usability of BiMSAD. The cases are explained in details in 
the following sub-sections, namely as: 

 114 Surah in Al-Quran. 

 50 random MP3 music files. 

The numbers of digital music records for surah in Al-
Quran are fixed to 114 records only. These records are from 
the same album type. Consequently, a number of 155 
insertions are performed until the 114 surah are stored into 
the hard disk of a personal device, and the results are seen. 
Figure 10 depicts the details of the insertion events 
presented for the analysis. 

 

Figure 10: Result for Inserting 114 Surah in Al-Quran. 

The first record inserted ignites the constructive 
learning function of BiMSAD. From this single record, the 
matching of over 113 records is executed as cognitive 
learning functions as the process matches the same album 
type but keep updating the records with different file names. 
From the random records of surah in Al-Quran performed, 
this experiment executes 37 recognize same record as the 
insertion process is made. Hence, BiMSAD successfully 
prevents the same records from being inserted into the hard 
disk. Other than this action, BiMSAD executes a number of 
four (4) CCL Failed function as handling error from the 
insertion made. Another experiment of a different case 
attempts by inserting 50 random MP3 music files. These 
records are from different albums, artist, and genre types. 
They are not identical and unconnected to each other. This 
test takes 85 times of events with different categories of 
function from BiMSAD to insert 50 records of random MP3 
music files. Figure 11 shows the effect of this experiment 
example. 

 

Figure 11: Result for Inserting 50 Random MP3 Music 
Files. 

This experiment accepts 16 new-learning function 
of the first different single. Then, 34 cognitive learning 
functions are made. These cognitive learning function 
executions perhaps are from the same artist, album, or genre 
learned by BiMSAD. From the 16 constructive learning 
function events and 34 cognitive learning function events, it 
is enough to insert 50 random music files. In this 
experiment case also, a number of 28 recognize function 
events are performed and prevented the duplication from 
happening. This case also has failed to perform any function 
to a number of seven (7) events. 
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CONCLUSION 

This section presents the theoretical and the 
practical implications, the contributions, the limitations, as 
well as the future directions of this study. 

Theoretical implications. 

 Human ear contributes as the interface for BiMSAD to 
configure every digital music file that is inserted into 
personal device. 

 Human brain plays important roles as the processor and 
the storage management for the implementation of 
BiMSAD. 

 Human memory structures contribute distinct assistant 
in the development of BiMSAD in organizing the 
structure of matching of inserting file with the records 
in the hard disk. 

 Human learning concept especially the cognitive and 
constructive learning perspectives escalate the storing 
management process to a new method of accepting not 
only any digital music file into the hard disk. It also 
provides support to the user for guiding the user to 
store the digital music file without worrying of any 
duplication can occur. 

 Human recognition and learning perspectives bring 
significant implication for adding digital music records 
into the hard disk. 

 Human learning approach supports the use of BiMSAD 
with update learning process and also a new learning 
process. 

 An audio data consists of the audio data information 
and the audio data content for better matching of 
BiMSAD execution. 

 High-Level MMDBMS Architecture [3] can be 
extended for the development of real BiMSAD 
application. 

 MPEG-7 DSs for audio provides an excellent 
representation for the information and content for audio 
data towards the recognition and learning process of 
BiMSAD. 

 DRM, audio fingerprinting, and audio watermarking, 
offer control of the audio data information and content 
for recovering the primary function of BiMSAD. 

 Current digital music duplication detection software(s) 
deliver adequate information for the matching 
procedure of BiMSAD. 

 Audio classification and categorization useful scheme 
for the matching function of BiMSAD. 

Practical implications. 

 BiMSAD can slow down the physical process to insert 
the digital music file into the hard disk of a personal 
device. 

 BiMSAD can distract the user willingness to apply this 
process as an application tool because there can be 

many prompted messages for the user to manage before 
any digital music file could be stored in the hard disk. 

 User should use BiMSAD to prevent duplication of 
digital audio file. 

 User should aware with unnecessary files; the personal 
device is not optimized. 

Contributions. 

 A new method for preventing duplication of digital 
music file in a personal device. 

 A newly created model called BiMSAD to provide 
direction to solve the commenced problem. 

 A newly formulated algorithm known as the CCL 
algorithm that is capable of recognizing and learning 
music records based on human learning mechanism in 
determining particular digital music records. 

Limitations. 

 BiMSAD is not fully automatic process to prevent 
duplication of digital music files in the storage of a 
personal device. 

 BiMSAD requires user involvement in to support the 
decision. 

 BiMSAD only supports digital music file data type. 

 BiMSAD only supports digital music storing 
management process on the hard disk of a personal 
device. 

Future works. 

 The elaboration of the implementation for BiMSAD for 
other multimedia data type like image, video, and 
animation. 

 The used of other storage components as cloud storage 
and system installation. 

 The necessity and usability issues for delivering the 
digital music storing management system. 
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ABSTRACT 
 
Given an apparent lack of coherence and a paucity of computer system field of studies, research imitates and 
demonstrates non consensus in how computer security fits into the satisfaction, success, usage, efficiency, and 
effectiveness of computer system field. This study is a part of research aims to extend the Technology to Performance 
Chain model by including and examining the Computer Security Self-Efficacy construct, as recommend by several 
computer system field researchers. This paper used the statistical technique structural equation modeling and the partial 
least squares regression for estimating causal relations between computer security self-efficacy and internet banking 
usage. Outcomes confirm that confidentiality and availability effects computer security self-efficacy while in turn 
computer security self-efficacy impacts on usage. Computer security self-efficacy also partially mediates the impact of 
confidentiality, integrity, and availability on usage 
 
Key words: Computer system  Social Cognitive Theory  Effectiveness  Task Technology Fit  Performance Impact   
Online Banking  Self-Efficacy  Information System  Usage  Security Efficacy  Partial Least Squares. 

 
INTRODUCTION 

 
Over the years, a variety of computer system 

technologies is provided to customers by banking industry 
[1], [2], [3], [4]. Today, these technologies enable services 
such as online credit card management, online internet 
banking, and mobile banking. As anticipated, some 
researcher observed that banking computer systems are not 
used and fully utilized by some bank customers [5], [1], [6], 
[4]. The customer's perceived lack of security is considered 
as an important obstacles of online internet banking growth 
[7]. Furthermore, the perceived security is one of the prime 
factors that prevent online banking adoption and usage [8]. 
Hence, there is a deepen need to discover, and explain the 
factors impacts on usage of such security related 
technologies [9], [10], [11], [12].  

Security research generally focus on the computer 
technology, such as the internet voting [18], spyware and 
malware [13], [14], [15], [16], [17], web semantic [19], 
cloud computing security [20], mobile and internet banking 
[21]. However, computer technology security perception 
and effects start to be the main concern in recent studies. 
Difficulty of collecting data and critical nature of user 
secure tasks are the primary reason of having a little 
literature on computer system security [22], [23], [24]. In 
recent years, developing focused and context technology 

theories is an important pioneer to advance the computer 
system research [25], [26], [12]. 

For future research, there are several important 
directions. To extent computer system research into other 
established streams of research is suggested and 
recommended by several researchers [27], [26], [28].  

Consolidating knowledge from computer system 
and computer security in a research model is lacking. This 
research paper seeks to fill this security risk gap by 
integrating security stream of research into another 
computer system dominant stream [12]. Specifically to find 
“to what extent has the computer security self-efficacy 
affected user’s perception of secure computer system 
usage”. The research objectives are: 
 To explore and investigate the constructs that have 

impact on usage of computer system. 
 To analyze and evaluate the relationship between usage 

of computer system and computer security self-efficacy. 
The first section of this paper present literature review, 

which considers computer system effectiveness and 
computer security self-efficacy, then research framework, 
methodology, analysis and summary statistics, and 
conclusion presented in the final section. 

 
LITERATURE REVIEW 

 
Effectiveness of Computer System 
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The computer system research results that 
researchers have considered can be categorized as either 
related to performance or fit. Studies done to see if the 
technology usage changes users’ behavior or leads to 
improve outcomes, or motivation are considered 
performance oriented. Studies which collect and analyze 
user’ perception of how well a technology usage will help 
user to complete a specific task or set of tasks is defined as 
fit oriented. 

 
Task-Technology-Fit is a key, but fit is often overlooked 

as a construct in understanding the effect of technology on 
user’s performance [29]. The Fit is a way to measure the 
performance of computer systems [30]. Computer system 
performance can be difficult to measure; thus, the user 
evaluations are commonly used as the measurement. User 
evaluations based on the fit between task and technology 
have been an effective measures of computer systems 
performance. While researchers have carried out several 
studies on fit effect on performance of computer system, 
there is still room for further research in assessing fit and in 
how to best measure computer systems usage [29]. 

A. Social Cognitive Theory 

Self-efficacy has been argued as the one of the 
most important factors which regulate and motivates 
individual behavior [31]. The social cognitive theory is 
concerned with how perceptions of self-efficacy affect 
individual’s actions. According to Bandura [32], Self-
efficacy is an individual belief in his abilities to mobilize 
the actions, motivations, and cognitive resources needed to 
exercise control over given events [33], [32], [34]. Self-
efficacy is concerned not with the skills individual has but 
with judgments of what individual can do with whatever 
skills individual possesses. In other words, self-efficacy 
describes an individual's belief in his ability to perform a 
specific behavior. The theory is clearly well suited to 
studying the user’s behavior in the domain of computer 
system, because self-regulated behavior in terms of 
computer systems seems critically important for ensuring 
the computer system’s usage.  

Driven from self-efficacy is computer self-efficacy 
(CSE) [35], [36]. Computer self-efficacy refers to self 
assessment of an individual's ability to practise computer 
skills to complete the tasks [36]. Computer self-efficacy has 

been related to various individual’s computing behavior, 
such as usage and adoption of an computer system [36], 
[37], [12]. 
 
COMPUTER SECURITY SELF-EFFICACY 

 
Previous research outcomes has shown that 

computer security self-efficacy plays a leading role in 
defining and using computer related applications and 
technologies [26] [31] [27] [28]. Based on the three 
computer security prime attributes, confidentiality, integrity, 
and availability, this study defines computer security self-
efficacy as the “efficacy perceived of user ability to use 
computer technology to perform specific secure online task” 
[38], [36], [39]. 

 
PROPOSED NEW RESEARCH FRAMEWORK 
 

In an attempt to address this paper research 
questions, the collected data set test with computer security 
self-efficacy. The base model includes three direct effects 
on usage, the confidentiality, integrity, and availability. The 
relationship between technology to computer self-efficacy 
and usage was tested by previous research [40] in which the 
finding was that computer self-efficacy has a direct effect 
on performance, but no significant interaction effects. This 
research however, intends to test model on online banking 
context that have tasks with security characteristics. The 
relationship between confidentiality, integrity, availability 
and usage need to be tested. The analysis then tests the 
additions of the computer security self-efficacy (CSSE) 
construct as both a direct effect and a mediator with 
confidentiality, integrity, and availability.  Figure 1 shows 
the new proposed framework. The framework hypothesis 
are shown in Table 1. Constructs definitions are shown in 
Table 2.  
 
RESEARCH METHODOLOGY 

 
A multi-method approach was chosen since it facilitates 

explanation and prediction as well as assisting in developing 
a more holistic view of the aspects under investigation [41]. 
Computer security experts and academics, were interviewed 
to support literature and develop survey questions related to 
the computer security self-efficacy. To validate the 

 
Figure 1. Research Framework (New Model of Computer Security) 
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questionnaire, a survey feasibility was carried out in 
pervious pilot study [42]. After that, the quantitative research 
method used for current research data collection. Table 3 
shows the research constructs sources. This study unit of 
analysis is all internet users in Klang Valley area, Malaysia 
[43].  

TABLE I.  RESEARCH HYPOTHESIS 

H1 
Confidentiality positively impacts on computer security self-
efficacy. 

H2 Integrity positively impacts on computer security self-efficacy. 

H3 Availability positively impacts on computer security self-efficacy. 

H4 Computer security self-efficacy positively impacts on usage. 

H5a 
Relationship between confidentiality and usage is moderated by 
computer security self-efficacy 

H5b 
Relationship between integrity and usage is moderated by 
computer security self-efficacy 

H5c 
Relationship between availability and usage is moderated by 
computer security self-efficacy 

TABLE II.  CONSTRUCT DEFINITIONS   

Construct Definition 

(CNF) 
Confidentiality  

Confidentiality prevent disclosure of computer to 
unauthorized person by ensuring that computer is 
accessible only by authorized users. 

(INI) Integrity  

Integrity is the ability of the computer system to 
prevent unauthorized modification or deletion of 
data. Integrity in general refers to the data 
validity. 

(AVT) 
Availability 

Availability of the system refers to perform its 
stated function at a specific instant of time or over 
a stated period of time. 

(CSSE) Computer 
security self-
efficacy  

Efficacy perceived of user ability to use computer 
technology to perform specific secure online task. 

(SU) System usage 

Usage can be influenced by the process of 
confidentiality, integrity, availability, and the fit 
between them. 

 
TABLE III.  CONSTRUCTS SOURCES  

Constructs Sources 

(CNF) Confidentiality  [1], [44], [45], [46], [47]  

(INI) Integrity  [1], [44], [45], [46], [47] 

(AVT) Availability [1], [44], [45], [46], [47] 

Computer Security 
Self Efficacy 

Literature+ Interview 
[39], [36], [33], [32], [34], [48], [49], [50], 
[51], [52], [28], [12], [27], [26], [31], [32, 33], 
[40], [53] 
Main Source: [54] 

System Usage [40], [55], [56], [57], [58], [29], [59], [60], 
[61] 
Main Source:  [56] 

 

A. Data Collection 

 
A period of three months was carried out during the 

process of distribution and collection of One Thousand self-
administered survey questionnaires. In this paper analysis, a 
total of 302 questionnaires were used which translates about 
30% response rate.  

 

B. Goodness measures and assessment 

A 5-point Likert scale was used to collect data for each 
construct of this research. For the proposed model 
constructs, this research developed the questionnaire items 
by choosing constructs found in previous researches [56], 
[62], [40], [63], [64]. Validity and reliability are the two 
criteria used to test measures goodness [65]. 

TABLE IV.  LOADINGS AND CROSS LOADINGS  

      CSSE CNF INT  AVT  US
CSSE1 0.75 0.18 0.25  0.27  0.13

CSSE2 0.77 0.35 0.29  0.47  0.19

CSSE3 0.74  0.38  0.32  0.45  0.25 

CSSE4 0.77  0.17  0.25  0.25  0.09 

CSSE5 0.81 0.25 0.31  0.3  0.1

CSSE6 0.78 0.31 0.24  0.34  0.18

CSSE7 0.82 0.37 0.27  0.4  0.17

CSSE8 0.86  0.34  0.27  0.4  0.13 

CSSE9 0.87 0.25 0.25  0.3  0.13

CSSE10 0.73 0.33 0.32  0.36  0.22

CSSE11 0.72 0.27 0.22  0.36  0.13

CSSE12 0.73  0.2  0.29  0.31  0.09 

CSSE13 0.74 0.13 0.14  0.22  ‐0.06

CSSE14 0.77  0.23  0.17  0.31  ‐0.02 

CNF1 0.37 0.92 0.6  0.8  0.54

CNF2 0.36 0.88 0.6  0.77  0.56

CNF3 0.32 0.9 0.6  0.73  0.53

CNF4 0.33 0.9 0.61  0.75  0.53

CNF5 0.27 0.88 0.61  0.7  0.52

CNF6 0.26 0.75 0.58  0.51  0.54

CNF7 0.28 0.87 0.62  0.69  0.63

INT1 0.25 0.56 0.89  0.49  0.62

INT2 0.35 0.67 0.89  0.62  0.58

INT3 0.27 0.64 0.85  0.57  0.56

INT4 0.38  0.57  0.85  0.53  0.53 

INT5 0.26 0.62 0.88  0.52  0.59

INT6 0.24 0.56 0.85  0.44  0.5

INT7 0.28 0.5 0.78  0.41  0.46

AVI1 0.38 0.73 0.61  0.87  0.44

AVI2 0.33 0.65 0.51  0.82  0.35

AVI3 0.45 0.63 0.41  0.81  0.37

AVI4 0.41 0.69 0.41  0.88  0.42

AVI5 0.4 0.69 0.46  0.86  0.43

AVI6 0.35 0.66 0.47  0.85  0.39

AVI7 0.36 0.78 0.66  0.85  0.59

SU1 0.16  0.53  0.61  0.45  0.9 

SU2 0.12 0.48 0.48  0.42  0.83

SU3 0.17  0.56  0.52  0.41  0.8 

TABLE V.  MEASUREMENT MODEL RESULTS  

          AVE 
Composite
Reliability  R2 

Cronbachs
Alpha 

CSSE 0.6 0.95 0.95

CNF 0.76 0.96 0.67  0.95

INT 0.73 0.95 0.47  0.94

AVT  0.72  0.95  0.46  0.93 

US 0.71 0.88 0.79

CR = (∑ standardized loading i)2 / (∑  loading i)2+(Σ єi)2  
R2 = (∑ standardized loading i2) / (∑ loading i2) +Σ єi2) 
“Where e is errors” [43]. 
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TABLE VI.  MEASUREMENT MODEL RESULTS (LOADING AND T VALUE) 

Construct  Latent 
Original 

Sample (O) 
T Statistics
(|O/STERR|) 

CSSE 

CSSE1  0.745  7.7316

CSSE2  0.7656  10.4832

CSSE3  0.738  8.7298 

CSSE4  0.7749  7.8183

CSSE5  0.8103  9.8299

CSSE6  0.7844  10.6903

CSSE7  0.8238  13.0648

CSSE8  0.8648  15.3584

CSSE9  0.8653  13.5191 

CSSE10  0.7272  7.3494

CSSE11  0.7161  7.7093 

CSSE12  0.7309  7.6533

CSSE13  0.7406  7.7739

CSSE14  0.7666  8.8679

CNF 

CNF1  0.9182  42.3939 

CNF2  0.8785  20.4884

CNF3  0.9048  26.7024

CNF4  0.8968  22.3719

CNF5  0.879  20.9216

CNF6  0.746  5.5828

CNF7  0.8663  20.6325 

INT 

INT1  0.8924  25.8179

INT2  0.8868  29.9587

INT3  0.8545  18.8941

INT4  0.8511  12.1505

INT5  0.8783  19.8471

INT6  0.85  15.0615

INT7  0.7821  8.4663

AVT 

AVT1  0.8658  21.9366

AVT2  0.8153  14.3107

AVT3  0.815  14.2323

AVT4  0.8769  15.6257 

AVT5  0.8601  14.9867

AVT6  0.8522  12.8333

AVT7  0.8457  15.5532

US 

SU1  0.8964  31.0311

SU2  0.8288  10.2957

SU3  0.7956  12.0581

TABLE VII.  CONSRTUCTS DISCRIMINATE VALIDITY 

        CSSE     CNF     INT     AVI     US 

CSSE  0.77 

CNF  0.36  0.87 

INT  0.34  0.69  0.85 

AVI  0.45  0.82  0.6  0.85 

SU  0.18  0.63  0.64  0.51  0.84

TABLE VIII.  RELIABILITY TEST RESULTS 

  
Cronbachs 
Alpha 

Loading 
range  Num Item 

CSSE  0.95  0.72‐0.87  14(14) 

CNF  0.95  0.75‐0.92  7(7) 

INT  0.94  0.78‐0.89  7(7) 

AVI  0.93  0.81‐0.88  7(7) 

SU  0.79  0.80‐0.90  3(3) 

 
C. Construct validity 

 
Convergent and discriminant validity used to measure 

construct validity [65]. Cross loading and loading, both 
recommended for determining problems with any particular 
survey item. As shown in Table 4, a value of loadings at 0.5 
was used as a significant [43]. Results shows that all items 

measuring construct loaded lower on the other constructs 
and loaded highly on that particular construct. This 
confirmed the construct validity. 
 
D. Convergent validity 

In this research, to measure convergence validity the 
average variance extracted, composite reliability, and factor 
loadings were used [43].  

As shown in Table 5, results confirmed factor loading 
by shown all items loadings exceeded the recommended 
value of 0.5. As well as shown that composite reliability 
values ranged from 0.88 to 0.96. Composite reliability 
describes the degree to which the construct indicators 
indicate the latent. Composite reliability usually confirmed 
when exceeded the recommended value of 0.7 [43].  

The measures of the variance captured by the indicators 
relative to measurement error is the average variance 
extracted (AVE), value of 0.5 or above will justify using a 
construct average variance extracted [66]. The results shows 
range of 0.60 and 0.72 is the average variance extracted as 
shown in Table 6. Based on the statistical significance and 
parameter estimates, the results show that all constructs 
confidentiality, integrity, availability, computer security 
self-efficacy and usage are all valid measures of their 
respective constructs [67].  

 
E. Discriminant validity 

The potentially overlapping constructs correlations 
were measured by constructs discriminant validity. As 
shown in Table 7, adequate discriminant validity confirmed 
by the squared correlations for each construct are less than 
the average variance extracted by the indicators measuring 
that construct.  

 
F. Reliability analysis 

Loadings and alpha values are summarized in Table 8. 
The inter item consistency was measured by Cronbach’s 
alpha coefficient. Results shows all Cronbach’s alpha values 
are above 0.60 [68].  

The value 0.7 or greater of Composite reliability 
considered acceptable [69].  The results shows composite 
reliability values ranged from 0.88 to 0.96. This concluded 
the measurements reliability.  

 
G. Hypotheses testing 

For the path analysis, all hypotheses generated were 
tested. Figure 2 shows the framework and Table 9 presents 
statistical results. The R2 value was 0.336 suggesting that 
33.6% of the variance in extent of computer security self-
efficacy can be explained by variables confidentiality, 
integrity, and availability. Hypotheses H1, H3, and H4 of 
the study were supported, whereas the hypotheses H2 not 
supported. 

Sobel statistical test used to measure the mediation 
effect of computer security self-efficacy, Sobel statistical 
test measure whether computer security self-efficacy 
significantly influence all other variables. Results indicate  
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FIGURE 2. PATH ANALYSIS RESULTS

TABLE IX.  HYPOTHESIS TESTING AND PATH COEFFICIENTS 

   Relationships  Supported  Coefficients t value

H1  CNF‐>CSSE  Yes  0.191  3.0367 

H2  INT‐>CSSE  No  ‐0.103  2.4993

H3  AVI‐>CSSE  Yes  0.513  3.817

H4  CSSE‐>SU  Yes  0.470  4.140

H5a  CNF‐>CSSE‐>SU  Yes    2.340

H5b  INT‐>CSSE‐>SU  No    0.177

H5c  AVI‐>CSSE‐>SU  Yes    2.601

 
that computer security self-efficacy mediates the 
relationships between confidentiality, availability and 
usage. The results provide support for H5a and H5c. 
 
CONCLUSION 

 
This research paper has developed and validated a 

questionnaire for measuring effects of computer security 
factors on the usage of online banking. For future work, the 
findings for this paper can be further explored and can be 
used as a basis for further study in different scope such as in 
social networking and cloud computing. Furthermore, 
different regional interdependency analysis might produce  
a different result. Previous studies have demonstrated that 
regional interdependence is an important consideration. For 
example, rural areas in Japan can be relatively less secure 
than urban areas [70].  
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ABSTRACT 
The characteristic of data has grown in term of volume, velocity, value, veracity and variety and it becomes more 
challenging to extract useful information. Having knowledge to manage big data is crucial for subsequent analysis. In this 
research paper, a systematic analysis is conducted on existing techniques to transform big data for data mining analysis. 
Furthermore, a case study using raw log data was conducted which has been transformed into readable dataset format that 
is compatible for data mining analysis using with WEKA. A knowledge database discovery (KDD) technique has been 
implemented in this case study to obtain higher quality and clean dataset prior to data mining analysis. The evaluation of 
the processed dataset shows that the data mining analysis result achieved 100 % for true positive rate (TPR). 
 
Key words: Log analysis  Data pre-processing  Data transformation  Data mining  Knowledge database discovery  Systematic 
analysis  Web log analysis  Big Data 

 
INTRODUCTION 

Nowadays, large amount of data are generated with 
different format by many organizations. Massive amounts 
of data in such form are difficult to be processed. Log files 
are created when user access to the web application. All 
information related to the user is recorded in a log file such 
as host name, IP address, date and time, URL and request 
type. Information is usually stored in log file by using 
different log format such as National Center for 
Supercomputing Application (NCSA) common log, W3C 
Extended Log File and IIS log file format. The log file can 
be found on different location, for example, in web server, 
web proxy server and client browser (Patil, 2012). In order 
to understand the results of search engines or user 
behaviour, applications and computer system, it is necessary 
to do analysis on log file related to the website. However, 
the volumes of log nowadays have growing rapidly in 
respond to the tremendous uses of web. Therefore, new 
generation of theories and tools to assist human are needed 
for extracting useful information.  

Knowledge database discovery (KDD) is 
considerable importance and necessity because of the 
abundance of data today and its availability (Maimon and 
Rokach, 2005). KDD processes comprise of nine steps 
which are domain understanding and KDD goals, selection 
and addition, pre-processing, data transformation, selecting 
the appropriate data mining task, selecting the data mining 
algorithm, employing the data mining algorithm, evaluation 
and utilize the discovered knowledge (Fayyad et al., 1996). 
For this research, the scope of dataset was from Cyber 
Security Lab, FST web server log and KDD technique was 
used to do the data transformation.  

The process of consolidating or transforming data 
into an appropriate form for subsequent analysis is known 
as data transformation. The data is presented in certain 
representation in order to be transformed into nominal data. 
The domain categorisation were conducted and obtained 
prior to the data transformation process. 

 Apart from that, this research’s motivations are: 

i. The importance of how to analyse data and transform 
data into readable format. 

There are many information displays in the raw log data. 
Analysing web server log helps to understand who visited 
the website, on what application, how often and also provide 
with information on errors, problems and performance 
problems of the web application. However, analysing the 
data without having knowledge to analyse the log would lead 
to wrong interpretation. 

ii. To analyse log would be a daunting task. 
Nowadays, the size of log is increasing. The level of 
difficulty to analyse log become higher proportional to the 
number of users’ accesses. 

iii. The difficulty for the researcher to transform raw 
dataset into readable and understandable format for 
subsequent analysis. 

High accuracy and low positive rates of output is resulted 
from transformation of raw dataset into readable format. 
Prior to data mining analysis, this technique is needed to be 
carried out. 

This research aims to transform the raw dataset into 
understandable format for subsequent data mining analysis 
based on the motivation above. The log dataset was obtained 
from the cybersecurity lab, Universiti Sains Islam Malaysia 
(USIM). 

In this paper, related work on big data and log 
analysis are discussed in section 2 followed by methodology 
in section 3. Section 4 deliberates the findings and section 5 
concludes this paper. 
 

RELATED WORK 
 
Big Data 

 The 5Vs (variety, velocity, volume, veracity and 
value) of data coming into an organization continue to reach 
extraordinary levels (Demchenko et al., 2013). This 
outstanding growth of data requires not only for 
understanding the big data but also what do with it. An 
article by (Finnegan, 2013) stated that the Boeing 787s 
created half a terabyte of data per flight. Meanwhile, 



2

 

Parkinson disease dataset that tracked 12 patients using 
smartphone sensors for eight weeks is 150GB in size 
(Thirunarayan & Sheth, 2013). These articles show that the 
volume of data increasing tremendously. However, it is not 
sufficient by having raw data only unless the data is 
analysed in a meaningful way. Besides that, there is variety 
of data processed and generated. For example, traffic 
dataset contains numeric information about vehicles such as 
speed, volume and travel times), as well as textual 
information about events (Anantharam et al., 2013). In 
medical domain, patients’ feedbacks and various 
physiological, chemical measurement and physical can be 
combined and abstracted to obtain their well-being and 
health (Sheth and Thirunarayan, 2012). Therefore, the 
variety in formats of data can be challenges in analysing 
raw data. The velocity of data is at high speed especially 
social media messages and credit card transactions which 
done in millisecond (Sabia & Arora, 2014). Moreover, IT 
infrastructure stores large valuable data in database which 
considered as important in big data. Last but not least, 
veracity of data. It is refers to the data trustworthy (Maier, 
2013). Table 1 shows the summarisation of the challenges 
of handling big data. 
 

Table 1: Summarisation of the challenges of handling big 
data 

Author and Title Challenges 

Big Data: New Opportunities 
and New Challenges, 
(Michael and Miller, 2013). 

New challenges with respect 
to how much data to store, 
whether the data will be 
secured, how long it must be 
maintained and how much it 
will cost. 

 
Public Policy Considerations 
for Data-Driven Innovation, 
(Hemerly, 2013). 

 
Policy makers must take into 
account the possibility that 
regulation could preclude 
economic and social benefits 
in order to achieve the 
maximum benefits from 
data-driven innovation. 

 
Corporate Governance of 
Big Data: Perspectives on 
Value, Risk and Cost, 
(Tallon, 2013). 

 
Developing governance 
mechanisms, policies and 
structures become the 
challenges to the 
organisations. It strikes the 
balance between reward and 
risk in the face of growing 
quantities of data and 
innovation that deliver 
cheaper storage technology, 
faster and better. 
 

Transforming Big Data into 
Collective Awareness, (Pitt 
et al., 2013). 

Numerous challenges 
revolving around the notion 
of justice including 
distributive justice, 
procedural justice, 
interactional justice, natural 
justice and retributive 

justice. Another challenge 
includes resisting the spread 
of misinformation.  

 
Big Data’s Big Unintended 
Consequences, (Wigan and 
Clarke, 2013). 

 
Data quality, semantic 
coherence and legality 
appear to be of little concern 
to those responsible for 
national security 
applications.  

 
Log 

Log file is an auxiliary text files that software 
application often produce (Valdman, 2011). Logging is a 
process of recording events or statistics to provide 
information about performance or system use (Bishop et al., 
1996). Log is used for record data on what, when, who, 
where and why (W5 questions) an event occurred for 
security professional on a particular application or device. 
Log is an entry that consists of information related to a 
specific event that has happened within a network or system 
are containing in each entry (Allen, 2001). 

Different web servers maintain different types of 
information in the log files (Ratnesh et al., 2009). The basic 
information in the log files are; 

[x,y,z,a,b,c,d,e,f] 
 User Name (x): Detects who had visited the web and 

user identification based on the IP address that is 
assigned by the Internet Service Provider (ISP). 

 Visiting Path (y): The path taken by the user while 
visiting the website by using search engine, typing 
URL directly or by clicking on the link. 

 Path Traversed (z): Detects the path taken by user using 
several links within the web site. 

 Time Stamp (a): The session or time spent by the user 
in web site while browsing. 

 Page Last Visited (b): The latter page visited by the 
user before he or she leaves the website. 

 Success Rate (c): The rate of success for the website 
which determined by the number of copying activity 
done by the user and the number of downloads. 

 User Agent (d): User’s browser information. 
 URL (e): The resource that had been accessed by the 

user. 
 Request Type (f): The information transfer method 

such as GET and POST. 
The activity is recorded in web log file when user submit 
request to a web server. 

Nowadays log serves many functions within 
organizations such as optimizing network and system 
compared to previous era, which used primarily for 
troubleshooting the problems (Stout and Kent, 2002). Log is 
useful when involving with audit and forensics analysis, 
establishing baselines, supporting internal investigations 
and recognising trends of operational and long-term 
problems (Ahmed et al., 2009). Log file is also used for 
investigating a user’s query behaviour (Saxena et al., 2012). 
Understanding user’s navigational preferences is the way to 
improve query behaviour. The user access patterns 
information help service providers to modify and adjust 
their web interface for users individually as well as to 
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improve the site’s static structure within the wider hypertext 
system. Log files can be complex and often very large. 
Analysing log files could be a difficult task although the 
process of generating log files is straightforward and 
simple. Table 2 shows the summarisation for comparative 
studies on web log analysis. 
 

Table 2: Comparative Studies on Web Log analysis 
Title Method Strengths Weakness

es 
Efficient 
Web Log 
Mining 
using 
Doubly 
Linked 
Tree. (Jain 
et al., 2009) 

Doubly 
Linked Tree 

Low run 
time which 
is 100 
seconds for 
low support 
threshold 
and large 
web access 
sequence 
database 

Old dataset 
which 
retrieve on 
2004 

Efficient 
Web Log 
Mining 
Using 
Enhanced 
Apriori 
Algorithm 
with Hash 
Tree and 
Fuzzy. 
(Veeramalai 
et al., 2010) 

-Enhanced 
Apriori with 
Hash Tree and 
Fuzzy 

High 
efficiency 
with 97% 

N/A 

 
Analyzing 
Log Files 
using Data-
Mining. 
(Mihut, 
2008) 

 
-Classification 
algorithm 
-Regression 
algorithm 
-Segmentation 
algorithm 
-Association 
algorithm 
-Sequence 
analysis 
algorithm 

 
Applied data 
mining tool 

 
Small size 
of dataset 

Mining Log 
Files for 
Data-Driven 
System 
Managemen
t. (Peng et 
al., 2005) 

-Naïve Bayes 
-Modified 
Naïve Bayes 
-Hidden 
Markov 
Model 
(HMM) 

Both 
Modified 
Naïve Bayes 
and HMM 
enhance the 
classification 
accuracy 

constructin
g HMM 
requires 
more 
computatio
nal costs 

 
METHODOLOGY 

 
 The following in Figure 1 is the procedure to 
transform log dataset into understandable format. 

 
Figure 1: Processes to Transform Log Dataset into 

Understandable Format 
 
Dataset 
 The first step was cleaned up the dataset to remove 
outliers, inconsistencies, missing values and incomplete 
data. Figure 2 shows the log format. 
 

 
Figure 2: Log File in .xlsx Format 

 
Based on the log, the data is separated into 15 information 
columns which are user, group names, host IP, website 
browsing, identify by, time, website, attachment, access 
control policy, website link, destination IP, service port, 
application type, URL type and action. However, in this 
research, the log dataset is cleaned up by removing 
information with missing values and incomplete. 
Information that will be extracted along with its values are 
the website link, service port and URL type for subsequent 
analyses. The other information columns are removed 
because they have repetitive values, using dynamic host IP 
and incomplete data. Then the dataset were classified into 
three categories which are website link, service port and 
URL type. 
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Lab Environment 
The pc is using virtual private network for 

categorising the domain. Figure 3 shows the architecture of 
the laboratory. 

 

 
Figure 3: PC 1 for Log Analysis 

 
Table 3 shows the list of tools used in this research. All 
applications used in this research were free basis and open 
source except Microsoft Excel. 
 

Table 3: Tools list 
Function Application Description 
Display 
log file 

Excel Display log dataset 
in .xlsx format. 

Data 
mining 
tool 

WEKA Cluster and classify 
the new format 
dataset. 

Domain 
classificati
on 

Check URL category 
(http://www.commtouch.
com/url-miscat/) 

Identifying the web 
URL type for 
Others category. It 
is an open source 
tool. 

 
FINDINGS 

 
 A new dataset classification is produced to ease the 

data transformation process. The output of the new clean 
dataset is transformed into nominal dataset which can be 
used for the subsequent analysis using data mining algorithm 
(Mertz and Murphy, 1996). WEKA software is used to 
conduct the mining analysis. 
 
Log Dataset Classification 
 The log dataset has been classified based on three 
classification which are website link, service port and URL 
type as displayed in Figure 4. 

 
Figure 4: Log Dataset Classification Format 

 
Data Transformation 
 The researcher identified the nominal data for each 
of dataset. Figure 5 shows the data transformation details. 

The researcher came out with clean dataset after conducting 
data transformation. The reason doing data transformation 
was to have a dataset that compatible with WEKA. Figure 6 
shows the new format of dataset. 
 Then the dataset is saved in .arff format and is used 
as input in WEKA machine for validation process. Figure 7 
shows the .arff file being uploaded into WEKA machine. 
 

 
Figure 5: Data Transformation (using certain number 

representation) 
 

 
Figure 6: Arff Format of Dataset 

 

 
Figure 7: Arff file was Uploaded in WEKA  

 
The purpose of Figure 7 is to show how the data can be 
mined in WEKA software. The researcher can extract useful 
information from the raw log data through data mining. 
Later, the data can be analysed using different machine 
learning algorithms inside WEKA. 
 
Machine Learning Algorithm Results 
 This section presents the dataset validation result. 
Naïve Bayes and k-nearest neighbour (IBk) algorithm are 
chosen to classify the dataset. Table 4 shows the validation 
result using both machine learning algorithms. Both results 
from two algorithms were compared. True positive rate 
(TPR) and false positive rate (FPR) are used during the 
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experiment. The experiment was conducted using WEKA 
software.  

 
Table 4: Machine Learning Algorithms Result 

 Naïve Bayes 
(%) 

IBk (%) 

TPR 100  99.66 
FPR 0 0.34 
TPR represents true positive rate, FPR represents false positive 
rate 
 
Table 4 shows that the Naïve Bayes algorithm achieved 
100% TPR compared to IBk which only achieved 99.66% 
TPR. This result indicates a good result and the 
classification is successful. 

 
CONCLUSION 

 As a conclusion, this research manages to provide a 
new clean log dataset to help researchers in data mining 
research. Besides that, the dataset was presented in nominal 
data which is compatible to be used directly in WEKA for 
data mining process. Furthermore, based on the experiment 
conducted using WEKA software, the True Positive Rate 
(TPR) of the classified data 100 % is produced. This result 
can be used as reference and comparison by other 
researchers with the same interest.  

For future work, other bigger and different format 
of dataset is used. Other than that, different classifier 
algorithm will be used to be compared with. 
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ABSTRACT 
Health Information System (HIS) integration constitutes one of the main challenges to the developers. Although current 
integration technologies are up to now quite mature, we confront several problems and challenges regarding the 
complexity of functions and database of the HIS. The efficiency and performance are the issues for the HIS 
implementation that related to information integration problems. This research proposed an approach using Service 
Oriented Architecture (SOA) through Web Services (WS) to integrate the information used by the HIS. This study 
explored the problems and issues of information integration in HIS and use the WS and SOA to improve the performance 
of HIS. The performance of data integration is measured to evaluate the proposed approach. Moreover, benchmark with 
the current approach is carried out in order to describe the efficiency of the proposed solution. 
 
Key words: Service Oriented Architecture  Data and Information Integration  Health Information System   

 
INTRODUCTION 

Information integration has become one of the 
important challenges faced in today system development 
process. It is very crucial to ensure that the data integration 
needs are in line with organization’s information technology 
(IT) development (Inmon, 2008). The challenge for 
managing the huge and complex big data has initiated new 
approaches in data integration solution (Smith, 2013). 
Moreover, when there is a change in the system, the process 
of data collection, development, integration and 
transformation on different platforms as well as a separate 
system becomes tedious and difficult. Data integration 
becomes important due to data being distributed across 
entities, platforms and data repositories. Generally, the cost 
of data integration for any software system accounted for up 
to 40% of data processing budgets (Brodie, 2010). 

With the advancement of technology and the 
demanding needs within health industry, health information 
system (HIS) is becoming more complicated. Health 
management operation is struggling to coupe with the 
evolution of information management (Lucas et al., 2013,  
Ajami et al., 2013 and Le, 2013). One of the factors that 
lead to lack of efficiency in HIS implementation can be 
largely caused by uncoordinated approach to the design and 
implementation of smart interactions. This inefficiency will 
create barriers to accessibility and integration, which will 
burden healthcare providers with administrative and 
information overload (Kuziemsky, Peyton, Weber, 
Topalogou, & Keshavjee, 2011). Therefore, causing 
problem for  health related organizations to deliver efficient 
service delivery (Bloomrosen et al.,2011). 

This research is motivated by the data and 
information integration problems of HIS in Universiti Utara 
Malaysia (UUM). The problem has caused the inefficiency 
of service delivery by the Health Management Center 
(HMC) to the patients. HIS need to be integrated for 
maintaining the smoothness of health management 
operation. The current HIS application contains several 
modules, which some of the modules were not properly 
integrated. The modules are Registration, Treatment, 

Inventory, X-Ray and Laboratory. Nevertheless, HIS needs 
to access and integrate data from other University 
information systems such as Personnel System (PERSIS), 
Academic Student Information System (ASIS), Graduate 
Academic Information System (GAIS) and Integrate 
Financial and Accounting System (IFAS), which requires 
access across various operating systems, applications, 
system software, and application infrastructure. However, 
data integration approaches were not well implemented due 
to some system with less automated elements in data 
integration method. 

The efficiency and performance are the main issues 
in the HIS implementation and requires a proper data 
integration method in order to solve the problems.Current 
approaches were adopted from various technologies 
provided by industries. However, less attention were givrn 
to identify the best practice methods for integrating the data 
during the implementation of other university’s information 
systems with HIS. The advancement of web services (WS) 
within the Service Oriented System (SOA) framework is 
suitable and practical for integrating the data and 
application in an enterprise environment.Therefore, this 
research aims to explore the integration solution using the 
SOA and WS for HIS,which is lacking in solution for HIS 
and will improve the implementation of University HIS in 
the future. 
 

RELATED WORKS 
 

Data integration refers to the creation of an 
integrated view over seemingly incompatible data that are 
normally collected from different sources (Waddington, 
2008). Wang et al. (2013) identified challenges of data 
integration is real-time performance and Zhang et al. (2013) 
have conducted an experimental study on the performance 
of data integration. Health workers often need real time or 
near real time access to large and complex sections of the 
data. Complex data environment of the new information is 
often highly complex in structure and the data sources are 
heterogeneous with no common structure formats  (Ovaska 
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et al., 2010). Consequently, planning is difficult due to the 
future structure of the healthcare industry is unclear. The 
role of most individual new technologies in a long-term 
structure of the different healthcare processes is uncertain 
(Oberlander et al., 2010). Moreover, the tool for data 
integration is expensive, but no promises are being realized 
in practice (Benkner et al., 2010). Many data integration 
projects failed, even the  well-known, widely used tools in 
the industries. 

Information is shared by using various data 
integration approaches. Normally, these approaches cover 
the level of information and application in an enterprise 
environment and can be classified in three ways: data 
federation, data consolidation,and data propagation. The 
bulk of the data integration researches use queries (views) 
as its mechanism for describing mappings: views can relate 
disparate relational structures, and can also impose 
restrictions on data values. There are two standard ways of 
using views for specifying mappings in this context: data 
sources can be described as views over the mediated 
schema (this is referred to as local-as-view or LAV), or the 
mediated schema can be defined as a set of views over the 
data sources or global-as-view (GAV). 

It is important to note that in general, using a view 
in the reverse direction is not equivalent to writing an 
inverse mapping (Halevy et al., 2003).In particular, the 
important property of LAV is that it enables describing the 
data sources that organize their data differently from the 
mediated schema. Various tools can be used to integrate 
systems and data. The introduction of these tools brought 
the promised of benefits, but no promises are being realized 
in practices. Most criticisms on data integration tools and 
vendors are that data integration solution is expensive, 
difficult and have no means (Benkner et al., 2010). Several 
solutions are made too simple to perform the tasks, 
butothers are made too complex. Moreover, the costs of 
building and maintaining solutions have rocketed, not to 
mention the nearly impossible tasks of integration in 
different systems together. It seems that reaching the right 
level of simplicity is more like a dream than reality. 

According to Imhoff (2005), three types of 
technologies used to implement the integration, 
namely:Enterprise Application Integration (EAI), Enterprise 
Information Integration (EII), and Extract, Transform and 
Load (ETL). Summary of the research works on data 
integration in HIS is shown in Table 1. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Author Research Focus 
Method / 
Framework 

Kart et al., 
(2008) 

Use WS to integrate 
data from mobile 
devices 

Web Services 
Framework 

Yang et al. 
(2010) 

Design RIM-Based 
Computer for CIS 

Propriety 
method of CIS, 
RIM-Based 
concept and 
clinical 
database. 

Chute et al. 
(2010) 

Enterprise data 
warehouse for 
biomedical data 

Enterprise 
Information 
Management 
(EIM) 

Zapletal et 
al. (2010) 

Integration for Clinical 
Data warehouse 

Component-
bases approach 
and 12B2 
Framework 

Bouras et al. 
(2010) 

Integrate with 
Healthcare System 

Semantic-
based SOA 

Gong and 
Chen (2010) 

HMS integration and 
shared platform based 
on SOA 
 

Service 
Oriented 
Architecture 

 
Table 1: The Research Works for Data Integration on HIS. 
 
Based on the Table 1, very few research focused on using 
WS and SOA to resolve the problem in data integration 
forHIS. Therefore, this research is focused on schema level 
of data integration, which is very important for efficient 
implementation of HIS, especially in the University 
environment. 
 

HEALTH INFORMATION SYSTEM 
 
Management of Health Information gives focus to 

communication and accurate record keeping. Currently, an 
important portion of the HIS contains various stand-alone 
applications that have been integrated and delivered in a 
more unified manner. The performance, effectiveness and 
other factors of these applications can alter the performance 
of the HIS. The HIS also provides user interfaces for 
patients, physicians or doctors, nurses and pharmacists. 
Increasingly, the HIS is being constructed from sets of 
preexisting sub-systems, which are developed and owned by 
the independent unit or department (Tyson et al., 2011). 

HIS was broadly used and has many different 
names and definitions. These include Electronic Health 
Record (EHR), Electronic Medical Record (EMR), 
Electronic Patient Record (EPR), Computerized Patient 
Record or Computer-based Patient Record (CPR), 
Electronic Health Care Record (EHCR), Virtual HER, 
Personal Health Record (PHR), Digital Medical Record 
(DMR), Clinic Information System (CIS)and  Hospital 
Information System (HIS). Most of the commercial HIS was 
developed according to the Health Level Seven (HL7)  
standardization. The HL7 contains six profiles in health 
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management functions: Clinical Research, Behavioral 
Health, Long Term Care, Child Health and Records 
Management and Evidentiary Support and Pharmacy . 

University HIS comprises of one or several 
software components with specialty-specific extensions, as 
well as of a large variety of sub-systems in medical 
specialties. Components of University HIS consist of the 
following  modules: Clinical Information System (CIS), 
Financial Information System (FIS), Laboratory 
Information System (LIS), Nursing Procedures (NP), 
Pharmacy Information System (PIS), Picture Archiving 
Communication System (PACS) and Radiology Information 
System (RIS). Figure 1showed the modules of University 
HIS. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1: Database Environment for University HIS 
 
WS AND SOA-BASED INTEGRATION 

 
University HIS has several modules such as Queuing, 
Patient Registration, Treatment and Pharmacy. The 
patients’ data need to be integrated from several 
applications such as ASIS, GAIS and PERSIS. Based on 
observation and interview with the users, the efficiency and 
performance of the HISare the main issues. This was related 
to the poor performance of the data integration tasks. The 
initial database structure was comprised of data sources and 
data destination, which were integrated in different settings 
(e.g., DBMS, platform) as shown in Figure 2. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 2: Database Integration Setting for University HIS 
 
The model in Figure 2 was chosen because it is easy to 
implement and gives faster access to the database sources 
that are separated in different platforms. Moreover, several 
HIS modules purchased from the vendors were supplied in 
different platforms because plenty of technology existed 
with competitive capabilities and prices. This has created 
the island of servers and caused continuous problems for 
data integration. Indeed, this has lead to the inefficient and 
performance problems of the HIS. 
 
SOA 

SOA goal is to achieve loose coupling among 
interacting software agents. A service is a unit of work done 
by a service provider to achieve desired end results for a 
service consumer. Both provider and consumer are roles 
played by software agents on behalf of their owners 
(Nadkarni& Miller, 2007). This method is used to integrate 
distributed system infrastructure as raising the quality of 
health management at low cost (Benkner et al., 2010). It 
will enable loose coupling of components across 
heterogeneous platforms, ease of maintenance and 
integration, easier discovery, use and aggregation of 
services and components (Nadkarni  and Miller, 2007, 
Bouras et al., 2010).This means the SOA can perform the 
communication services to integrate service and data into 
other web resources. 
 
WS 

WS is used to expose applications directly over the 
internet or within an organization for particular purposes. 
The technology allowed to exchange the information across 
the heterogeneous networks, platforms and systems. WS 
and SOA have been explored to produce a solution for 
integrating patients' data in HIS. 

 
Integration Approach 

This research considered the data integration 
problem in two main modules of University HIS that are 
Treatment and Pharmacy. Both modules need to share some 
data, such as drug code, drug stock, patient registration and 
treatment. These modules were implemented on different 
platforms, which is Pharmacy run on the Microsoft SQL 
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Server and .NET Framework.The Treatment module 
implemented in Sybase and Power Builder platforms. The 
proposed data integration model is shown in Figure 3. 
 

 
 
Figure 3: Data Integration Model for University HIS 
 

Based on Figure 3, the data integration model 
defined the Treatment database as one of the database 
sources and the Pharmacy database is the destination 
database. To perform the data integration process, the 
integrated database is created in order to store and 
manipulate data from the database sources. The integrated 
database is used to provide the data for operating the 
functions of the system. The implementation of data 
integration was performed by the WS functionality and is 
comprised of five components: data source, negotiate proxy 
agent (NPA), integrated database, web services (WS), data 
visualization, and data sources. 

 
Data Sources 

Data sources for University HIS consist of ASIS, 
GAIS, PERSIS and IFAS. In order to provide the unified 
view of patient’s data, the combination of data source from 
ASIS, GAIS and PERSIS are needed. For example, the data 
regarding the payment are available from IFAS, whereas the 
information about patient profile is provided by the ASIS, 
GAIS and PERSIS. These four systems were integrated 
with the patient information. Moreover, some database 
schemas were designed in different structures, even used for 
the same purpose. 

 
Negotiate Proxy Agent (NPA) 

The NPA is a mechanism or agent to perform a 
negotiation between two agents (Chhetri et al., 2007). A 
Service providers can expose their negotiation capabilities 
either as an agent-based system or as WS, which can be 
registered in and retrieved from a service registry. In this 
research, NPA takes place between each database provider 
for database sources and the database for Pharmacy. The 
flow for implementing NPA is shown in Figure 4. 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 4: Negotiation between SQL Server and Linked 
Server 
 

The NPA used Linked Server function in the 
Microsoft SQL Server (in another database, e.g. Sybase is 
using Remote Server). This function established the 
connection, authenticated the user and displayed the object 
from different servers and different types of database. This 
made the object from a local table containing metadata used 
to access a table on a remote database server as if, it was a 
local table. The example scripts for creating NPA using the 
Linked Server is shown in Figure 5. The scripts was 
executed in Microsoft SQL Server as a local server, and 
instantly establishes the NPA to facilitate the interaction 
between local to remote servers.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

  
Figure 5. The example scripts for creating NPA 
 
Integrated Database 

The integrated database function is to perform data 
cleaning and consolidate all proxy tables to be used by the 
University HIS. The proxy tables were derived from the 
various data sources, which maintained the connection to 
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the original data sources. Two methods were used to 
perform these tasks: 

a) The data is read from the proxy table as a data 
source. The proxy table is maintained as online 
transactions that required real time data access. 

b) The data is a copy of the proxy table in the 
integrated database. 

 
The process flow is to maintain the integrated database 

is shown in Figure 6. 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
Figure 6. Process flow to maintain integrated database 
 
Web Services (WS) 

WS is a main component used in SOA. In this 
research, a dynamic WS were created to execute queries for 
an assortment of functions from various database platforms. 
The example of the WS page scripts (i.e., VBScripts) is 
shown in Figure 7. 
  

 
 
Figure 7. The WS page scripts for invoking query 
 
Data Visualization 

The results of the query and transaction of this 
system are displayed as an output to the users. Users can 
evaluate the effectiveness or performance of the system and 
benchmark with the current system for evaluating the 
implementation of the HIS. This study was not focusing on 
this section. However, the prototypes of integration 
functionalities were developed to be used for evaluation 
purposes. 
 
 
 
 

EVALUATION AND FINDINGS 
 

The performance of data integration was evaluated 
to identify the improvement of the proposed data integration 
model compared to the current approach.The data transfer 
rate was captured in two types of measurements: 

a)     Data for patient - the data accessed from the student 
records (i.e., ASIS and GAIS) and staff records (i.e., 
PERSIS). The data sources must constantly be up to 
date. 

b)    Data for dispense - the transaction data need to be 
accessed in real time by pharmacists to dispense the 
medication for the patient based on doctor’s 
prescription. 

 
The latency rate for transferring patient data 
 Latency is defined as time period taken for processing 
the task of data integration. To measure the latency of the 
transfer rate, the data was captured in a second interval 
time. The list of stored procedures executed for data 
integration by WS is shown in Table 2. 
 
 

Description Date Time 
Process 

Query / Stored 
Procedure Name 

Student 
Data 

5/23/2013 
12:59:00 AM 

IntegrateSybase.dbo.trn_t
210student_scd 
 

Staff Data 5/23/2013 
3:07:45 AM 

IntegrateSybase.dbo.trn_t
630t631_scd 

 
Table 2. Stored Procedures for Data Transferring 

Partly of the data transferring process is shown 
in Table 3. This process was performed from 29 April 
2013 to 22 May 2013 during the peak time period, 
which is student course registration and payroll 
disbursement process. The average of the transfer rate 
is 8.06 seconds as shown in Figure 8. 

No. Date Time Delay (Sec) 

1 29/4/2013 16:24:05 1 

2 30/4/2013 1:00:31 8 

3 30/4/2013 4:09:05 3 

4 1/5/2013 0:59:46 17 

5 1/5/2013 4:08:15 1 

6 2/5/2013 1:00:39 10 

7 2/5/2013 4:09:12 9 

8 7/5/2013 9:20:56 5 

9 7/5/2013 9:23:02 6 

10 7/5/2013 9:25:06 4 
 

Table 3. Data Transferring Process 
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Figure 8. The average of the data transfer rate 

Current data transfer using data pipeline 
method to perform the data integration process. Data 
pipeline is a function provided by the Sybase tool, 
which facilitates the direct transferring of data within 
the Sybase or to other platforms. Based on the 
experiment transferring 118,732 student records took 
1.17 minutes, and to update student record took 37 
seconds. This task is performed in every semester 
during the student registration. Unfortunately, this 
process is performed manually due to no automatic 
mechanism provided. 

Based on the comparison between data 
pipeline and SOA method for transferring student data, 
the maximum transfer rate for SOA is 29 seconds and 
using the data pipeline is 1.17 minutes. Since the 
transfer rate for SOA is less than pipeline method, the 
differences in transfer rate are calculated as follows: 

 

 
 
 
 
 
 
 

This has shown that the SOA and WS method 
was performed the data integration process faster than 
a proprietary method (i.e., Pipeline) by 48 seconds. 
Indeed, the higher number of data transferred, the 
significantly reduced number of transferred rate can be 
recorded. 

I CONCLUSION 

This research explored the need for data integration 
solutions based on current technology to facilitate the 
process of data integration for University HIS. The research 
proposed the model of data integration by using SOA and 
WS approach. Several researchers have proposed solutions 
by using SOA. However, less effort in conducting the 
research for HIS implemented in the University 
environment, particularly in best practices solution for data 
integration problems. The proposed model was designed in 
SOA and WS to perform the process of data integration. To 

validate the model, the experiments of data transferring was 
conducted by integrating a set of programming tools that 
supports SOA, WS and .NET. Microsoft SQL Server was 
used as a local database server to demonstrate the 
implementation data integration. The data integration 
solution will help to improve the performance of HIS in the 
future, especially in University environment. 
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ABSTRACT 
The peer-to-peer (P2P) file sharing protocol has evolved from depending on Internet connection provided by the 

cellular network, to free Internet connectivity through Wi-Fi technology. On the other hand, IEEE 802.15.4 is considered as 
today’s one of the top growing wireless protocol. This paper introduces ZigBee technology, which falls under this standard, 
into the mobile P2P environment, where it involves devices with Android 4.0 (Ice Cream Sandwich), which is the lowest 
version of the Android platform that can be found among mobile devices. This paper integrates ZigBee into Android P2P 
environment and preliminary results showed that it is possible to send and receive files over ZigBee radio, yet the time taken 
for complete file transfer depends on the file size. 

Keywords: Peer-to-peer; Zigbee; Android; Message broadcasting; File sharing 
 

INTRODUCTION 
Peer-to-peer (P2P) is a very popular type of network 

communication for file sharing, where the data transfer is 
faster as it does not need to pass through the services of a 
server to share files and data. For the time being, the 
successful P2P applications have been running on either the 
wired or wireless Internet connection, as well as over PAN 
network such as Bluetooth and Near-Field Communication 
(NFC). At present, peer-to-peer (P2P) communication is 
considered as a problem by both the wired and wireless 
Internet providers as it generates a large amount of traffic. 
This problem is substantial for mobile networks, as they not 
only have to serve users of mobile devices, but also the 
mobile subscribers that prefer mobility over traffic.  

Android operating system (OS), built and designed by 
Google, is an open-source platform that supports Java 
programming. It is currently available on a wide variety of 
mobile devices. Its open-nature allows manufacturers and 
wireless providers to customize the software, creating 
diversity among the devices. Besides that, almost anyone can 
create an application to run on Android, and all of these 
applications can be easily obtained from the Android Market 
and other download markets. Android has no restrictive 
policies about development tools that are used to create the 
applications. Most of the Android devices that can be found 
in the market nowadays are preinstalled with either Android 
4.0.3, also known as Ice Cream Sandwich (ICS), Android 
4.1.x and Android 4.2.x, which are known as Jellybean, or 
the latest platform version is Android 4.4 (KitKat). 

IEEE 802.15.4 radio technology was introduced in 2003, 
and is considered as today’s one of the top growing wireless 
protocol. The technology is designed focusing more on 
energy-saving. The main reason for its development is to 

provide simple devices with a reliable, robust wireless 
technology that could run for a very long time, even years, 
on standard primary batteries. ZigBee® standard is built on 
top of the IEEE 802.15.4’s radio layer to specify the 
network, security and application layers. It can be seen that 
ZigBee is widely used in Home Automation and Wireless 
Sensor Network (WSN) and the technology is widening its 
usage into the health and communication industry, as shown 
in Figure 1. 

On February 14th, 2011, Texas Instruments Incorporated 
(TI Inc.) had introduced an Android 2.2 software 
development platform which is designed to simplify the 
mobile device integration of the ZigBee and ZigBee RF4CE 
protocol stacks. Being introduced for the first time in the 
industry, users are enabled to manage commands on smart 
TV or other utilities through mobile devices[1]. This 
achievement leads to maximization of the mobile devices’ 
functionality and mobility for the users.  

 
Figure-1. ZigBee applications in various industry. 

 



Hence, with the enlightenment of the above situation, this 
research is conducted in a similar direction, yet it will be 
converging more towards development of the application for 
message broadcasting and file sharing through peer-to-peer 
(P2P). The project is focused on using ZigBee-based 
technology. The development of mobile platforms is very 
rapid and significant lately, especially for Android, where it 
is even faster than the development of hardware devices that 
enables the new data applications. Therefore, the project 
involved mobile devices of Android ICS and Jellybean 
platforms and ZigBee motes in the form of USB dongles. 
The dongles are connected directly to the devices via USB 
OTG cable, enabling data flow from the device, and data 
transmission over ZigBee radio. 

 This paper presents the application development 
conducted for Android devices and the current results 
achieved. Brief introduction on Android devices and ZigBee 
Technology is presented in Section II. The research mainly 
focuses on Android 4.0 based devices and beyond for its vast 
availability in the market, and on ZigBee for its rapid growth 
of usage in various industry. The system design and 
prototype development of the designed Android application 
(app), named ZigBeeComm is presented in Section III in 
details, while the preliminary results of the evaluation 
conducted on the designed app is exhibited in Section IV, 
where two different activities are devised in the app, namely 
File Sharing/File Receive and Broadcast Message activities. 
Following that is the conclusion of this paper in Section V. 

 
P2P IN MOBILE ENVIRONMENT 

Users nowadays have the desire for their mobile devices 
to work as similar as their desktop. In addition to that, the 
numbers of applications that can run on mobile devices of 
various mobile platforms keeps on increasing, instigating 
that the application of P2P to be highly significant to users in 
terms of communication and collaboration, distributed 
computing, and file/content sharing. Hence, a number of 
mobile P2P protocol had been introduced in solving this 
problem, such as Napster, Gnutella, eDonkey, BT, etc.[2] 

In the beginning, the only way for a mobile phone to 
connect to the Internet is via subscribed cellular radio 
services. Consequently, the data traffic of both subscribers of 
standard cellular services and subscribers of Internet users’ 
overloads, forcing the service providers to charge different 
rate for Internet connection. Therefore, the subscribers 
incurred higher data charges. Until recently, commercial 
smart phones are incorporated with Wi-Fi system in order to 
enable them to connect to the Internet without extra charges.  

On top of that, there are various P2P communication 
technologies that are introduced into the mobile 
communication. Some are developed for specific mobile 
platforms, such as the SymTorrent[3] and Symella[4] mobile 
P2P applications, while some others are cross platform. 
Besides that, several researches had also been conducted in 
either combining Wi-Fi technology with IEEE 802.15 
technologies, such as Bluetooth, ZigBee, RFID, etc. or 
creating a new P2P network that does not have to rely on 

Internet connectivity, i.e. P2P communication between 
mobile devices relying on IEEE 802.15 only. It utilizes the 
wireless technology that enables the mobile devices users to 
share file without going through the Internet backbone, for 
instance on using the Bluetooth technology that is integrated 
in almost all mobile devices. 

For instance, P2PBluetooth[5] is essentially a mobile-to-
mobile application that enables file sharing among mobile 
phones that exploits the Bluetooth technology installed in 
mobile devices. Every mobile device publishes its own list of 
available files and directly requests the desired data or files 
by the user to mobile phones nearby by using Bluetooth 
connectivity. Downloads are requested by specifying the 
keywords. Once running, P2PBluetooth automatically 
initiates a search by querying other Bluetooth enabled 
devices in proximity for their list of available contents. When 
an answer is received, the data of interest is automatically 
transferred. All the process of file transferring is completed 
without user mediation. The user only need to specify the 
data identifiers needed for the download. 

Another P2P application that utilizes Bluetooth 
technology is known as BlueTorrent[6]. It is a cooperative 
P2P file sharing application that enables its users to share 
audio/video contents as they are in mobile. This application 
achieves a greater performance improvement in download 
time compared to the traditional AP only mode. Moreover, it 
allows random peers to connect to each other. In spite of the 
short link duration, BlueTorrent application uses BitTorrent-
like file swarming in order to effectively share the contents. 
Content is divided into a number of small pieces, and mobile 
users can exchange whatever pieces are available. 
BlueTorrent uses a cooperative carry and forward strategy, 
where pieces are forwarded whenever a connection is 
available in minimizing download latency. Whenever a 
connection is available, peers first exchange their bitmaps to 
find out missing pieces through simple bit operations. The 
prerequisite of content distribution is to know where the 
content is. The availability of the contents that are desired 
can be searchable through indices which include a unique 
ID, title, producer, media type, etc. Users who are interested 
in specific information can proactively query other peers. 

Wi-Zi cloud [7] is a system that utilizes a dual WiFi-
ZigBee radio on mobile phones and Access Points (AP), 
which adopts the designed WiZi-cloud protocols. The goal of 
this system is to achieve ubiquitous connectivity, high 
energy efficiency, and real-time intra-device/inter-AP 
handover, while being transparent to the application, where it 
switches seamlessly between WiFi and ZigBee links 
depending on the traffic load. This research has proven to be 
enhancing the energy consumption of a mobile phone, as 
both of the WiFi technology and ZigBee technology 
complement each other in terms of low-power requirement 
and large bandwidth requirement respectively. 
 
SYSTEM DESIGN AND PROTOTYPE 

This project will involve only the application layer of the 
architecture, as shown in Figure 2. The API involve only 



mobile devices with Android 4.0 software and beyond, 
while the security and network layer will be as per provided 
by the ZigBee dongles. 

  
 

Figure-2. Protocol layer overview 
 

Hardware 
The ZigBee dongles used are manufactured by 

SZHOMA, which is the ZigBee USB Gateway HCV105. It 
is a low cost wireless transceiver product that work in the 
2.4 GHz ISM frequency band, based on the IEEE 802.15.4 
protocol development. The dongle is mainly used in 
monitoring and control, as well as data acquisition and 
transmission. This converter provides a USB serial 
interface, enabling it to be used with computer equipment. 
For it to be able to be used with Android devices, the device 
itself needs to be preinstalled with PL2303 driver, where it 
is included in the application package file (.apk). The 
performance parameters of the dongle are as shown in Table 
I. The ZigBee dongle is then connected to the Android 
device via USB connection, where a USB OTG cable is 
needed.  

 
Table-1. Performance parameters 

SZHOMA ZigBee USB Gateway HCV105 
Parameters Details 

Input voltage USB 5V input 

Baudrate 
9600 BPS (default), can be 
installed 19200 BPS, 38400 

BPS, 57600 BPS, 115200 BPS 

Radio frequency 2.4 GHz 

Wireless protocol ZigBee 2007 / PRO 

Transmission 
distance 

LOS of 100 meters 

Emission current 280 mA (maximum) 

SZHOMA ZigBee USB Gateway HCV105 
Parameters Details 

Receiver sensitivity -97 dBm 

Temperature range  40oC to 85oC 

Software 
ZigBeeComm is an Android application developed 

through Eclipse SDK software, which operates with "pure" 
Java code and has no direct dependence on the underlying 
operating system, hence the chief dependence is on the Java 
Platform itself. This apps is designed to detect the USB 
dongles and enables the Android devices to communicate 
with each other through ZigBee. As mentioned previously, 
the Android devices require a specific serial driver, namely 
Prolific PL2303 driver, in order to communicate with the 
ZigBee transceiver that is being used. The javascript for the 
driver is available from the Google Code[8], and can be 
downloaded and implemented directly into the ZigBeeComm 
application package file.   

The flow of the application is shown in Figure 3. The 
Android device first detects the USB dongles that is plugged 
onto it and prompt the user to start the apps. Upon launching 
the apps, the user is given the choice to either start the File 
Sharing activity, File Receive activity or Message Broadcast 
activity. In each of the activity, the data are sent and received 
via the connected ZigBee dongle, which then will 
communicate with another party over the ZigBee radio.  

 
START

Device Initialization

Is File Sharing selected?
File 

Sharing 
Activity

Is File Receive selected?
File 

Receive 
Activity

Is Message Broadcast 
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Message 
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Did the user choose to exit the 
application?

END

Yes

Yes

Yes

No

No

No

No

Yes

 
 

Figure-3.  Flowchart of ZigBeeComm app on Android 

 
ZIGBEECOMM 

Some of the preliminary results are presented in this 
section, mainly the screen-captures of the application 



window. As stated in the previous section, the user will be 
prompted to start the ZigBeeComm application as the 
Android device detects the connected USB dongle. Upon 
launching the application, the main window will be 
displayed as in Figure 4 and the user can decide which 
activity to start to communicate with other Android devices, 
given that the other parties are running the same application. 
Figure 5 shows the initialization process of the USB dongle 
on the Android device, where connections are established 
between the dongle and the device via the USB endpoints. 

 

 
  

Figure-4.  ZigBeeComm application window.  

 

 
 

Figure-5.  Flowchart of device initialization in ZigBeeComm apps on 
Android 

 
File Sharing and File Receive 

The File Sharing part of the application is where the 
users are enabled to browse the files and folders that are 
stored within the Android device’s internal and external 
memory.  The selected file is then converted into byte array, 
and segmented into 64-byte length of byte streams, before 
sending them to the serial port of the USB dongle. This is 

because the endpoint buffer size of the dongle for writing 
output (write-out) and for reading input (read-in) is of 64-
byte respectively. The same procedure is applied to the 
receiving part of the application, where the received file will 
be in the form of byte array and then converted into file 
format as specified by the user. 

For file sharing activity, the user that wants to share the 
file can click the File Sharing button, and chooses the file to 
be shared, whereas the user that wants to receive the file 
must run the File Receive activity and be prepare to receive 
the incoming file transfer. The flowchart in Figure 6 and 
Figure 7, summarizes the File Sharing  and File Receive 
activity respectively. 

 
File Sharing Activity

Does the user wants to 
share another file?

END

Choose file to be shared

Chosen file name is 
displayed

Yes

No

Chosen file is sent out in 
broadcast form

Progress bar is displayed 
while the file is sent out

 
 

Figure-6.  Flowchart of File Sharing activity. 

 
A total of four tests had been conducted on this activity. 

All these tests involve a total of seven different text file of 
size 100 bytes, 500 bytes, 1000 bytes, 5000 bytes, 10 
kilobytes, 50 kilobytes and 100 kilobytes. The tests were 
done in four different situations for three and four 
communicating Android devices, where one of the devices 
will act as the transmitting device, running the File Sharing 
activity, while the rest is running the File Receive activity 
simultaneously. First is where three devices are within close 
proximity, whilst the second test was where the devices are 
placed 10 meters apart from each other. These two tests are 
then repeated for a number of four devices. The recorded 
time of the file transfer for each file size with respect to 
each test condition was plotted, where additional 100, 200 
and 300 seconds are added to the second, third and fourth 
series for presentation purposes, as depicted in Figure 9. 

 



 
 

 Figure-7.  Flowchart of File Receive activity. 
 

 
 
Figure-8.  The transmitting device and devices A and B on close proximity 

on File Sharing activity 
 

For each condition, the time taken for the respective file 
size was fully transferred, was recorded and plotted into 
four different graphs. All four plotted graphs shows the 
same result and pattern, which means that the file transfer 
activity over ZigBee radios can be achieved, yet it took 
longer time for large file sizes to be fully transferred. 
 

 
 

Figure-9. Graphs of time taken for file transfer to be completed with 
respect to different file sizes. 

 

Another test had also been conducted, where the device 
is tested to transfer an image file (.png). For this test, only 
two devices are involved. The following Figure 10 shows 
the transmitted image from device A and the received image 
on device B. It can be seen that the received image file is 
corrupted. This is because some of the packets transferred 
are lost during the transmission process. 

 

          
 

Figure-10. The sent image from device A and received image on device B. 
 

Broadcast Message 
When the user selects the Broadcast Message activity, a 

new window will open where the user has to turn on the 
connect button in order to begin broadcasting message. The 
following Figure 11 shows the screen-capture of the 
Broadcast Message activity. First and foremost, identical as 
File Sharing and File Receive activity, connection is 
established between the device and the USB dongle 
endpoints, then only will the user be enabled to send 
messages to all Android devices that have ZigBeeComm 
application actively running on it. Hence the communication 

A 

B 

Transmitting 
Device 

 



is done over ZigBee radios. The flowchart in Figure 12 
summarizes this activity. 

 

 
Figure-11.  ZigBeeComm Broadcast Message window: (a) Connection is 
established with the USB endpoints. (b) Message is broadcasted and (c) 

received by other devices. 
 

 
 

Figure-12. Flowchart of the Message Broadcast activity 

 
Similar as the tests condition in File Sharing and File 

Receive activity, the Broadcast Message is placed under test 
with three to four devices communicating with each other. 
As a result, all devices can communicate without any 

problems, where each device successfully receive and send 
messages to other devices 

 
CONCLUSION 

Based on this research, the aim of integrating ZigBee 
with Android device is achieved. It has also proven that the 
ZigBee dongles can be used with an Android device, given 
that the Android device is preinstalled with the required 
driver. There are different types of driver available for USB 
devices, such as Prolific PL2303 driver and FTDI FT232R, 
just to name a few. Besides that, it is proven that the file 
transferred between two Android devices is successful. Yet, 
due to the low-data rate character of ZigBee, larger file size 
is taking longer time to be fully transferred to the receiving 
device. More test will be conducted, to see the time response 
in file sharing activity with at a distance of more than 10 
meters apart, as well as testing with different type of files, 
such as video and audio files. 
 
ACKNOWLEDGMENT 

This work is supported by the Ministry of Higher 
Education (MoHE) of Malaysia, under the Ensemble Mobile 
Platform for Innovation Digital Economy Environment – 
Enhancing Protocol for Peer-to-Peer and Peer-to-Multipoint 
Communications Project (LRGS/TD/2011/UKM/ICT/02). 

 
REFERENCES 
[1] “TI demonstrates world’s first Android development platform 

bringing ZigBee and ZigBee RF4CE to Smartphones and Tablets.” 
[Online] Available: 
http://newscenter.ti.com/Blogs/newsroom/archive/2011/02/14/ti-
demonstrates-world-s-first-android-development-platform-bringing-
zigbee-174-and-zigbee-rf4ce-to-smartphones-and-tablets-
620349.aspx 

[2] Y. Sun, X. Wen, Z.Zhao and Y. Li. “Mobile P2P content distribution 
in wireless networks environment.” International Conference on E-
Business and E-Government, 2010. 

[3] Kelenyi, I., B. Forstner and B. Molnar, 2006. “Symella.” [Online] 
Available: http://amorg.aut.bme.hu/projects/symella  

[4] Kelenyi, I., P. Ekeler and Z. Pszota, 2006. “SymTorrent.” [Online] 
Available: http://amorg.aut.bme.hu/projects/symtorrent  

[5] C.E. Palazzi, Armir Bujari, and E. Cervi. “P2P file sharing on mobile 
phones: Design and implementation of a prototype.” Proc. of 2nd 
IEEE International Conference on Computer Science and Information 
Technology, ICCSIT 2009, pp. 136-140, August 2009. 

[6] S. Jung, U. Lee, A. Chang, D. Cho, and M. Gerla. “BlueTorrent: 
cooperative content sharing for Bluetooth users.”  Proc. of the Fifth 
Annual IEEE International Conference on Pervasive Computing and 
Communications (PerComm ’07), pp. 47-56, March 2007 

[7] Tao Jin, G. Noubir, and Bo Sheng. “WiZi-Cloud: Application-
transparent dual ZigBee-WiFi radios for low power Internet access.” 
Proc. of IEEE INFOCOM 2011, pp. 1593-1601, April 2011. 

[8] PL2303driver.java. Retreived from 
https://code.google.com/p/indiserver/downloads/list 

 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

1

 

 

 
www.arpnjournals.com 

CAEMON: CLOUD ACCESS EXECUTION AND MONITORING 
FOR  BIG DATA ANALYTICS OF SENSOR SYSTEM 

R.S.Ponmagal1a, M.P.Chitra1b, P.Dineshkumar2a ,V.N.Rajavarman2b ,G.Dhineshkumar3 
1a,2a,Professor, Dept.of CSE, Dr.M.G.R.Educational and Research Institute, University Chennai,India. 

1bProfessor, Dept.of ECE, Panimalar Institute of Technology, Chennai,India. 
2bProfessor, Dept.of CSE, Kodaikanal Institute of Technology, Kodaikanal,India.  

3 G.Dhineshkumar, PG-Scholar, Dept.of CSE, Dr.M.G.R.Educational and Research Institute, University 
Chennai,India. 

E-Mail: ponmagal.rs@drmgrdu.ac.in, 
chi_mp2003@yahoo.co.in,69dine@gmail.com,nrajavarman2003@gmail.com,kumar.dhinesh@outlook.com 

 
ABSTRACT 
 
This paper aims to implement an intelligent architectural system to analyze and access the sensor data using Big Data 
analytics. As cloud resources enable the Wireless Sensor Networks to store and analyze their vast amount of data, Sensor 
Cloud is designed using Service Oriented Sensor Architecture.  Sensor Cloud acts as an enabler for Big sensor Data 
analytics. In the current application these three become the compelling combination. It is proposed to use the Hadoop 
Distributed File Systems (HDFS) concept  to store the streaming sensor data on to sensor cloud for further analysis using 
MapReduce technique. This paper describes a public sensor cloud delivery model through cloud data analytics for sensor 
services.The proposed architecture acts as a Cloud Access Execution and Monitoring environment for sensor systems  
and  is able to respond to the requested sensor client applications with greater intelligence.   
Key words:  Sensor  Cloud  BigData  HDFS  MapReduce 

 
INTRODUCTION 
 

We are living in in an information era where data 
is proliferated by Institutions, Individuals and Machines at a 
very high rate.(Vaikkunth Mugunthan,2014).  Almost all 
these of these data are diverse in nature. They take different 
forms such as unstructured and semi structured data. This 
data is categorised as "Big Data" (Puneet Singh Duggal, et 
al.,2013) due to its sheer Volume, Variety, Velocity and 
Veracity. It is difficult for the currently available computing 
infrastructure to handle such Big Data. Since the data 
generated by heterogeneous wireless sensor networks would 
fall in Big Data, this research work is carried out to propose 
an intelligent architectural system to manage this data 
efficiently by integrating this big sensor Data with Cloud. 
The data is generated by connected devices such as Personal 
Computers (servers or Gateways) and sensors. Wide variety 
of  sensors to sense different environment parameters are 
collectively arranged to  build a  distributed sensor network 
(Weiss et al.,2011) topology.The gathered data can be made 
accessible (Lombriser et al.,2011) to other nodes, including 
a specialized one called sink through a variety of means.  
The sensor networks are comprised of  assorted sensor 
devices supporting to a large range of applications. 
Interoperability is essential for such heterogeneous sensor 
devices. Sensor networks could not operate as standalone 
networks for such applications.  An efficient and flexible 
method of accessing the data produced by these sensor 
networks are mandatory.  

The proposed work provides the solution by 
integrating the sensor networks with Cloud through Service 
Oriented Architecture model. Service Oriented Architecture 
(Laurel Reitman et al., 2007)  is an architectural paradigm 
that may be used to build infrastructures enabling those with 
requirements called service consumers and those with 
potential to create and offer services called service 
providers to cooperate by means of services across 
incongruent domains of technology. The sensor nodes are 
considered as service providers and applications requiring 

the sensor services are sensor clients. The service oriented 
architecture for sensor network has been designed in such a 
way that for the explicit obligation of the sensor client, the 
services of the sensors are invoked through a registry. The 
enormous quantity of data delivered from the sensor 
network requires a massive storage and computing 
infrastructure to process and analyse the sensor data. Hence, 
the Service Oriented Sensor Network Architecture SOSA is 
extended to cloud architecture through Integration 
controller, in which this sensor services is deployed into a 
public cloud.   

Big data analytics are a set of advanced 
technologies to work with large volumes (Intel, 2014)of 
heterogeneous data.   Hence it is chosen as the technology 
to analyze the sensor data which are coming from 
heterogeneous sensor networks, such as temperature sensor 
networks, pressure sensor networks, humidity sensor 
networks, vision sensor networks, etc., The data formats 
from different sensor networks are physical quantities such 
as degree centigrade, degree Kelvin, psi, kg/m2, etc.,  which 
are categorized as unstructured data. These data  are 
converted into a unified data format i.e., XML, which is 
categorized as semi structured data. This xml conversion is 
necessary to change the sensor data into web service 
message. This  is essential to integrate WSN with SOA and 
then extend to cloud. XML is used to carry the sensor data 
but at the same time, it is the protocol language of the 
Internet which can communicate with systems of any 
platform, and any architecture.  

In this work three converging technologies are 
proposed to be used, hence XML is preferred for building 
the proposed intelligent architectural system. Due to the 
specific nature of Big Data in WSN, it is stored in 
distributed file system architectures. Hadoop and HDFS by 
Apache (Abouzeid A  et al., 2009) are widely used for 
storing and managing the Big Data. HDFS is a file system 
designed for storing very large files with streaming data 
access patterns (TomWhite,2009), and hence it is chosen to 
handle the data in the sensor system. In this paper, it is 
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proposed to use sensor log files stored as HDFS in cloud 
and map reducetion process is executed for parallel  
analysis of very large sensor data. Hive available with 
Hadoop as the query command tool is  used to query the 
sensor data. Presented cloud architecture takes care of all 
the complexities of the system such efficient storage using 
MapReduce and authentication of the sensor service 
providers through Integration Controller. Since the cloud 
acts as the backbone for the presented architecture, the 
sensor client application can easily acquire the sensor data 
with simple authentication. The proposed system is named 
as CAEMON,because it is a long running background 
process that answers requests for sensor services, any time 
and any where to the authenticated clients.Thus it is an 
intelligent architecture which takes care of all the 
complexities and  keeps the end user simple. They can just 
provide user name and password and access the required 
sensor data.  

 
STATE OF THE ART 

 
The sensor information can be transmitted to the 

requesting client as (Flavia Coimbra. et al.,2005)  SOAP 
messages, which is used to access the sensed information 
with application independent protocol. A method to access 
the sensor information using structured data (Nissanka B. 
Priyantha. et al., 2008) and WSDL descriptions is proposed.  
A number of well-known service discovery protocols are 
reviewed (Åke Östmark et al., 2006) in the context of 
networked nodes. Integrating wireless sensor networks with 
other communication networks is a intricate task. A reason 
is the absence of standardized data exchange format that is 
supported in all participating networks. XML has evolved to 
be the communication language of the distributed networks. 
Further,it offers the standard data exchange format between 
heterogeneous networks and systems. The XML based data 
representation model (Anbalagan. et.al.,2010) is presented 
to model the the power system reliability. An XML tem-
plate objects are introduced making XML usage applicable 
within sensor networks and different optimized way (Nils 
Hoeller et al., 2008) of using XML is specified.  

A cloud storage platform (Weimin Zheng  et 
al.,2009) for  pervasive computing environments such as 
wireless sensor networks is explained. The cloud provides 
scalable processing power and several kinds of (Werner 
Kurschl, et al.,2009) connectable services. In order to keep 
the end users’ loyalty, the cloud should cope with the 
service failure (Liu,R et al.,2011). There is a need for a 
powerful and scalable high-performance computing and 
massive storage infrastructure for real-time processing and 
storing of the WSN (Atif Alamri, et al.,2013) data as well as 
analysis (online and offline) of the processed information 
under context using inherently complex models to extract 
events of interest.  

The recent trend of digitising all the data has 
resulted a lot of large and real time data across a broad 
range of industries.Much of the unstructured, semi 
structured and hybrid data such as streaming, geo-spatial 
and sensor generated (Pethuru Raj et al.,2014) data do not 
fit neatly into traditional structured relational data 
warehouse models. Many IT companies attempt to manage 
big data challenges using a NoSQL (“not only SQL”) 

database, such as Cassandra or HBase, and may employ a 
distributed computing system (Jinbao Zhu, et al., 2012) such 
as Hadoop. Hadoop is anopen source software framework 
which stores large unstructured data (HDFS) and processes 
(MapReduce) the unstructured data and allows the 
distributed processing of large scale data sets ( Michael 
Minelli, et.al., 2014). Large scale data processing 
frameworks like MapReduce (Dean J, Ghemawat S, et al., 
2008) have been integrated with cloud to provide powerful 
computation capability for applications. HDFS is the file 
system of Hadoop used for storage.  

A project is  developed using a web application to 
be made available as a software as a service (SaaS) for 
sensor data analytics(Kumaraswamy Krishnakumar et 
al.,2011) and visualisation. There are some limitations in 
terms of Hadoop’s interfaces and performance (Abouzeid 
A, et al.,2009). A scalable two phase TDS approach ,to 
ananymise a large scale data sets using the MapReduce 
framework(Xuyun Zhang, et al.,2014)  on cloud is 
proposed. A noteworthy quantity of research and profitable 
activity has focused on integrating MapReduce and 
structured database technologies (Ferrera P, 2013). With 
fully connected multi-layer network,the data–level 
parallelism (Kunlei,et al.,2014)  is performed ,concerning 
the communication cost. A Multiple Query Optimization 
framework, SharedHive(Tansel Dokeroglu,et al.,2014) is 
proposed  using MapReduce, to improve the overall 
performance of Hadoop Hive.  

 
PROPOSED SYSTEM 

 
It is proposed to converge three promising 

technologies to achieve an intelligent architecture, which 
enables the sensor system client to access and analyse the 
sensor data. The critical industrial process parameters such 
as temperature, pressure and level are monitored at the 
control stations. The physical quantity measured by analog 
or digital instruments are converted into electrical quantity 
such as voltage or current. This is required that these 
parameters have to be  transmitted  to a  control station for 
monitoring which is located at a remote place. The strategy 
adapted for  monitoring, analysis and control through the 
said procedure is applicable within the coverage area of a 
particular industry only. Recent trends in VLSI technology 
to manufacture micro sensors, have led to the deployment of 
low cost and low power sensing devices to sense the process 
parameters with computational capabilities to a wide range. 
Sensors used in paper plant (José A. et al., 2006) monitoring 
system is considered. 

 Figure 1 shows the overall architecture with 
heterogeneous Wireless Sensor Networks, Cloud integration 
of Wireless Sensor Networks and arrive at a  relevant data 
by analyzing the vast amount of sensor data after mapping it 
as a distributed file system through Big Data analytics using 
the Hadoop framework in the cloud. WSN1 and WSN2 
represent heterogeneous Wireless Sensor Networks. WSN1 
could be temperature sensors, wirelessly networked 
together. WSN 2 could be pressure sensors, wirelessly 
networked together. Since the Wireless Sensor Networks 
produces physical quantities such as temperature, which is 
an unstructured data. This  is converted in to semi structured 
data such as XML, which is essential for the proposed  web 
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services based deployment in the Cloud. With appropriate 
APIs they are mapped on to the cloud servers. The Cloud 
acts as a backbone system which integrates Wireless Sensor 
Networks  and Big-Data environment to analyse the sensor 
data as given in the figure 1. Finally the sensor client 
applications can access their required sensor data for further 
analysis using Hive, a query command tool. This is possible  
only  after the client is authenticated. It is also possible for 
the clients to access the sensor data through mobile, leading 
to any time anywhere, an ubiquitous computing 
environment. Figure 2 shows the layered architecture of 
presented system.  

 

 
 

Figure 1: Big Sensor Cloud Data Analytics Architecture  
 
Service Oriented Sensor Network Architecture (SOSA) 
 

The SOA is an approach to develop a distributed 
systems such as sensor systems. Web services are a 
technology that is well suited for implementing a service 
oriented architecture and hence it is chosen to implement 
the SOSA. The developed sensor services  are used  to 
support interoperability among the heterogeneous sensor 
networks and the servers  interaction over a network. This 
interoperability is achieved  through a set of XML-based 
standards, such as the  Sensor Service Description 
Language (SSDL),Sensor System Registry, and  Simple 
Object Access Protocol (SOAP) messages.   

Figure 3 depicts the Service Oriented Sensor 
Architecture for distributed networked industrial sensors. 
The sensor services are deployed in the  server as service 
description.  To facilitate aggregation of services into 
applications, an eb-xml-registry  is used. The sensor 
services are published into the eb-xml registry using sensor 

service description language. The lists of services are 
discovered and invoked by the sensor client applications. 
 

 
 

Figure 2: Layered Architecture for Big-Data analytics of 
Sensor System  

 
 

 
Figure 3: Service Oriented Sensor Network Architecture  
 
Sensor Cloud Architecture 
 

An environment is necessary to administer the 
massive amount of data from sensor network. Hence, the 
designed SOSA is extended to Cloud architecture , where 
heterogeneous sensor networks are connected with cloud. 
This connectivity is established through an intelligent 
component called Integration controller.IC plays the role of 
bridging the two technologies, SOSA and Cloud. 

The preferred communication method from the 
client`s computer to the cloud computing environment is 
based on web services, which is implemented in SOSA . In 
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this architecture the Integration Controller is used upload 
the sensed data from diverse sensor networks to the public 
Cloud designed. A bridge program is written to read the 
Sensed data and convert into XML form of data and store it 
on a Web Server available in Cloud. 

Integration Controller offers  the authentication 
support to  the sensor service providers and recommends 
privileged services to the sensor clients and hence it 
becomes intelligent component. Figure 4 shows the  
architecture of SOSA extended to Cloud. The proposed 
architecture facilitates the sensor clients  to easily access, 
process  and  search large amounts of sensor data from 
different sensor networks. It chains complete sensor data 
life cycle from data collection to the backend storage 
system. Sensor data access is thus moved from a loosely 
managed system to a well managed cloud. A complete data 
management system for sensor data is designed. 
 

 
 
Figure 4: SOSA extended to Cloud Architecture  
 
 
Big Data Analytics for sensor services 
 

Pervasive and Ubiquitous connectivity of the 
sensors as intelligent systems have initiated a set up of  new 
storehouse of valuable information from the sensor 
networks. Applying big data analytics to data from sensors 
becomes mandatory.This section describes how cloud and 
big data technologies are converging to offer an efficient  
delivery model for cloud-based big sensor data analytics. 
Sensor cloud is used to store sensor data from diverse 
sensor networks and to derive meaningful analytics that 
respond to sensor client application  needs. Big data 
environments have to be supported with clusters of servers 
and tools to process the large volumes and  high velocity  
assorted sensor data. Clouds are deployed on pools of server 
without any versioning problems , storage infrastructure, 
and also networking resources. Cloud computing offers an 
effective way to support big data technologies and the 
advanced analytics applications. Hence, it is proposed to 
consider Big data analytics technique which are processed 
on cloud is implemented to arrive at  a value for sensor 
services. Since the proposed sensors in the sensor system 
are continuously providing data for monitoring, these 
streaming huge amounts of data have to be stored for future 
statistical report preparations and for further analysis.  

Predictive analytics of sensor data enable 
industries to move to a future-oriented view of what is 
ahead and offers industries some of the most exciting 
opportunities for deriving value from big sensor data. Real-
time data such as streaming sensor data from sensor 

networks  provides  the opportunity for fast, accurate, and 
flexible predictive analytics that quickly adapt to changing 
environmental  conditions in the industries. The faster the 
data are analyzed, the more timely the results, and the 
greater will be its predictive value. 

The key capabilities of the proposed Big sensor 
data analytics in sensor Cloud are : Capturing and extracting 
semi structured data (xml) from trusted sensor sources. 
Managing and controlling data in compliance with specific 
industry requirements(paper plant). Performing data 
integration, and analysis to deliver the accurate sensor data 
to the right location (client application) and at the right time. 

 
IMPLEMENTATION 

 
 Temperature sensor as Service deployment 
 

The sensed data such as temperature is measured 
through WSN-EDU2110CB Wireless Sensor Network 
Educational Kit operating at 2.4 GHz with Data Acquisition 
boards with temperature (MDA100) sensor and PC Interface 
Boards(MIB520). The J2EE 1.4 platform provides 
comprehensive support (Qusay H. Mahmoud , 2004) for 
web services through the JAX-RPC 1.1 API. Here it is 
chosen to implement as the sensor service provider. The 
interface and implementation files for temperature, pressure 
and flow are coded. Configuration files are written to 
specify the XML  namespace and target namespace. These 
files are compiled to generate SSDL which contains 
possible inputs and server’s address  for client reference and 
mapping file which contains port number and service 
endpoint location  for server reference. War files are 
generated with deployment tool from the services written, 
and are deployed in the server.  
 
Sensor system Registry 

 
To facilitate  aggregation of services into 

applications, sensor system  registry  is used. To publish the 
services, the eb-xml registry is used. The SSDL files for 
sensor services with the appropriate service bindings 
enabled the services to be registered at the repository. 
Figure 5 shows the list of services available at the registry. 

 
Sensor as a service in Cloud 
 
Integration Controller will upload the sensed data to the 
Cloud server. Figure 6 shows the sample XML code of 
sensed data deployed in Cloud. 
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Figure 5: Sensor System Registry  
Sensor data analytics using MapReduce HDFS 
 

The sensor data in xml format is stored in the cloud 
server. This is mapped on to Hadoop file system in the 
cloud to store the sensor files. Hadoop(Apache,2013) 
clusters are built based on the Open Stack cloud platform to 
facilitate such large-scale data processing. Hadoop is the  
open source cloud computing platform which supports 
MapReduce programming framework and mass data storage 
with good fault tolerance. Here it is used to implement the 
proposed sensor data. MapReduce is a popular distributed 
implementation model proposed by Google(S. 
Ghemawat,2003) which is inspired by map and reduce 
operations.  Map reduce provides a programming paradigm 
for performing (Kuneli Zhang, et al.,2014) distributed 
computation. 

  

 
 

Figure 6: Sensor file (xml) deployed in the Cloud  
 

Hadoop is written in Java and all Hadoop file 
system interactions are mediated through the Java API. 
Each component in hadoop is configured using an XML 
file. Standalone  mode is suitable for running MapReduce 
programs (Tom White, 2009) during development. The Java 
abstract class org.apache.hadoop.fs.fileSystem represents a 
file system in Hadoop.  Hence Java is chosen as the best 
choice to implement the HDFS for XML sensor files in the 
Cloud. Figure 7 shows the sensor log file mapped in the 
cloud , named as large.  

This large log file is reduced into three files using 
Map reduce classes ,methods and objects as given in figure 
8. These three files can be stored in different three servers in 
the cloud. These files can be processed concurrently to 
achieve one final required output. Hence the processing 
time can be reduced. The sensor output after successful 
MapReduce technique may also be made available to the 
mobile clients after appropriate authentication. 

The sensor data can be obtained from the sensor 
cloud using Hive query command tool available with 
Hadoop. A query command is executed to collect and 
interpret the sensor data using Hive. Figure 9 shows the 
analytics of the given sensor file using MapReduce 
technique. Figure 10 shows the hive query command 
executed to reteive the output for pressure sensor. 
 

 
 
Figure 7: Large sensor file mapped as HDFS in Cloud  
 
 

 

 
 
Figure 8: Large sensor file is MapReduced to three blocks  
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Figure 9: Sensor data analytics   
 
 

 
 
Figure 10: Pressure Sensor value through MapReduce   
 
 
 

RESULT ANALYSIS 
 

In this section , the effectiveness and efficiency of 
the proposed system is analysed.  The experiments are 
recorded by running the system set up for 10 times. The 
average of the found result is represented. The average 
response time and execution time of sensor data at cloud is 
anlysed.  

 

 
 

Figure 11: Average reponse time w.r.t no.of sensor nodes 
 

The average response time to access the converted 
web service message of sensor data is compared with simple 
SOA and with Cloud. From the figure 11, as the number of 
sensor nodes increases, the average execution time is also 
increasing proportionally, in both the cases. The noteworthy 
point is that the average response time is always higher with 
Cloud based access, as the propagation time, queing time 
and transmit time for the data is to be taken into account. 
The proposed system consumes 25 percent more response 
time in average than the stand-alone SOA based Web 
service model. This considered as overhead incurred when 
the sensor data is processed in cloud servers. The 
performance overhead is introduced when the system is 
made to scale.  

Figure 12 shows the execution time in milliseconds 
with respect to data size from 5GB to 15 GB sent from 
sensor nodes as web service messages. Form the figure, it is 
noticed that the execution time goes up as the number of 
sensor node increases. It is important to notice that, the 
execution time decreases for 15GB of data. It shows the 
efficiency of the system, i.e for processing large volumes of 
data,the proposed system suits well. 

The execution time is measured to be in seconds to 
run different partitions during MapReduce technique. Figure 
13 shows that the exection time is converging, for 
5GB,15GB and 20 GB data with 8 partitions.The execution 
time is  around 700 seconds for all the data sizes. This 
shows the parallelization of MapReduce technique brings 
benefit to the presented system.  

From figure 10, it is understood that it takes only 
13.98 seconds to query the pressure sensor value using Hive 
query command, which proves the quick response time of 
the proposed system. 

 

Figure 12: Change of execution time w.r.t data size.  
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Figure 13: Change of execution time w.r.t no.of partitions. 
 

 
CONCLUSION 

  
An  intelligent architectural system to analyze the 

sensor data with converging technologies such as Wireless 
Sensor Networks, Cloud computing and Big Data analytics 
is implemented and the result analysis are investigated.The 
combination of wireless sensor networks, with their  large 
collected  sensor data, with a cloud computing infrastructure 
makes it attractive in terms of integration of sensor network 
platforms from different vendors, scalability of data storage, 
scalability of processing power for different kinds of 
analysis, worldwide access to the processing and storage, 
and be able to share the results  of sensor data analytics 
more easily. To start with service oriented architecture is 
used to build the sensor system and the necessary 
abstraction was implemented though web services and xml 
technologies. Hadoop Distributed File Systems (HDFS) is 
implemented  to store the streaming sensor data on to sensor 
cloud for further analysis using MapReduce technique.  

This paper described a public sensor cloud delivery 
model through cloud data analytics for sensor services. The 
proposed architecture acts as a Cloud Access Execution and 
Monitoring  environment for sensor systems. The proposed 
system proves the performace improvement in terms of less 
execution time for partitioning the sensor data. The 
proposed intelligence is achieved through the Integration 
controller which does the authentication of sensor service 
providers and providing preferred services to the sensor 
clients in a quick manner. Further the CAEMON runs 
constantly in the back ground and handles all the 
complexities, and the system is able to react to the requested 
sensor client applications with simple security credentials 
such as user name and password.This feature also provides 
intelligence to the proposed system. 

As a future work the streaming sensor data 
analytics could be implemented using Jubatus. Jubatus, a 
distributed processing framework with fault tolerance, can 
be used to handle huge streaming data which are coming on 
the fly. Using this tool, sensor data analytics can be 
implemented by correlating, consolidating, and 
contextualizing even more diverse sensor data sources for 
long periods of time and in real time basis. 
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ABSTRACT 
Requirements engineering (RE) is an integral and fundamental part of software development life cycle (SDLC). The most 
cited reason for software failure is the inability to fully capture and implement the exact user requirements in a timely, 
operationally and financially expected manner. Requirements can be categorized into two types; explicit and tacit. Explicit 
requirements usually expressed clearly and well-identified requirements in which the system must perform. In contrast, tacit 
requirements are considered as hidden or embedded requirements that incapability of getting such may caused a software 
failure. The importance of tacit requirements in requirements engineering (RE) has been acknowledged widely as 
characteristics for developing projects in software engineering (SE). Therefore, the aim of this paper is to construct a 
framework for tacit requirement elicitation process. The framework is design based on the integration of the tacit knowledge 
elicitation process of Nonaka and Takeuchi model with the tacit requirements elicitation process.  

 
Keywords: Software engineering (SE), requirements engineering (RE), tacit requirements, knowledge management and tacit knowledge. 
 

INTRODUCTION 
 

Software development life cycle (SDLC) is a 
human oriented practice, wherein different actors 
collaborate in identifying and defining a problem, which is 
also complemented with further assessment and 
implementation of pertinent solution. Irrespective of the 
SDLC approaches, the foundation for every SDLC is the 
requirement engineering (RE) phase. Requirements 
engineering is the most important area of software 
engineering and possibly in of the entire software life cycle 
as the failure in this stage may incur high cost to the project 
[1]. Reference [2] stated that “everything else in software 
development depends on the requirements. If you cannot get 
stable requirements, you cannot get a predictable plan”. As 
the most important phase in software engineering (SE), RE 
consists of sub-activities such as feasibility studies, 
elicitation, specification and validation of software 
requirement, which control the real-life implications of the 
software in terms of functionality and limitations [3,4,5]. In 
order to ensure the successful of the software development, 
requirements elicitation process is applied with an intensive 
method for eliciting both tacit and explicit requirements. 
Despite clear demarcation on the types of requirement and 
commitment towards careful elicitation of requirement, 
most software development projects still end with lack of 
satisfaction [1,6,7]. Since the primary source of 
requirements is users’ needs, perceptions and expectation, 
which are mostly held in their brain, thus, the requirement 
engineer’s ability in getting such requirements explicit is a 
major determinant of success, which certainly requires 
suitable requirements elicitation process that can help in 
gathering a complete and clear requirements either its 
explicit or tacit requirements. Explicit requirements usually 
expressed clearly and well-identified requirements in which 
the system must perform. In contrast, tacit requirements are 
considered as hidden or embedded requirements that 
incapability of getting such may caused a software failure 
[8]. Here, we focus on the process of tacit requirements 
elicitation. The aim of this work is to construct a framework 

to elicit tacit requirements. The framework is design based 
on the integration of the tacit knowledge elicitation process 
of Nonaka and Takeuchi model [9] with the tacit 
requirements elicitation process. Figure 1 shows the general 
research methodology of conducting the research.  

Figure 1: Steps of Conducting Research 
 

REQUIREMENTS ELICITATION 
 

Requirements elicitation is the process of gathering 
information of the proposed systems and distilling the user 
and system requirements. It’s specifies the system 
boundaries and identifies the functional behavioral 
properties of a system [10]. Requirements elicitation is the 
specific processes of gathering, determining, extracting, or 
exposing software requirements [11]. Requirements can be 
categorized into two types; explicit and tacit. Explicit 
requirements usually expressed clearly and well-identified 
requirements in which the system must perform.  
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In contrast, tacit requirements are considered as 
hidden or embedded requirements that incapability of 
getting such caused serious problems [8]. Concerning on 
software quality, both requirements explicit and tacit should 
be included in the process of software development, if the 
explicit requirements included and the tacit requirements 
neglected, then the quality not guaranteed to meet users' 
satisfaction [12].  
 

TACIT REQUIREMENTS 
 

Tacit requirements are defined as (1) hard to 
express, convert, communicate and share; (2) often related 
to application domain; (3) describe as users’ tacit 
knowledge; (4) are experiential knowledge which 
developing team accumulates step by step in practice during 
a long period of time; (5) are hard to encode and articulate; 
(6) can be expressed hazily and crudely” [13].  Many 
techniques, tools and methods for requirement elicitation 
don’t support the elicitation of tacit requirements in direct 
way or they may act as complementary to each other. All in 
all, tacit requirements elicitation process without effective 
knowledge conversion is strongly determined to fail [13]. 
Project failure is mostly an outcome of the challenges 
associated with the clear articulation of user’s personal 
knowledge and expectation in the requirement 
specifications [14,15].  
 

DEFINITION OF TACIT REQUIREMENTS 
 

The characteristic of “tacit requirements” is  
defined as [16] "Tacit Requirements are inexplicit 
requirements that are not directly expressed or captured but 
are essential to meet System's goal. They are something that 
is assumed to be "there". One example adopted from [16] 
illustrates the missed “tacit requirements” which had a 
negative impact on their project as showed below. Explicit 
requirement 1: A Publisher should be able to create an 
Article, send it for approval and finally publish the Article 
on the portal. Explicit Requirement 2: A Portal user 
should be able to search Articles published on the Portal.   

After finishing the system development, it was 
realized that the system was created to meet both 
requirements where the author could create and publish an 
article and the end user was be able to search the articles by 
using the search functionality. But unfortunately, the search 
displayed those articles which were in draft or still under 
approval. Tacit requirement of this example supposed not 
to display the articles which still in draft state or under 
approval. 

 
KNOWLEDGE MANAGEMENT (KM) 

 
 Knowledge management in general is about the 
efforts that have to be applied to capture, store and deploy 
knowledge using IT to facilitate business process in the 
organization [17]. The central idea of KM is that the work 
efforts to create, codify and share valuable knowledge to the 
organization [18]. Reference [19] classified knowledge 
management as "a systemic and organizationally specified 
process for acquiring, organizing, and communicating both 
tacit and explicit knowledge of employees so that other 

employees may make use of it to be more effective and 
productive in their work". Besides, [20,21] declared that, the 
main key point of knowledge management is to capture tacit 
knowledge which is considered as individual knowledge 
and convert it to explicit knowledge, in order to complete 
the rest of the stages of knowledge management. Also, the 
most beneficiary from knowledge management is software 
engineering, because it is based on the use of knowledge-
intensive [22].  
 

Despite of existence of several models for 
knowledge creation in knowledge management, yet 
Nonaka's knowledge management model SECI is one of the 
top models that used to achieve its task and it approves that 
it is a correct model of representation of knowledge 
conversion in the process of introducing organizational 
changes [23]. This model is widely accepted as knowledge 
conversion model that was explored by [9], in which, its 
process encompasses four modes as socialization, 
externalization, combination and internalization (SECI) 
each mode of knowledge transfer operates differently as 
shown in figure 2 [24,25,26]. Through socialization mode 
tacit knowledge is transferring among individuals by 
imitation, observation, sharing experience, working together 
as team and direct interaction, but externalization mode 
aims to be as dialogue, collective reflection and analogy 
involves transferring tacit knowledge to documents or 
procedures. One purpose is to articulate self-knowledge in 
images, ideas and words, the second purpose is to eliciting 
and translating tacit knowledge to understandable forms 
(explicit knowledge),and therefore, dialogue is very 
important means for both. Continuously, combination mode  
reconfigures objects of explicit knowledge through sorting, 
adding, combining, and classifying processes which 
considered as explicit-explicit, once the knowledge became 
explicit it can be transferred to process which Nonaka calls 
combination. Lastly, internalization operates to translate 
explicit knowledge to tacit knowledge that possessed by 
individual, also, internalization is the process of 
understanding and absorbing explicit knowledge to tacit 
knowledge held by the individual and internalization is 
largely considered as experiential.  

 

Figure 2: The process of SECI model [ 9] 
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Based on the intensive literature review, tacit 
requirements have similarities with tacit knowledge, where 
both are considered as "hidden known" and difficult to 
articulate because they reside in human’ brains and they 
need an effective method in order to elicit both in perfect 
way. In view, we can see the similarities between the 
process of capturing tacit knowledge in organizations, and 
the process of eliciting tacit requirements in software 
engineering. This paper focuses on the incorporation of 
knowledge management in requirements engineering by 
proposing framework to enhance the process of eliciting 
tacit requirements in the field of software engineering. 
Table 1 illustrates the similarities between tacit knowledge 
and tacit requirements.  
 

TABLE 1: Tacit Requirements and Tacit Knowledge 
Similarities 

 
Therefore, incorporation of knowledge 

management into requirements engineering for the purpose 
of tacit requirements elicitation takes place in this study as 
the way of the incorporation illustrated in figure 3. 
Furthermore, the incorporation meant that, the mechanism 
of Nonaka’s model will be adopted in the process of the 
proposed framework with the exception of the last mode of 
Nonaka’s model which is “Internalization” because in its 
process it converts explicit to tacit, and this framework does 
not intend to represent that, it stops in particular stage where 
the tacit requirements became explicit. 

Figure 3: The way of Incorporating KM in RE 

 
TACIT REQUIREMENT ELICITATION 

FRAMEWORK 
 

Dealing with the process of tacit requirements 
elicitation is much like the process of tacit knowledge 
elicitation. The process of tacit knowledge elicitation is 
normally refers to knowledge management (KM). Since the 
process of eliciting tacit knowledge and tacit requirements 
are somehow similar as both dealing with human, we 
adapted the process of knowledge management in 
requirement engineering to improve the tacit requirement 
elicitation process. We illustrate our framework as shown in 
Figure 4. Our framework considered the human mind, 
behavior and perception throughout the elicitation process.  
 

This framework has three stages that resemble the 
process of Nonaka and Takeuchi (1995) model. As 
mentioned above, we exclude the final stage of Nonaka and 
Takeuchi (1995) model [9] as our objective is to make the 
tacit requirements explicit.  The criterion which was 
adopted for the selection of these particular stages, is that 
the meaning of each stage allows to perform specific task, 
for instance, feasibility study is to perceive and understand 
the environment of the desired project and to share 
experience  (tacit to tacit), requirements definition stage is 
to define the requirements based on the understanding of the 
feasibility study that its necessity to reflect the performance 
of the software in matter of what the system must do (tacit 
to explicit ), and requirements prioritization stage is to 
determine the importance level of the requirements that 
have been summarized during the definition stage (explicit 
to explicit). 

 

Figure 4: Structure of the Framework 

 
ILLUSTRATIVE FEASIBILITY STUDY STAGE  

 
The first stage provides some process of 

understanding the project environment and to share tacit 
knowledge among users, stakeholders and requirements 
engineers (analysts) which allows the establishment of the 

Tacit requirements Tacit knowledge 

 Tacit requirements are hard to  
  express, convert, communicate   
  and share. 
 Tacit requirements are often  
  related to application domain 
 Tacit requirements are often  
  users’ tacit knowledge. 
 Tacit requirements are  
  experiential knowledge which  
developing team accumulates 
step by step in practice during a 
long period of time. 
 Tacit requirements are hard to  
  encode and articulate [13]. 

 Tacit knowledge is difficult 
   to articulate. 
 Tacit knowledge is  
   subjective and personal   
 knowledge [27]. 
 Tacit knowledge is “a non- 
  linguistic, non-numerical    
  form of knowledge” [28].  
 Tacit knowledge or self- 
  knowledge is based on  
  experience and cannot be  
  expressed in words,     
  sentences, or numbers. 
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Figure 5. Illustrative Feasibility Study Process 

Requirements definition 

Meta-cognitive tools 
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Probing  Metaphor Storytelling  

Negotiation 

Figure 6. Requirements Definition Process 

objectives and goals through observing users, gathering 
users and meet them individually or in groups. Based on 
some authors’ recommendations of combining several 
techniques as mentioned earlier, ethnography, focus group 
and interviews are initial process of understanding and 
perceiving the concepts of what must be accomplished in 
the other stages of the elicitation process. 
 

For instance, ethnography technique provides 
observation that allows requirements engineers to 
understand the behavior and the patterns of culture context 
and social factors where the desired project is going to be 
deployed. Also, focus group gathers users to share 
experience that generates new suggestions which support 
the concepts obtained from using ethnography technique. 
While interviews act as provider of verbal exchange of 
information which derived from face to face discussion and 
brainstorming. Moreover, interviews technique reaches 
those users who were not able to attend focus group 
meetings. By doing that, opportunities to discuss non-
functional requirements such as business objectives, cost, 
timescale, reliability and environmental constraints will take 
a place. Figure 4 illustrate the first stage of the framework.  
 

Here, the first stage of our framework is 
considered as same as socialization mode of Nonaka’s 
model that generate tacit-tacit knowledge. Typically, the 
different problems domains normaly require different 
techniques [29] and beside that we will reach groups of 
people where requirements engineers understand more 
about the stakeholders' world, while stakeholders learn 
more about what is technically possible and feasible. 
Furthermore, this stage also aims to collect sufficient 
information to identify the problem boundaries (What 
problem?), understand the problem domain (Where is the 
problem?), identify the stakeholders (Whose problem?), 
identify the stakeholders’ goals (Why is problem 
interesting?), visualize some scenarios (How might software 
system help?), identify constraints (When does problem 
need solving?) and to identify feasibility & risk (What 
might prevent us solving it?). As result, capturing tacit 
requirements is a task that comes after understanding users 
need, analyzing culture context and social factors. Lastly, 
instead of seeking for methods or techniques that would 
help in the process of absorbing or visualize a project 
environment, this stage was designed to allow the analyst to 
easily understand the environment. Table 2 summarise the 
process of stage 1 of the framework. 
 

Table 2: Summarization of Stage 1 
 

Feasibility Study 
Input Domain information and cumulative 

knowledge possessed by requirements 
engineers 

 
 
Process 

1. Record information for project aspects; 
2. Organize these aspects into points 
relatedly; 
3. Raise these aspects with users; and 
4. Write down their feedback and suggestions 
properly.  

Output Raw requirements as plain text in significant 
quantities 

 
REQUIREMENTS DEFINITION STAGE 

 
After the requirements engineers (analysts) 

established the initial understanding of the project through 
the first stage of the framework, then during this stage there 
will be some process to define requirements which pointed 
out as raw requirements. This stage is based on dialogue 
which required meta-cognitive tools such as probing, 
metaphors and storytelling that their nature is to discuss 
variety of issues and viewpoints (solutions). Also, 
requirements definition stage is the process of articulating 
tacit requirements into explicit concepts which means 
making “unknown known”. Besides that, negotiation 
process will take place for requirements definition stage 
because in the process of identifying the accurate 
requirements to develop such a system, conflicts are 
common, since stakeholders often pursue mismatching 
goals. Getting agreements among stakeholders who have 
different concerns, responsibilities, and priorities is quite 
challenging. Therefore, negotiation is useful to handle the 
conflicts and to resolve disagreement between the 
stakeholders. A part of achieving agreement, the 
requirements are believed to be improved in quality. Figure 
6 shows the process of requirements definition stage. Table 
3 summarise the process of stage 2 of the framework. 
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Requirements prioritization  

Categorize 

Systemize  

Configuration 

Consensus 

Figure 7. Requirements Prioritization Process 

Table 3: Summarization of Stage 2 
 

Requirement Definition 
Input Those raw requirements as plain text in 

significant quantities derived from 
feasibility study stage.  

Process 1. Deep elaborations of those aspects till 
infer the hidden requirements 

Output List of tacit requirements which are very 
intelligible and refined.  

 
 

REQUIREMENTS PRIORITIZATION STAGE  
 

Requirements prioritization is based on doing 
which punctuated by concrete actions, the stakeholders are 
asked to classify priorities of their requirements and then 
confer conflicts in priority. The goal of prioritization is to 
provide opportunities for drawing the process of the project 
and to determine the priorities as hierarchy. The process of 
prioritization of requirements is often a negotiation process 
among users, stakeholders and developers that based on 
iterative and incremental basis. For instance, the involved 
participants have to concentrate on those requirements that 
are might be used in the current or next release and those 
requirements that are in the intermediate priority which is 
most likely required negotiation. Therefore, the 
prioritization of requirements requires only two main steps 
to accomplish this stage, for instance, categorization and 
systemization. Categorization step is the process of 
identifying requirements in terms of high, medium or low 
from the perspective of stakeholders, and these processes 
would be done through the use of the scaling category as 
described in Table 5. After that the configuration will take 
place to emphasize the final version of the requirements that 
passed through the two previous stages.  As for the process 
of requirements systematization, requirements will be 
included through the use of a scale that determines the 
importance of the requirement from the point of essential, 
conditional or optional (as shown in Table 5), including 
consensus that the opinions of the participants will be taking 
once again on the requirements that have been measured in 
the previous phase to increase the awareness among them. 
Figure 6 depicted the process of the prioritization stage.  

 
The two steps of the prioritization stage are almost 

carrying the same meaning of gaining an agreement among 
all participants regarding the level of importance of the 
requirements. Also, they aim to structure the requirements 
and prepare the execution of the prioritization. It is 
important at this stage, that the two steps must be subjected 
to two typical three-level scales as shown in Table 5, to 
achieve the intended results and, to determine priorities by 
stakeholders. Basically, all scales are essential and 
subjective, so that everyone involved in requirements 
prioritization must agree on the each level of the scale that 
been used to facilitate the prioritization [30]. Table 4 
summarise the process of stage 3 of the framework. 
 

 
 
 

 
Table 4: Summarization of Stage 3 

 
Requirement Definition 

Input List of tacit requirements which are very 
intelligible and refined. 

Process 1. post the requirements to obtain the 
actual desire directly from targeted users  

Output Hierarchy of requirements based on the 
users' desire    

 
Table 5. Two Typical Three-Level Scales 

Scale Description 
High A mission critical requirement; required 

for next release 
Medium Supports necessary system operations; 

required eventually but could wait until a 
later release if necessary  

Low A functional or quality enhancement; 
would be nice to have someday if 
resources permit 

Essential The product is not acceptable unless these 
requirements are satisfied 

Conditional Would enhance the product, but the 
product is not unacceptable if absent 

Optional Functions that may or may not be 
worthwhile 

 
CONCLUSION AND FUTURE WORK 

 
As we have seen, tacit requirements contributes as 

major pillar of software development which eventually 
fulfills the needs of the stakeholders and avoids any 
possibility of failure. Unfortunately, as it mentioned above 
tacit requirements are difficult to be articulated, elicited 
codified. Meanwhile there is no sufficient or an ideal way to 
accomplish the process of tacit requirements elicitation, and 
therefore, it is imperative to put more efforts to reach a 
certain technique through which the process of tacit 
requirements elicitation performed in the required manner.  
Here, this work presented a framework to elicit tacit 
requirements by adopting the knowledge management 
framework i.e., Nonaka and Takeuchi (1995) model [9]. 
Our framework focuses on making the tacit requirements 
explicit. For future works we will evaluate the framework 
by expert reviews questionnaire and case study. 
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ABSTRACT 
This paper introduces the use of the theory of interaction design (IxD) and the concept of representation in shadow play, 
known as Wayang Kulit (WK), to teach mathematics. Drawing from the facts that there is deficient in performance of 
primary school children in mathematics, we proposed the e-WayCool as a means for natural developmental progress in 
learning the subject. For teachers, e-WayCool provides options for a different version of a digital teaching tool to support 
teaching mathematical operations, namely addition, subtraction, multiplication and division whereby pre-algebraic 
concept is being introduced via the concept of representation. Ten actors of WK are utilized in delivering the teaching 
modules of the operations within the range of whole numbers ranging from 1-1000. Each operation is not mutually 
exclusive, but bound to a specific representation concept and activity scenarios. The results are discussed in terms of the 
interests and effectiveness of e-WayCool as a complementary digital tool for classroom instruction and, at the same time 
preserving the WK, one of the Malay endangered cultural heritages. 
 
Keywords: Digital Wayang Kulit  Wayang Kulit  Representation Concept  IxD theory 

 
INTRODUCTION 

Several years ago, the National Council of 
Teachers of the United States included in its Standards that 
the computer technology applications should be used as one 
of the essential tools in learning and teaching (L&T) of 
mathematics (Syi, 2009). When time goes by, mathematics 
teachers have involved the use of applications or 
courseware in their teaching and many of them have 
developed various innovative ways of using multimedia 
technology to make their classroom more effective and 
efficient. The use of courseware’s in a classroom would 
make it possible for students to venture many more practical 
features of mathematical operations (addition, subtraction, 
multiplication, division) behind their numbers and 
operators. Courseware too, would allow students more 
opportunities to perform hands-on exercises.  

The use of courseware in classrooms may in 
general raise students’ interest in mathematics and enhance 
their problem solving skills. Hence, the process of 
understanding is higher. Some other researchers indicate 
that students’ posture and interest in learning science and 
mathematics is seen to be declining as they move from 
primary to secondary and then higher education level 
(Romli, Shiratuddin, and Hashim, 2003).  

Taking up the problem, this paper proposes a 
representation conceptual model for teaching mathematics 
in primary school using animated two dimensions (2D) WK 
as a feature of ‘game’ in the concept. The model combines 
the actors of WK with the contents of mathematics subject 
(level one). The aim is to help create effective L&T 
environment that will enhance mathematics learning and at 
the same time preserve WK, a cultural heritage of Malaysia 
from slowly vanishing (Jasni, Zulikha, and Mohd-Amran, 
2012). WK needs new alternative in the media output, to be 
digitalised into the e-world and to be watched on the 
computer screen or cinema (Ghouse, 2009).   
 

 Why WK and why mathematics? 
According to Wahju (2014), the function of 

‘Wayang’ can be compared to a picture book. It enables the 
children to adopt many distinct characters and to act out 
moods, conflicts and imaginative fiction in a safe 
environment. Moreover, there is a close relation between 
imagination and thinking ability. 

It is the major aim of mathematics education in the 
Malaysian context, especially at the primary school level,  
to provide platform for critical and creative thinking. 
According to Jordan and Levine (2009), at an early age, 
competency of basic numbers among students are shaped. 
This is supported by Kelanang and Zakaria (2012) where he 
reasoned that mathematics subject is difficult to learn, and 
students will have problem in symbolic number knowledge 
which is influenced by experience and teaching. Moreover, 
absence of concept formation and difficulty in remembering 
basic facts cause students not being able to solve problems 
(Kelanang and Zakaria, 2012). In addition, Bryant et al. 
(2008) mentioned that students who have difficulties in 
basic mathematics skills and concepts will face challenges 
in the basic arithmetic. This is supported by Dowker (2005) 
whereby he conferred a few situations or types of arithmetic 
difficulties showed by students. There are students who do 
not have problem in remembering number but lack of 
strategy to solve calculation problems. On the other hand, 
there are also students who are able to solve single digit 
arithmetic but face difficulty in understanding and 
mastering concepts of ones, tens, and place value.  

Furthermore, research finding by Kelanang and 
Zakaria (2012) points towards students miscarriage in 
mastering the basic mathematics concepts (addition, 
subtraction, multiply, division) will affect the ability in 
attaining mathematics skills at advanced level (secondary 
school).  
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The need for a better tool 
This research paper presents the ‘Electronic 

Wayang Kulit’ (e-WayCOOL). The motivation for the 
research is based  on the current challenges faced by 
Malaysia’s primary students to learn and understand the 
concept of mathematics operations, and also by educators to 
teach mathematics using conventional and traditional 
means. Loftin et al. (1999) and researchers at the Johnson 
Space Centre, as stated by Seth (1999) believe that a new 
approach in mathematics and science education is needed. 
Furthermore, Loftin stated that so many students left by the 
wayside when it comes to traditional mathematics and 
science education. By the next level of education 
(secondary school level), the vast majorly of students have 
lost interest in these subjects. 

The e-WayCOOL proposes a new representation 
concept with interaction (IxD) design theory to assist L&T 
practices. One of the main features of the e-WayCOOL was 
the ability to display WK performance in digital form. 
Conversely, the majority of the DWK available in the 
Malaysian market only focuses on the WK components 
without incorporating them with their subject matter, such 
as the mathematics operations. Presently, WK  has never 
been used for any L&T activity. Rather, it is merely used 
for entertainment or traditional storytelling ('penglipurlara).   

It is hoped when DWK courseware is introduced as 
one of the tools in the Malaysian education system, the 
outcome of the research will be invaluable in assisting the 
growth of the government’s education project for primary 
school.  
 
USING e-WayCOOL IN TEACHING ALGEBRA 

The concept of representation is projected in 
learning modules intentionally to create the T&L process. 
The scope of e-WayCOOL only focuses on numbers 
between 0 to 1,000 and math’s operation, which is addition, 
subtraction, multiplication, and division. E-WayCOOL has 
been used to teach mathematics subjects more effectively 
and makes the learning process more interesting. In the 
following section, we present the formula used in the 
concept of representation. 
 
 Addition operation 

As an example of addition in visualization 
component in e-WayCOOL is shown in (1). It can be used 
in the rest of other four components in WK environment. In 
general, an addition function has the form 

 
⋯  ∈ (0, 1000] 

∑    ∈ (0, 1000]           (1) 
 
where	 	integer number with 0.  is refer to the 
numbers of actor that will assigned with certain values in 
between 0 to 1,000. The value of  is not fixed, meaning 
that e-WayCOOL allowed students to key-in any integer 
number, later the number will be assigned to the first WK 
actor, followed by the second actor, third actor until n actor. 
Equation (1) is the sum of the computed numbers using 
addition operation, which is equal or less than 1,000 (
1,000). 

 	 → 100, 
 → 50, 

 → 15 
∑ 100 50 15 165 ∈(0, 1000]     (2)                  
  
Equation (2) is an example of total 3 actors which 

assigned numbers where number 100 for Sita Dewi, 50 for 
Ramayana, and 15 for Laksamana. 165 is the sum value for 
this addition operation. 
 
Subtraction operation 

Endure the same case, we unfix the value for 
	(integer number, 0 ).  is refer to the numbers of actor 

in a range of 0 to 1,000. The value of  is always smaller 
than the value of , so that  can be deduct by  (See 
(3)). As an example of subtraction for visualization 
component is shown in (4).  

 
⋯   ∈(0, 1000] 

	 	        , ,   ∈(0, 1000]   (3) 
 
Equation (3) is a condition assigned to subtraction operation 
to evade any negative number, so that students could not see 
the sign of negative indeed determines the values is 
constantly positive numbers. An example of the total number 
for the subtraction operation turn into 35 as revealed in (4). 

	 : 100 : 50
: 15 35               ∈(0, 1000]     (4) 

 
Multiplication operation 

Merely two numbers intricate in multiplication 
function, which is 	and  as presented in (5) 

 
∗   ∈ [0, 1000],  ,  ∈ [1, 10] 

∈ (0, 10] and ∈ (0, 100]                     (5) 
or 

∈ (0, 100] and ∈ (0, 100]       (6) 
 

Note that (5) and (6) is required to be in-between 0 to 100 
for the combination 	and	  with the value for   is in-
between 0 to 10 and the value for  is in between 0 to 100 
or vice versa. So as to the total number for multiplication 
operation would become equal or less than ( ) 1000. Notice 
that for 	and  are always integer.  
 
Division operation 

Division operation will fullfill the following 
definition; 
Definition 1: (Susanna, 2011) Let  be an integer and  a 
positive integer. Then there are unique and  with 0 ≪
≪ ,	such that  where ∈ 0, 1000 . 

In the ‘division’ operation function, three 
coefficients namely , ,	and 	would make its impacts. The 
operation is denoted by (7) 

 

 , , 0             (7) 

                                     , ∈ 	 , , ∈ 	  
 ∈ (0, 1000]                     (8) 

 
Three coefficient must be followed for function (7) when 
value 0, so that  (6). If 0, : , we may 
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start (8) with the coefficient 	 0 ≪ ≪ 1000 , where by 
	 	 . , , , ∈ . Suppose we fix the 

values of , when 	 	 . We can ask 
students to observe the corresponding changes of value , if 

 getting bigger. Using the e-WayCOOL, the teacher can 
easily show students the conforming changes of value 	 
and . Here we use an example (7) with  

	 	  
	 	 	  
	 	 	 	 	 	  
	 	  

 
In all ‘division’ cases, many hands-on exercises can be 
dispersed to students. With the help of e-WayCOOL, they 
may explore a lot more excercises with regards to division 
operation in the Mind Test module. 
 
Arithmetic operation in Wayang Kulit characters 

e-WayCOOL can be used in many situations when 
teaching a mathematics class. The four basic arithmetic 
operations are addition, subtraction, multiplication, and 
division. The numbers involve in this study are positive 
integer,  where  ∈ (0, 1000]. Adding and multiplying 
any two positive integers will increase the values. However 
subtracting and dividing two positive integers will decrease 
the value. 

By displaying WK characters as 	 	  in the 
concept of representation and arithmetic operation (AO) 
simultaneously in a e-WayCOOL interface, this fact gets 
visualized and efficiently described. 

When teaching a basic arithmetic operation class, 
e-WayCOOL can be used to make the classroom instruction 
more effective. A typical example to use e-WayCOOL to 
illustrate the relation between 10 WK actors, four arithmetic 
operations,  and the numbers is shown in Equation (9). This 
study considers the situation where the order of operations 
may vary and may not be followed (Dugopolski, 2006). In 
general, an expression concept has the form: 

 
	 ⊚  ⊚ 	 ⊚…⊚ , 10      (9) 

⊚∈ , , , }    
 = Total of operations, : 0 1000, ∈ 	  

 
Where ,, ∈ 1, 10 	are ten WK actors with , 0. The 
combination of all , is allowed with any four operations 
which can be assigned as  . The total value of  is any 
possible integers amounting to one thousand. We do not fix 
the value of ,	 where students are allowed to assign any 
numbers in between 0 to 1,000 ( ∈ (0, 1000]). This 
expression concept (9) will suit any situation in the concept 
of representation in e-WayCOOL. Perhaps it is high time 
for students to conduct hands-on exercises with assist from 
teachers or parents by entering the values (0 to 1,000]. 
 
The representation concept in e-WayCOOL 

E-WayCOOL is modeled based on the traditional 
WK, whereas mathematic contents are modeled based on 
the syllabus of Year One primary school. E-WayCOOL 
focused on L&T environment in which students should feel 
enthusiastic, energized, happy, and pleased (Te’eni, Carey, 
and Zhang, 2007). Such environment is hoped to cause 

changes in the users core affect as proven by the cognitive 
theory of multimedia learning (CToM) (Mayer, 2000). This 
theory emphasizes on two separate channels (auditory and 
visual) for processing information such as mathematics’ 
contents in multimedia representation. 

The details about the representation concepts 
engross in this phase is described in Figure 1. This model 
will focus on four mathematics operations for addition, 
subtraction, multiplication, and division operation, using 
four WK actors; Sita Dewi, Ramayana, Laksamana, and 
Hanuman Kera Putih. Each actor signifies ones, tens, 
hundreds, and thousands respectively. With each actor has 
its own numerical representation, the mathematics 
operations are realized through visualization, animation, 
audio cues, cinematography, and realism (Preece, Rogers, 
and Sharp, 2007).  

An example for addition operation is shown in 
Figure 1. Two Sita Dewi added to three Ramayana equals 
3,200. But, if this number subtracts nine Laksamana, the 
result is 3,200. Then minus 9, final result is 3,191 (See 
Figure 1). This approach is advantageous for students in 
requisites of trains on the use of variables, which will only 
be covered in form 1 syllabus of Malaysian school system. 

 

 
 

Figure 1: A proposed representation concepts                      
in e-WayCOOL 

 
IxD INTERESTS IN e-WayCOOL 

We are aware of the key aspects of e-WayCOOL 
design that influence student’s emotional responses. The 
need for e-WayCOOL to convey positive emotions and 
avoid negative ones is critical to product success (Jasni, 
Zulikha, and Mohd-Amran, 2012). These aspects include 
positive, motivational, fun, engaging, motivational, creative, 
social, and persuasive influences, to name a few. In e-
WayCOOL, we used dynamic icon, i.e. when students click 
on icon numbers, it comes out with the spelling of the 
numbers as a voice over. The shrugs of WK actors as a 2D 
animation, and Tok Dalang (ToD)’s sounds help in 
communicating a state of mathematical operation. With this 
scenario, a sense of interactivity and feedback via 
confirmation dialog box are created. Interface aspects such 
as fonts, color palette, and graphical layouts can also 
influence an interface’s perceived effectiveness. Hence, we 
focused on the four prominent principles of visualization 

  SO           FN           SN 
Sum Operation      First Number       Second Number 

Sita Dewi Ramayana Hanuman Laksamana 

100s 10s 1s 1,000s

Sita D

1s
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i.e., proximity, alignment and balance, consistency, and 
contrast. Studies have shown that affective aspects can 
affect a user’s perception of usability (Jasni, Zulikha, and 
Mohd-Amran, 2012). 
 
IxD THEORY’S DIMENSIONS TO SUPPORT               
e-WayCOOL 

Coiera (2003) states that the interaction design 
theory which is often abbreviated as IxD, has an interest in 
three dimensions, namely form, contents, and its main focus 
is on behavior (See Table 1). The IxD contents dimension is 
based on the mathematics level 1 KSSR syllabus, whereas 
the forms are fonts, color, and visual aspects (i.e., 
proximity, alignment and balance, consistency, and 
contrast). The behavior dimension in learning modules can 
be demarcated as navigation, control, dialog, feedback, 
pliant-pliancy, search, and tooltips (Jasni and Zulikha, 
2014). 

Table 1: The five IxD atributes expoused                              
in e-WayCOOL 

No Dimension Attribute An Example of Attributes in e-
WayCOOL Learning Modules 

A1 Form Words List of Natural Numbers in 
between 0-1,000, Incorporated 
with Mathematical Operations 
(Add, Subtract, Multiply, 
Divide) 

A2 Form Visual 
Representation 

WK Actors, Exit Icon, 
Navigation Buttons, Numbers 

A3 Form Physical 
Objects 

Fruit (Mango) and Fish  in the 
Story 

A4 Behavior Time ToD’s Voice Over in the 
Scenes, WK Actors’ Gestures 
in 2D Animation 

A5 Behavior Behaviors WK Music Control, 
Confirmation Dialog Box, 
Rollover to Get the Answers, 
Tooltips 

 
The attributes of IxD were first introduced in the 

introduction of the book Designing Interactions by 
Moggridge (2007). He stated that there were four attributes 
for an interaction design language. 

 

 
Figure 2: Spell number module interface 

 
A further fifth attribute was added by Kevin 

(2007). These five attributes in IxD theory dimensions are 
adopted in e-WayCOOL learning modules. These attributes 
are words, visual representation, physical objects, time, and 

behaviors (see Table 1). Table 1 describes some examples 
of attribute elements utilised in the e-WayCOOL. Figure 2, 
3, and 4 are snapshots of spell number, subtraction and 
storytelling module interfaces respectively that depict the 
five IxD attributes delineated in Table 1. In all such cases, 
many hands-on exercises can be assigned to students. With 
the help of the five IxD attributes in e-WayCOOL, they can 
explore a lot more in the learning modules, and get more in-
depth understanding of mathematical operation (add, 
subtract, multiply, divide). 
 

 
Figure 3: Subtraction module interface 

 

 
Figure 4: Storytelling module interface 

 
Table 2: Respondent’s interests towards adopting                        

e-WayCOOL 

 
 

Preliminary evaluation on e-WayCOOL 
The usability of the product is yet to be performed, 

however a random survey has taken place during the 
International Invention & Innovation Awards 2013 at 
Malaysia Technology Exhibitions (MTE 2013). The survey 

0-10 Scale No. of Respondents Percentage % 

10 3 10.0 
9 2 06.7 
8 10 33.3 
7 9 30.0 
6 3 10.0 
5 1 03.3 
4 2 06.7 
3 0 00.0 
2 0 00.0 
1 0 00.0 
0 0 00.0 

A5. Mouse 
within the actors 
as a tooltips

A4. Actor’s 
gesture as 2D 
animation 

A5. Mouse within the 
actors as a tooltips 

A3. Fish as  a 
physical object A4. Storyline by ToD 

A2. Navigate 
to home

A2. Previous icon as 
navigation button 

A5. Exit icon to navigate to 
the confirmation dialog box 

A2. Number as visual 
representation 

A4. Spell number as 
voice over 

A1. 
Number 
list 
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managed to compile results from 30 respondents. The 
purpose of the survey was to  ascertain the participants’ 
interest in e-WayCOOL. Table 2 shows the descriptive 
results of the survey where 80% of the respondents believe 
that the product catched their attention and that it is 
appealing enough as a L&T tool. Details are shown in Table 
2 (Rank 7-10). The feedbacks were gathered during the 2-
day e-WayCOOL. Majority of the score for the range of 
interest are between 7 to10. The score ranges from 0-3 (not 
interested) returns 0%. 

 
CONCLUSION 

Nothing is wrong with the traditional way of L&T 
mathematics but adding another method would mean we 
never stop trying to help the schoolchildren overcoming the 
difficulties in learning the subject. e-WayCOOL, as a 
courseware for L&T mathematics at primary school, is an 
additional tool that can be used in and outside the classroom. 
The project is driven by the challenges faced by the 
schoolchildren in understanding the representation concept 
in mathematics. e-WayCOOL proposes an alternative 
method to perform a meaningful representation to assist the 
learner in executing all four major mathematics operations, 
namely addition, subtraction, multiplication, and division. 
Ten WK actors are utilized in representing the contents and 
variables involved in the operations. We have an agenda of 
preserving this slowly vanishing cultural heritage when we 
decided to choose WK as a mean for the representation. The 
courseware communicates information via storytelling 
(voice and sound), animation and texts. The interface for the 
courseware is designed in a way that complies to the IxD 
theory. The courseware has been rated as 80% appealing by 
a random survey carried out during MTE 2013 exhibition. 

 
REFERENCE 

Bryant, D.P., Gersten, R., Scammaca, N., and Chavez, 
M.M. (2008). Mathematics intervention for first-and 
second-grade students with mathematics difficulties: The 
effects of tier 2 intervention delivered asbooster lessons. 
Remedial and Special Education, 29(1), 20-32 
 
Coeira, E. (2003). Interaction design theory. International 
Journal of Medical Informatics, 69, 205-/222. doi: 
10.1.1.94.6390. 
 
Dowker, A. (2005). Early identification and intervention for 
students with mathematics difficulties. Journal of  Learning 
Disabilities, 38(4), 324-332. 
 
Dugopolski, M. (2006). Intermediate Algebra. 5th. ed. New 
York: Mac Graw Hill. 
 
Ghouse, M. N. (2009).  Traditional Malay Theatre. Kuala 
Lumpur: Dewan Bahasa Dan Pustaka. 
 
Jasni, A., Zulikha, J., and Mohd-Amran, M. A. (2012). E-
WayCool: utilizing the digital Wayang Kulit for 
mathematics learning. Proceeding of the 2nd.Word 
Conference on Innovation and Computer Sciences 2012 
(INSODE-2012). Izmir Turkey, Near East University, 
Middlesex University, Bahcesehir University. 
 

Jasni, A. and Zulikha, J. (2014). Embedding interaction 
design in Wayang Kulit mathematics courseware. 
Proceeding of the 3rd International Conference on User 
Science and Engineering 2014 (iUSER 2014). UiTM Shah 
Alam, Malaysia. 

 

Jordan, N.C., and S.C. Levine. (2009). Socioeconomic 
variation, number competence, and mathematics learning 
difficulties in young children. Developmental Disabilities 
Research Reviews, 15, 60-68 
 
Kelanang, J.G.P. and Zakaria, E. (2012). Mathematics 
difficulties among primary school students. Advances in 
Natural and Applied Sciences, 6(7), 1086-1092 
 
Kevin, S. (2007). What puts the design in interaction 
design. Retrieved from http://www.uxmatters.com/mt/ 
archives/2007/07/what-puts-the-design-in interaction-
design.php.  
 
Loftin, B., Dede, C., and Salzman, M. (1999). Virtual 
reality’s frame of reference: a visualization technique for 
mastering abstract information spaces. Proceedings of 
Computer  Human Interface, CHI’99, pp. 489-495. 
 
Mayer, R. (2000). Cognitive theory of multimedia learning 
(Mayer). Retrieved from http://www.learning-theories.com/ 
cognitive-theory-of multimedia- learning. 
 
Moggridge, B. (2007).  Designing Interactions. Cambridge, 
Massachusetts, London: The MIT Press.  
 
Preece, J., Rogers, Y., and Sharp, H. (2007). Interaction 
Design: Beyond Human-computer Interaction. New York: 
John Wiley & Sons, Inc. 
 
Romli, R., Shiratuddin, M. F., and S. Hashim, S. (2003). 
The virtual chemistry lab (VC-L): virtual reality as a 
learning tool for Malaysia’s secondary school. Journal of 
ICT, 2(1), 2003, 81-92. 
 
Seth, S. (1999). Virtual reality goes to school. International 
Journal Computer Graphics World, 22, 33-48. 
 
Susanna, S. E. (2011). Discrete Mathematics with 
Applications. 4th. ed. Canada: Brooks/Cole Cengage 
Learning. 
 
Syi, Y. (2009). Examples of using computer technology in 
mathematics education. Proceeding of The First 
International Workshop on Education Technology and 
Computer Science, 79-81. doi: 10.1109/ETCS.2009.541. 
 
Te’eni, D., Carey, J., and Zhang, P. (2007). Human 
computer interaction: Developing effective organizational 
information system. New Jersey, NJ: John Wiley & Sons, 
Inc. 
 
Wahju, W. (2014). Wayang authoring: A tool to enhance 
children’s creative imagination and self expression. 
Retrieved from http://www.interdisciplinary.net/ati/ 
education/cp/ce4/Widjajanto%20paper.pdf, Oct. 25, 2008. 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

1

 

 

 
www.arpnjournals.com 

 

AN ANTI-PHISHING TOOL TO  

VERIFY URLS IN EMAIL'S CONTENT 
Melad Mohamed Al-Daeef1, Nurlida Basir2, and Madihah Mohd Saudi3 

Fakulti Sains dan Teknologi, Universiti Sains Islam Malaysia (USIM), 71800 Nilai, Negeri Sembilan  
meladmohalda@gmail.com1, nurlida@usim.edu.my2, madihah@usim.edu.my3 

 
 ABSTRACT 
Phishing is a threat that cause Internet users to lose the control over their accounts. A variety of anti-phishing approaches 
have been proposed, one of this variety is anti-phishing client-side tools. Most of these tools are rely on black/white list 
and heuristic methods. Most of these tools however, still unable to catch all phishing emails, especially zero-day attacks. 
To success, phishers usually take advantage of weaknesses in implemented anti-phishing methods and human 
vulnerabilities. Therefore, there is an urgent need for a solution that integrates anti-phishing technical and non-technical 
(user awareness) approaches. The proposed system (tool) in this paper is an attempt to achieve that goal. The proposed 
tool is designed to work at user's email browser/platform, and provide the user with basic information about any URL in 
email's content before clicking it, and probably browse suspicious site. WHOIS query method is employed by the 
proposed system to obtain required information about URLs in email's content. 
 
Key words: phishing, user awareness, client-side tool, pre-browsing protection, WHOIS query.  

 
INTRODUCTION 
 Phishing is a form of cyber crime in which 
phishers trying to illegally get control over users' accounts 
by persuading them to visit predesigned fake websites. 
Phishers usually employ emails to deliver fake URLs 
(links) to targeted victims. Once clicked, the fake URL 
will take the user to phisher's website which looks exactly 
similar to the original website (Watson et al., 2005). Anti-
Phishing Working Group (APWG) has reported that, 
millions of URLs were used for phishing attacks in the 
second half of 2013. There are many reasons for the 
success of phishing attacks. First, there still some 
limitations associated with most proposed anti-phishing 
technical methods. Phishers usually take advantage of such 
limitations when performing phishing attacks. The second 
reason is the lack of Internet users' awareness and 
knowledge about online threats. Phishers take advantage of 
human vulnerabilities to overcome anti-phishing technical 
obstacles (Wilson et al., 2011).  
 Due to the lack of awareness about online threats, 
many users are just arbitrarily click obfuscated URLs in 
emails' content. Thus, it would be better to find an anti-
phishing solution that integrates technical and non-
technical approaches and protect users from phishing 
attacks before they reach phishing sites (i.e. provide users 
with a pre-browsing level of protection).  

 There are many features that have been used to 
identify phishing emails. In many cases however, these 
features were improperly chosen, thus they produce high 
misclassification results (Toolan and Carthy, 2010). Melad 
et al., 2014 have argued that, for the feature to be relied-
upon in the process of detecting phishing emails, it is 
better to first evaluate its efficiency in that task. 
Researchers in the same study have concluded that, 
employing URLs as a feature can help in producing an 
accurate decision about questioned email.  
 A pre-browsing level of protection can be 
achieved by enabling users from checking the authenticity 
of URLs embedded in phishing emails before these URLs 

being clicked. The proposed system in this paper is a client-
side tool designed to work at user's email browser/platform 
that provide the user with important information about 
URLs in emails' content by utilizing WHOIS query method. 
WHOIS is a query/response method that is widely used to 
find information about networks, domains and hosts 
(Daigle, 2004). The information about URL obtained from 
WHOIS query include but not limited to, registrar, 
registration date, expiry date, owner institution, and origin 
country of the URL. Such information can assist the user to 
make a true decision about any URL before clicking it. This 
approach can help in protecting users against zero-day 
attacks. Zero-day attack is the attack that performed by the 
phisher using hosts that not appear in blacklists and were 
not trained on the old data sample (Khonji, 2012).  
 
BACKGROUND ON ANTI-PHISHING SOLUTIONS 
 Many anti-phishing approaches have been 
proposed. These approaches are generally classified 
according to wherein the attack is occur. They are 
categorized as, network level protection, authentication, 
server-side filters/classifiers, prevent against duplication, 
client-side tools, and user education approaches 
(Ramanathan and Wechsler (2012).  
 Client-side tools are designed to work at user’s 
browser and utilize a variety of methods to identify a web 
page as either phishing or legitimate. These methods include 
blacklists (lists of known fraudulent sites), whitelists (lists 
of known safe sites), heuristics, and community ratings. 
Some of client-side tools are utilizing combinations of these 
methods. Most of these tools warn users with a dialog box 
about suspicious websites. Some examples of these tools 
are: 
 CallingID is an anti-phishing toolbar that uses 54 
different verification tests in order to determine websites' 
legitimacy. The tool has an indicator that changes from 
green for trusted sites, yellow for low risk rate sites, and red 
for high risk rate and thus probably phishing sites. For the 
site to be rated, some heuristics are employed, these include 
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an examine of the site’s country of origin, length of 
registration, popularity, user reports, and blacklist data.  
 NetCraft is an anti-phishing toolbar that uses 
several methods to determine the legitimacy of a website. 
It traps suspicious URLs containing ambiguous characters. 
The toolbar enforces the display of browser navigation 
controls such as the address bar in all windows to defend 
against pop-up windows which attempt to hide the 
navigational controls, it also display site's hosting location. 
The tool also uses a blacklist method. If the user attempts 
to access a site that is on the blacklist, a pop-up warning 
recommends cancelling the access, and display a risk 
rating for visited site. 
 SpoofGuard is an anti-phishing toolbar that 
employ a series of heuristics to identify phishing pages 
instead of using black/white list techniques. This tool 
checks the current domain name and compares it with a list 
of sites that have visited by the user. The URL of visited 
page is also analyzed to detect obfuscation and non-
standard port numbers. Page's content is also analyzed, 
noting if there any password fields with no secure 
connection, embedded links, and images. Links in the web 
page itself also analyzed using some heuristics. The 
toolbar displays a red, yellow, or green icon to warn users 
about visited websites.  
 eBay toolbar is a browser plug-in that eBay offers 
to its customers. It uses a combination of heuristics and 
blacklists. It has "AccountGuard" feature that monitors the 
domain names of visited sites and provides a warning in 
the form of colored icon which turns to green if visited site 
was operated by eBay or PayPal, turns to red if visited site 
was known as phishing site, and turns to gray if visited site 
was not operated by eBay or PayPal. Users are allowed to 
report suspected sites to eBay, reported sites will be 
verified before they being blocked. Known phishing sites 
are blocked and a pop-up appears, giving users the option 
to override the block. eBay toolbar requires no effort on 
the user's part other than to notice toolbar color changes.  
 SpoofStick is a toolbar that can be added to both 
IE and Firefox browsers. It provides basic domain 
information by displaying website's real domain name to 
the user. This is useful when spoofed links contain 
multiple sub-domains. The attacker might use a legitimate 
looking domain name as a sub-domain to craft spoofed 
link to lure its victims. For example, if the link 
http://patrickbond.co.uk/w/www.chase.com/ is used to trick 
the user, SpoofStick displays patrickbond.co.uk, so the 
user notices the actual hosting domain.  
 IE Phishing Filter,  Internet Explorer users have 
the option to enable the phishing filter as it is not enabled 
by default. This built-in phishing filter has a downloaded 
list of known safe sites, and it does real time checking for 
phishing sites by verifying URLs with an anti-phishing 
verification server which hosted by Microsoft. IE phishing 
filter relies on a blacklist technique, and also uses some 
heuristics when it encounters a site that is not on the 
blacklist. If a suspected phishing website was encountered, 
the user is redirected to a built-in warning message and 
asked if he/she like to continue visiting the site or to close 
it. Users also provided with an option of reporting 
suspected phishing sites, or report that a site has 
incorrectly been added to the blacklist. 

Summary of client-side tools 
 Generally, most of client-side toolbars are based on 
black and/or white list methods. The main flaw point 
associated with blacklist method is the required time for 
new (zero-day) phishing websites to be reported and hence 
added to the blacklist. During that time, the attack could 
take a place. The blacklist method could also lead to a False 
Negative (FN) results; FN means that, the email/website is 
incorrectly identified as phishing. The whitelist method on 
the other hand is a collection of trustworthy URLs. This 
method however is a time-consuming process. In addition, 
this method could lead to a high rate of False Positive (FP) 
results, thus allowing phishing emails/websites to go 
through; FP means that, the email/website is incorrectly 
identified as a legitimate. Besides of the flaw points of the 
black and white list methods, most of users do not pay 
attention to warnings displayed by toolbars (Ramanathan 
and Wechsler 2012), (Dhamija et al., 2005), (Wu et al., 
2006).  
 Some of other client-side tools are heuristic-based 
techniques, in addition to the consumed time by this 
method, users in most cases are required to adjust many 
thresholds of implemented tool. Other client-side tools are 
specific website tools. eBay anti-phishing toolbar for 
example, can flag only spoof sites which known by eBay 
and PayPal.  
 This section described some of client-side tools 
that designed to detect phishing websites after the user visit 
the phishing page, and hence became susceptible to fall prey 
for phishing attack and went into the phase of giving out 
sensitive information at false page. The proposed system in 
this paper is an attempt to prevent users from getting into 
this phase of risk by enabling them to check the legitimacy 
of URLs in email's content before these URLs being 
clicked. In other words, protecting users from browsing 
suspicious pages (i.e. pre-browsing level of protection). 
.  
THE PROPOSED SYSTEM 
 The proposed system (tool) is designed to work at 
users' email browser/platform. Outlook 2007 is used as a 
platform for the proposed system since Outlook application 
can be used as an email manager. Figure 1 shows the 
pseudo code of the proposed system, whereas Figure 2 
shows the flow chart of its operations.  
 Step No. 1 in the pseudo code shows that, if the 
email has been received before 5 days, then there is no need 
of making WHOIS query about any URL in its content, that 
is due to the fact of that, the average lifetime (threat time) of 
phishing URLs is about 4 to 5 days(APWG) 
 Step No. 9 in the pseudo code says that, if there 
any URL in email's content with more than one domain 
name, the user then must be reminded about that suspicious 
link. Such a link looks like  
<a href =“http://www.profundnet.org/checksessioninfo.ph-
p”>https://Genuine.secureregion.com/EBanking/logon/</a
> 
which appears to be linked to Genuine.secureregion.com, 
the  portal  of  a  bank,  but  it  actually  is  linked  to  a  
phishing site www.profundnet.org. (Chandrasekaran et al. 
2006), (Fette et al. 2007),( Suriya et al., 2009).  
 Step No. 12 in the pseudo code says that, if there 
any URL in email's content with an IP address, the user 
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must be reminded about that suspicious link. Any link is 
said to be suspect when it found to be an IP address rather 
than a name. For example don’t trust a link if it has 
delivered to you by email as: 
http://212.33.67.194/.citibank/ accountexpirycheck.net 
(Chandrasekaran et al. 2006),            (Suriya et al., 2009).  
 

 
 
THE IMPORTANCE OF THE PROPOSED SYSTEM 
 The importance of the proposed system lies in 
two main points of advantages. First, the system will assist 
users in detecting phishing attacks (including zero-day 
ones) and warns them about the potential risk before they 
visit phishing website and go into the stage of typing-in 
sensitive information (i.e. pre-browsing level of 
protection). The second point of advantage is that, the 
proposed system is designed to be a user awareness-
oriented tool which directly engage users in the process of 
verifying URLs' legitimacy, as a consequence, overall 
users' awareness about online threats is increased. 

OPERATION EXAMPLE OF THE PROPOSED 
SYSTEM 
 In this section, an example of working operation 
of the proposed system is given. Figure 3 shows a phishing 
email that asking the user to click a link in email's content. 
This email pretend came from RHB Bank, this email is 
asking the user to click the link which appears to the user 
as https://logon.rhb.com.my. A snapshot of the proposed 
system in Figure 4 shows the extracted URL from the 
content of this phishing email. Figure 4 however shows 
that, this extracted URL is different from what was shown 
to the user, the extracted URL is,  

http://sma-yapan.sch.id/okuphp     
 When a WHOIS query about extracted link was 
sent by the proposed system, there was no useful 
information were obtained although many WHOIS servers 
were queried. However, when a WHOIS query about 
RHB.COM.MY domain was sent, the information in Figure 
5 and other information were retrieved. This information 
can assist the user to make the correct decision about such 
an email, or at least the user will be more cautious if he/she 
has decided to click any URL in the email.  
 The proposed system provides the user with a 
function to write the domain name that he/she has a 
relationship with, and make a WHOIS query about this 
domain. 
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 Here we mention that, the information in Figure 4 
are not displayed to the user unless the user want to know 
more details about the questioned URL in opened email. 
That is to reduce the overhead implementation of the 
system. Obtained information in Figure 5 are to be 
summarized in the next development stage of the proposed 
system to provide the user with a short form of obtained 
information. 
 
CONCLUSION, FUTURE WORK, AND 
LIMITATIONS 
 Unlike other client-side tools that rely on a verity 
of methods such as black/white lists, heuristics, and etc, 
the proposed system in its main operation is relying on a 
live WHOIS query method to provide users with a pre-
browsing level of protection including zero-day phishing 
attacks which still making a serious challenge to most of 
known anti-phishing client-side tools. End users are 
targeted to be directly interacting with the proposed 
system, as a consequence, users' awareness about online 
threats will be eventually increased. 
 As a future work, retrieved information about 
URLs can be summarized and provided to the user in a 
short form. The system is also can be equipped with a 
function to report detected phishing URLs. Detected 
suspicious URLs can be also stored in a local or online 
user-owned database to remind the user about any URL 
without making another WHOIS query if same URL was 
found in other emails.   
 Although of its promising advantages in 
protecting users and increasing their awareness about 
online threats, there still some level of implementation 
overhead associated with the proposed system. This level 
of implementation overhead however, still acceptable 
when compared with its advantages. The implementation 
overhead is still the nature characteristic of most, if not all 
other anti-phishing client-side tools, and it is the tax that 
users must pay for getting protected.  
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ABSTRACT 
Spatial analysis makes Geographic Information System (GIS) more interesting as it supports the user for making a 
decision not only by seeing the location but also by counting using some algorithms or statistical methods. We have tried 
to couple Genetic Algorithm with our GIS in searching the best location of Gas Station in Bekasi district, Indonesia. The 
location must have minimum risk to other important facilities or environment based on their locations. Testing result 
showed that the system was able to find optimum location and sending it to our database as a Web-GIS data input after 
converting from local coordinate into latitude and longitude coordinate system. 
 
Key words: Geographic Information System, Genetic Algorithms  

 
INTRODUCTION 

Disasters happen  when we careless in managing 
our risk location such as nuclear reactors, oil mills, 
electrical stations, etc. Some governments have standards 
for maintaining and their location but others, like our case 
study, bekasi district Indonesia, only have the general 
guidance for an important location. Gas station, as our 
object case,  is a dangerous location but it must be placed 
near the consumers. Therefore we need calculation to find 
the optimum location based on other important or 
dangerous facilities like hospitals, electrical substations, 
government offices, rivers, school buildings, etc.  

The best instrument for assessing the optimum 
location is Geographic Information System (GIS) since it 
has ability to easily maintains the spatial data. It also has 
given a big contribution to some areas such as urban 
planning  (Junghoon, 2011), (Abdelfatah et al., 2014), 
environment study (Masetti et al., 2014), agricultural 
management (Kubicek et al., 2013), public health (Barjis et 
al., 2013), and other research areas.  At first, GIS use 
desktop-based application, but it has a drawback in usage 
since users have to install the application first. Therefore, 
the Web-based GIS now is being developed by many 
vendors to solve that problem. Web-GIS is very interesting 
because by publishing a particular location to internet, it 
helps everyone by accessing it easily and now as a first 
choice of every GIS developer, and many researchers have 
done this kind of GIS (Junghoon, 2011), (Fotheringham et 
al., 2005), (Urbieta, 2014), (Fustes, 2014), (Fotheringham et 
al., 2005), (Kulkarni et al., 2014). 

Spatial analysis is the important component of 
GIS, it uses statistical analysis and other methods. The 
interesting methods now is a soft computing-based methods 
such as fuzzy, neural network, support vector machine, etc. 
For optimization, genetic algorithms is still the firs choice 
because of its robust characteristic. Many research has been 
done using this method such as for Well Drilling location 

(Haque., 2002), transportation routing related to dangerous 
location (Huang et al., 2004), and other optimum locations. 
They showed the ability of genetic algorithms in finding an 
optimum location but they did not directly couple it to their 
GIS system.  

Our proposed system uses both desktop-based and 
Web-based GIS. Desktop-GIS is still in use in this system 
because it is easier in implementing the genetic algorithms 
then web-GIS and also we have to consider the security 
reason when sharing some important objects to our web-
GIS. It is very dangerous when terrorists and criminals 
understand that locations by seeing the free access of Web-
GIS event though we add security to our Web-GIS using a 
password (Longley et al., 2004). 

For years, some GIS softwares dominate the GIS 
user, such as ESRI with its product, ArcGIS, ArcVIEW, etc 
(Dangermond, 2005). Open source GIS is interesting as 
well, for instance GRASS, QGIS, and uDig (Sherman, 
2008). For analysis, some soft computing algorithm tools, 
Matlab, the famous one, has been used widely by a lot of 
researchers (Mathworks, Inc., 2014).  For this reason we  
have created a desktop-GIS using Matlab GUI interface and 
easily integrating our chosen soft computing algorithms, 
genetic algorithms, with our GIS. After processing from 
desktop-GIS component, the result is sent to web-GIS 
database modul and show it by web server and users can 
easily access it using their browser from everywhere. 
 

DESCRIPTION OF SYSTEM 
 

Architecture 
 Figure 1 shows architecture of our proposed 
system. There is an integration between spatial analysis for 
finding optimum location and our destktop-GIS. This 
strongly-coupled strategy is better than loose-coupled since  
users will be given the information result from spatial 
analysis interactively (Fotheringham et al., 2005). 

A WEB-GIS BASED INTEGRATED OPTIMUM LOCATION  
ASSESSMENT TOOL FOR GAS STATION  

USING GENETIC ALGORITHMS  
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In desktop-GIS we created a genetic algorithms-
based engine for calculating the optimum location of gas 
station using Matlab function. After optimization process 
finish, the optimum locations which has been converted into 
latitude and longitude coordinate system are sent to the 
database system via Open Database Connectivity (ODBC). 
Web-GIS application was created using Ruby on Rails 
language and run on WEBrick server in this system or can 
be run by other compatible ones as well. We embedded 
google maps (www.maps.google.com) to our web-GIS. By 
geo-tagging them our system will give the information 
about optimum location result.  

 
Figure 1. Architecture of Our Proposed System  
 

We need ODBC to bridge our desktop-GIS to 
database for easiness because they usually run in different 
operating system platform. ODBC driver for PostgreSQL 
can be downloaded from PostgreSQL site. ODBC also has 
advantage when changing our database platform since we 
do not need to change our desktop-GIS script, but only need 
to create new ODBC to new database as long as having the 
similar metadata from the old one. 
 
Spatial Analysis Using Genetic Algorithms 

We use genetic algorithms for spatial analysis to 
obtain optimum location. Some researches has used this soft 
computing algorithm (Chao et al., 2012),  (Huang et al., 
2004), but the result could not be easily understand by user 
because it did not appear interactively on GIS. Instead of 
separating process between spatial analysis and GIS we 
integrated them. For more easy access to optimum location, 
we used web-based GIS. 

Genetic  algorithms which was proposed by 
Holland is a robust algorithm for optimization (Holland, 
1992). This method mimic the organism which finding the 
best individual after some biological process such as 
mutation, breading/cross over, and selection which is 
adaptive to environment (Sivanandam et al., 2008). We 
used genetic algorithms function that available in Matlab 
application. 

The specification of Genetic Algorithms are 
population type = double vector, population size= 20, 
creation function = use constraint dependent default, initial 
population and scores = use default, initial range = [0;1], 
scalling function = Rank, selection function = stochastic 
uniform, elite count = 2, cross over fraction = 0.8, mutation 
function = use constraint dependent default, cross over 
function = scattered, migration direction = forward, 
migration fraction = 0.2, migration interval = 20, generation 
= 100, stall generation = 50, function tolerance = 10^-6, 
nonlinear and constraint tolerance = 10^-6. 

The objective function for this optimum location 
are the distance from candidate location (in genetic 
algorithm are called population) to other important objects 
that must far away from gas station such as hospitals, 
schools, government, electrical substation, river, etc. These 
objects also have weight factor, for instance, the hospital 
maybe more important than school.  

Because gas station must be built near the road in 
order easily accessed by consumers, we have to convert 
road from raster image into line equations. The candidate of 
gas station then evaluate based on total distance from 
important objects using normal Euclidean. This technique 
has  been used in finding optimum location (Longley et al., 
2004). For simplicity we use some linear lines instead of 
interpolated it into high order equation because it will need 
more computation. Figure 2 shows how to create road 
equation. 

 
Figure 2. Road equation by Straight Line Approach as Vector Data 

 
The objective function for genetic algorithms are 

using distance from all point of important location to 
candidate gas station location from genetic generation using 
normal Euclidean equation. This is a sample of one region 
objective function: 

[1] for j=1:i; 
[2] p=[x(1) x(2)]; 
[3] f=1/(norm(p-data_marunda(j,:))); 
[4] f=f+fold; 
[5] fold=f; 
[6] end 

The objective function script above uses function 
norm in Matlab that represent the normal Euclidean distance 
counting from every point that iterate until all important 
points are included. Equation (1) shows how normal 
Euclidean computes the distance between two point (x1,y1) 
and (x2,y2) that in objective function using Matlab function 
“norm”. Its calculation iterates until the distance of all 
important points are counted from the candidate location.  

 

Distance  =                 (1) 

 
The source of data (data_marunda) are from user 

input. The inversion of function f happens because we 
follow the default Matlab toolbox that search minimum.  
Therefore in order to find the maximum total distance where 
the gas location we have to make an inversion (shown in 
line 3 of the objective function sample above). 

We use multiple objective function according to 
the need of gas station based on road segment and road 
capacity. Every objective function then evaluated to get the 
optimum location (best individual).  

Both important object and road equation uses local 
coordinate system. We create a desktop-GIS to depict them 
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for georeferencing process that compare between desktop-
GIS to real coordinate in web-GIS. The result then 
converted into global coordinate system (latitude and 
longitude) before storing to database because google map 
use latitude and longitude and height system (XYZt). Below 
is a sample of a road equation with its function in Matlab 
language. The script then created using multiple straight 
line, for example sumberjaya road that have six line 
segments. The local coordinates are used because latitude 
and longitude coordinates need more numeric calculation as 
they contain a lot of decimal fraction.  

[1] function y=sumberjaya(x) 
[2] index=find(10<=x & x<=50); 
[3] y(index)=-1.2*(x(index)-10)+500; 
[4] % segmen II 
[5] index=find(50<=x & x<=105); 
[6] y(index)=450 
[7] % segmen III 
[8] index=find(105<=x & x<=135); 
[9] y(index)=-2.6*(x(index)-105)+450; 
[10] % segmen IV 
[11] index=find(135<=x & x<=240); 
[12] y(index)=0.45*(x(index)-135)+375; 
[13] % segmen V 
[14] index=find(240<=x & x<=255); 
[15] y(index)=-3*(x(index)-240)+425; 
[16] % segmen VI 
[17] index=find(255<=x & x<=330); 
[18] y(index)=380; 
[19] index=find(330<=x & x<=330); 
[20] y(index)=(x(index)/x(index))*220; 

We used raster data from scanning a map of  
Bekasi district and vector data from road equation and 
location of important objects. 

 
Database Management System (DBMS) 

Database is important to GIS because it stores, 
manages, processes, and organizes both raster data (images) 
and vector data (points and lines). We use PostgreSQL as 
database software because it is relational database and open 
source.  

Every district in desktop-GIS uses a local 
coordinate. Therefore we must convert every data into 
global coordinate after the calculation is ended. Figure 3 
shows desktop-GIS which contain local coordinates, 
constraint layer and genetic algorithms calculation for 
Cibitung district sample. 

 

 
Figure 3. Local Coordinate on Desktop-GIS 
 

The local coordinate then compare to global 
coordinate of google map and then create conversion 
function. Because coordinate of image in Matlab is different 
from Cartesian in its ordinate, we have to make inversion 
when converting it. As an information, in Matlab, positive 
ordinate in image presentation is negative in Cartesian.  

 
[1] function z=konversi(y,x) 
[2] latbase=-6.152484; 
[3] longbase=107.068653; 
[4] deltalat=latbase+6.240022; 
[5] deltalong=107.18554-longbase; 
[6] latitude=latbase-((y/500)*deltalat) 
[7] longitude=(x/700)*deltalong+longbase 
[8] end 

 
We need a base of latitude and longitude for 

conversion according to google map standard.  In script 
above we use base of latitude and longitude are -6.152484 
and 107.068653 respectively from georeferencing the 
desktop-GIS to Google map. For example we have a local 
coordinate x and y are 200 and 400 respectively we will get 
the global coordinate using conversion function 
konversi(400,200) and get the result latitude and longitude -
6.2225 and 107.1020 consecutively. 

The conversion also important because the 
important location sometimes locates out side the area of 
desktop-GIS but inside on web-GIS which is dynamic. If we 
only give important objects inside desktop-GIS, calculation 
will give an error especially for location at the edge of 
desktop-GIS. 

 
Web-GIS 

To develop a web-GIS we use PostgreSQL as our 
DBMS (www.postgresql.org). It stored optimum location 
and constraint for our analysis. The server stored latitude 
and longitude-based coordinates after conversion from local 
coordinate of desktop-GIS. The optimum location will be 
generated in Web-GIS using google map embedded. Google 
map can be accessed freely and already used by many 
researchers as Web-GIS support (Wang et al., 2013). Users 
are able to see the optimum location by accessing the server 
with their browser. Figure 4 shows a Web-GIS with google 
map embedded on it and show the location using pin 
application from Mozilla plug-in (www.mozilla.org). 
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Figure 4. Web-GIS with Google Map Embbeded. 

 
The Ruby on Rails application as an application 

tier and connect to with PostgreSQL as a database tier in 
our three-tiers system. In order to get connection to 
desktop-GIS we need save ODBC which bridges 
PostgreSQL database with windows.  

 
Discussion 

A lot of methods have been implemented to do 
Spatial analysis from statistical analysis to soft computing. 
Genetic algorithms is used because its robust characteristic 
that avoid local minimum problem (Sivanandam, 2008). 

The difficult part of genetic algorithms 
implementation is in generating the road equation as a 
constraint for gas station location. The irregular line must 
be converted into equation. If we use interpolation it must 
be higher degree of order. Therefore we use multiple 
straight lines to form the road equation. For this case, we 
use accumulate distance from important object to candidate 
locations as objective function by Euclidean distance. Every 
important object must be converted first into local 
coordinate from its global coordinate. We separated bekasi 
district into five region for simplicity. Every region has its 
own function of conversion from local to global coordinate. 
Figure 5 shows our main menu of desktop-GIS for 
integrating genetic algorithms with GIS. 

 

 
Figure 5. Desktop-GIS Main Menu 
 

The choice of important objects that must far away 
from gas stations is based on environmental aspects such as  
rivers, hospitals, social facilities, electrical substations, 
below high voltage towers, crowd potential locations, flood 
regions, and so forth. Weighting factor is also used to that 
important objects, for example, below high voltage towers 
has weight factor  twice against social facilities, and three 
times against government buildings. 

Testing has shown that genetic algorithms could 
calculate optimum gas station location. The locations are 
beside the main road according to the rule from national gas 
and petroleum organization of Indonesia, PERTAMINA.  

 

 
Figure 6. Optimization Result Using GAs 

 
Figure 6 shows the optimization process result using genetic 
algorithm for one of our region (Lippo Cikarang District). 
The circles are important objects that must far away from 
gas station candidates and the boxes are the optimization 
results. The results are not only stored in database but also 
shown in desktop-GIS. After conversion to global 
coordinates, the results then stored in database for web-GIS 
purpose (figure 7). 
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Figure 7. Optimizing result shown by Web-GIS in Map View (above) and 
Satellite View (Below). 

 
When we open the web-GIS we will see the optimum 
location (figure 7). By embedding google map to web-GIS 
we also able to view the satellite mode in order to get 
realistic view. 
 
Comparison to other system  

This research tries to make strongly-coupled 
strategy to the GIS both desktop-GIS and web-GIS in order 
to get user friendly application. The usability of GIS now 
become main concerns and a lot of researchers try to make 
the GIS more useful (Brown et al., 2013). The strongly-
coupled is a must for creating a GIS (Fotheringham et al., 
2005). Therefore this proposed system tries to minimize the 
drawback of other lossly-coupled strategy which is 
proposed by other researchers  (Haque., 2002), (Huang et 
al., 2004). Even the biggest commercial GIS developer, 
ESRI, is still in progress to integrate its software with soft 
computing methods not only statistical analysis 
(Dangermond, 2005). The most important point of this 
system is it can be used by many people using their own 
machine such as laptop, tablet, and other gadgets to see the 
optimum location every where using the web-GIS part. 

 
CONCLUSION. 

 Spatial analysis is an emerging research in GIS. It 
helps GIS not only in displaying a particular area from 
spatial database but also in calculating complex problem 
using some statistical analysis or soft computing methods. 
Our research has successfully integrated a robust 
optimization method, genetic algorithms, with web-GIS in 
optimization analysis. The future research will be more 
interesting if we integrate some algorithms and statistical 
tools to our GIS for making some analysis not only 
optimum location but also other aspects according to our 
background. 
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CHAIN-BASED ROUTING PROTOCOLS IN WIRELESS SENSOR 

NETWORKS: A SURVEY 
 

 
 
 
 
 
 
 

ABSTRACT 
In the last few years, wireless sensor networks (WSN) have become an active area for researchers due to its broad and 
growing application. However, routing is a critical issue that needs consideration as it directly impacts the performance of 
WSN. Several protocols have been proposed to address this issue as well as reducing energy consumption and prolong a 
lifetime of the sensor nodes in WSN. The chain-based is one approach from Hierarchical routing protocols which reduces 
the energy consumption in WSN. However, a problem arises when the chain has long-link (LL) from the base station 
(BS). This paper presents a comprehensive survey on chain-base hierarchical routing protocols, in terms of details, who 
to work, Phases, figures, and the main advantage and disadvantage for each protocol. Furthermore, the characteristics of 
chain-based routing protocols and the performance metrics that are used in WSN are discussed. Finally, this paper 
presents open challenges for researchers.  
Key words: Wireless Sensor Network  Routing protocols  Chain-based  Survey 

 
INTRODUCTION 

Wireless Sensor Network (WSN) applications are widely 
used in several areas such as industrial, military, habitat 
monitoring, environment and disaster management 
(Sikander, 2013).  The main elements of WSN are the sensor 
nodes that have many limitations in its characteristic like 
power resource, computational capability, bandwidth and 
memory (Gautam, Lee, & Pyun, 2009). These nodes have 
the capability to communicate each other and with one or 
more super nodes called the base station (BS).The base 
station may be connected to the Internet, and each node 
consists of: sensor for a specific task (one or more task). The 
sensor is consist of a radio module used to send data via a 
wireless medium, a micro controller for processing, and 
power supplier for provide the necessary energy for all 
components in the tiny device (Hadjila, Guyennet, & Feham, 
2013a). Typically, batteries are the main power source in the 
sensor nodes and due to its ad-hoc deployment, recharging is 
a difficult task. WNS nodes also have some of level of 
intelligence algorithms to collect data and send it to the BS 
(Wei, Yang, & Gao, 2011). 

Routing is one of the most important challenge issues 
that directly affected the performance of WSN. The main 
goal of the routing protocols in WSN is to develop  efficient 
algorithms to reduce the power consumption and extend the 
life time of the network's nodes. There are many factors that 
can affect the performance of WSN. These include 
scalability, energy consumption, bandwidth, data 
aggregation, mobility, redundancy, multipath, end to end 
delay, network load, packet loss and localization (Salman, 
Shukla, Awasthi, Singhal, & Tripathi, 2014). There are also 
many hybrid routing protocols proposed to reduce the time 
for network partition and uniform the nodes energy 
distribution. MOHRA proposed to selected the right path to 
the sink base on multi-objective metrics like control over 
head, total energy consumption, HOP count, LQI, reaction 
time (Kulkarni, Prasad, & Prasad, 2013) 

Depending on the network structure, the routing 
protocols in WSN are divided into three types: flat, 
hierarchical, and location-based routing protocols.  In flat 
routing protocols, all nodes perform the same task in the 
network and normally use flooding to transmit data to the 
BS. The flat topology is effective in the small-scale 
networks. Location-based routing protocols used some real 
time applications, also call position-based to transmit data 
depending on the geographical positions. In hierarchical 
routing protocols,  nodes perform different task. Cluster head 
(CH) in one or two in every cluster and main function of CH 
is data processing and massage transmission between CHs or 
with the BSs, the rest of nodes calls ordinary nodes (ONs) or 
member nodes (MNs) that perform the sensing and transmit 
the data to the CH (Liu, 2012a)(Devika, Santhi, & 
Sivasubramanian, 2013). 

                
Figure 1: Non-clustering vs clustering  

Cluster-based, chain-based and tree-based protocols are 
main categories of hierarchical routing protocols  (Zhang, 
Wu, Ren, He, & Lin, 2010).  In Cluster-Based protocols, one 
or two node are selected to be CH and other nodes connected 
to closest CH as a MNs.. Examples of cluster-based 
protocols include LEACH (Heinzelman, Chandrakasan, & 
Balakrishnan, 2000), TL-LEACH, HEED, PEACH, 
DWEHC, USC, and TEEN. while the principal concept in 
Tree-Based is all sensing data is sent only from children 
(sensor node) to its parent (Liang, Wang, & Chen, 2009). An 
example of the tree-based routing protocol is DRINA (Villas 
et al., 2013),  while Nodes in a chain-based protocol are 
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arranged in a chain-like topology where one of the nodes 
functions as a CH to transmit to the BS (Liang et al., 2009). 
In this paper, different routing protocols topology are 
discussed in the literature review, Chain-Based show more 
promising than the others (Mamun, Ramakrishnan, & 
Srinivasan, 2010)(Mamun, 2012). 

 
Figure 2: Routing technique in WSN 

Data reporting and sensing in a wireless sensor network 
depend on the time criticality on specific application that is 
being used. Data sensing and reporting can be classified 
into event-driven, time-driven, query-driven and hybrid 
which directly affect power consumption and routing 
stability (Raghunandan & Lakshmi, 2011). Nodes 
deployment can be divided into those based on grid and 
based on continued points (Liu, 2012b)..  
 
There are several survey papers on hierarchical routing 
techniques that present some of the popular routing 
protocols. This paper attempts to survey the chain-based 
routing protocols only, started with PEGASIS then nine 
chain-based routing protocols are presented and highlight in 
details, figures, and some of advantage and disadvantage for 
each protocol then some of the important chain-based 
characteristics, finally conclusion and open issues for the 
WSN researchers. 
 
 RELATED WORKS 

Many papers on WSN are presented by researchers in the 
recentyears. Liu in (Liu, 2012a) presents a comprehensive 
survey paper on hierarchical (clustering) routing protocols in 
WSN. The survey addresses the protocols base on 
classification of different stages and summarizes the 
previous surveys on routing algorithms in WSN. Liu also 
highlights the core contributions and listed 16 clustering 
routing protocols in detail. Liu further explained the features, 
advantages and disadvantages of the chain concept. Sikander 
et al. in (Sikander, 2013) presented cluster-based routing 
schemes in WSN.  The survey focuses on three main types 
of clustering routing schemes, namely chain, grid and block. 
Their study, they surveyed on the PEGASIS, CCS, and TSC 
protocols. The author also surveyed the grid-based protocols 
such as GAF, PANEL, TTDD, HGMR and SLGC. Sikander 
et. al also reviewed block-based protocols such as LEACH, 
HEED and USC, and discusses the advantages and 
disadvantages of each protocol. They also discuss issues 
such as CH calculation, selection, changes in topology and 
network expandability.  

An energy efficient routing protocol  is discussed by 
Rahman et al. in (Rahman, Anwar, Pramanik, & Rahman, 
2013).  The paper classified the routing protocol  into six 
categories in WSN namely: data relaying protocol, data 
centric protocols, hierarchical protocols, location-based 
protocols, mobility-based protocols and heterogeneous 
protocols. 

Devika et al. in (Devika et al., 2013) classified the 
routing techniques into two types according to network 
structure and operation protocols. The network structure can 
be divided into three categories which are flat, hierarchical, 
and location-based routing protocols. The operation 
protocols are divided into negotiation-based, multipath, 
query-based, QoS-based and coherent-based routing 
protocols. The authors summarized routing protocols in a 
table. Heterogeneous routing protocols in WSN are 
presented by Katiyar et al. in (Katiyar, Chand, & Soni, 
2010). 

PERFORMANCE METRICS 
 

Many metrics are used by the researchers to evaluate the 
performance of any protocol in wireless sensor networks 
(Mamun, 2012): 
- Energy consumption: these metric computed by 
adding all power consumption in each node in the network.  
- Energy distribution: these metric compute how the 
evenly power dissipated in all nodes.  
- Network lifetime: it is the mean time the first node 
or last node die, or time till the network disconnected or 
time to how many packets are received by the sink before 
exceeding threshold.   
- Scalability: means how this network performs with 
the number of networks nodes growing 
- Routing message cost: these metric use to 
evaluated the efficiency of the algorithm, number of packet 
generated in each successful communication. 
- Route length: It count the number of nodes from 
source to destination.  
- Control overhead: the ratio for control message 
with data message being sent in the network.  
- Message loss: the percentage of how many 
massages are not received by any sensor nodes. 
- Latency: important metrics to measure the average 
delay between sending a message and receiving it by the 
sink. 
- Storage requirement: the memory required by a 
protocol in each node. 
 

CHAIN-BASED ROUTING PROTOCOLS IN WSN 
These are several algorithms developed in chain-

based routing protocols: 
 

1. Power‐Efficient Gathering in Sensor Information 

Systems 

PEGASIS protocol begins the chain-based 
approach concept for routing protocols in the WSNs. During 
initialization the chain construct starts from the furthest 
node in the topology and starts to communicate with only 
closest neighbor.  All nodes use the greedy algorithm to 
organized themselves as a chain. The greedy algorithm 
considers only the physical distance for selected next hop in 
every node and ignores the residual energy in the neighbor 
that causes short node lifetimes. Alternatively the BS can 
calculate the chain after broadcast the chain information to 
the all sensor node in the network. Every 100 rounds, the 
chain leader (how it connects to the BS) will be changed 
from node to other randomly. The strong point in this 
randomizes to insure first dead nodes are randomly location 
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in this network. Moreover, if the chain head death the 
network starts new chain construction and select a new 
chain head randomly(Madhumathy & Sivakumar, 2012) 
(Lindsey & Raghavendra, 2001).. Normal topology for 
PEGASIS is show in figure 3. 

  
Figure 3: PEGASIS protocol topology 
However, in the first improvement on chain leader 

(or chain head) selection coming from same authors when 
make threshold on the neighbors distance to make sure this 
leader not have only few energy instead of try to reduce the 
neighbor distance in some way(Lindsey, Raghavendra, & 
Sivalingam, 2002). 

PEGASIS used the same radio model was used in 
LEACH protocol which is first order radio model. In first 
order model the energy for received or transmitted data is 
Eelec= 50nJ⁄bit and the energy dissipates in the amplifier is 
Eamp=100pJ⁄bit/m2. So the equations 1 and 2 used to 
calculate the energy costs for k-bit in transmit and receive 
as below (16) (28)(84):  

For transmitting 
ETX (k,d) = E TX-elec(k) + E TX-amp (k,d)  …………….. 1 
ETX  (k,d) = Eelec * k + Eamp * k * d2 

For receiving 
ERx (k) = E_(Rxelec) (k)    …………………………… 2                                                                                                     
ERx (k)= Eelec * k 

 
PEGASIS have important advantage in terms of 

power saving, that is coming from reducing the clustering 
overhead energy in every round and make sure that every 
node connected with only neighbor so this procedure will 
reduce power consumption through radio signal part. 
Moreover, every node in PEGASIS fuse the neighbor data 
with its data to reduce the amount of data transfer to BS, 
according to equations 1 and 2 this fusing will reduce 
energy cost in both side (receiving and transmitting).   

However, PEGASIS have some drawbacks first it 
is assuming that all nodes can directly be connected with 
the BS, while, in practical these nodes use multi-hops to 
reach the BS. Second PEGASIS used greedy algorithm to 
construct its chain, which it used distance parameter to 
selected next hope connection, it is like traveling salesman 
problem and greedy doing good performance in some 
cases(Ganesh & Amutha, 2013). However, greedy make 
long distance connection in the different topologies and this 
will make some nodes depleted its energy quickly, second 
issue in greedy, it is use distance only to choose the next 
hop connection without consideration of remaining energy 
in this node, this cause some of weak point in the chain may 
be will disconnected some of nodes from the chain. 
Furthermore PEGASIS is not suitable for deterministic 

deployment topologies because of the long chain 
disadvantage coming with single chain construction.  

 
2. Chain‐Cluster Based Mixed routing 

CCM take the low power advantage from 
PEGASIS protocol, and short transmission delay from 
LEACH protocol, CCM protocol has two phases, Phase 1 is 
known as chain-based routing.  In this step, thesensor nodes 
construct a chain for the intra-connection and all chain 
member nodes send data to the chain head using chain-
based routing concept. This process involves two steps 
namely Selection of chain head node and Data transmission 
in a chain. In Phase2, the CCM have two steps namely 
Voting cluster head and Data transmission in the cluster. All 
chain heads construct a cluster-based routing as inter-
connection.  Finally the voted cluster head send fused data 
to the Base Station (Tang, You, Guo, Guo, & Ma, 2010). If 
the cluster head is a far away from the base station more 
energy will be used to send data (Nokhanji & Mohd Hanapi, 
2014). 

CCM in figure 4 can mitigate the power 
consumption by the uniformity deployment for the sensors 
and combined the advantage from LEACH and PEGASIS. 
However,  it ignores the energy consumption coming by 
long distance between chains, also the delay that is coming 
with long link. 

 
Figure 4: CCM Routing Protocol 
 

3. Chain Routing Based on Coordinates‐oriented 

Cluster 

CRBCC divided the network topology into many Y 
coordinator clusters with equal number of nodes 
(approximately), and then it used the simulated annealing 
algorithm instead of greedy algorithm in PEGASIS to build 
the intra-connection as chain form in every cluster. Every 
chain elected a leader in X coordinator and these leaders 
constructed the main chain by also using simulated 
annealing SA algorithm. Then once the leader of leader 
chain node selected randomly it sent data to the base station 
directly (Zheng & Hu, 2009)(Gengsheng, Xiaohua, & 
Xingming, 2009). Figure 5 show CRBCC topology. 

  
Figure 5: CRBCC Routing Protocol 
 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

4

 

 

CRBCC reduces the data delivery time from nodes 
to BS. This is achieved by dividing the chain in PEGASIS 
to multi parallel chains depending on horizontal positions 
(avoid Long Link problem). Although depending on chain-
based approach it minimizes the power consumption in data 
aggregation. Greedy algorithm used in PEGASIS is locale 
search and it is not provide global optimum link between 
nodes so, CRBCC used another heuristic algorithm for this 
issue.  

However, CRBCC has some of important 
drawbacks in term of chain leader election in the top of 
chains; moreover these nodes will deplete its energy quickly 
than others without any active procedure to select another 
chain leader during the network lifetime. Although, 
randomly selection for the main head caused unlucky nodes 
selected twice or more than twice compared with others that 
never selected, randomize selection can replaced by 
choosing effective parameters like rest energy or node 
distance with base station these parameters can make leader 
selection more efficient and prolong the network lifetime. 
 
4. A Reliable and Energy‐Efficient Chain‐Cluster 

Based Routing Protocol 

REC+ protocol aims to perform the maximum 
reliability in a multi hop network by calculating the best 
position for the CH and the proper shape and size of the 
cluster. REC+ is the first protocol that considers 
transmission reliability, energy efficiency, and intra-cluster 
delay together to build the cluster and select the cluster 
head.  

The operation of REC+ is divided into three phases 
(Taghikhaki, Meratnia, & Havinga, 2013).: first Cluster 
Formation phase, in this phase REC+ assume that the BS 
have all information about nodes in term of position and 
energy, then BS will divided the sensor nodes in the 
network into clusters according to Y-coordinator figure 6 
shows one of these 
clusters.

 
  
Figure 6: REC+ Routing Protocol 
 Second, Cluster Head Selection and Chain-Cluster 

forming phase, opposite on other algorithms, REC+ choose 
the chain heads first then assign its members nodes. BS 
selected CHs base on residual energy divided by initial 
energy. Hop-by-hop reliability (HHR) reported to the BS by 
nodes to ensure quality link created, and this node will be 
the first node into this cluster if EER (end-to-end 
reliabilities) is more than the threshold 0EER. Nodes play 
multi hop (chain) method to reach its CH, and another 
threshold apply to avoid long ling (LL) in every cluster-
chain which is 0delay this is second threshold prevent delay 
in the LL. Furthermore, Relay Nodes (RNs) are assigning to 
some powerful nodes (in term of energy and position) by 
BS to relay CHs data if this CH cannot directly send its data 
to the next CH (next hop). To select proper RN, BS 
calculate the maximum Power Level (PL) for every CH that 

can used for coverage then assign RN for this CH if this 
necessary for it. All BS calculations will be repeated if any 
node dies during the network lifetime. 

Third phase in REC+ is steady state phase, in this 
phase every node will sensing data and send to its neighbor, 
this node fuse the neighbor data with its data (if any) then 
deliver to CH, CHs used RNs to ensure this data reach BS in 
reliable way. If there is any significant changes accrued in 
nodes parameters can affected link quality or some nods 
below the threshold 0EER , the BS recalculate CHs and 
clusters shape as well as. 

The advantage of REC+ is by using tow threshold 
to create cluster and select the CH, one for energy and 
another for delay. However, REC+ make many more 
overhead on the network during it three phases, moreover 
REC+ assuming all nodes can connected directly to the BS 
to setup the first and second steps and this is not always can 
applicable in practical networks. The important notice for 
REC+ there is in random deployment a lot of nodes may be 
allocated in the specific area this is causes some of clusters 
have many nodes and other a few nodes if Y-coordinator 
still used to clusters created. 
 
5. Balanced Chain‐Based Routing protocol  

BCBRP decrease the energy consumption in the 
network by partitions the network area into small equal sub 
area, since the number of the sub-area equal j2 (j= 1,2,3,….) 
. After that BCBRP assign header and leaf nodes in every 
sub-area. Nodes location in bounder of this sub-network, 
furthermore leaf node make connection between its sub-
network and previous sub-network while, header nodes 
make connection between its network with next sub-
network (with notice that first sub-network don’t have 
leader node and last sub-network don’t have leaf node). 
After that in every sub-area chain will constructed by using 
minimum Spanning tree algorithm instead of greedy in 
PEGASIS to ensure there is minimum chain distance will 
construction in each network (Ahn, Kim, Sim, Youn, & 
Song, 2011). Figure 7 show BCBRP chain construction in 
four sub-networks.   

  
Figure 7: BCBRP Routing Protocol 
If any node death accrues during network lifetime, 

only this sub-network will take chain reconstruction. 
Moreover the main head node (who is connected with BS) 
selected randomly from the larger sub-network in the 
sensing area. 

BCBRP is reducing the power consumption by 
minimized the overall chain link with minimum Spanning 
tree algorithm instead of greedy which have many 
drawbacks. However, single chain in BCBRP and randomly 
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selecting for the main head are very important drawbacks 
that can affected the performance of this protocols. 
6. Rotation PEGASIS‐Based 

RPB is combined the advantage of PEGASIS with 
GAF (Geographical Adaptive Fidelity) in one protocol. 
RBP consist of three stages which are link establishment, 
leader selection and data transmission. In link establishment 
phase distance threshold factor will be control link 
construction. Link start from the farthest node in the sensing 
area, every node will check the distance with its neighbor 
with distance threshold if more than threshold, the node 
connected directly by sending request connection message 
and waiting to receive conformation message. If the 
distance less than or equal distance threshold this node 
going to sleep mode in this round and be sure wake up 
before next round coming and rotate this role with the 
neighbor node(Yang, Mao, Yu, & Leng, 2013).. Figure 8 
show chain build by RPB protocol with sleep nodes. 

 

 
Figure 8: Chain constructing by RPB protocol 
Second phase is for chain leader selection, RPB 

selected leader node depend on residual energy and distance 
with base station with two specific weight w1 and w2 to 
control efficient selection for chain leader as show in 
equation 3. 

Qi = W1 * Ei+  W2 ⁄ dBS(i) …………….(3)                                                                                   
 
Where Qi is comparative factor used by base 

station to select chain leader, Ei is the residual energy of the 
i node, dBS is the distance between node with BS and W1, 
W2 are weighted variables to make sure the efficient 
selection for chain leader and W1+ W2=1 and always W2 > 
W1 to give some priority for distance factor. 

Third phase is Data Transmission phase, every 
node will decrease its energy radio transmission to hear 
only closest neighbor node. RPB use Token mechanism to 
start data collection from all nodes. Token packets are very 
small and take very few energy to process and transmitted 
along chain member. Like PEGASIS each nodes receive 
data from its neighbor fuse with its data and forward the 
fused data to next hop until reach chain head, chain head 
fusing all network data and deliver to base station in the end 
of each round. 

During some nodes are very nearest each other 
because of the randomly deployment, RPB has advantage 
when make distance threshold and using sleep mode for this 
nodes to save their energy in this round. Another advantage 

in RPB is when selected the chain head by considering both 
residual energy and distance with base station and putted 
some priority for distance.  

However, RPB has disadvantage when it loss the 
sleeper coverage range along round time and overhead 
caused by selection sleeper nodes. Also this authors not 
enough explanations about methodology to calculate 
distance threshold.  
7. Chain‐Based 1 & Chain‐Based 2 

Chain-Based1 routing protocol deployed all nodes 
randomly in the sensing area. Multi chain directed to the 
base station is created from the last node to the first node as 
show in figure 9a (divided sensing area into m sub-areas 
according to X coordinator). All nodes on the top chain will 
be chain heads and using single hop to reach the base 
station. Chain will update if any node deplete its energy 
during the network lifetime. Every node sensing data and 
transmit to the closest neighbor, moreover this node fused 
data with its data and send it to next hop till reach base 
station. 

Chain-Based2 is an improvement of the Chain-
Based1 protocol. It has the same concept in the intra-
connection and doing the same deviation in Chain-Based1, 
except it is created main chain from all chain heads as show 
in figure 9b. At first the nearest node (in the main chain) 
from BS is responsible to sending all network data to the 
base station, then during the network lifetime node that’s 
have more energy will play as main head and connected 
with the BS (Hadjila, Guyennet, & Feham, 2013b).  

                      
Figure 9: (a) Chain-Based1 Routing (b) Chain-

Based2 Routing Protocol 
 The main advantages of both protocols are coming 

from the multi chain concept. Reducing delay and saving 
nodes power as well as prolong network lifetime are very 
important things in WSNs. However random deployment 
have not guarantee to evenly distributions for nodes in 
sensing area and that’s mean some of chains have more 
nodes than others so, this can directly affect network 
performance. 

 
8. Position‐Based Chain Cluster Routing Protocol 

PCCR protocol in figure 10 is proposed for narrow 
strip area application in WSN where the traditional routing 
protocol cannot apply (in strip WSN). This area is divided 
into belt-shape region cluster where every region selects a 
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cluster head depending on position and residual energy.  
These CHs then create the chain as a backbone of the strip. 
PCCR have four phases: (1)Cluster Divided Phase, (2) 
Cluster Head Elect Phase, (3)Cluster Head Chain 
Establishment Phase, and (4) Steady-State Phase (Qiao & 
Zeng, 2011). 

This protocol can prolong the lifetime for the 
network by saving the CHs energy especially for the 
farthest cluster by creating the backbone (as a chain). In this 
way the CH does not suffer from energy exhaustion when 
transmitting its data. Data will be forwarded to the next hop 
only. However it is for special area only and more delay 
will happen in the long chain in the narrow strip. Additional 
processes will occur if this happens.  

 
Figure 10: PCCR Routing Protoco 
 

9. Grid‐PEGASIS Routing Protocol 

Grid-PEGASIS scheme is improved on PEGASIS 
protocol in term of energy efficient and energy balancing. It 
is created to prevent the long hop causes by greedy 
algorithm by divided sensing area into small grid area and 
this scheme has many assumptions before starting that is (1) 
all nodes in the network and BS are stationary. (2) The 
sensing area is divided into small grids and every grid has 
unique ID, (3) each node has unique ID also and it is knows 
its Grid ID, (4) all nodes send data periodically and they are 
homogeneous (Huang, Chen, Wang, Lin, & Chen, 2010). 

Grid-PEAGASIS after dividing area into small 
grids and every grid has some of nodes is assigns start node 
and end node in every grid. Functionality of start node to 
connected with next grid by end node. Furthermore Grid-
PEGASIS has been applied in three types of topology that 
Deterministic Topology (DT), Intra-Grid random (IGR) and 
random deployment. In DT the nodes will install in specific 
predetermine location while, in IGR sensing area will 
divided into specific grids and nodes are randomly 
deployment in the each grid and so on figure 11 show IGR 
according to Grid-PEGASIS protocol. 

  

 
Figure 11: IGR according to Grid-PEGASIS 

protocol 

Then, in each grid chain will construct by using 
greedy algorithm and chain head will be selecting in the 
same way in PEGASIS by apply equation 4 (since i is 
current round and N is number of nodes in this network) to 
make sure the random location for CH in the topology and 
this can assist to make balancing for power consumption in 
CH. 

CH=i mod N ………………………………..(4)                        
The advantage of this protocol is avoiding long 

next hop link happen in some nodes with PEGASIS. 
However, main disadvantage of Grid-PEGASIS protocol is 
coming from single chain construction through a lot of 
nodes, delay and redundant data cannot avoid in these 
protocols during too long link. Methodology to select start 
and end nodes is not explained. Furthermore, randomly 
choosing for chain head will cause many problems in term 
of distance between base station with chain head and energy 
for this node are two important factors not considered by 
this protocol. 

All of these protocols working under the same 
concept of chain based routing. The main idea in chain 
approach to make sure the ordinary nodes are connected 
with the closest nieghbour only. Therefour, this paper can 
consider chain based routing protocols is more efficient 
approach amoung all types of routing protocols in WSNs, 
table 1 shows more details for these protocols.  
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Table 1: comparative study of Routing Protocols in 
WSNs 

 

 
 
 
 
 
 
 

 
 
 

 
 
 
 
 
 
 

Protocol 
Authors 

Year 

Intra/ inter 
Cluster routing 

Performanc
e Metrics 

Tools Advantage  Disadvantage 

PEGASIS 

Lindsey, et 
al. 

(2002) 

Multiple-hop / 
Single-hop 

Nodes Death 
C 

Simulation 

1. Reducing the clustering 
overhead by chain method. 
2. Reduce power consumption  
3. Reduce the amount of data 
transfer to BS  

1. Assuming that all nodes 
can directly be connected 
with BS 
2. Using only distance to 
selected next hope by greedy   
3. It is not suitable for 
deterministic deployment  
 

CCM 
Tang, et al. 

(2010) 

Multiple-hop /  
Multiple-hop 

Energy* 
Delay 

SWANS 

1. Deterministic deployment 
with chain-based approach is 
applied. 
2. Low overhead on the 
network. 
3. Low delay in cluster part.  

1. Conserved more energy in 
cluster part. 
2. Using sequential CH 
selection. 
3. Using residual Energy 
only to select main head. 
 

CRBCC 
Zheng, et al 

(2009) 

Multiple-hop /  
Multiple-hop 

Energy 
Consumptio

n, Delay 

Not 
Specified 

1. Reducing data delivery 
time from nodes to BS. 
2. Minimizes the power 
consumption in data 
aggregation by using global 
search algorithm (SA). 

1. Chain leader election in 
the top of chains and these 
nodes will deplete its energy 
quickly than others  
2. Randomly selection for the 
main. 

REC+ 
Zahra, et al 

(2013) 

Multiple-hop /  
Multiple-hop 

Energy*Dela
y 

Java JDK6 

1. Using tow threshold to 
create cluster and select the 
CH, one for energy and 
another for delay. 
2. using relay node to reduce 
power between CHs. 

1. High overhead. 
2. It is assuming all nodes 
can connected directly to the 
BS. This is not always can 
applicable in practical 
networks.  

BCBRP 
Ahn, et al 

(2011) 

Multiple-hop /  
Multiple-hop 

Network 
lifetime 

Not 
specified 

1. Minimized the overall 
chain link with minimum 
Spanning tree algorithm. 
2. A void long link by 
divided sensing area into 
sub-area.  
  

1. Single chain caused more 
delay. 
2. Randomly selecting for the 
main head. 
3.  Randomly deployment is 
not always applicable with 
equal dividing area. 

RPB 
Yang, et al 

(2013) 

Multiple-hop / 
Single-hop 

Network 
Lifetime 

MATLAB 

1. Distance threshold for next 
hop connection  
2. Using sleep mode. 
3. Selected the chain head by 
considering both residual 
energy and distance. 

1. It loss the sleeper coverage 
range along round time and  
2. Overhead caused by 
selection sleeper nodes.  
3. Methodology to calculate 
distance threshold not clear.  

Chain-
Based1 

Chain-
based2 

Hadjila, et 
al 

(2013) 

Multiple-hop / 
Single-hop 

Multiple-hop /  
Multiple-hop 

Power 
Consumptio

n and 
number of 
alive nodes 

MATLAB 

1. Using multi chain concept 
to reducing delay and 
redundant data  
2. Saving nodes power.  
3. Prolong network lifetime  

1. Random deployment have 
not guarantee to evenly 
distributions for nodes.  
2. Multi CHs without 
adaptive way to rotate role of 
CH reduced lifetime. 

PCCR 
Qiao, Zeng 

(2011) 

Multiple-hop /  
Multiple-hop 

Life cycle MATLAB 

1. Prolong the network 
lifetime of all nodes. 
2. keep energy for far cluster 

1. Designed for specific area  

2. Not suitable for 
expandable 

Grid-
PEAGASIS 

Yung et al 

2010 

Multi-hop/Multi-

hop 
Network 
lifetime 

Not 
mention 

1. Avoiding long next hop 
link happen in some nodes 
with PEGASIS.  

1. Single chain construction. 
2. Delay and redundant data 
cannot avoid  
3. Method is not explained.  
4. Randomly choosing CH  
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CHAIN-BASED ROUTING PROTOCOLS 
CHARACTERISTICS 

There are many common characteristics for the 
hierarchical routing protocols. However, it can be concluded 
that some are specifically for chain-based RP- Every 
node in the network is connected with the closest neighbor 
node only in a chain form. 

- Connection type in intra-connection is multi-hop, 
on the other hand inter-connection use single or multi hop 
until reach a BS. 

- Extendable of network lifetime with low power 
consumption. 

- Reducing the overhead coming from dynamic 
cluster formation. 

- Some protocols assume that all nodes can send 
Hello massage to the BS in first round to collect all nodes 
information 

- Chain-based network structure suffers from delay 
caused by Long Link (LL) and data redundant (repetition of 
data transmitions). 

- Division of Long Link (long chain) into sub-level 
of small chain is good idea to avoid data redundancy.  

- Residual energy is not considered when select CH 
in some protocols, while others consider this as CH selection 
condition. 

- Base Station is stationary and there exists only one 
base station in all protocols.  

- Compared with cluster based protocols, in chain-
based can reduce the energy consumption when nodes send 
data only to its closest neighbor.  

- Energy distributions in chain-based 
routing protocols are even due to little energy per bit used 
for communication 
  

CONCLUSION. 
 Wireless sensor networks applications have been 
widely used in the last decade Therefore, it is important that 
efficient and secure routing protocols are required for 
making sure of safe data delivery and prolonging the 
lifetime of sensor nodes.. Many researchers have developed 
different routing protocols in WSNs. Depending on the 
network structure, chain-Based is one of the important types 
that can reduce the power consumption and prolong the 
lifetime for the network In this paper some of chain-based 
routing protocols in WSN in term of the details, figures, 
phases, advantage and disadvantage is discussed. 
 The characteristics and some of the important 
performance metrics of chain-based routing protocols are 
explained. Furthermore, chain construction becomes the key 
factor to differentiate between these protocol, greedy 
algorithm, simulated annealing, ACO algorithm, spanning,  
and so on. After chain construction, the chain head selection 
also varies from protocol to another. Some of them 
randomly selects without considering the residual energy 
and results in shorter node lifetime. In other hand when the 
protocols using node position and remaining energy to 
select CH the lifetime and number of live sensor will be 
increase because of the balancing of the power dissipation. 

 Chain construction, node deployment, chain head 
node selection, scalability, coverage area, energy 
consumption, location awareness, nature of environment, 
WSN Applications, control message and QoS still open 
challenges for researchers when developing new protocol in 
WSNs. 
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ABSTRACT 
Nowadays, mobile botnet is considered as one of the biggest cyber threats attacking the smartphones especially on the 
Android platform. The loss of money, confidential information and productivity due to mobile botnet attacks to the 
smartphones, have triggered the formation of this research paper. This research paper presents a comprehensive review 
on the existing techniques in mobile botnet detection. A comparison with the existing works related with mobile 
detection techniques is further investigated and evaluated. Furthemore, this research paper explores the possibilities to 
integrate the genetic algorithm in mobile botnet detection to optimize the detection rate. Based on the comprehensive 
review made, it has been identified that the genetic algorithm is offering a promising result for a higher  mobile. 
 
Key words: Android, mobile botnet detection, Genetic Algorithm.  

 
INTRODUCTION 

United States Computer Emergency Response 
Team (US-CERT) has reported that malwares especially 
mobile botnet are currently have emerged as new threat 
targeting mobile platform (US-CERT, 2010). With the 
increasing number of smartphone users, mobile botnet has 
become as one of the major threats attacking mobile 
platform, especially the Android OS.  

An infected device, known as bot can be part of a 
large connection of other infected devices, botnet. The 
botmaster behind this connection is in-charge and can 
control the infected devices (Feizollah et al., 2014). Once 
the devices got infected, these devices inform the botmaster 
and utilize it for spam, then initiate the distributed denial of 
service attack (DDoS), premium call and SMS syndicate 
and also stealing bank credential. Furthermore, statictics 
reported by F-Secure showed an increasing numbers of bots 
spread from January to March 2014 (F-Secure Labs, 2014). 

 

 

Figure 1: Categories of sample from New Variant 
detected(F-Secure Lab, 2014) 

 
ANDROID ARCHITECTURE 

 
Anatomy of Android OS 
 Android was created by Android Inc. which was 
bought by Google and released as the Android Open Source 

Project (AOSP) in 2007. A group of 78 different companies 
formed the Open Handset Alliance (OHA) that is dedicated 
to develop and distribute Android. The software can be 
freely obtained from a central repository and modified in 
terms of the license which is mostly BSD and 
Apache(Google Inc., 2014). 

Android was built from the ground-up, enable 
developers to create mobile applications that take full 
advantage of all a mobile device has to offer, open and now 
expanding towards tons of mobile devices. It is not just an 
operating system but a complete software stack that 
includes application framework, libraries and some core 
applications as shown in Figure 2. The Android architecture 
is made up of different components, which are composed 
into different layers (Maker and Chan, 2009). 

 

 
Figure 2: Android OS anatomy 

 
 

(Xianhua et al., 2009) and (Brahler, 2010) differentiate and 
describe the main component of Android Architecture as 
follows:  

A. Applications  
Any installed applications are positioned on top level 

in the framework, stretching from contact-app, SMS app, 
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email client, to games and productivity-based like calculator 
and document editor. Application are created using the Java 
programming language.  

B. Application Framework  
Developers have full access to the same framework 

APIs used by the core applications. It is also based on Java 
programming language. The application architecture is 
designed to simplify the reusing of all components. This 
mechanism allows every component to be replaced by the 
user.  

C. Libraries  
A set of C/C++ libraries is included and used by 

various components of the Android system. These 
capabilities are exposed to developers through the Android 
application framework. 

D. Android Runtime  
The Android Runtime comprises of the Dalvik 

virtual machine and the Java core libraries. Every Android 
application runs in its own process given by the OS, and 
owns its own instance of the Dalvik virtual machine.  

The Dalvik VM is executing files in .dex (Dalvik 
Executable) format in the application file which was 
optimized for minimal cpu-and-memory-usage. The Virtual 
Machine is register-based, and runs classes compiled by a 
Java language compiler that have been transformed at 
compile-time into the .dex format using the "dx" tool, that 
are shipped with the SDK.  

E. Linux Kernel  
Android relies on Linux (the first Linux Kernel 

version 2.6, now version 3.1.4) for core system services 
such as memory management, process management, 
network stack, security, and driver model. The core also 
acts as a hardware abstraction layer between the 
applications and all the hardware. 

 
MOBILE BOTNET DETECTION 

 
Common Botnet Detection Method 

According to (Karim et al., 2014), botnet detection 
techniques are classified into two broad categories which 
are Honeynet and Intrusion Detection System (IDS). 

 
i) Honeynet is one way of harvesting data and 
metadata from bots for deeper analysis. This includes 
analyzing the characteristic, the damage intensity of the 
attack, and also the technology used behind. Then, those 
information will be used to further investigation 
especially in locating the C&C server thus identifying the 
attacker and its motivation. 
ii) IDS is a hardware-type or software-type 

application that inspects the incoming and outgoing network 
traffic for malicious activities or policy violations. IDS has 
the capability to respond to malicious traffic by blocking the 
users’ IP from accessing the network. For IDS detection 
technique, it is classified as a signature based approach 
where the packets are compared with available database 
with signatures of known malicious threats and an anomaly 
based approach where it monitor and compare the traffic 
with an established baseline. 
 Note that this kind on detection usually applied on 
host machine such as computer and server and also on 
network-level while mobile botnet appear as a new kind of 

device that use low computational power, small screen and 
consume less bandwidth of data. Rather than using P2P and 
HTTP protocol, mobile botnet also capable to utilize other 
feature in smartphones such as SMS which will be 
discussed later. 
 
Mobile Botnet Characteristic 

(Pieterse and Olivier., 2012) had categorized the 
mobile botnet characteristic, which also related closely to 
botnet functionality that attack computers and servers such 
as communication with C&C server and also stealing 
credentials. 
 

i. Repackaged Application: Legit application code 
modified by adding  malicious and rehosted back on 
the application market. During installation, user will 
not notice the malicious intention of the application. 

ii. Receiving commands: The most important 
characteristic is to be able to receive command from 
any remote server. 

iii. Messaging: This can be used either for receiving 
command or to generate profit by exploiting the SMS 
app to subscribe with expensive premium SMS 
services. A lot of money can be generated here. 

iv. Stealing Credentials: After receiving command, 
mobile botnet will grab any available information 
that may be valuable such as contact number, IMEI, 
GPS location, and the phone version. 

v. Excessive permission request: In the application, it is 
required to stated what kind of service or hardware it 
will request to access. Usually in repackaged 
application, it will prompt to request tons of features 
required by the malicious code to run hiddenly in 
smartphone. 

vi. Additional Content Download: This ability usually 
triggered by disguised app which is legit during 
installation until some time, it trigger to download 
update so it will enhace the malicious ability. 

 
Techniques Used in Detecting Mobile Botnet 

In previous years, many studies have been 
conducted on mobile botnets such as by (Traynor et al., 
2009), (Mulliner and Seifert, 2010), (Zeng et al., 2010), 
(Guerard and Park, 2013), (Zhou and Jiang, 2012).  Traynor 
et al. studied the possibility of using bluetooth as the C&C 
channel of a botnet while (Mulliner and Seifert, 2010) 
proposed SMS-HTTP command and control system in 
which the attacker created command and then the command 
was sent to bots via SMS. The command is then being 
uploaded to a designated website in an encrypted file. Then, 
each bot will download, decrypt the file, and send out the 
commands to other bots via SMS. (Zeng et al., 2010) 
designed a SMS-P2P hybrid botnet which uses SMS as the 
C&C channel, and the peer-to-peer (P2P) network as the 
underlying structure. Botnet communicates by obtaining 
commands in a P2P fashion by sending and receiving SMS 
messages. 

Guerard et al. have created a customized piece of 
malware to investigate the capabilities and limitations of 
Android malware authors and anti-virus detection (Guerard 
and Park, 2013). The sample in which equipped with zero-
day attack, capable to penetrate the Android market without 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

3

 

 

being detected by signature based anti-virus. (Zhou and 
Jiang, 2012) also mentioned the incapability of the Android 
anti-virus software to protect against attacks of known 
samples, where it was only able to capture 20% of the 
malwares. The capability of the sample that has been 
released 2 years ago, to bypass the anti-virus detection is a 
challenge for researchers and the anti-virus company to 
solve it immediately. 

 
Feature Used in Mobile Botnet Detection Technique. 
 Prior doing the mobile botnet classification, the 
mobile  botnet feature must be extracted from the sample. 
The Android application is packaged as .apk file (Maker 
and Chan, 2009). The summarization of the existing works 
on feature extraction for mobile detection can be referred in 
Table 1.  
 

Table 1: Summary on Feature Extracted for Detection 
 
Paper Title Feature 

Used 
Strength Weaknesses 

Crowdroid 
(Burguera et 
al., 2011) 

Android 
System Call 

Good 
detection as 
Genuine app 
issue 
different 
type and 
number of 
System Call 
compared to 
malicious 
app 

False-positive 
more likely to 
occur if the 
apps make use 
of less system 
call 

MADAM: Mu-
lti-level 
Anomaly 
Detector for 
Android 
Malware 
(Hanumantha et 
al., 2011) 

13 feature 
based on user 
and kernel 
level 

The overall 
detection 
accuracy 
was of 
100% for all 
malware 

MADAM is 
able to detect 
an intrusion 
attempt but it 
is not able to 
detect the 
malicious 
source. 

PUMA: 
Permission 
usage to detect 
Malware in 
Android 
(Sanz et al., 
2013) 
 
 

Permission High 
Detection 
Rate 

High False-
Positive  rate 

 
Performance 
Evaluation 
Permission-
Based 
Detection for 
Android 
Malware 
(Chun-Ying, H. 
et al., 
2013) 
 

 
Permission 

 
Permission 
is the first 
layer of 
defense on 
android 

 
The 
performance 
of detection is 
not very good, 
only 81% 

An Android 
Application 
Sandbox 
System For 
Suspicious 

System Call, 
library calls 

Measureme
nts are very 
diverse, 
delivering a 
very high 

Yet to be 
found, only 
done POC 

Software 
Detection 
(Bläsing et al., 
2013) 
 

entropy 
dataset 

Detecting 
Android 
Malware by 
Analyzing 
Manifest files 
(Sato et al., 
2013) 

Permission, 
Intent 
filter(action, 
category) 
Process Name 

Only use 
manifest 
file, 90% 
rate of 
detection 

The sample is 
old, retrieved 
before 
September 
2011 

A Machine 
Learning 
Approach to 
Android 
Malware 
Detection 
(Sahs et al., 
2012) 

Permission, 
Control Flow 
Graph 

Low false-
negative 
rate 

High false-
positive rate 

A Study of 
Machine 
Learning 
Classifier For 
Anomaly-
Based Mobile 
Botnet 
Detection 
(Feizollah et 
al., 
2013) 

(Network) 
TCP_size, 
Connection 
Duration, 
No. of 
parameter in 
GET/POST 
request 

Can achieve 
up to 
99.94% 
detection 
rate  

No guarantee 
on new 
sample, 
system need 
more new 
training 
dataset 

Detection of 
Malicious 
Android Mobile 
Applications 
Based on 
Aggregated 
System Call 
Events 
(Joung Ham et 
al.,  2014) 

System Call Improved 
version of 
Crowdroid, 
better 
malware 
detection 

The existing 
weakness in 
Crowdroid, is 
not addressed, 
no 
improvement 
on similar 
issue. 

 
Therefore, based on the weaknesses identified in Table 1, it 
is very significant and a need to have a standard operating 
procedure(SOP) in extracting the the feature in the dataset. 
A proper SOP in feature extraction, helps to increase the 
detection rate. 
 

GENETIC ALGORITHM 
 

Structure of Genetic Algorithm 
Genetic algorithm (GA) was developed by John 

Holland and his team, is a subset of Evolutionary algorithm 
where it was inspired by nature's reproductive system, in 
which the population is represented as genotype, decoded 
and evaluated for fitness. From there, only the fittest 
individuals in a generation will undergo optimisation 
process such as selection, recombination and mutation to 
produce subsequent generations (Goldberg, 1989; Holland, 
1992). Figure 3 shows the model on how the Genetic 
Algorithm works. 
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Figure 3 : Early Genetic Algorithm Model (Holland, 1992) 

 
 

Botnet Detection with Genetic Algorithm 
Implementation 

Genetic Algorithm (GA) has evolved as several 
studies had been published on malware detection intergrated 
with GA such as by (Noreen et al., 2009; M.N. Yusoff et 
al., 2011; Aldwiri and Alsalman, 2012; Edge et al., 2006; 
Mathew et al., 2014). 

(Noreen et al., 2009) had done a proof-of-concept 
study where they evolve a well known virus family, called 
Bagle into new viruses, previously unknown and 
knownvariants of Bagle using Genetic Algorithm. Out of a 
population of 2000 sample, only 50% of it is matched with 
the original Bagle sample while others are new variant of it. 
Testing with commercial anti-virus solution shows not all 
population are detected, conclude that software can be 
evolved, inspire softwares, especially malware detector to 
ensure reusability rather than redeveloped from scratch. 

(M.N. Yusoff et al., 2011) implemented GA to 
improve classification and the accuracy rate of portable 
executable(PE) file that failed to be classified by decision 
tree classifier while (Aldwiri and Alsalman, 2012) also 
implemented GA to expand the training dataset through 
mutations. It managed to reduce training time and increased 
the detection from 77% to 80%. While (Edge et al., 2006) 
had applied GA in REALGO AIS algorithm by training and 
modifying the antibodies where if a program match the 
antibody beyond a specified threshold, then the antibody is 
updated so the detection of malicious code improved. 
Despite the fact that REALGO is an AIS-based algorithm, 
GA actually improve the algorithm to find better solution. 
(Mathew et al., 2014) implemented (GA) into the layered 
system to detect and filter http botnet attack and has 
succeeded provide less false positive rate.  

 
 

Table 2: Summary on Botnet Detection Integrated 
with Genetic Algorithm 

 
Proposed 
Method 

Rationale Strength 

Noreen et al.,
2009 

Evolve Bagle virus 
into new set of 
unknown and 
known- variants of 
viruses using Genetic 
Algorithm 

Creation of more 
dataset and high-
level feature 
representation of 
Bagle virus, mostly 
not yet detected by 
commercial 
antivirus. 
 
 

M.N. Yusoff et
al., 2011 

Using GA to 
improve 
classification and the 
accuracy rate of 
portable 
executable(PE) file 
that failed to be 
classified by decision 
tree classifier 
 

Results shows that 
accuracy rate increases 
as the value of 
threshold increases. 
 

Aldwiri and
Alsalman, 2012

Expanding dataset 
using GA to reduce 
training time. 

Detection improved 
from 77% to 80% 
 

Edge et al.,
2006 

Using GA to train 
antibodies so it 
would be up-to-date 
and improve 
detection. 

The antibodies are 
tuned to 
differentiate 
between good and 
bad processes and 
programs. 
 

Mathew et al.,
2014). 

Implement GA into 
layered system to 
detect and filter 
HTTP botnet 

Manage to produce 
less false positive 
rate result. 

 
Most of the existing works discussed above were 

not focusing on mobile botnet and targeted for Windows 
platform only. Therefore, with the existing theory and 
model especially by (Noreen et al., 2009), it is possible to 
integrate Genetic Algorithm with mobile botnet detection by 
evolving the mobile botnet dataset sample and train the 
malware detector to continue improve the detection rate to 
achieve better and more higher detection rate. Other 
capability includes predicting the future variant of mobile 
botnet based on the variant evolved by using GA also can be 
further explored. 

 
CONCLUSION. 

 The number of mobile devices that use Android 
OS is increasing tremendously all over the world and it is 
expected to be more with the introduction of Internet of 
Things(IoT) that enable more mobile computing devices to 
be implemented anywhere (Malaysia Communication and 
Multimedia Commission, 2013). A new and better 
intelligent malwares and variants will be created to exploit 
the smartphones for malicious intention. It is a challenge for 
the researchers all over the world to develop a method or an 
algorithm to detect such new intelligent threat efficiently. 
For future work, a new model using Genetic Algorithm to 
improve the mobile botnet detection will be developed by 
the researchers of this research paper. 
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ABSTRACT 
An innovative breakthrough in computer science is cloud computing and involves several computers which are connected 
via the Internet or it is dispersed over a network. A large database, services, applications, software and resources are an 
integral part of this technology. It has the capability to operate a program or applications on numerous connected 
computers simultaneously and permits the users to enter applications and resources through a web browser or web service 
via the Internet anytime and anywhere. Current susceptibility in elementary technologies gravitates to expose doors for 
intrusions. Cloud computing offers enormous advantages such as cost reduction, dynamic virtualized resources, 
significant data storage and enhanced productivity. At the same time, numerous risks occur regarding security and 
intrusions,for example, worm can intercept cloud computing services, impair service, application or virtual in the cloud 
formation. Worm attacks are now more complex and resourceful making intruders more difficult to detect than 
previously. The motivation of this research is founded on ramifications presented bythe worms.  This paper presents 
different intrusion detection systems affecting cloud resources and service.  Moreover, this paper illustrates how genetic 
algorithm can be integrated in detecting worm attacks in cloud computing more efficiently. 
 
Key words: Cloud computing Intrusions detection worms Genetic algorithm 

 
I.   INTRODUCTION 
                 Using internet and remote server for keeping data 
and applications is new technology known as cloud 
computing. Furthermore, users can use applications or 
services on the clouds through web browsers or web 
services by utilizing the internet (Jamil and Zaki, 2011). It 
offers enormous potential to enhance productivity, decrease 
costs, dynamic virtualized resources, and distribution of 
many economic advantages among its adapters (Qaisar and 
Khawaja, 2012). Cloudcomputing contributes the different 
types of services; Software as a Service SaaS (e.g. Google 
Apps), Platform as a Service PaaS (e.g.  Microsoft’s 
Azure(Azure services platform.), and Infrastructure as 
Service IaaS (e.g. Amazon Web Service (AWS)).  
It is remarkable that cloud computing and improve the 
validity of an organization and maintain competent 
management support with minimum resources (Mell and 
Grance, 2011). The latest technology, known as cloud, 
altered peoples’ lives and fortified their employable 
yearsvia several cloud services. Individual lives are affected 
by this technology via operations and storage abilities. 
Currently, many organizations have recognised the 
emphasisof the cloud for its compliance, operational 
benefits, and substantial cost savings. For example, in 2010 
UK government introduced the G-Cloud, government cloud 
infrastructure. Vindictive codes transfer from one infected 
machine to another vulnerable machine through a network 
without the owner's permission (Saudi, 2011).Owing to the 
nature of a centralized network, susceptible and personal 
information has become an objective for attack by 
malicious worm which is one of the most precarious roads 
for attackinga cloud host. Regarding an attack, the 
intruderattempts to corrupt a barbed service, application or 
virtual machine in cloud formation and exhibits itself as a 
genuine user and hatches its personal barbed service, 
application or virtual machine, andutilizes the malicious 
code into the cloud structure (Biedermannand 

Katzenbeisser,2011). Moreover, depending on  signature 
based antivirus  it has ability  to detect  high accuracy when 
the signature has been known. The shortcoming of this type 
of detection is when the malware morphs its signature 
completely. Generally, this type of antivirus would fail to 
detect a novel attack. 
Cloud computing experiences numerous traditional attacks 
such as denial of service (DoS) attack ,authentication attack, 
cloud malware injection attack, IP spoofing anddistributed 
denial of service (DDoS). Efficient intrusion detection 
systems (IDS) must be embedded in cloud framework to 
alleviate such intrusions. 
The rest of the paper is structured as follows: In the next 
section the cloud computing paradigm is introduced; In 
Section 3 presents worm attacks definition; In Section 4  
detection methods in cloud computing and worm attacks in 
cloud are described ;In section 5 discussed General  
methods to detection malware; Section 6 presents various 
techniques for intrusion detection system(IDS) in cloud 
computing ,and finally conclusion and future works are 
depicted. 
 
II.   CLOUD COMPUTING 
                 Cloud computing refers to both applications 
delivered as services over the internet and the hardware and 
systems software in the datacenters that provide those 
services(Armbrust et al., 2012). Armbrust et al.(2012) 
defined the services as software as a service (SaaS). The 
datacenter hardware and software is what has been 
determined as a cloud. The researchers also mentioned  two 
categories of cloud, the first one being the public 
cloudwhich is available to the general public andthe second 
one which is the private cloud that is is only operable for a 
company. Figure 1 illustrates the roles of the users or 
service providers for the cloud computing.Software 
installation, applications, services, maintenance and 
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centralized control over versioning into cloud are the 
responsibility of service providers. These applications or 
services on the clouds can be utilized through web-browsers 
and web services by using the internet. 

 
Figure 1: Users and Suppliers of Cloud, adapted from 

(Armbrust et al., 2012). 
Cloud computing is defined as the hardware and software 
services fundamentally cached in web servers, and cloud 
connected on the internet (Aymerich et al., 2008). A PC, 
PDA or some other device is necessary for the user to 
access services into cloud via a browser and an internet 
connection at any time anywhere. The users are supplied 
with the services and data they require by service providers. 
Management of video folders, web mail, photo and other 
services are supplied by cloud computing. 
Cloud has been defined as a distributed computing 
paradigm (Foster et al., 2008) which is a dispersed 
computing model, steered by boundaries of scale consisting 
of virtuality, storage, platforms and services which are 
accessed and transferred on demand over the Internet to 
customers.Cloud architecture can be classified into four 
layers; applications, platform, unified resource and 
fabric(Fosteret al.,2008)The application layer consists of the 
applications which would operate in Cloud. The platform 
layer augments a collection of specially designed tools and 
services to a distribution platform as in the case of a web 
hosting domain. Unified layer  consists of resources which 
have been remote or enveloped usually by virtualization 
such as a coherent filing system and database. Hardware 
resources such as storage, network and computing resources 
are contained in the fabric layer. 
 
III.  WORM ATTACKS DEFINITION 
                  A worm is a pernicious code that can interfere 
with systems and applications and has the capability to 
morph their primary codes thereby causing those systems 
and applications to disintegrate and therefore cannot be 
employed for standard operation (McGraw and Software, 
2000). 
A worm has been defined as one of the most threatening 
types of malicious codes and encroaches enormous volumes 
of internet applications via software codes (Marhusin, 
2012). 
An intruder, during a cloud attack, will endeavor to 
implement into the cloud system and it requires the 
antagonist to form its own barbed service application (SaaS 
or PaaS) or VM to the cloud system and attempt to put 
himself as a cloud user. If successful, the cloud system will, 
as a matter of course, avert the legitimate user’s notic to the 
barbed service application plus the intruder’s code is 
accomplished (Jensen et al., 2009). 

In cloud computing Kanaker et al., (2014) demonstrated an 
example on how aworm attack functions and ascertained its 
actions by adopting dynamic analysis.The outcome 
exhibited that the worm deleted a file in “C” directory, 
C:Windows\System32\Worm64.dll which was utilized by 
the worm to violate cloud server thereby destroying files, 
registry and data saved in the server. 
 
IV.    WORM ATTACKS AND DETECTION 
METHODS IN CLOUD COMPUTING 
              Internet and remote servers are utilized for 
preserving data and application via cloud computing. Users 
are able to use services applications through cloud (Ren and 
Lou, 2009). Unfortunately, cloud computing is at risk from 
openness including attacks from invaders.Security threats 
and worm injection attacks are serious issues of cloud 
computing (Zunnurhain and Vrbsky, 2010; Qaisaer and 
Khawaja, 2012). 
Worm attacks in the cloud are where the worm intrudes and 
becomes an authentic service operation thereby making 
cloud services unethical (Zunnurhain and Vrbsky, 2010). 
Worm attacks are complex, can alter data significantly or 
results in a gridlock and compels the user to wait until the 
attacks are concluded. The worm operate in the cloud 
computing operations and obtain rights and concessions to 
control all cloud surroundings.  Some solutions were 
contemplated to address this issue.  Firstly, when a users 
accesses an account in cloud, the cloud supplier 
immediately forms user’simage in a Virtual Machine (VM) 
in the image archive system of cloud. Secondly, it was 
proposed that a higher level of integrity be introduced 
because it is extremely challenging for an intruder to enter 
in the Iaas level. It was also advocated using File Allocation 
Table technique (FAT).Zunnurhain and Vrbsky(2010), 
proposed a higher mandate of security in the hardware level, 
because it is significantly onerous for an attacker to enter 
the IaaS level and challenging for an intruder to infringe in 
the IaaS level. this technique monitor  what  about the 
applications that the user is going to operate.  It can also be 
verified that it has been utilized and executed previously 
from the user’s machine to determine validity and integrity. 
Also, they use hypervisor method for scheduling all 
instances but prior to that the provider authenticates the 
integrity of the instance from the FAT table of the user’s 
VM. The other direction is to store the OS type of the user 
when they open an account. Before launching an instance in 
a cloud it surveys the OS type from which the instance was 
requested based on the OS type of the user. For the cloud 
provider these solutions require a lengthy period of time to 
process. 
During a worm injection attack an attacker will attempt to 
develop a personal vindictive service (Qaisar and Khwaja, 
2012) into the cloud structure to contaminate service, VM 
or application. The user will then request the vindictive 
service, thinking that it is a legal service, and the malicious 
code will be inserted into the system.  Normally, the 
attacker uploads a virus programme and disperses it on 
cloud structure. When users use the vindictive service, the 
cloud bombards the virus over the internet to the client, 
thereby infecting the client’s machine. Qaisar and Khwaja 
(2012) advocated a counter-measure to remedy this problem 
such as ascertaining the authenticity for receiving messages 
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and storing the original image request and comparing it with 
the hash value by using the hash function. This solution is 
not foolproof because the attacker can form a genuine hash 
value to handle cloud system and for this reason they were 
unable to adequately detect worm and avoid the attack in 
cloud computing environment. 
A new retrospective detection approach was proposed based 
on Portable Executable (PE) format file relationships (Liu 
and Chen, 2010). Using a Hadoop platform a system was 
implemented including map reducing jobs for distributed 
computing and data storage, three computers and used 18 
worms. Retrospctive detection was used and permits the 
identification of worms from aged information when host or 
users enter related files. When a threat is diagnosed it then 
forms PE logs format files in each computer where the logs 
hold information about all new PE files. Should any 
modifications be detected in PE it is then effortless to 
capture worm to retrospective detection of worm attacks. 
The log compiles a logging programme which collects file 
information and later the logs will be commissioned to the 
cloud server where file indexing processes each log and 
relation indexing and map reduction. The file indexing 
details what PE file are in existence and in which computer. 
The relation indexing shows which comouter holds a 
definitive liaison with PE files. In map reduction, the file 
indexing and relation indexing form one index to 
retrospective method of detecting worm attacks by cloud 
computing. This system produces an increased disclosure 
rate (94%) together with a decreased false positive rate as 
compared to previous studies. 
 
 

Table 2.The Challenges of Different Worm Detection 
Methods 

Title Method used for 
WormDetection 

Challenges 
For 

Improvement 
Cloud Computing: 
Network/Security 
Threats and 
Countermeasures(Qaisar 
and Khawaja,2012) 

-Check the 
authenticity for 
received 
messages. 
-Store the 
original image 
file using hash 
function. 
 
 

-Attacker can 
create 
alegitimate 
hash value to 
deal with 
cloud system. 

Security Attacks and 
Solutions in Clouds 
(Zunnurhain and 
Vrbsky, 2010) 
 
 

-Using File 
Allocation Table 
technique (FAT). 
-Utilize the 
Hyper visor 
method. 
-Storing the OS 
type of the user. 

-Process time 
for the cloud 
provider is 
very high. 

Retrospective Detection 
of Malware Attacks by 
Cloud Computing (Liu 
and Chen,2010) 

-Portable 
Executable (PE) 
format file 
relationships. 
-May reduce job. 
-Hadoop 
platform. 
-File indexing. 
-File-relation 
index. 
 

-These 
methods are 
only effective 
on Hadoop 
platform. 
-Some worms 
can generate 
different log 
file each time 
so cannot be 
detected 
easily. 
-Process time 
is high due to 
a large 
number of 
files. 
-Detection 
method based 
on behavior 
only. 
 

 
 
V.  METHODS TO DETECTION MALWARE 
 

A. Signature based detection 
                        Signature based detection method involves 
using patterns extricated from numerous malwares to 
authenticate them.A signature like a fingerprint is a unique 
characteristic for individual files but the drawback with this 
method is that significant manpower and time is required to 
extract unique signatures. It is insufficient to use this 
method solely for the detection of malware. It would be an 
obstacle to encounter malwares which mutate their codes in 
individual infections such as polymorphic and metamorphic 
(Gutmann, 2014). 
According to Dhage and Meshram(2012) they suggested a 
detection system to expose intruders and attacks in a cloud 
computing environment based on the signature method. 
This system investigates network traffic and checks for 
sceptical activity. It has the ability to take steps against 
barbed traffic such as, impeding the user IP address from 
entering the network. By utilizing the intrusion detection 
system, it exposes unknown signatures founded on seeking 
for definitive signatures of known threats. A signature based 
intrusion detection system monitors packets on the network 
and compares them with a database of signatures from 
acknowledgedmalicious threats. They deploy intrusion 
detection system sensors for cloud users who require an 
intrusion detection system to expose attacks on their 
services and to be aware if the used services or hosts are 
attacking other victims. The cloud provider can use VMM 
functions to monitor virtual machines. 
Truelove and Brumley, (2010) conferred an anti-malware 
system called Split Screen which is based on signature-
based parameters. This system executes an extra screening 
stage prior to the signature matching in their system. 
Screening steps are used to filter non-infected files and 
identify malware signatures that are not of interest. The files 
can then be scanned using only the necessary signatures. 
Split Screen was implemented as an extension of ClamAV 
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and was proven that scanning throughput is improved using 
signature sets using half the memory. 
Martinez et al., (2010) presented a model to detect malware 
on cloud computing integrating intrusion ontology 
representation using signature methods. This model uses 
multiple engine services which follows a set of defined 
parameters and standards for web service technologies.This 
model is founded on analysis with specific applications 
residing on the client. It can enhance their performance if 
they are moved to the network, where instead of running 
complicated software on every host, it gives each process a 
light to enter the system files. Then it sends them to the 
network to be analyzed by multiple engines and then to 
decide whether or not they are executed according to the 
report of threat delivered. 
This model is a multi-engine based file analysis service 
deployed in cloud computing, via a group of protocols and 
standards for web services. It is used to identify the files 
with malicious codes through the remote analysis by 
multiple engines. The result offers the contingency of 
expanding the rate of the assertion characterization of 
harmful files. 
An efficient solution for detecting known or variations of 
attack is signature based detection but is unable to detect 
unknown attacks or variation of known attacks. 
 

B. Behavior based detection 
                        Behavior based malware detection technique 
scrutinizes programme behavior to decide whether it is 
corrupt. It has the ability to expose various types of 
malware based on signature techniques but this method is 
very difficult to detect thereby possibly causing a false 
alarm as the technique observes what an executable file 
does. Various samples of malware can be identified by a 
single behavior. 
Dolgikh et al., (2013) proposed a novel approach to monitor 
the execution status of user application programs and 
detectsuspicious processes in cloud servers using behavioral 
method. They combined the hypervisor to monitor all OS 
level system calls in all VMs in cloud computing 
environment. Two phases were used in this approach, which 
is the learning stageand the detection stage to search for the 
malware in the cloud. During the training phase, they 
intercepted and analyzed a stream of system calls for a 
sufficient time period to cover the majority of normal 
system operations. While in detection phase, they observed 
the stream of system calls and detected any deviation from 
the previously defined model of normal behavior. Malware 
performs benign functionalities inconsistent with normal 
behavior, which is instrumental for attack detection. The 
detection of the suspicious processes in cloud by monitoring 
system calls of processes running in each virtual machine. 
The proposed behavioral modeling scheme aims at 
addressing the software-oriented threats in categories. 
Wageneret al., 2008)proposed a flexible and automated 
approach to extract malware behaviour by observing all the 
system function calls performed in a virtualized execution 
environment. Similarities and distances between malware 
behaviors are computed which allows classifying malware 
behaviors. The main features of this approach reside in 
coupling a sequence alignment method to compute 
similarities and leverage the Hellinger distance to compute 

associated distances. The classification process proposed by 
this work is using a phylogenetic tree. However, this 
technique has a limitation due to the wrongly classified 
malware behavior. 
A framework was implemented for improving behavior 
based analysis of malware (Martignoni et al., 2009). The 
framework only improves the capabilities of existing 
dynamic behavior based detectors such as TTAnalyze, 
Panorama and CWSandbox and is not the malware detector. 
The framework was founded on cloud computing 
environment by examining a piece of malware on behalf of 
multiple end users in concert. 
Cloud can detect anonymous attacks at different strata by 
behavior detection techniques.  In cloud, huge numbers of 
incidents like  (system level or network level) develop 
making it arduous to observe or domination them using 
behavior detection technique. There are numerous 
techniques utilized to enhance detection precision and 
efficiency of signature based detection and behavior based 
detection, such as Genetic Algorithm (GA), Artificial 
Neural Network (ANN), Fuzzy Logic, etc. 
 
VI. INTRUSION DETECTION SYSTEM (IDS) IN 
CLOUD COMPUTING 
 

A. Genetic Algorithm (GA) based IDS 
                       Genetic algorithms (GAs) (Dhanalakshmi and 
RameshBabu, 2008)are used to choose network features or 
to decide optimal parameters which can be used in other 
mechanisms to generate useful solutions to optimization and 
improve accuracy of IDS. 
Lu and Traore, (2004) presented Genetic Programming 
(GP) for detecting novel attacks on networks and four 
genetic operators; namely reproduction, mutation, 
crossover, and dropping condition and are used to evolve 
new rules from network features. However, these new rules 
take more time to generate. 
Dhanalakshmi and RameshBabu,(2008) proposed a method 
to detect misuse and anomaly by combining fuzzy and 
genetic algorithms. Fuzzy is used to include 
quantitativeparameters in intrusion detection, whereas 
genetic algorithm is used to find best fit parameters of 
introduced numerical fuzzy function. 
Information theory and GA based approach is used to detect 
abnormal behavior (Xiao et al., 2005). It determinesa small 
number of network features closely linked with network 
attacks based on mutual information between network 
features and type of intrusion. However, this approach only 
considers discrete features. 
Genetic algorithm is a family of computational models 
based on principles of evolution and natural selection, and is 
primarily used for finding optimal solutions to a specific 
problem (Li,2004). According to (Pohlheim, 2003) the 
process of a genetic algorithm starts with a randomly 
generated population, evolves through selection, 
recombination (crossover), mutation.Finally, the best 
individual (chromosome) is selected as the final result once 
the optimization criterion is met. Figure 3 shows the 
structure of a simple genetic algorithm. 
In a cloud computing environment, a selection of 
optimization parameters (network features)  will increase 
the precision of underlying IDS for intrusion detection . For 



VOL. X,NO. X,XXXXXXXX 

ARPNJournal of Engineering and Applied Sciences
 

©2006-2013 AsianResearch PublishingNetwork (ARPN).Allrights reserved. 

ISSN 1819-6608

5

 

 

that reason ,Genetic Algorithm (GA) based IDS can be used 
in Cloud. 

F
igure 3:Structure of a simple genetic algorithm (Pohlheim, 

2003) 
(Bobor,2006) has defined genetic algorithm as a 
programming mechanism, which mimics biological 
development as a problem solving approach. 
The genetic algorithms which advocates the survival of the 
fittest among a population. Therefore, a solution obtained 
by applying genetic algorithms to any problem, consists of 
only those optimal candidate solutions which are said to 
satisfy a predefined fitness value(EidHebba et al.,2011), 
(Srinivasa,2012). 
Based on previous work of genetic algorithms, the 
researchers contribution  in this paper  will be  use genetic 
algorithms to to develop a model  that effectively detects 
worm attacks and avoids worms from further propagation in 
cloud computing environment. Moreover, this research also 
aims to identify and evaluate various strategies of worm 
attacks, which vital prior designing and developing a robust 
model to track the worm attacks . 
Genetic Algorithms will be utilized to research the most 
advantageous solution to detect worm attack in cloud 
computing more efficiently because GAs are easy to 
modify,provide a wider solution space, possess tremendous 
capabilities for parallel processing,easily discoverable 
global minima,do not need prior knowledge of the problem 
space,least affected by the discontinuities in the problem 
space and reliable enough not to become trapped in local 
minima.  
The implementation of genetic algorithms offers many 
advantages to intrusion detection systems which are: 

 Genetic algorithms work with populations of 
solutions rather than a single solution. This makes 
them suitable forbehavior based intrusion 
detection, where the behavior attributes may 
exhibit varying values. 

 Genetic algorithms are capable of working in 
multiple directions simultaneously. This makes 
them beneficial for analyzing the huge volumes of 
multi-dimensional data to be processed by an 
intrusion detection system. 

 Genetic algorithms are highly re trainable. 
Therefore, using genetic algorithms for intrusion 
detection will add to the adaptability of the system. 

 
B.   Artificial Neural Network (ANN) based IDS 

                         Role of ANNs (Han and Kamber, 2006)  for 
intrusion detection is to be capable of generalizing 
information from incomplete information and to be able to 
distribute information as being normal or intrusive.Types of 
ANN used in IDS are as follows (Ibrahim,2010):MultiLayer 

Perceptron (MLP), Multi Layer Feed Forward (MLFF) 
Neural Nets (NN) and Back Propagation (BP). 
MLP based IDS was presented by(Moradi and 
Zulkernine,2004),they showed that inclusion of more 
invisible layers increase the detection precision of IDS. 
For misuse detection in network (Cannady, 2010) suggested  
a three layer neural network. The feature vector used in 
(Cannady,2010) was composed of nine network features 
(Protocol ID, Source Port, Destination Port, Source IP 
Address, Destination IP Address, ICMP Type, ICMP Code, 
Raw Data Length, Raw Data). However, the intrusion 
detection precision is significantly low. 
An efficient and effective solution of unstructured network 
data is ANN based IDS.The intrusion detection precision of 
this approach is based on number of invisible layers and 
training stage  of ANN.Needs more training and more time 
for effective  learning of ANN. Only use ANN based IDS 
cannot be an effective solution to detect intrusions for cloud 
as it requires a fast intrusion detection technique. (Vieira 
and Schulter, 2010) proposed approach for cloud 
environment using ANN based anomaly detection 
technique,which demands more training samples as well as 
more extra time for detecting intrusions effectively. 
 

C. Fuzzy Logic based IDS 
                      Fuzzy logic (Han and Kamber,2006) can be 
used to handle inaccurate description of intrusions. It 
supplies some elasticity to the uncertain problem of 
intrusion detection. 
Fuzzy association rules presented in (Su et al., 2009) are 
utilized to detect network intrusion in real time. There are 
two rule groups produced which are mined online from 
training data. Features for comparison are taken from 
network packet header. This approach is used for large scale 
attacks such as DoS/DDoS. 
(Tillapart et al., 2002) proposed Fuzzy IDS (FIDS) for 
network intrusions like SYN and UDP floods, Ping of 
Death, E-mail Bomb, FTP/Telnet password guessing and 
port scanning. Evolving fuzzy neural network (EFuNN) is 
introduced in (Chavan et al., 2004) for reducing training 
time of ANN. It uses mixture of supervised and 
unsupervised learning. The experimental results shown 
indicate that using reduced number of inputs EFuNN has 
better classification accuracy for IDS than only using ANN. 
The approaches (Chavan et al., 2004) (Tillapart et al., 2002) 
cannot be used in real time for detecting network intrusions 
as the training time is significant. To reduce training time of 
ANN (Vieira and   Schulter,2010), fuzzy logic with ANN 
can be used for fast detection of unknown attacks in Cloud. 
 

D. Host based Intrusion Detection Systems (HIDS) 
A host-based intrusion detection system (HIDS) is an 
intrusion detection system which observes and analyses the 
information collected from a specific host machine, the 
information such as network events, system calls and file 
system. HIDS has the ability to observe any 
alterationoccurring in this information and gives the reports 
existence of attack (Modi et al., 2013) 
With cloud computing, HIDS can be running in VM or 
hypervisor and host machine to detect intrusive behavior 
through monitoring and analyzing log file, user login 
information, security access and control policies. In case of   
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installing HDIS on VM it should be monitored by Cloud 
user whereas installing HDIS on Hypervisor, Cloud 
provider should monitor it(Dhanalakshmi and 
RameshBabu,2008) 
Vieira and Schulter (2010) proposed HIDS based 
architecture for Cloud computing environment. In this 
architecture, each node of cloud contains IDS which 
provides interaction among service offered, IDS service and 
storage service. The event auditor takes data from different 
resources like system logs. Based on the data received from 
event auditor, the IDS service is used for detecting intrusion 
by using knowledge based technique or behaviour based 
technique. Behaviour based technique is used to detect 
unknown attacks whereas the knowledge based technique is 
used to detect known attacks. The limitation of this 
approach is that it cannot detect any insider intrusions 
which are running on VMs. 
 

E. Hypervisor-based Intrusion Detection Systems 
                        Hypervisor-based intrusion detection system 
(HIDS) is fundamentally an intrusion detection system 
designed for hypervisors and is a forum to operate VMs. 
HIDS permits users to monitor and evaluate 
communications between hypervisor and VM, between 
VMs and within the confines of the hypervisor based virtual 
network (Modi et al., 2013). One of the paradigms of 
hypervisor based intrusion detection system is VM 
introspection based IDS (Garfinkel and  Rosenblum,2003). 
A pool of virtualized computer resources and to manage 
various VMs and hypervisors is defined as cloud 
computing.Hypervisor based IDS in cloud computing is one 
of the significant methods to detect intrusion in a virtual 
environment (Modi et al., 2013). The hurdles of this method  
are lack of experience by users. 
Garfinkel and  Rosenblum, (2003) proposed virtual machine 
introspection based IDS (VMI IDS) architecture which 
realize hardware cases, events and software states of host. 
The responsibility of VM is  hardware virtualization and 
also shows observation and interposition properties . VM 
interface is used for VMI IDS to connect with VMM,VMI 
IDS to take VM state information, observation specific 
events and controlling VMs. Summary of various Intrusion 
Detection Systems (IDS) are shown in Table 3. 

 
Table 3.   Summary of IDS Techniques 

IDS 
Technique 

features Challenges 

Signature 
detection 

-A unique 
feature for each 
file. 
-An efficient 
solution for 
detecting known   
-Attacks. 

-Required high amount 
of manpower and time to 
extract unique 
signatures. 
-By using this method 
alone in detecting 
malware is insufficient. 
- Unable to detect 
unknown attacks 

Behavior 
detection 

- It has the 
capability to 
detect different 
type of   
Malwares. 

- It is very hard to detect 
malware may    
 cause false alarm 

Genetic - Used to choose -Used in a particular 

Algorithm 
based IDS  

better features 
for detection. 
-Has best 
efficiency. 

mode rather than 
general. 

Artificial 
Neural 
Network 
based IDS 

-Multiple 
invisible layers 
in ANN increase    
 performance of  
classification. 
-Classifies 
unstructured 
network packet 
efficiently. 
 

- Huge number of 
samples needed for 
training effectively.. 
- Has minimum 
elasticity. 
- It needs more of time at 
training stage. 

Fuzzy Logic 
based IDS 

- supply best 
elasticity to some 
uncertain 
Problems. 
- Used for 
quantitative 
features. 

-Precision detection is 
lower than ANN. 

HIDS - determine 
intrusions by 
observation 
host’s  file 
system, system 
calls or network 
- No further 
hardware needed 
events. 

- It can observe attacks 
only on host where it is 
deployed. 
- Need to install on each 
machine such as host 
machine, hypervisor or 
VM . 
 

Hypervisor 
based IDS 

- It allows user to 
observe and 
analyze 
connections 
between 
hypervisor , VM, 
between VMs 
and within the 
hypervisor based 
virtual network. 

-Shortage of experience. 
- New and difficult to 
understand. 

 
VII.  CONCLUSION 

              Cloud computing is a fast emerging technology 
globally and offers many advantages such as decreased 
costs, dynamic virtualized resources, massive data storage 
and enhanced productivity. At the same time, cloud 
computing has various security risks and threats. Worm 
attacks in cloud are a developing threat and seen as one of 
the primary threats in cyber world. It is one of the most 
dangerous types of vindictive codes that can encroach into 
cloud formation and attempt to destroy a malicious service, 
application or VM. Research anticipates a contemporary 
method to detect worm attacks in cloud computing by using 
genetic algorithm which is ultimately more productive. For 
future work, genetic algorithm will be integrated to detect 
worms attack more efficiently in cloud computing 
environment.  
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ABSTRACT 
 
Red blood cells (RBCs) counting in blood smear image is very important to diagnose blood related diseases such as 
malaria and anemia before a proper treatment can be proposed. The conventional practice for such procedure is executed 
manually by pathologist under light microscope. However, manual visual inspection is laborious task and depends on 
subjective assessment which leads to variation in the RBC counting especially when there are many clumped RBC areas. 
In this paper a computer-aided systems is proposed to automate the process of counting the RBC from the blood smear 
image by considering an overlapping constraint. Initially RBCs region are extracted from the background by using global 
threshold method applied on green channel color image. Next, noise and holes in the RBCs are abolished by utilizing 
morphological filter and connected component labeling. Following that, information from the RBCs’ area is extracted to 
determine single and overlapping RBC region. The former region can be counted directly while the latter need to be 
process further to estimate the number of individual cells. In this paper, two estimators which are Distance transform and 
Hough transform are utilized to count cells in the clumped regions. Eventually, the total RBCs is found by summing up 
information from the single cell number and from the estimator. The proposed method has been tested on blood cell 
images and it demonstrates that Hough transform is more reliable to predict number of total RBCs. 
 
Key words: Red Blood Cell Counting Overlapping  Distance transforms Hough transform  

 
INTRODUCTION 

 
Red blood cell (RBC) or erythrocyte is a one of blood type 
besides the other formed elements in the blood such as 
white blood cell (WBC), platelet and plasma. Its normal 
shape is round, biconcave and flattened, about 7 µm in 
diameter and 2.2 µm thick (Figure 1.1). The shape relates to 
its function that transporting oxygen and provides surface 
area for transmitting or diffusing the gasses (Fox, 2009). 

In medical area, diagnosis of RBC contributes 
information about pathological diseases and condition. The 
shape of RBC and its deformability has connection to the 
relevant disease such as Huntington’s disease, Myalgic 
Encephalomyelities (ME) and Multiple Sclerosis (MS) 
(Vromen, 2009, Wang, 2008, Wang, 2010) and because of 
that, the accurate diagnosis is very important in determining 
the correct treatment to the patient. Blood count, known as 
complete blood count (CBC) is a compilation test of blood 
components including RBC, and any abnormal finding will 
give a sign of disease such as decreased RBC indicates low 
of specific vitamin (Sharif, 2012, Zahir, 2006), anemia, 
reduction of hemoglobin (a protein that bind with oxygen 
molecule in RBC), and secondary effect of several other 
disorder (Webster, 2004). However some factors should be 
taken into consideration when perform the RBC counting, 
including level age of people (children and adult, younger 
and older) and strenuous physical activity (Webster, 2004).  

Normally, the blood sample is being processed in 
laboratory by using chemical electronic device called 
hemocytometer or hematology analyzer. Such procedure is 
very dependent on the lab technologist’s skill to count the 
cells by viewing the sample through microscope. The 

process of counting facing the major problem when the cells 
are overlapped and usually such finding is neglected. 
Despite its long clinical success, this method requires an 
expertise to manually classify the cells which is tedious, 
time-consuming and qualitative process (Venkatalakshmi, 
2013). In addition, the existing method contributes to 
inaccuracy, inconsistency and poor reliability diagnosis that 
may lead to false diagnosis situation. In order to overcome 
the problem, an image processing technique is increasingly 
recognized as a very useful technique for the automated 
RBC count analysis. The counting technique of microscopic 
smear image requires three main steps 1) segmentation, 2) 
post processing and 3) clumped cell estimation 
(Habibzadeh, 2013, Mohammed, 2014). 

The first segmentation step is very crucial because 
the accuracy of the next steps depend on the correct 
segmentation of the solitary red blood cells. It is also a 
difficult and challenging problem due to the complex nature 
of the cells and uncertainty in microscopic image (Kim, 
2001). In most recent studies, various direct decision 
methods of segmentation technique have been developed. 
However, the main weaknesses of these methods lead to 
difficulties of correction process after a wrong decision has 
been made. As example in clustering process, the region 
between RBC, WBC and background is mixing together 
since both color components are very close to each other. In 
addition, a wrong clustering and scattering can lead to a 
similar color pixel between cell and plasma as a 
background. Consequently, contributing to unclear 
boundary between them (Rane, 2014, Chinwaraphat, 2008). 
Previous research has identified that the segmentation of 
blood cell is more exposed to errors in segmenting RBC 
from cytoplasm region of WBC due to a close color 
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similarity between them in the complex nature of blood 
cells environment. Thus, it was considered to examine 
boundary point and conduct a pixel adjustment. However, 
errors were found to occur in the process of differentiating 
color pixel in RGB color spaces for color segmentation. A 
statistical model approach has been successfully 
demonstrated as the most practical method for segmentation 
of image that has special boundaries and texture distribution 
(Rongtai, 2012). 

In order to diminish noise as a result of 
segmentation, a morphological operation such as dilation 
and erosion were widely applied. Dilation adds pixels to the 
boundary of object in the image while erosion removes the 
pixels of boundary (Hamghalam, 2009, Angulo, 2003). 
Morphological operators also include a few steps, which are 
filling holes, area calculation, template calculation, opening, 
closing, and reconstruction. Mathematical morphological 
operators used to segment RBC by eliminating WBC 
appearance (Ruberto, 2000, Adagale, 2013). It is also used 
for extracting image components and useful information in 
representing or describing the region of shape such as 
boundary, skeleton and texture. 

Clumped and overlapped cells in the blood images 
are very challenging issue in order to count RBC accurately. 
Several methods have been proposed to predicting the 
clumped cell regions. Some of them are based on 
Watershed and Distance transform (Huang, 2010, Sharif, 
2012), morphological (Angulo, 2003), Appearance model 
(Rongtai, 2012) , distance information ( Hamghalam, 2009) 
and Hough transform (Venkatalakshmi, 2013). .   

In this paper we propose a computer aided system 
for automatically detect, and counting number of red blood 
cell (RBC) in blood smear image including the one in the 
clumped area. The construct system is difference in a sense 
that instead of running the clumped cell estimator in the 
whole image, we only run it in the clumped cell region. This 
procedure significantly reduces the processing time and also 
increase the system accuracy. The rest of the paper is 
organized as follows: Section 2 presents the architecture of 
the proposed system; Next, Section 3 shows experimental 
results with discussion; and finally, the conclusions and 
future research are presented in Section 4.  
 

SYSTEM OVERVIEW 
 

Introduction  
 The proposed method pipeline for automatically 
counting the number of RBC is outlined in Figure-1. It is 
operated by first acquired input image from a light 
microscope that attached with an eye piece static camera. 
Initially, the captured RGB image is converted into a single 
component color representation to make it convenient for 
the next processing. Next, the foreground is distinguished 
from the background by using adaptive global threshold 
method follow by low-level image post-processing methods 
in order to create a solid and noise-free foreground pixel 
map. Later, the connected regions of the foreground map 
are grouped together to identify overlapping and non-
overlapping region. For the former region, further analysis 
is performed to predict the number of connected cells. In 
this paper two estimation algorithms which are Distance 
transform and Hough transform is investigate to determine 

its capability for separating the cells. Towards the end, the 
performances of the method are evaluated for accurately 
counting the number of the red blood cell.  
 
 
 
 
 
 
 
 
 
 
 

Figure-1.  Method Pipeline  
 

Image Acquisition  
 The images are acquired from light microscope that 
equipped with DinoEye Eyepiece Camera as shown in 
Figure-2, and the process of capturing the image will involve 
blood smear process to the prepared sample. Blood smear is 
a process of preparation blood specimen on the slide that 
observed under microscope. The process for displaying the 
RBC image will involve digitization of image from the 
optical image with 40 times (40X) objective which equal to 
approximately 400 magnification.  

 

Figure-2. Image Acquisition Equipment
 

Color Space Reduction 
For the red blood cell counting, appearance of the 

RBC with respect to its background plays an important role. 
The more significant the appearance, the better it will be 
and generally RGB color information only gives just small 
effect. Because of that, the RGB image is transformed into a 
single channel color representation for an efficient 
computation of a look-up table for detecting the RBC and 
consequently counting its corresponding number. In this 
project, the individual component of red, green and blue 
channel is investigated to determine an optimal colour 
channel that capable to distinguish between red blood cell 
and the background. Figure-2 shows sample of the results 
where (a) is the RGB image, (b),(c) and (d) indicate the 
corresponding component of red, green and blue in the RGB 
image and (e) illustrate the histogram of the corresponding 
color components .  It can be seen that, the red colour 
component unable to precisely distinguish between the RBC 
and the background while the green and channel able to 
produce a better result. However, among the green and blue 
channel, qualitatively the green component gives the best 
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contrast (wide histogram distribution) between the RBC and 
the background, and hence was selected for segmenting the 
RBC in the next section. 
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Figure-3. Color component selection. (a) RGB image (b) 
Red color component (c) Green color component (d) Blue 
color component (e) Color components histogram

 RBC Segmentation and Post Processing 

The image segmentation process is mainly 
implemented to partition an image into a region of 
homogenous representation corresponds to the object of 
interest in the image. Overall performance of an automated 
RBC classification system is considerably depends on its 
ability to segment the RBC region in the observed image 
accurately. A subsequent action, such as analyzing or 
identifying objects, requires an accurate extraction of the 
foreground objects, making the image segmentation a 
crucial part of the system. In this paper, an Otsu adaptive 
threshold strategy (Otsu, 1979) is applied in the green 
channel of the RBC image to separating between two 
classes of region. This method works by finding threshold 
value that minimizes the weighted within class variance. 
Sample of the produced binary image as a result of Otsu 
segmentation process of green channel image (Figure-4 (a)) 
is shown in Figure-4 (b). It can be seen that, even though 

the attained image capable to detect the RBC region, there 
are still some noise and holes exist. To overcome such 
problems, a series of post processing method is applied.   
 

  
 

   
 

   
 

Figure-4. (a) Green channel image (b) Segmentation 
using Otsu Method (c) Morphological operation ( erosion 
dilation and region filling) (d) Cell in border identification 
(e) Removing cell in border (f) Detecting overlapping cell  

 
The post processing aim is to remove noise and 

unwanted foreground cell from the segmented image. This 
process is crucial since the noise can significantly affect 
system ability to determine the RBC region accurately. In 
this paper, we use three methods which are morphological 
operation, connected component labeling (CCL) and 
bounding box filter to remove the unnecessary items.  

Morphological operation works on binary image to 
change the size, shape, structure and connectivity of objects 
by using a structuring element and a set operator define by 
Erosion and Dilation. Erosion plays the role to ‘shrinks’ and 
‘thins’ objects in image while dilation used to ‘grows’ and 
‘thickens’ objects in image. The combination of both 
operators can be use to removes, break connection, clearing 
border and filling up holes. In this project, a sequence of 
two times of Erosion, two times of Dilation and contour 
filling algorithm is used to diminish the small noise and 
holes inside the cell. Sample output as a result of such 
process is shown in Figure-4 (c). It can be seen that, solid 
cell’s shape is attained and small noise was successfully 
eliminated. Once such cells are in hand, the object 
candidates are labeled via connected component labeling 
(CCL) as can seen in Figure-4 (d). The bounding boxes 
indicate the minimum and maximum rectangular cell 
location in the image. Since cell object in the border does 
not provide valuable information, it was removed by 

(a) (b) 

(c) (d) 

(e) 

(a) (b) 

(c) (d) 

(e) (f) 
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detecting minimum and maximum x and y bounding box 
locations that touch the image boundary (Red rectangle in 
Figure-4 (d)). Figure-4 (e) shows result after performing the 
mentioned process where the cell in border was successfully 
removed. Finally, the single and clump cells are identified 
by calculating the cell area. The former cell can be count 
directly while the latter will be processed further to estimate 
the number of cells in the clumped area. 

Cell Estimation from Clumped RBC Area 

  
 Splitting or separating the overlapping and clumped 
RBC is important in order to regain any related information 
in the ‘covered’ area. In this paper two method which are 
Distance transform and Hough transform are used to satisfy 
such requirement.   
   

       
  

       
 

       
 

Figure-5. (a) Clumped cells area (b) Distance Transform 
result (c) Threshold distance transform region (d) 
Estimation number of cells in the clumped region.
  
 Distance transform (Pedro, 2012) is an operator mask 
applied to images to determine the distance map of objects 
in the image. The Euclidean distance metric is generally a 
preferred cost function for measuring the distance. Because 
of such operation, the result of the transformation is a gray 
level image that looks similar to the input image, except that 
the gray level intensities of points inside foreground regions 

are changed to show the distance to the closest boundary 
from each point to the nearest zero pixel. In this paper, 
distance transform is applied to the clumped cell region as 
in Figure-5 (a), and the result of such process can be seen in 
Figure-5 (b). It can be seen that, the intensity in the objects 
varied with brightest level in the center of object and slowly 
decreased as it reach the object border. Once the distance 
map is obtained, a threshold value is applied to separate the 
clumped cells. Empirically the value of 10 is selected to 
satisfy such requirement. Any pixel intensity in the object 
that is lower than 10 are assumed to be a background and 
the remaining is a foreground. Figure-5(c) shows the 
obtained image after the threshold operation and Figure-5(d) 
indicate the estimated number of cells in the clumped 
region.  
 

       
     

Figure-6. (a) Hough Circle estimation of the clumped 
cells (b) Estimation number of cells in the clumped region

 
The Hough transform (Duda, 1972) is a feature 

extraction technique used in image analysis, computer 
vision for finding lines, circles or other simple form in an 
image. It was initially suggested as a method for line 
detection in edge maps of images, then extended to detect 
general low-parametric objects such as circles .To estimate 
the RBC in the clumped region, only an estimation of circle 
is required, therefore this paper focusing on Hough Circle 
Transform (HCT). HCT works by initially converting the 
input image into edges via Canny edge detector (Canny, 
1986). Following that, local gradient is calculated in every 
nonzero point in the edge maps by using Sobel filter. Using 
the gradient, every point along the line indicated by this 
slope, from a minimum to maximum is incremented in the 
accumulator. The candidate center is then selected from the 
accumulator points that provide the highest value. The 
clumped image cell as in Figure-5 (a) is fed to the HCT 
algorithm for cell estimation procedure. To determine 
optimal circle number, there are four parameters that need to 
be tune which are accumulator threshold value, minimum 
distance that must exist between two circles to consider 
them as distinct circle, minimum radius and maximum 

(a) 

(b) 

(c) 

(d) 

(a) 

(a) 
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radius. In our work, such parameters are empirically 
determined to be 19, 12, 8 and 29 respectively. Sample of 
the estimated cell is shown in Figure-6(a) and the estimated 
number is depicted in Figure-6(b).  

 
EXPERIMENTAL RESULT 

 
In this section, the performance of RBC counting system is 
evaluated from smeared blood images obtained from the 
light microscope. The system was developed using 
Microsoft Visual Studio with OpenCV 2.4.7 and runs on 2.4 
GHz i5-450M processor. We measured the performance on 
four sample images labeled im_1, im_2, im_3, and im_4 as 
shown in Figure-7 based on the ability to correctly estimate 
the number of cell including in the clumped region.  

 

   
 

 
Figure-7. Images used for evaluating system 
performance. From top  left to bottom  right ( im_1, im_2, 
im_3, im_4) 

 
Table 1 summarizes results of the counting 

performance. It can be seen that, Distance transform and 
HCT capable to correctly count the number of cell with 
78% and 94 % average performance respectively. This 
means that HCT shows a good performance for estimating 
the number of cells in the clumped region with an 
acceptable false alarm error. HCT tend to fail only when the 
RBC shape looks like an ellipse and when cells overlapped 
too close with each other. As for the Distance transform, 
from our experiments it shows that it unable to estimate the 
clumped region accurately. The distance transform seems to 
fail when the dimension of the cells in the clumped region is 
inconsistent and when the degree of overlapping between 
cells is high, e.g., more than 50%.   

Figure-8 and Figure 9 show the result of overall 
RBC counting by using Distance transform and Hough 
transform estimator respectively. The single cell is denoted 
by blue boundary while the clumped cell is mark by red 
boundary. Yellow circle in Figure-9 indicate the estimated 
circle using Hough transform.  The result Hough transform 
shows a promising outcome over the Distance transform for 
completing its task to estimate the clumped region in the 
captured images.  
 

 

Table-1. Result of total RBC counting by estimating the 
clumped regions using Distance transform and Hough 
transform  

 

Image 
Dist. 

Transform 
Hough 

Transform 
Manual 
Count 

Accuracy 
(%) 

DT HT 
im_1 64 94 110 58 86 
im_2 75 93 103 73 90 
im_3 74 85 87 85 98 

im_4 75 78 78 96 100 

 
 

CONCLUSION. 
  

In this paper, a framework to automatically classify 
the RBC into overlap, normal and abnormal cluster is 
proposed. The system consists of combination of three main 
blocks which are segmentation and processing block, 
feature extraction block and classification block. Each of the 
algorithms in blocks gave a good performance during task 
completion with an acceptable error. Otsu segmentation 
method applied on green color channel image with a series 
of post processing filter (morphological and connected 
component labeling) is found to effectively prune out solid 
RBC shape from the background. For the feature clumped 
cells region, the Distance transform and Hough transform 
are able to separate the cell area with an average accuracy of 
78% and 94% respectively. Apparently, it can be conclude 
that the Hough transform shows more promising result 
compared to the Distance transform. The bottleneck is only 
that Hough transform required many parameters to be tuned 
to determine an optimal output.  

In future, the system can be improved by analyzing 
more overlapping cell estimator and evaluate the with more 
sample sets to determine the generality of the framework. 

 

ACKNOWLEDGMENTS. 

The authors would like to thank to Ministry of Education 
(MOE) and Universiti Tun Hussein onn Malaysia (UTHM) 
for supporting this research under Research Acculturation 
Collaborative Effort (Vot. no. 1448). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

6

 

 

 

 

 

Figure-8. Result of cell counting by using Distance 
transforms assisted clump cell estimation. From top to 
bottom ( im_1,im_2,im_3, im_4) 

 
 

 

 

 

Figure-9. Result of cell counting by using Hough 
transforms assisted clump cell estimation. From top to 
bottom ( im_1,im_2,im_3, im_4) 
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ABSTRACT 
This paper proposes BacaMAX, an educational technology application to ease reading and text processing for dyslexic 
children. Being diagnosed as dyslexics, children (adults too) are facing greater challenge to learn to read. One of the main 
theories of dyslexia is due to visual impairment, which is not referring to the problems with the eyes but with the 
information processing that took place inside the brain. Apparently, those who are facing this problem trigger the wrong 
part of the brain to process text thus creating difficulties in reading. Aiming to reduce this issue, a specific design is 
proposed mainly for interactive applications to support reading for dyslexics. The design is tailored to meet the dyslexic 
children’s requirement and need, taking into account the three dimensions of  Interaction Design (IxD) and minimalist 
concept. To prove the concept, a high fidelity prototype, called BacaMAX, has been developed. The prototype was 
developed using the six steps of Goal Directed Design (GDD) method. Currently, BacaMAX is being tested in a primary 
school that runs special dyslexia classes. The application’s effect to children’s interest and learning experience has been 
positive. 
 
Key words: Dyslexic children  Interactive reading application  Educational technology  BacaMAX prototype   

 
INTRODUCTION 

Dyslexia has been well known for its effect on 
reading difficulties among children as well as adults. It is 
however, can be cured as mentioned in (Singleton, 2006). 
Methods to cure however, remain a challenge since 
researchers and teachers must find ways to best allow 
dyslexic children to develop links between what a word 
looks like, sounds, and means. 

One of the potential way, as we see it, is to use 
computers to remediate the difficulties or at the very least, 
increase the interest to learn to read for dyslexic children. 
Not only that, computers or more specifically ICT, could 
transform teaching and learning (Sutherland, 2006). Thus, 
our aim is to build specific design suitable to help ease the 
difficulties that dyslexic children face when reading. It is 
important that these children are given the specific tool 
tailored to their difficulties so that we can help increase 
their interest, self-esteem, and motivation to learn to read. 
 The good news on dyslexia is that it can be 
‘treated’, or perhaps the dyslexics are using alternative brain 
pathways to read correctly, but slowly, as have been 
mentioned. Since reading is an important skill to be 
acquired, methods have been proposed and used to teach 
them to read such as the multi-sensory method (Handler & 
Fierson, 2011; Birsh, 2011). Although the conventional 
method works well, the use of computers are seen 
promising as it provides a more interesting, fun 
environment for the children thus enabling them to be more 
motivated and less intimidated to learn to read (Southeast 
Comprehensive Center, 2008; Lerner, 1997). Therefore, 
based on our encounters with dyslexic children, we 
proposed a minimalist interface design to accommodate the 
eight colours proposed by Irlen (2005). The eight colours of 
Irlen are depicted in Figure 2. The colours are used as 
background for text to ease reading for dyslexic children. 
They are potentially effective in reducing the reading 
difficulties among the children. 

 
DYSLEXIA AND IxD 

 The motivation behind the research and 
development of BacaMAX lies in our personal experience 
dealing with dyslexic children during data collection. We 
have found that these children can read, although with much 
difficulties, using certain font colours and background 
colours. For example, one dyslexic child can read fluently 
when text is printed on blue coloured paper. This triggers 
the need to investigate more on reading with suitable 
colours and how can these elements be designed together to 
leverage their reading ability and so reducing their 
difficulties, visually. The following subsections explain the 
study further. 

 
Dyslexia and Reading by the Colours 
 Researches have witnessed that dyslexics are using 
somewhat different pathways in the brain to read using MRI 
images (Singleton, 2006; Shaywitz, 2003). There are three 
parts of the brain that make up the system for reading: 1) 
inferior frontal gyrus, which is located on the anterior part, 
for articulation and word analysis; 2) parieto-temporal, 
which is located somewhat in the middle part, for word 
analysis; and 3) occipito-temporal, which is located on the 
posterior part, for word form. Apparently, dyslexics are 
under activating the parieto-temporal and the occipito 
temporal pathways (the areas are not activated at all) as 
shown in Figure 1 (images are from Singleton (2006)). This 
is why reading is such a difficult task for them. 

Figure 1 illustrates the difference of activated 
pathways in nonimpaired and dyslexic (a). The nonimpaired 
reader activated areas on the left of the brain, whereas 
dyslexic reader (fluent, but slow reader) created an 
alternative pathway that trigger activation of the anterior 
and posterior parts of the brain (b) (Singleton, 2006). 
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Figure 1: The difference between nonimpaired and 
dyslexics’s brains (source: Singleton, 2006). 
 For some accurate but slow dyslexic readers, 
research have shown that they are using a slightly different 
pathway to read, i.e. activating the other secondary systems 

for reading – on the right posterior part as well as on the 
frontal area on the right. Why such conditions occurs? Table 
1 briefly describes the theories and the effects to dyslexic 
children.  
 Visual impairments that are mainly caused by 
visual deficits and low working memory can be potentially 
reduced by providing a carefully designed reading interface 
to minimize the difficulties. Temporal or timing difficulties 
also cause dyslexic children to have problems in visual 
information processing. However, this argument does not 
conflict with the established statement that visual 
impairment, particularly referring to the physical problems 
of the eyes and vision, do not contribute to reading 
difficulties (Stein & Walsh, 1997). Our intention is to focus 
the reading interface design such that it could ease, 
somehow, the text information submitted by the visual cues 
to the brain. In other words, it is aimed so that the proposed 
design could ease the information processing ability sent 
from the eye to the brain. 

 
Table 1: Major theories underlying dyslexia and the effects on dyslexic children (source: Beneventi, Tonessen, Ersland, & 
Hugdahl, 2010; Paulesu, 1996; Ramus et al., 2003; Paulesu et al., 1996). 
 

Theory Main cause Description Effects to DC

Phonological 
deficit 

·  genetic/brain 
difference - 
perisylvian part of 
left hemisphere 

- serebral deficits 
 

· phonological coding 
can be referred to as 
systematic 
relationship between 
an alphabet and its 
sound.    

· difficulties in identifying 
sequence and sounding out 
words.  

· problems with rhyme, mix 
of sounds, noneword 
repetitions. 

· confused with similar 
sounds (e.g. paku, pasu). 

Low working 
memory 

Deficits in short term 
memory in the front 
lobus of the brain, 
right hemisphere 
(video), and left 
hemisphere (audio). 

Memory processing 
involving 4 main 
components: 
1)audio memory 
(including phonology); 
2)visual memory 
(including orthography 
or the shape of words); 
3)procedural or 
movement memory 
(a.k.a. habit memory, 
e.g. riding a bicycle); 
4)semantic memory. 

·  inefficient use of working 
memory. 

·  problems in translating 
visual information to 
phonological 
representation, thus 
limiting the ability to learn 
new words when reading. 

Visual deficits deficits in visual 
magnocellular system 
(a group of neurons 
as path for 
transferring electrical 
signals from eyes to 
the brain). 

Dyslexics failed or 
have difficulties to 
process information 
sent from the eyes. 

· unstable and vibrating 
binocular vision.   

·   confusing the sequence of 
letters and causing weak 
memory for visual 
information. 

Temporal or ·  magnocellular Deficits in the part of ·   DC have difficulties in 
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timing 
difficulties 

differences (audio 
or visual). 

·   only effects 
temporary 
processing. 

the brain that controls 
sounds and rapid visual 
information. 

processing rapid sounds 
and visual information. 

·  DC need more time to 
learn, process information, 
and give response. 

Automaticity Deficits in cerebral 
parts of the brain. 

Most tasks are 
performed using a 
combination of various 
skills. If all skills need 
to be performed in 
parallel, they have to be 
done spontaneously 
(automatically). 

· DC will use too much load 
when asked to perform 
new tasks or complex 
tasks.    

·   DC normally are lacking 
automaticity especially in 
reading, calculation, and 
motor skills. 

                            
 
 As colours play important role to ease reading for 
them, so as the interaction between the reading application 
(computers) and the users (dyslexic children). Thus, the 
eight colours are chosen and the child-computer interaction 
is also taken into serious consideration towards a reading 
application that really helps. The following subsection 
discusses how these two are put together to formulate the 
proposed design. 
 

 
Figure 2: The eight colours proposed by Irlen (2005) with 
the corresponding hexadecimal colour codes. 
 
 
Interaction Design 
 Interaction design (IxD) emphasizes on design for 
positive user experience, especially for interactive devices 
or computer applications such as a reading application. 
Three dimensions are considered in coming up with a 
suitable design that include form, content, and behaviour. A 
form represents the physical layout of the interface such as 
colours, fonts, buttons, labels, and contrast. Content refers 
to what is being presented to user, in this case the text (in 
Malay language). Behaviour denotes how the content is 
presented to user and thus concerns with user experience 
when using an application. Thus, the eight colours of Irlen 
are fit into the form design to promote positive experience 
(ease of reading) that an application should present while 
presenting its content. 
 The form dimension also includes suitable font 
type, suggested to be any font from the sans-serif family, 
and suitable colours for font face (Fakhrul, Husniza, & 

Zulikha, 2013). Interestingly, we have discovered that the 
children read better when asked to customize their own font 
colours. Hence, the font colours (different colours for 
different syllables) are made flexible where each of them 
could have their own preferences. The behaviour of the 
application, on the other hand, is somewhat straightforward 
and simple. The reading application displays the words, 
phrases, or simple sentences on screen so that the children 
can read them, record their reading, playback the recording, 
or click for help. Such behaviour is important to triggers 
more than one senses while they are reading, i.e. using their 
vision and hearing to read and to listen to the correct 
reading to allow them to correct their mistakes. The 
translation of the design into the actual reading application, 
BacaMax, is discussed in more details in Irlen (2005).  
 In a nutshell, BacaMAX encapsulates the design 
such that the difficulties associated with visual deficits, 
again not referring to the physical problems of the eye, can 
be potentially reduced for two reasons: 1) the IxD design of 
all three dimensions could reduce their difficulties in 
reading, which also indicates reducing their cognitive load 
to process text and thus read better; and 2) the child-friendly 
design could trigger interest and pull their attention as well 
as motivation to read and at the same time be engaged in the 
reading process.  
 

BacaMAX: THE PROTOTYPE DEVELOPMENT 
 BacaMAX is developed using rapid prototyping 
where the IxD dimensions are translated into the physical 
design of the application. It is constructed to accommodate 
three levels of word reading and simple phrases, all in 
Malay, where every vocabulary are randomly selected from 
the primary school syllabus, mainly coming from Buku 
Panduan Pelaksaan Program Pemulihan Khas (Masalah 
Penguasaan 3M) (Jabatan Pendidikan Khas, 1999). This 
book is being used by teachers to introduce words to the 
children and teach them to read correctly. 
 The vocabulary of BacaMAX is separated into 
three levels – easy, medium, difficult, based on the 
consonant (C)-vocal (V) patterns in a particular word. The 
CV patterns are important as Malay is a syllable-based 
language, i.e. they are constructed based on combinations of 
syllable. For example, the word ‘ibu’ (mother) and ‘bapa’ 
(father) are constructed using two syllables (i-bu and ba-pa) 
but are categorized into two different CV pair: ‘ibu’ falls 
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under the V+CV pattern whereas ‘bapa’ falls under CV+CV 
pattern. BacaMAX’s levels are divided based on the 
complexities of CV pair in a word. The vocabulary also 
includes ten sentences with mixed syllable patterns. The CV 
patterns are those syllable patterns listed in the syllabus as 
carefully outlined in the above mentioned book. Table 2 

listed example of words for each syllable patterns grouped 
in the three levels of difficulties in BacaMAX.  
 
 
 

 
Table 2: Example of words outlined in their respective syllable patterns with different level of complexities. The more 
complex the pattern is, the more difficult it is to dyslexic children. 
 

Easy Medium Difficult 
Word Syllable pattern Word Syllable pattern Word Syllable pattern 
ibu V+CV kereta CV+CV+CV cendawan CVC+CV+CVC 
bapa CV+CV menara CV+CV+CV terowong CV+CV+CVCC  
bunga CV+CV with 

diagraph 
telinga CV+CV+CCV  memancing CV+CVC+CVCC 

with diagraph 
wad CVC kangkung CVC+CVC with 

diagraph 
merangkak CV+CVCC+CVC 

udang V+CVCC  serunai CV+CV+CVV  bungkusan CVCC+CV+CVC 
      

 
In the difficult level, sentences are also included to 

enhance reading performance to dyslexic children and 
introduce them to a more challenging reading – sentence 
level. Although the sentences are constructed based on a 
variety of syllable patterns, which also include simple 
words such as ‘itu’ and ‘beli’, they are treated as difficult as 
they would require the dyslexic children to process more 
text in order to read the whole sentence. Thus, these make 
up for the design of the content dimension of IxD. 

The content dimension is incorporated together 
with the form and behaviour dimensions in an exclusive 
design specifically tailored to meet their need. The proposed 
design is translated into actual implementation of 
BacaMAX using Adobe Flash CS6 as a tool to develop the 
reading application. BacaMAX performs a simple 
behaviour in that it allows the children to customize their 
font colour and background colour preferences, as have 
been discussed. Functions as voice record and replay are 
also included to enhance the reading experience. The 
minimalist concept is transformed into a child-friendly 
interface, with very minimum text, to reduce their cognitive 
load while trying to read the word on screen. The interface 
design is kept simple but yet still attractive so that every 
child is not distracted with other elements on the screen and 
thus could focus more on the word or sentence that they are 
supposed to read aloud. Help is also provided should they 
are not sure how to read the words. To get help, just click 
on the green dinosaur, we call it Dino, and it will read the 
sentence for them. Figure 3 presents a few samples of 
BacaMAX’s screen shots. 

As illustrated in Figure 3, notice that the interface 
presents very mininal text – the name of the application, i.e. 
BacaMAX with a small copyright notice printed at the 
bottom; the target text, which is displayed on the stone-like 
frame that Dino is holding; the functions (record, replay, 
save, colour customization buttons for foreground, i.e. for 
each syllable in a word, and background) are not at all 
labelled. This is the minimalist concept that we try to put 
forward so that the children are more focused on the 
word/sentence that they are supposed to read and not any 
other text. It is promising that this design could somehow 

result in a more dyslexic-friendly child-computer interface 
that would leverage their reading ability thus reducing their 
difficulties.  
 

 
Figure 3: A few example of BacaMAX’s interfaces: (a) 
denotes the main interface; (b) presents level easy (c) shows 
a medium level word; and (d) displays a sentence with 
combinations of syllable patterns. The three Dino heads 
each represents a level. 

 
 

RESULTS AND DISCUSSION 
 An integrated model of BacaMAX has been 
developed since 2009. The model intent to integrate 
impairment and its related remedial interface. We have 
successfully developed the first version of BacaMAX 
prototype a year later and the prototype was tested by 
students from Sekolah Kebangsaan Jalan Dato’ Kumbar 
(SKJDK). Responses, feedback in terms of its usefulness 
and suggestions for improvement were obtained from 
students and teachers. Taking the feedback as input, we 
have also successfully developed the second version of 
BacaMAX such as the one shown in Figure 3. This version 
has also been packaged into an Android apps where it is 
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available for free and can be downloaded from Google Play 
Store (search: BacaMAX). We also observed that students 
prefer the Android version running on tablets/smartphones 
as compared to the prototype available on PCs/laptops. 
Indeed, it is another evidence that using a device with 
minimal control buttons are more preferable by the dyslexic 
children. 

Version 2 of BacaMAX is a much more efficient 
alternative where the students response can be transformed 
into voice replay to produce a real student-centered learning 
experience. The students are encouraged to take the 
challenge and improved on their own. No one there to 
blame them if they make mistake, because no one knows. 
This is very crucial for dyslexic children because they do 
not want others to know that they make mistake, and also 
they are tired of being reminded of their slips in reading. 

However, such a challenge need careful 
monitoring by teachers, as authoritative evaluator on the 
students’ achievement, from time to time. For this specific 
purpose, we are working on the speech synthesis component 
of BacaMAX to better enable teachers to monitor the 
students’ progress. This component is supposed to provide 
feedback on the percentage of accuracy of the verbal 
reading, where teachers can monitor the progress 
periodically (weekly or monthly manner). 

Currently, BacaMAX is being tested in SKJDK. 
Early observation indicated that in terms of colours, the 
students prefer white fonts on the pastel coloured 
background (i.e. Irlen background colours, Figure 4). For 
normal students including us, such combination are very 
subtle and does not highlight the text much but it allows 
them better view of the text. Thus, it is however works well 
for the dyslexic students. 

 

 

 
 

Figure 4: Dyslexic children who used BacaMAX prefer 
these combinations of foreground and background colours. 
 

CONCLUSION 
It is undeniable that the conventional method 

works reasonably well to address the reading problem faced 
by the dyslexic children. However, the advancement of 
computer technology specifically in dealing with speech 

input, voice replay, rich visualization features, and seamless 
user controls made reading more interesting, fun and 
meaningful for the children. As such the children are seem 
to be more motivated and less intimidated to learn to read, 
at least as experimented in this study. By no means is this 
study to replace the conventional approach but BacaMAX 
can complement the ‘treatment’. For that reason BacaMAX 
is made available on multiple platforms such as an Android 
apps running on tablets/smartphones as well as an 
application running on PCs and laptops. Future 
improvements include extending the function in which 
teachers can input their selected words into BacaMAX so as 
to enrich its vocabulary and thus enable the children to try 
reading different words. More features are expected to be 
incorporated for the enhancement of BacaMAX.  
 
 

ACKNOWLEDGEMENT 
 This research is financially supported by the 
Fundamental Research Grant Scheme of Ministry of Higher 
Education Malaysia (MoHE). 

 
REFERENCES 

Beneventi, H., Tonessen, F. E., Ersland, L., & Hugdahl, K. 
(2010). Executive working memory processes in dyslexia: 
Behavioral and fMRI evidence, Scandinavian Journal of 
Psychology, 51(3), pp. 192--202. 
 
Birsh, J. R. (2011). Multisensory Teaching of Basic 
Language Skills, Baltimore: Paul H. Brookes Pub. Co. 
 
Fakhrul, A. A., Husniza, H., & Zulikha, J. (2013). 
Translating Interaction Design Guideline for Dyslexic 
Children’s Reading Application, in World Congress on 
Engineering, London, U.K. 
 
Handler, S. M., & Fierson, W. M. (2011). Learning 
Disabilities, Dyslexia, and Vision, Pediatrics, 127, pp. 818--
856. 
 
Irlen, H. (2005). Reading by the colors : Overcoming 
dyslexia and other reading disabilities through the Irlen 
method, New York: Perigee. 
 
Jabatan Pendidikan Khas (1999). Buku Panduan 
Pelaksanaan Program Pemulihan, Malaysian Ministry of 
Education. Kuala Lumpur: Ministry of Education. 
 
Lerner, J. (1997). Learning disabilities: Theories, diagnosis, 
and teaching strategies, Boston: Houghton Mifflin 
Company. 
 
Paulesu, E. (1996). Is developmental dyslexia a 
disconnection syndrome? Evidence from PET scanning, 
Brain, 119, pp. 143--157. 
 
Ramus, F., Rosen, S., Dakin, S. C., Day, B. L., Catellote, J. 
M., White, S., & Frith, U. (2003). Theories of 
developmental dyslexia: Insights from a multiple case study 
of dyslexic adults, Brain, 126(4), pp. 841--865. 
 

Commented [S4]: Review 5: extend conclusion 

Commented [S5]: Review 5: References 

Commented [S6]: Reviewer 5: on page 3 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

6

 

 

Shaywitz, S. (2003). Overcoming Dyslexia, New York: A. 
A. Knopf Distributed by Random House. 
 
Singleton, C. (2006). Computer and Dyslexia: Implications 
for policy and practice, United Kingdom: Dyslexia 
Computer Resource Centre. 
 

Southeast Comprehensive Center. (2008). Multisensory 
Structured Language Programs for Students with 
Characteristics of Dyslexia. Retrieved May 23, 2013, from 
http://secc.sedl.org/orc/rr/secc_rr_00059.pdf.  
 
Sutherland, R. B. (2006). Using computers to enhance 
learning: Integrating ICT into everyday classroom practices. 
Teaching and Learning, 19.

 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608 

 

 
www.arpnjournals.com 

 

CONCEPTUAL DESIGN MODEL OF INTERACTIVE TELEVISION 

ADVERTISING: TOWARDS INFLUENCING IMPULSE PURCHASE 

TENDENCY 

Azizah Che Omar, Norshuhada Shiratuddin,  

Siti Mahfuzah Sarif  
School of Multimedia Technology and Communication, Universiti Utara Malasyia, 06010 Sintok Kedah, 

Malaysia  
E-Mail: co.azizah@uum.edu.my; shuhada@uum.edu.my; ctmahfuzah@uum.edu.my   

 
ABSTRACT 
Various studies have proposed factors of impulse purchase in different advertising mediums like website, mobile, 
traditional retail store and traditional television. However, to the best of the researchers’ knowledge, none of the impulse 
purchase model is dedicated towards impulse purchase tendency for interactive TV (iTV) advertising. In addition, 
through systematic review analysis, this study discovered that all the previous models did not emphasize on the 
conceptual design model of iTV advertising. Therefore, based on a comparative analysis, this study looked for the 
components in order to propose a conceptual design model of interactive television advertising toward impulse purchase 
(iTVAdIP). It is suggested that components of the proposed model is classified classify into three categories; layer of 
technology, development process and impulse purchase components. These categories are represented through a figure 
for a better clarity.  
 
Key words: Impulse Purchase  Interactive Television Advertising   

 
INTRODUCTION 

Television advertising is an important medium for 
marketers around the world and it brings new opportunities 
for the advertisers to reach more consumers (IAB, 2013). In 
addition, most of the countries show that the advertising on 
television is an effective way to market products and bring 
effective strategies for marketing. According to Forecast 
Advertising (2011), the advertising on television had grown 
by 6.0% globally in 2011 and generated $169 billion. Over 
the following five years, the industry should grow at an 
average rate of 7.5% to the total of $243 billion by 2016 
(Forecast Advertising, 2011). According to Nielsen (2011), 
the number of televisions in households has shown the 
largest ownership. It shows that the TV has succeeded in 
attracting the biggest possible audience and, as a 
consequence, to be appealing to advertisers. Therefore, a 
comprehensive study on interactive television (iTV) 
advertising is much needed in order to make television 
advertising more effective. 

The consumers have been discovered to purchase 
products and services because they view the products and 
services on the TV (Deloitte, 2011). However, the 
advertising and the marketing people have to know how to 
attract and influence customers to purchase their products 
on the TV. There are different types of interactive 
advertising strategies to attract viewers’ attention and to 
provide specific information. According to NDS Business 
Consulting (2000), interactive advertising can be 
categorized into response, jump, tag, incentive, targeted, 
viewers’ response, and impulse purchase. Impulse purchase 
means, purchase happened without planning and it 
happened when a consumer experiences positives effects 
when exposed to stimulus such as the product quality, 
promotion, brand identifier, product display and etc (Park & 
Lenon, 2006). By understanding the consumer behaviour 

regarding impulse purchase it will easily influence users to 
make purchases.  

Through the years, impulse purchase has also been 
made easier by innovations, such as telemarketing, debit 
cards, and credit cards. Previously, rapid developments in 
information technology have substantially changed the 
landscape of consumer behaviour. The retailing availability 
for the Internet has brought about increased impulse 
purchase (Madhavaram & Laverie, 2004). Consequently, 
impulse purchase accounts for a large volume of products 
sold every year (Hausman, 2000) contributing to the iTV 
advertising.  

iTV advertising has increased the ease to make 
purchases and accessibility to products and services. 
Additionally, iTV eliminates the constraints in terms of 
space and time that are always experienced by shoppers in 
the context of traditional commerce (Eroglu et al., 2001). In 
fact, in the Europe and USA (Digidoft, 2004) found that the 
success of iTV advertising adoption was excellent. In order 
to take advantage of the positive aspects of iTV advertising, 
the design model of iTVAdIP must be carefully and 
intelligently designed. Therefore, based on the preliminary 
investigation which was published in (Azizah et al., 2013; 
Siti Mahfuzah et al., 2013), there was a clear need for a 
design model of iTVAdIP.  

Therefore, the main objective of this study is to 
contruct and determine the components of a conceptual 
design model of interactive television advertising toward 
impulse purchase  (iTVAdIP). In accordance, the specific 
objectives for this article are:  

 
(i) To identify the common components from a comparative 
analysis in designing a conceptual design model of 
iTVAdIP. 
(ii) To contruct a conceptual design model of iTVAdIP. 

METHODOLOGY  
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As shown in Figure 1, this study implemented two 
phases to come out with the conceptual design model on 
iTVAdIP. Firstly, the comparative analysis from existing 
models on development process of interactive adverting 
were compared to get the generic components of 
development process for iTV advertising.  

After that, in finding the generic components of 
impulse purchase elements and layer of technology, 8 
samples of advertising have been identified and later 
compared. These samples were used as the basis to get the 
generic components of impulse purchase and layer of 
technology. 

Finally, after identifying all the components of for 
iTVAdIP design model, the diagram of the overall 
conceptual design model of iTVAdIP was constructed.  
 
Phase                        Activities                        Output 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Figure 1: Summary of Phases 
CONSTRUCT PROPOSED CONCEPTUAL DESIGN 

MODEL OF ITVADIP 

 
The conceptual design model of iTVAdIP was 

developed based on three main components which are layer 
of technology, development process, and impulse purchase 
elements. In order to find the components of conceptual 
design model, a comparative analysis is conducted to define 
such elements. The following is the comparative analysis 
for the development process 

 
DEVELOPMENT PROCESS 

 
In the literatures, the processes in making iTV 

advertising are divided into several phases. Prominent work 
by (Arrens, 1996) has outlined three major phases in iTV 
advertising making process. The first phase is pre-
production where the preliminary arrangements concerning 
conception and planning are made upon the inception of an 
iTV advertising development. The second phase is 
production where the iTV advertising is technically 
produced which includes code and content integration. The 
third phase is post-production, which is the final stage in 
iTV advertising development, and typically involves 
finalizing the iTV advertising before it is marketed. 
 

To get the elements of development process, six 
samples of interactive advertising process were compared to 
identify generic steps that are suitable with the development 
process on iTV advertising. A comparison of all interactive 
advertising processes is presented in Table 1, where every 
step in each process was mapped to phases suggested in 
(Arrens, 1996). From the table, a repetition of steps can be 
detected which show similar patterns for iTV advertising 
process. Table 2 summarizes the selection of steps that 
should be included in the proposed conceptual design model 
based on the majority appearance in the comparison table 
(see Table 1). 

 

Table 1: Comparison of steps involve in iTV advertising   

 AP1 AP2 AP3 AP4 AP5 AP6 
Authors Jasskelainen (2001) Carol (1997) Hodge (1994) IAB (2008) DMA (2001) Williams (1993) 

Pre-
production 

 Environment analysis 
 Audience analysis 
 Content analysis 
 System analysis 
 Paper prototype 
 Functional requirement 
 Skeleton screens 
 Working prototype 
 Storyboards & flowchart 

scripts  

 Storyboarding 
 Advertising 

body / design 
 

 Preparation & 
planning 

 Prioritize 
features 

 Features 
assigned 
 

 Preparation & 
planning 

 Scene 
structuring  
 

 Idea/ 
concept 

 Identify 
actor 

 Setting up 
props 
 
 

 Bidding 
 Choosing production 

company 
 Preproduction 

meeting 
 Planning special 

elements 
 Script writing 

Production 

 Interface design 
 Navigation map 

 

 Code 
optimization 

 Dressing up 
the advertising 
 

 Development 
 Meeting for 

feedback 
 

 

 Adding 
interactivity 

 Adding 
effects 
 

 Design   
advertising 

 Develop / 
Build 
advertising 

 Editing 
 Sound Mix 

 

Post-
production 

 Implementation/ Evaluation 
 Alpha Test 
 Beta Test 
 Publish 
 Executive 
 Evaluation 

 Fixing the 
bugs/ testing 
 

 Advertising 
review/ 
testing 

 Adjustment 
 Advertising 

Release 

 Preview  
 Testing 
 Packaging 

Content 

 Test 
advertising 

 Collate / 
analyze 
results 

 Final tape 
 Approved 
 Video tape duplicates 
 Tape Creation 
 Pre Airing 
 Live 

        Note. AP = Advertising Process 1      

Objective 1 achieved 

Objective 2 achieved 

Phase 
1 

Content analysis 
& Comparative 
analysis – to get 
components of 
iTVAdIP design 
model. 

Components of 
conceptual design 
model of iTVAdIP 

Phase 
2 

Content analysis & 
Comparative 
analysis – 
construct the 
conceptual design 
model of iTVAdIP 

Model of iTVAdIP 
design model 
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                             Table 2: Summary of Selected Steps in iTVAdIP 

Phases Steps AP1 AP2 AP3 AP4 AP5 AP6 

Pre-
production 

 Brainstorming idea 
 Environmental analysis 

(timimg, budget, media) 
 Analysis target audience 
 Creating concept 
 Planning special elements 

for advertising content 
 Decide style of 

presentation 
 Creating storyboard 
 Script preparation 
 Identify actor 
 Setting up props 
 Planning schedule 

√ 
√ 
 
√ 
√ 
√ 
 
 
 
√ 
√ 
 

 
√ 

 
 
 
 
 

√ 
 
 

√ 
 
 
√ 

√ 

√ 
 
√ 
√ 
√ 
 
√ 
 
 
√ 
√ 
 
 
√ 

√ 
√ 
 
 
√ 
√ 
√ 
 
 

 

√ 
 
 
 
√ 
 
 
 

√ 
 
 
 
 

√ 

√ 
 

√ 
√ 
 
√ 
√ 
√ 
 
 
 
 
√ 
 
 
√ 

Production 

 Preparing multimedia 
elements 

 Audio recording 
 Developing user interface 

design  
 Insert actual content on 

presentation style 
 Organize scene structuring 
 Programming code 
 Organize navigation 

specification 
 Adding interactivity 
 Insert audio 
 Adding effect (sound mix, 

animation, transitions) 

√ 
 
 
 

√ 
 
 
 
√ 
 
√ 
 
√ 

 
 
 
 
 
 
 
 
 
 
 

√ 

√ 
 

 
 
 

 

√ 
 
 
√ 

 
 
 
 
 
 
 
 
 

√ 
 
 
 
 

√ 
 
 
√ 

 
 
 
 

√ 
 

√ 
 

 

√ 
 
 
 

√ 

 
 
 
 
 
 
 

√ 
 

√ 

Post-
production 

 Pre Airing 
 Quality checking 
 Live 
 Analyze results 
 Packaging content 

 

√ 
 
 

√ 
√ 

 
 

√ 

√ 
 
 

 
√ 

√ 

√ 

√ √ 
 

√ 
 

√ 

Note. AP = Advertising Process 1      

Based on the summary displayed in Table 2, the 
following steps are included in the development process of 
the conceptual design model for iTVAdIP. The production 
phase consists of brainstorming idea, environment analysis, 
analysis target audience, creating concept, planning special 
elements for advertising content, deciding style of 
presentation, creating storyboard, script preparation, 
identifying actor, setting up props, and planning schedule. 
In the production phase, steps include preparing multimedia 
elements, audio recording, developing user interface design, 
insert actual content on presentation style, organize scene 
structuring, programming code, organize navigation 
specification, adding interactivity, insert audio, adding 
effect (sound mix, animation and transitions).  Meanwhile, 
in the post-production phase includes pre airing, quality 
checking, live, analyze results, and packaging contents. In 
real situation, the advertisers must revisit the steps in 
completing their advertising development. The 
identification of development process leads to the 

construction of the development process for the conceptual 
design model as illustrated in Figure 2. 

 Figure 2: Proposed development process of iTV advertising 
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Having described the development process, the 
next step is to discuss the impulse purchase that should be 
incorporated in conceptual design model of iTVAdIP. 

 
IMPULSE PURCHASE COMPONENTS 

 

Impulse purchase means purchase happened 
without planning and it happened when a consumer 
experiences positives effects when exposed to stimulus such 
as the product quality, promotion, brand identifier, product 

display and etc (Bono, 2012). Impulse purchase elements 
may involve the different kind of strategies and tactics. 
However, to the best of the researcher’s knowledge, no 
previous studies have systematically investigated the 
components of impulse purchase in iTV advertising. 

In finding the generic components of impulse 
purchase elements, 8 samples of advertising have been 
identified and later compared. These samples were used as 
the basis to get the generic components of the impulse 
purchase. Table 3 summarizes the features of all the 
samples of advertising. 

 

Table 3: Features of Advertising 

Advertising Medium Features 
A1: ZALORA 
URL: www.zalora.com.my 
 

Website 
Advertising 

It consists of fashion online for both men and women. 
It has the collection of fashion clothes with the latest 
fashion trends and styles.  
 

A2: LELONG 
URL: www.lelong.com.my 
 

Website 
Advertising 

It is the Malaysia most demanded and successful e-
commerce. It sells varieties of product such as 
electronic tool, clothes and etc. 
  

A3: TVC JAKEL 
 

Traditional Television 
Advertising 
 

It contains of Jakel ‘s Collection such as  

A4 : TVC FIRST LADY 
 

Traditional Television 
advertising  
 

It contains of First Lady’s Collection 

A5 : TVC PEACE Traditional  
Television 
Advertising 
 

In consists of peace’s collections 

A6 : ADIDAS SHOE WALL 
 

Interactive advertising 
 

It consists of interactive elements. 

A7 : INTERACTIVE DRESSING 
DIGITAL SIGNAGE 
 

Interactive advertising It consists of interactive elements. 

A8 : CISCO STYLEME FASHION Interactive advertising It consists of interactive elements. 
Note. A1 = Advertising 1 
 

Generally, selection of advertising involved in this 
study was made based on a number of reasons. 
Nevertheless, the number of advertisings review in this 
study is meant to be representative, not exhaustive. 

 Samples include varying medium of advertising 
(website, traditional television and interactive 
television) to illustrate different designs of 
advertising. 

 Samples provide varying type of products that can 
persuade consumer to buy the product. 
 
The following subsection discusses the comparison 

made to the samples of iTVAdIP. Generic components of 
impulse purchase elements for advertising are obtained 
from the activity.  

 
 
 

Impulse Purchase Component 
 

In general, having good impulse purchase elements 
in advertising design leads to a successful marketing 
strategies that can persuade consumer to purchase the good 
(Amstrong, 2010). In seeking for the components of 
impulse purchase for iTV advertising, comparative analysis 
method was employed. The analysis involves samples of 
existing advertising as described earlier (see Table 3). The 
existing advertisings were assessed on the following aspects 
of impulse purchase. The elements of impulse purchase 
consist of:- 

1. Strategy: 
a. Information 

i. Product characteristic – allow user to 
know about the information and 
characteristic of product.  
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ii. Price – consist of product price that able 
user to do comparison with other product. 

iii. Distribution – consist information 
regarding how, when and where to get the 
product. 

b. Influence 
i. Quality product – able user to know the 

quality of product to make differences 
between other products. 

ii. Promotion – show the promotion of 
product that can persuade user to buy that 
product. 

iii. Free gift and rewards – as a concerns for 
user which able to do additional purchase. 

iv. Trials and free sample – provide 
consumers trial and free sample in order 
to attract attention from them. 

c. Emotion 
i. Happiness – represent the emotion 

towards user when having the product. 
ii. Trust – represent any symbol that can 

attract user to believe on product. 
iii. Self-expression – as a symbolic for user to 

show their self-expression when having 
the product. 

2. General Tactics: 
a. Attention 

i. Brand name identifiers – a way to call 
attention such as logo that can convey 
information quickly. 

ii. Slogan and taglines – representation of 
any interactive trademark in presenting 
the product value. 

iii. Credible spokesperson – Use a 
trustworthy and credible spokesperson 
whose appearance is consistent with the 
objectives, product and target market 

b. Message 
i. Powerful word – the word which bring 

meaningful information to user . 
ii. Simplicity and clarity – the information is 

relevant, short and easy to read. 
iii. Consistency – make elements of 

advertising reinforce one another. 
c. Acceptance 

i. Demonstration of product – demonstrate 
product benefits. 

ii. Data evidence – provide quantitative 
evidence and offer verifiable evidence. 

iii. Endorsement by celebrities, experts or 
customers - consider celebrity, expert and 
customer endorsements for gaining 
attention and make sure they are relevant 
to the product.  

iv. Product comparison – provide 
comparative claim for product 
comparison. 

3. Media Specific Tactics: 
a. Still Media 

i. Headline – use ringht headline that 
relevant to the product. 

ii. Informative color and picture – used 
informative color and picture to convey 
information quickly. 

iii. Interesting text – contain relevant 
information about the product itself. 

b. Motion Media  
i. Scenes - makes the closing scene relevant 

to the key message. 
ii. Voices – use an appropriate voice and  

avoid orally ambiguous words 
iii. Animation – use an appropriate animation 

that is relevant to the product. 
iv. Graphic – provide graphic that make 

sense especially on describe quality of 
product. 

v. Music and Sound – if music or sound 
effects are used, make them relevant to 
the product. 

vi. Video – use an opening that directly 
emphasizes the product. 

vii. Transition – if transition used make them 
relevant to the product. 

viii. Effect – use attractive effect that suitable 
to the product. 

ix. Audio – if audio used make them relevant 
to the product.  

c. Interactivity 
i. Navigation – consider a good and clear 

navigation in order to provide consumers 
to access the information sources of the 
quality of products quickly and easily. 

ii. Interaction – a way of interaction that 
allows users to navigate whenever they 
wish. 
a. Remote control - Use a limited number 

of keys for interaction with the remote 
control that enable consumers to press 
on in order to help consumers to see 
more information about the product.  

b. Hand gesture - consumers able to 
interact with information provided via 
natural hand gesture 

c. Touch screen – consumers can interact 
with information by touching on the 
TV screen. 

d. Voice recognition - consumers able to 
interact with information through oral 
commands to TV. 

e. Face recognition – consumers able to 
interact with information through face 
recognition. 

 
Proposed Impulse Purchase Components for iTVAdIP 

 
The process started with analyzing the above 

mentioned aspects in all samples of advertising. Findings 
from the analysis were summarized and tabulated (see Table 
4) for comparison. Also, the table has grouped the findings 
into three main components and nine sub components 
namely; Strategy (information, influence, emotion), General 
Tactics (Attention, Message, Acceptance) and Media 
Specific Tactics (Still Media, Motion Media and 
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Interactivity). The proposed components of impulse 
purchase components are guided by several works 
(Amstrong, 2010; Boyland, 2012; Gantz, 2007; Hausman, 
2000; Saari, 2004; Erdogan, 2004 which link them to 
impulse purchase on advertising. 

Table 4 compares the findings from analysis made 
to the samples of advertisements. As stated earlier, the 
components of existing applications are used as guide to 
propose generic components for iTVAdIP. Accordingly, 

from the total of occurrence of each component in the 
samples, this study proposed a list of generic components in 
iTV advertising towards impulse purchase. The conditions 
for determining compulsory and recommended components 
are as displayed in Table 5. 

Based on the conditions stated in Table 5, the 
generic components of impulse purchase on iTV advertising 
are proposed and as demonstrated in Table 6. 

Table 4: Impulse Purchase Component for iTV Advertising 

 
Components 

 
A1 A2 A3 A4 A5 A6 A7 A8 

 
T 

 
 

Strategy 
 
 

Information 
Show product characteristics  √ √ √ √ √ √ √ √ 8 
Price descriptions √ √    √  √ 4 
Include product distribution √ √ √  √ √   5 

Influence 
Show product quality √ √ √ √ √ √ √ √ 8 
Sales promotion √ √ √  √   √ 5 
Free gift and rewards √ √     √ √ 4 

 Trial and free samples  √   √  √   2 

Emotion 
Happiness  √ √ √ √ √ √ √  7 
Trust √ √ √  √  √ √ 6 

 Self-expression √ √ √    √ √ 4 
 
 
 
 
 

General 
tactics 

Attention 
Brand identifiers √ √ √ √ √ √ √ √ 8 
Slogans & taglines √ √  √ √ √ √ √ 7 
Credible spokesperson   √ √ √ √ √ √ 6 

 
Message 

Powerful word √ √ √ √ √ √  √ 7 
Simplicity and clarity √ √  √ √ √ √ √ 7 
Consistency √ √  √  √ √ √ 6 

Acceptance 

Demonstration product problem 
and solution  

√ √    √  √ 4 

Data evidence or testimonial √ √    √ √ √ 5 
Endorsement by celebrities, expert 
or customer 

√ √ √ √  √ √ √ 7 

  Product comparison   √  √     2 
 
 
 
 

Media 
specific 
tactics 

Still Media 
Headline √ √ √ √ √ √ √ √ 8 
Informative color and pictures √ √ √ √ √ √ √ √ 8 
Interesting text √ √ √ √ √ √ √ √ 8 

Motion Media 

Scenes    √ √ √ √ √ √ 6 
Voices    √ √ √ √ √ √ 6 
Animation  √ √  √ √ √ √ √ 7 
Graphic √ √   √ √ √ √ 6 
Music and Sound   √ √ √ √ √ √ 6 
Video   √ √ √ √ √ √ 6 
Transition   √ √ √ √ √ √ 6 
Effect √   √ √  √ √ 5 
Audio  √   √ √ √ √ 6 

Interactivity 

Navigation √ √ √ √ √ √ √  7 
Interaction   √ √   √ √ √ √ 6 
Remote control   √ √ √    3 
Hand gesture      √ √ √ 3 
Face recognition       √ √ √ 3 

  Touch screen √     √ √ √ 4 
  Voice recognition   √ 1

Note.  
A1 = Advertisement 1 
Total is referring to number of occurrence of each component 
√ indicates the component is used in the advertising 
 

Table 5: Conditions for Classification of Generic Components 

Conditions (Total score) Indications 
6 to 8 
3 to 5 
0 to 2 

Compulsory 
Recommended 

Discarded 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608
 

 

Table 6: Impulse Purchase Component for iTV Advertising 

 Components For iTVAd 

 
 

Strategy 
 
 

Information 
 Show product characteristics  Compulsory 
 Price descriptions Recommended 
 Include product distribution Recommended 

Influence 
 Show product quality Compulsory 
 Sales promotion Recommended 
 Free gift and rewards Recommended 

Emotion 
 Happiness  Compulsory 
 Trust Compulsory 

  Self-expression Recommended 
 
 
 
 
 

General tactics 

Attention 
 Brand identifiers Compulsory 
 Slogans & taglines Compulsory 
 Credible spokesperson Compulsory 

 
Message 

 Powerful word Compulsory 
 Simplicity and clarity Compulsory 
 Consistency Compulsory 

Acceptance 
 Demonstration product problem and solution  Recommended 
 Data evidence or testimonial Recommended 
 Endorsement by celebrities, expert or customer Compulsory 

 
 
 
 
 
 

Media specific 
tactics 

Still Media 
 Headline Compulsory 
 Informative color and pictures Compulsory 
 Interesting text Compulsory 

Motion Media 

 Scenes  Compulsory 
 Voices  Compulsory 
 Animation  Compulsory 
 Graphic Compulsory 
 Music and Sound Compulsory 
 Video Compulsory 
 Transition Compulsory 
 Effect Recommended 
 Audio Compulsory 

Interactivity 

 Navigation Compulsory 
 Interaction   Compulsory 
 Remote control Recommended 
 Hand gesture Recommended 
 Voice recognition  Recommended 

  Touch screen Recommended 
 

From the proposed components in Table 6 the 
model of impulse purchase for iTV Advertising could be 
obtained and illustrated in Figure 3. The model is later 

incorporated into the proposed conceptual design model to 
support the implementation of proposed advertising process 
in iTV Advertising. 

 

Figure 3: Model of impulse purchase component for iTVAd 
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LAYER OF TECHNOLOGY 
In general, a layer of technology comprises a way 

in implementing mind-based technologies in the system 
design (Saari, 2003). In the literatures, the layer of 
technology in interactive advertising is divided into several 
phases. Prominent work by (Saari, 2003) has outlined three 
major phases in a layer of technology in interactive 
advertising, namely, physical, interaction and style of 
presentation. Physical layer includes the physical 
technological device and the connection channel that is used 
to transmit communication signals. It involves the type of 
devices or hardware. The interaction phase is a way of 
presenting controls in an interface visually and functionally. 
It means that how interaction on user interfaces is 
performed. Meanwhile, the style of presentation phase 
consists of the way of presentation for interactive 
advertising which includes contextualize, independent and 
interactive advertising. When the layer of technology is 
followed, then it is ready for implementation of iTV 
advertising.  

Component of Layer of Technology 
In seeking for the components of layer of 

technology, comparative analysis method was employed. 
The analysis involves samples of existing advertising as 
described earlier (see Table 3). The existing advertisings 
were assessed on the following aspects of layer of 
technology. 

1. Physical: physical technological device and the 
connection channel that is used to transmit 
communication signals 
a. Devices / Hardware- It involves the type of 

devices or hardware is identified. 

2. Interaction: is a way of presenting on user 
interface  
a. Interaction on user interface - how interaction 

on user interfaces is performed. 
3. Style of presentation 

a. Contextualized – the advertising depending on 
other application, channel or program. 

b. Independent – the advertising having own 
application, channel or program. 

c. Interactive advertising – adds interactivity in 
commercials for specific application 

 
Proposed Layer of Technology Component 

The process started with analyzing the above 
mentioned aspects in all samples of advertising. Findings 
from the analysis were summarized and tabulated (see Table 
7) for comparison. Also, the table has grouped the findings 
into three main components namely, Physical 
(Devices/Hardware), Interaction (Interaction on user 
interface) and Style of presentation (Contextualize, 
Independent, Interactive Advertising). Table 7 compares the 
findings from analysis made to the samples of advertising. 
As mentioned earlier, the components of existing 
advertising are used as guide to propose generic 
components for iTVAdIP. Accordingly, from the total of 
occurrence of each component in the samples, this study 
proposed a list of generic components in layer of 
technology for iTVAdIP. The conditions for determining 
compulsory and recommended components are as displayed 
in Table 7.Based on the conditions stated in Table 5, the 
generic components of layer of technology of iTVAdIP are 
proposed and as demonstrated in Table 8. 

 

Table 7: Layer of technology component for iTVAdIP 

Layer of 
technology 
component 

Layer of 
technology 
component 

Ad1 Ad2 Ad3 Ad4 Ad5 Ad6 Ad7 Ad8 Total 

Physical Devices/ 
Hardware 

√ √ √ √ √ √ √ √ 8 

Interaction Interaction on 
user interface 

√ √ √ √ √ √ √ √ 8 

Style of presentation Contextualize    √ √ √ √ √ 5 

Independent √ √ √ √ √ √ √ √ 8 

Interactive 
advertising 

√    √ √ √  4 

Note. 
A1 = Advertising 1 
Total is referring to number of occurrence of each component 
√ indicates the component is used in the advertising 

Table 8: Layer of technology component for iTVAdIP 

Layer of technology component 
Layer of technology 

component 
For interactive television advertising toward 

impulse purchase 
Physical Devices/ 

Hardware 
Compulsory 

Interaction Interaction on user interface Compulsory 

Style of presentation Contextualize Recommended 

Independent Compulsory 

Interactive advertising Recommended 
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From the proposed components in Table 8 the 
model of layer of technology for iTVAdIP could be 
obtained and illustrated in Figure 4. The model is later 
incorporated into the proposed conceptual design model of 
iTVAdIP. 

Layer of Technology

Physical

includes Type of 
devices or
hardware 
eg: (TV)

Interaction

includes Way of interaction 
on user Interface
eg: remote control, 
hand gesture, 
voice recognition, 
face recognition 

Style of presentation

includes Contextualize**
eg: program 
related
Independent 
eg: sales 
channel
Interactive 
advertising**

includes

 
Figure 4: Layer of technology in conceptual design model 

for iTVAdIP 
 

THE PROPOSED CONCEPTUAL DESIGN MODEL FOR 
ITVADIP 

Generally, the proposed conceptual design model 
for iTVAdIP consists of three main components; 
development process, layer of technology and impulse 
purchase elements. The development process outlines three 
main phases namely pre-production, production and post-
production phase. Each phases consists of sub elements as 
stated in Figure 5.  

In addition, the conceptual design model of 
iTVAdIP is supported by layer of technology components. 
There are three main components namely physical, 
interaction and style of presentation. In physical, types of 
devices or hardware (e.g. TV) could be included. In 
interaction; way of interaction on user interface (eg. remote 
control, hand gesture, touch screen, voice recognition, and 
face recognition) could be opted. Meanwhile, in term of 
style of presentation is divided into three stages where 
contextualize (e.g. program related), independent (e.g. sales 
channel) and interactive advertising. 

In supporting the layer of technology, an impulse 
purchase model is also incorporated. Three main 
components are included, namely strategy, general tactics 
and media specific tactics. In strategy elements, 
information, influence and emotion could be included. In 
general tactics elements, attention, message, acceptance 
could be opted. Meanwhile in media specific tactics, still 
media, motion media and interactivity could be considered. 
The details elements for each components as depicted on 
Figure 5. 

Besides that, the conceptual design model is also 
associated with other attributes namely advertising theories. 
As shown in Figure 5, a number of advertising theories are 
considered in support the proposed conceptual design model 
for iTVAdIP.  

D
evelopm

ent 

P
rocess

Im
pulse 

P
urchase 

E
lem

ents

Layer of 

Technology

 

Figure 5: Proposed Conceptual Design Model of iTVAdIP 
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CONCLUSION AND FUTURE WORK 
            

The proposed conceptual design model of iTVAdIP is 
useful to guide advertisers to the development of iTV 
advertising and it should increase impulse purchase 
tendency towards advertised product. This study believes 
that by adding impulse purchase elements in iTV 
advertising, the power of purchasing among viewers could 
increase. Besides that, the study of impulse purchase 
brings more benefits to the advertisers to reach the target 
market by understanding more about consumer behavior 
regarding impulse purchase. In relation to this, it will also 
help them to plan good marketing strategies and develop 
effective advertisement in a systematic way. Future works 
of this study is to validate the proposed model through 
expert review. 

REFERENCE 
Arens, Williams F. (1996). Contemporary Advertising. 
USA: Richard D. Irwin, A. Times Mirror Higher 
Education Group Inc. Company. 
 
Armstrong, J. (2010) Persuasive Advertising: Evidence-
based Principles. Palgrave Macmillan. 
 
Azizah, C.O., Norshuhada, S., & Siti Mahfuzah, S. 
(2014). An Impulse Purchase Conformity Tool for 
Interactive Television Advertising. Knowledge 
Management International Conference (KMICE). 
Langkawi, Malaysia. 
 
Azizah, C.O., Norshuhada, S., & Siti Mahfuzah, S. 
(2014). Impulse Purchase in iTV Advertising:  a 
Conceptual Model of Gap Analysis.  International Journal 
of Computer Application. 91(11). 
 
Azizah, C.O., Norshuhada, S., & Siti Mahfuzah, S. 
(2014).Document Analysis Framework for Modelling iTV 
Advertising Towards Impulse Purchase. MAGNT 
Research Report. BRIS Journal of Adv. In S & T, 2(5), 
184-198. 
 
Azizah, C.O.,Norshuhada, S., Siti Mahfuzah, S., Ariffin, 
A.M., Sabrina, M.R. (2013).Identification of Research 
Gap: T-Commerce Impulse Purchase for iTV advertising. 
International Conference on Informatics and Creative 
Multimedia 2013 (ICICM'13). September 3-6, 2013.Kuala 
Lumpur, Malaysia. 
 
Boyland, E.J., Harrolf, J.A., Kirkham, T.C., & Haford., 
(2012). Persuasive techniques used in television 
advertisements to market foods to UK children. Elsevier 
Appetite , 58, 658-664. 
 
Carol, (1997). A Case Study in Interactive Narrative 
Design Proceedings of the conference on Designing 
interactive systems: processes, practices, methods, and 
techniques, 377–380 
 
Deloitte.. TV Shopping (2011). Perspectives on television 
in words and number. Retrieved from 
http://www.deloitte.com/view/en_GB/uk/industries. 

Dholakia, (2000). Temptation and Resistance: An 
Integrated Model of Consumption Impulse Formation and 
Enactment. Psychology & Marketing. 
 
Erdogan, E. (2004). An On-Demand Advertising Model 
for ITV. Master Thesis. Georgia Institute of Technology 
 
Eroglu, S. A., Machleit K. A., & Davis L. M. (2001). 
Atmospheric Qualities of Online Retailing: A Conceptual 
Model and Implications.  Journal of Business Research, 
177–184. 
 
Gantz, W., Schwartz, N., Angelini, J. R., & Rideout, V. 
(2007). Food for thought. Television food advertising to 
children in the United States. The Kaiser Family 
Foundation 
 
Hausman, A. (2000). A Multi-Method Investigation of 
Consumer Motivations in Impulse Buying Behavior.  
Journal of Consumer Marketing, 17:5, 403-419. 
 
Hodge, (1994). Interactive Television, A comprehensive 
Guide for Multimedia Technologists. New York: 
McGraw-Hill Inc. ISBN 0-07-029151-9 
 
Interactive Advertising Bureau, IAB. (2013) An 
Interactive Advertising Overview. Retrieved from 
http://www.iab.net/media/file/iTVCommitteeWhitePaperv
7.pdf.2013 
 
Jasskelainen, (2001). Strategic Questions in the 
Development of Interactive Television Programs. 
Dissertation PhD, University of Art and Design Helsinki, 
Finland.  
 
Madhavaram, S.R. & Laverie, D.A. (2004), Exploring 
Impulse Purchasing on the Internet,  Advances in 
Consumer Research. 
 
NDS Business Consulting. Interactive Advertising 
Broadcast, (2000). Retrieved from 
http://www.broadcastpapers.com/ 
data/NDSInteractiveAD01.tm. 
 
Park, J., & Lennon, S. J. (2006), Psychological and 
environmental antecedents of impulse buying tendency in 
the multichannel shopping context. Journal of consumer 
Marketing. 23 (2), 56–66. 
 
Saari, T., Ravaja, N., Laarni, J., Turpeinen, M., & 
Kallinen, K. (2004). Psychologically targeted persuasive 
advertising and product information in e-commerce. 
Proceedings of the 6th international conference on 
Electronic commerce, 245. doi:10.1145/1052220.1052252 
 
Siti Mahfuzah, S., Sabrina, M.R., Ariffin, A.M., Azizah, 
C.O., (2013) .Diffusion of iTV advertising in Malaysia: 
the industry players’ perspectives. International 
Conference on Informatics and Creative Multimedia 2013 
(ICICM'13). September 3-6, 2013.Kuala Lumpur, 
Malaysia. 



 

 

 
 

FACIAL EMOTION RECOGNITION BASED ON TWO-DIMENSIONAL 

EMPIRICAL MODE DECOMPOSITION AND PCA PLUS LDA 
 

HASIMAH ALI, MUTHUSAMY HARIHARAN, 

SAZALI YAACOB,  ABDUL HAMID ADOM 
School of Mechatronic Engineering, University Malaysia Perlis, 02600, Arau, Perlis, Malaysia  

 hasimahali@unimap.edu.my, hari@unimap.edu.my 
 
ABSTRACT 
This paper proposes a new approach of using nonlinear technique, two-dimensional empirical mode decomposition (2DEMD) 
and PCA plus LDA for facial emotion recognition. The EMD is a non-parametric data-driven analysis tools which 
decomposes any nonlinear and non-stationary signals into a number of intrinsic mode functions (IMFs). In this work we used 
the 2DEMD which is the extension of one dimensional EMD to extract the features at multiple scales or spatial frequencies 
from facial images. These features called IMFs that obtained by a sifting process. To reduce dimensional features, PCA plus 
LDA was applied on IMF features. The obtained features was classified using k-nearest neighbor classifier. To evaluate the 
effectiveness of the proposed method, Cohn-Kanade database was employed. A series of experiment shows that the proposed 
method achieves recognition rate of  98.28% thus demonstrates a promising result for classifying the facial emotions. 

 
Keywords: Facial emotion recognition two-dimensional empirical mode decomposition  PCA plus LDA k-nn  
 
INTRODUCTION 

Facial emotion or synonymously facial expression 
is generated by contractions of facial muscles which 
temporarily deformed the facial components such as eyes, 
brows, eyelids, cheeks and lasting for few seconds (Fasel 
and Luettin, 2003).  Facial emotion plays an important roles 
in human communication as they interact face-to-face to 
convey their messages or emotional states. Thus, people can 
realize  and  create better response toward the emotion 
displayed. Recent advances in image analysis and pattern 
recognition opened up the possibility of automatic detection 
and classification of facial emotion in achieving human-like 
interaction  between man and machines. Such a system 
could bring  a tool for research in behavioral sciences and 
human-computer interaction (Pantic and Rothkrantz, 2000).   

 Nowadays, with the advanced of technologies, 
applications of facial emotion recognition can be found in 
variety of contexts such as robotics, computer animated, 
computer vision and computer graphic. For instance, 
sociable humanoid robot called Kismet (Breazeal, 2003) 
perceives natural social cues via visual and auditory channel  
and delivers social signal using facial expression. Besides, 
the EmotiChat (Anderson and McOwen, 2003) also has 
been developed by employing emotion-based application in 
chatroom in which the user only needs to express the 
emotion while they are chatting e.g. happy,and emoticons 
(icon for emotion) appear automatically in the text. 
Recently, intelligent wheelchair-based expression (Luo, Wu 
and Zhang, 2013) has been desiged for disabled person in 
helping the disabled person to control the wheelchair using 
the facial expression. In behavioral science and medical 
research for instance, facial expression is used as pain 
monitoring (Hammal and Kunz, 2012) for individual  with 
severe cognitive impairment like autism which cannot 
communicate pain verbally.  

Therefore, due to important applications of such 
system in daily life, the past decades have witnessned the 
increasing number of approaches for automatic facial 
emotion recognition. The common approaches that widely 

applied in analyzing the facial expression recognition are 
Gabor filter (Deng, Jin, Zhen and Huang, 2005; Donato, 
Bartlett, Hager, Ekman and Sejnowski; 1999; Gu, Xiang, 
Venkatesh, Huang and Lin, 2012; Zavaschi, Britto, Oliveira 
and Koerich, 2013; Lyons, Budynek and  Akamatsu, 1999), 
local binary pattern (Shan, Gong and McOwan, 2009; Feng, 
Hadid and Pietikäinen, 2004; Liu, Yi and Wang, 2009; 
Moore and Bowden, 2009; Zhao and Zhang, 2011), wavelet 
(Shih, Chuang and Wang, 2008; Kazmi, Ain and Jaffar, 
2012, Ali, Hariharan, Yaacob and Adom, 2014). 
Eventhough facial emotion recognition has reached a certain 
level of success, however this system is far from human 
visual perception. As a results, recognition of facial emotion 
is still challenging task due to complexity and subtlety of 
facial features. The problem even more hampered by 
existing intra-class variations and also inter-class 
similarities of nonlinear emotional features.   

To address this problem, therefore this paper 
proposes an application of  nonlinear technique so called 
two dimensional empirical mode decomposition (2DEMD) 
using PCA plus LDA for facial emotion classification. In 
this work, the facial images were subjected to 2DEMD 
technique to produce a set of intrinsic mode functions 
(IMFs) via sifting process. The obtained features were 
further analyzed using dimensionality reduction technique 
before fed to k-nn classifier.  
   
METHODOLOGY 

 
 Figure 1 shows the generic framework of the 
proposed method. The descriptions of each block are 
discussed as follows. 
 
Pre-processing of facial images 
 To pre-process the image, face detection is used as 
a technique to extract the face region from a given image of 
having different backgrounds. 
 



 

 

 
 
Figure 1:The framework of the proposed method 
 
Generally, most of facial expression images are obtained 
under controlled conditions (no lighting effects) and the 
acquired images are in frontal view. There are two common 
approaches in extracting the face region which is face as a 
whole unit (holistic approach) or face as a set of facial 
features (eyes, brows, nose and mouth). The location of the 
facial features in correspondence to each other sometimes 
determines the overall location of the face.  In this work, the 
original facial image of size 640 x 490 pixels firstly is 
cropped and scaled into 132 x 132 pixels by removing the 
background influences. 

 
EMD 

The EMD is a new method used for analyzing 
nonlinear and non-stationary process in which any 
complicated data can be decomposed into a finite and often 
small number of IMF that admit well-behaved Hilbert 
transform (Huang, Shen, Long, Wu, Shih, Zheng, Yen, 
Tung and Liu, 1998). This method is considered as highly 
efficient due adaptiveness in decomposing the signal based 
on local characteristic time scale, thus making applicable to 
nonlinear and non-stationary process. It extracts the modes 
directly from the signal with no prior of assumption the 
nature of data. The usefulness of EMD technique can be 
seen in various research areas such as EEG, ocean, radar, 
earthquake, revealing the underlying oscillatory modes of 
real world signal. Due to advantages of EMD that is a fully 
data-driven method, no predetermined filter or wavelet 
function, thus (Nunes, Bouaoune, Delechelle, Niang and 
Bunel, 2003) have applied EMD in texture analysis.  
  
2DEMD applied  to facial expression images 

The 2DEMD is the extension of one dimensional 
EMD widely used in  image analysis such as texture 
analysis (Nunes, Bouaoune, Delechelle, Niang and Bunel, 
2003, 2003), image compression (Linderhed, 2005), 
skeletonization pruning (Krinidis and Krinidis, 2013), 
image fusion (Hariharan, Koschan, Abidi, Gribok and 
Abidi, 2006), face recognition (Zhang and Tang, 2009; 
Bhagavatula and Savvides, 2007) and facial pose-estimation 
(Qing, Jiang and Yang, 2010). Thus, in this work facial 
images are converted into a one dimensional vector, x (t) on 
each row (or column ) one by one. Based on (Huang, Shen, 
Long, Wu, Shih, Zheng, Yen, Tung and Liu, 1998) the 
algorithm of EMD can be summarized as follows:  

1. Locate all local maxima and local minima of x (t). 
2. Generate upper envelope, eu (t)  and lower 

envelope, el (t) by  cubic spline interpolation. 

3. Calculate mean envelope, 
2

)()(
)(

tete
tm lu 
  

4. Extract the details, )()()( tmtxtd   . In finding 

IMFs, two conditions should be satisfied 
a. The number extrema and number of zero 

crossings must be the same or differe by 
one.  

b. The mean value of upper envelope and 
lower envelope is zero.   

5. Iterate on the residual d (t). 
The above procedure is called sifting process, which 
amounts to first iteration steps 1 to 4 upon detail signal d (t), 
until this latter can be considered as zero-mean according to 
some stopping criterion. Once this is achieved the detail is 
referred to as an IMF, the corresponding residual is 
computed and step 5 applies.  
Application of EMD to these vectors yields a set of vector 
IMF’s which are then reshaped into matrix IMF’s. Figure 2 
illustrates the example of seven facial expressions and their 
corresponding modes and residues. 

 
 
Figure 2: An example of seven facial expressions and their 
corresponding modes and residue. 
 
We have considered IMF1 as features because the first 
IMF1 contains the largest magnitude extrema in which they 

Original images 

Pre-processing 

2DEMD 

PCA plus LDA 

kNN 



 

 

contribute to the highest local information that describe the 
characteristic of facial emotion. In other words, IMF1 has 
highest frequency component. Then, this selected IMF1 are 
further analyzed using PCA plus LDA technique. 
 
 PCA plus LDA 

Recently, PCA plus LDA has been widely applied 
as data dimensionality reduction techniques in pattern 
recognition (Belhumeur, Hespanha, and Kriegman, 1997; 
Deng et al, 2005; Martinez and Kak, 2001; Yang and Yang, 
2003; Ali, Hariharan, Yaacob and Adom, 2014). Due to 
small sample size problem, PCA maps the original d-
dimensional feature xk to the f-dimensional feature yk

 
as an 

intermediate space, and then LDA projects the PCA output 
to a new m-dimensional feature vectors zi where 

i
T
pca

T
ldai xWWz  , for i=1,2,…n. To apply PCA, let X is the 

data matrix of IMF1 features of entire dataset. Each row of 
X represents IMF1 facial image. Suppose X={x1, x2, x3… xn} 
be a feature vector of coefficient matrices of IMF1 with 

observations  d
i Rx  , Therefore, PCA can be calculated in 

following steps: 
Step 1: Compute the mean of the data matrix µ,  
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Step 2: Compute the covariance matrix S, 
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Step 3: Compute the eigenvalues λi  and eigenvectors vi of S, 

iii vSv                                          (3) 

, i=1,2, …, n 
 
Step 4: Sort the eigenvectors corresponding to the k largest 
eigenvalues. The projected sample in PCA space is given 
by: 

xWy T                                   (4)                     

where W is 404x404 dimension. In this work, 95% of 
variances (350 principal components) are kept to the energy 
level. The output of PCA then is projected to LDA 
subspace. The goal of LDA is to maximize  between-class 
scatter matrix while minimize within-classr scatter matrix.  
In face recognition, LDA is more capable of distinguishing 
image variations due to different identities especially 
variations in illumination and also expression (Belhumeur, 
Hespanha, and Kriegman, 1997). To apply LDA, let 
{yk|k=1, 2, …, n} is a PCA output with n samples in f-
dimensional spaces. Let li be the class label of yk, where 

 cli ,...2,1 and c is number of class. Denote the i-th class 

samples by Ni. The scatter matrices SB and  SW are given as, 
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Where µ is the global mean, µi is the mean of the i-th class: 
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If Sw is non-singular, the optimal projection Wopt is the 
chosen matrix with orthonormal column, which maximize 
the ratio of determinant of between-class scatter of the 
projected samples to the determinant of within-class scatter 
matrix of the projected sample e.g.,  

]...,,[maxarg 321 m
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The projected sample in new PCA plus LDA space is given 
by: 

i
T
pca

T
ldai xWWz                                    (10) 

Note that the dimension of LDA is bound to c-1, where c is 
the number of classes, thus in this work there are (7-1) 
classes is the final dimension. The first six columns of zi in 
Eqn. (10) are considered as six features and used to classify 
the seven facial emotions.   
 
RESULTS AND DISCUSSION 

 
 To evaluate the effectiveness of the proposed 
method, standard Cohn-Kanade Facial Expression Database 
(Kanade, Cohn and Tian, 2000) was used in this 
experiment. It consists of 500 images sequences having 
difference groups and ethnicities. The grayscale of the facial 
image start with neutral and slightly increase to the apex 
emotion. The subject was instructed to perform a series of 
six basic emotions (anger, disgust, fear, happiness, sadness 
and surprise). We have used 404 digitized facial images that 
consist of seven facial expressions (38 angry, 59 disgust, 52, 
fear, 75 happy, 54 sad, 46 surprise and 80 neutral). We note 
that, for some particular expressions of the particular 
subjects are missing. We also exluded facial images with 
high illumination effect in this experiment. 
 In extracting the features, firstly the facial images 
were decomposed using 2DEMD to produce IMF1, IMF2, 
IMF3 and residue. The 1st IMF (IMF1) was selected and 
considered as features since IMF1 contains significant 
features for classifying the seven facial emotions while 
IMF2 and IMF3 are discarded. The results of IMF1, IMF2, 
IMF3 and residue have been shown in Figure 2. As 
observed in Figure 2 that, all three modes (IMF1, IMF2, 
IMF3) and residue exhibit the pattern structures from finest 
to coarsest of the original expression.  Due to nature of the 
EMD algorithm, as the order of the IMF increases, the 
relative mean of the data approaches to zero (Rilling, 
Flandrin and Goncalves, 2003). The first IMF (IMF1) is 
effectively has the largest magnitude extrema in these 
vectors which contribute to the highest local information 
that describes the characteristic of distinct facial emotion. 
So, we have chosen IMF1 as features for further analysis 
since IMF1 has the highest frequency component.  

The IMF1 of size 132 x 132 pixels was 
concatenated into one dimensional array (1 x 17424) to 



 

 

form a feature vector. The obtained features were then 
subjected to PCA plus LDA for dimensionality data 
reduction to map high dimensional into a lower dimensional 
space. The reduced features finally were classify using kNN 
classifier. To evaluate the proposed method, we employed 
10-fold cross-validation method. That is, the entire dataset 
was randomly divided into ten groups in which each group 
contains approximately the same proportion of class 
samples as the original dataset. Nine groups of the data 
were used as training, and the remaining one group (testing 
set) was used as testing. This procedure was repeated 10 
times (fold) and average recognition of 10 folds is 
calculated.  Besides, we also conduct using 5-fold cross-
validation for comparison. Table 1 shows the recognition 
results of IMF1+PCA+LDA  using k-nn classifier.  
 

Table 1. Recognition rates IMF1+PCA+LDA features 
using k-nn classifier 

k-nn 5-fold (%) 10-fold (%) 

k = 1 97.31 96.07 
k = 2 97.89 98.28 
k = 3 97.71 97.10 
 
 
As we can see from Table 1 the proposed IMF1+ PCA + 
LDA using simple k-nn classifier achieves the best accuracy 
of 98.28% using 10-fold cross validation in classifying the 
seven facial emotions.  This result shows that the proposed 
2DEMD + PCA + LDA is effective and highly effecient 
approach towards achieving automated facial emotion 
recognition. 

 
CONCLUSION 
 This paper has presented a new approach in 
classifying the seven facial emotions based on 2DEMD + 
PCA + LDA features using k-nn classifier. The 2DEMD has 
decomposed the facial images into IMF1,IMF2, IMF3 and 
residue before subjected to dimensionality reduction and 
classification. Based on the result obtained, the application 
of 2DEMD + PCA + LDA for facial emotion recognition is 
highly efficient since its demonstrated the recognition result 
of 98.28%. However, further study has to be done  to  
investigate the proposed method with different classifiers 
and tested using person-independent database as well as  
apply to generalization across-database before adopting into 
real-time application so that robust human-computer 
interface system can be achieved. 
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ABSTRACT 
This presented article deals with the issue of VDWS and DLSM communication protocols, that are used for remote 
reading of intelligent electrometers for smart metering. This article analyzes the real data communication from the 
distribution network of CEZ, a.s., one of the biggiest elektricity distributor in EU. Based on the analyzed data the authors 
then introduce their recommendations and the direction of further development and utilizations of remote readings in 
smart metering networks.  
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INTRODUCTION 
In the beginning when remote communication was 

being set on meters, the most common communication 
technology was PSTN (Public Switched Telephone 
Network) . For distribution companies it usually meant 
minimal installation costs. Either the connection was 
already available, or the customer was forced to create it. It 
concerned mostly big customers or facilities owned by the 
distribution companies, mainly distribution points and 
power plants. But because of  inefficiency and rather high 
operation costs, distribution companies abandon this 
technology very fast. It is utilized mostly on places where it 
is not possible to use another technology for remote 
reading. Another utilized technology slowly building its 
position is AMM (Advanced Meter Management), which 
comes under the concept of so called intelligent networks 
(Smart grids). These systems allow the customers to, for 
example, closely observe the current electricity 
consumption in households. AMM technology is still in its 
very beginning and therefore it is not possible to choose a 
suitable number of samples for analysis. In the Czech 
Republic two major technologies, GSM and GPRS, are used 
for remote data reading. An integral part of remote reading 
are communication protocols serving as an interface 
between the electrometer placed on the offtake point, and 
the controlling reading system. One of the oldest  protocols 
used is SCTM (Seriál Coede TeleMetering), which is now 
used only for older meters and its lifespan ends when the 
meter is changed for a newer model. Distribution companies 
nowadays utilize VDEW and DLMS protocols for remote 
communication with electrometers.  

Possibilities of efficient smart grid and industrial 
utilization are then directly dependant on correctly designed 
architecture of a communication network from the reading 
exchange to the end user, which is, in our case, an 
intelligent electrometer. This issue is then closely 
investigated in general view in (Emilio A., et.al., 2013). An 
important part of these networks is the need of compatibility 
of the used communication with the IEC 61850 standard, as 
mentioned by (Carré, O., et. al, 2012), (Pruthvi, P., et. al, 
2013), (Han, G., et. al, 2013), (Han, G., et. al, 2014), 
(Horalek, J., at.al., 2013) and (Naumann, A. at. al., 2014), 
who focus mainly on this combination of IEC 61850 and 

smart grid networks. The problem of efficient utilization of 
remote readings is its dependency on not only the 
architecture of the data network itselfs, but also on 
appropriately chosen and correctly implemented protocols 
for communication between the reading exchange and the 
intelligent electrometer, principles of which are investigated 
in (Yang, Y., et. al. 2013) and (Otani, T., et. al. 2013). The 
uniqueness of this article lies in the analysis of real data 
obtained from long-term VDEW and DLMS protocol usage 
in industrial utilization, their analysis, assessment, and 
subsequent recommendation for reliable and continuous 
operation. From the analysis of measured real operation 
data, the range of conclusions and their impact on the real 
use of VDEW and DLMS protocols can be drawn. Our 
findings obtained on the basis of real operation, should be 
reflected in the design of further development of smart 
metering. 

 
COMMUNICATION PROTOCOLS  

 
Several types of communication protocols are used 

to communicate with electrometers. These protocols are 
intended for communication between electrometers and 
reading metering system. This article discusses the options 
of utilization and optimization of implementation of two 
most commonly used protocols, VDEW and DLMS, which 
are supported in Czech energetic system. Both below 
introduced and tested protocols belong to the family of IEC 
60870-5 and IEC 62056 protocols, which are standards 
defining systems used for remote dispatching control and 
data collecting, in electrotechnical and energetic systems 
automation of application.  

IEC 60870-5 provides communication profile for 
sending basic remote messages between two systems, which 
use permanent directly connected data circuits between the 
systems. The standard is based on the master-slave model 
and specifies functions for remote control systems. It is a 
division of roles units whose use serial bus when the master 
unit (control) sends requests (inquiries, orders, requests) 
gradually to all their slaves units. Each slave unit responds 
individually to sended requests. This scheme (request-
response) has fixed rules (polling). One of the most 
important functions is the Report By Exception (RBE) 
mechanism for timestamps assignment. For the master unit, 
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located by default in the central control, is important to 
learn as quickly as possible about an extraordinary events 
on the slave unit. For this reason the RBE is used. This 
mechanism allows remote slave stations to request 
communication with the master. According to IEC 60870-5, 
slave has the possibility to initiate transaction. For example, 
"I’m process variable no. 33 and I have changed my status 
from 0 to 1." It is understoodable that the variable belongs 
to a slave device; without RBE function the master can 
notice the variable values change only via a regular polling 
order. Timestamps allow the user (or application that 
processes the data) to monitor particular events. Time stamp 
is attached to each event and provides information about 
occured events. For example, the event "I’m variable no. 33 
and I have changed my status from 0 to 1" is accompanied 
by a timestamp in the format year-week-day week-hour-
minute-second-milliseconds. Time stamps are used to 
identify the event and its ranking. It also specifies a robust 
and powerful synchronization mechanism for the exact time 
data processing regardless of the distance between the unit 
and the unit RTU master. 

IEC 62056 is then a system of norms for metering 
electric energy and change of figures according to 
International Electrotechnical Commission. IEC 62056 
norms are versions of international DLMS/COSEM 
specification standard. DLMS, or Device Language 
Message Specification, is a system of norms created and 
maintained by DLMS User Association, which was passed 
according to IEC TC13 WG14 to the IEC 62056 set of 
norms.  

 
Protocol VDEC (IEC 60870-5-103) theory  
 VDEW protocol belongs to the IEC 60870-5 
protocols stack. The protocol is defined for all seven layers 
of OSI model and enables sending data of variable length. 
The functions on individual layers are the following: 
 
 Layer 1 (physical layer): describes meida transmission 

using, which can be a LAN network, a PSTN line, a 
radio network, or GSM/GPRS networks. The physical 
network can be configured as point-point. 

 Layer 2 (link layer): controls communications between 
network elements communicating with each other. 
This layer is responsible for serial/parallel 
communication, frames synchronization, error 
detection and correction, signal quality tracing, station 
address identification, generating control codes, 
processing the length of a telegram, recovering from 
errors, data block labelling, and channel switching. 

 Layer 3 (network layer) performs the change of 
message priority, and ensures message directing.  

 Layer 4 (transport layer) is not used with SCTM 
protocol.  

 Layer 5 (relation layer) creates and divides data 
connections if this method is implemented via public 
networks (PSTN, GSM/GPRS).  

 Layer 6 (presentation layer): provides data format 
delivered to the user.  

 Layer 7 (application layer): describes individual types 
of information, query strategy, set of commands for 
data saving, and passwords for the user level. The 

protocol controls individual commands including 
special ccommands and testing telegrams. 

 
VDEC is principally very similar to its ancestor, the SCTM 
protocol, and as SCTM's direct successor it is extended by 
other commands. Protocol architecture is based on three-
layered EPA architecture. EPA is a simplified ISO/OSI 
layer model, from which four layers (presentation, 
relational, transport, and network layers) were extracted. 
Communication speed of the VDEW protocol is, according 
to EPA, set to either 9,600 baud rate (Bd), or 19,200 Bd. 
 
Set of IEC 60870 norms consits of the following standards 
(ABB, 2011): 
 IEC 60870-5-1: Transmission frame formats. 
 IEC 60870-5-2: Link transmission procedures. 
 IEC 60870-5-3: General structure of application data. 
 IEC 60870-5-4: Definition and coding of application 

information elements. 
 IEC 60870-5-5: Basic application functions. 
 IEC 60870-5-6: Conformance testing guidelines. 
 IEC 60870-5-101 Transmission protocols, companion 

standards especially for basic telecontrol tasks. 
 IEC 60870-5-102 Companion standard for the 

transmission of integrated totals in electric power 
systems (this standard is not widely used). 

 IEC 60870-5-103 Transmission protocols, companion 
standard for the informative interface of protection 
equipment. 

 IEC 60870-5-104 Transmission Protocols, Network 
access for IEC 60870-5-101 using standard transport 
profiles. 
 

Communication withthe  meter - protocol VDEC 
IEC 60870-5-103 protocols can operate in 

communication systems with the master - slave model 
utilizing a serial bus. One unit is always the controlling one 
(master) and successively sends requests (queries, 
commands, appeals) to all its subordinate units. Every 
subordinate unit reacts to the requests designated for it. 
Classic request/response schema has set rules called polling. 
The requesting process can be conformed to individual 
requests. Many widely spread communication protocols are 
based on this model. In this type of protocol, each data or 
message transmission on a network is controlled by the 
master unit. In not so widely spread classic control systems 
(device, production line, and operation control) the 
programmable automat or similar devices is the master unit 
of the communication network, and slave units are sensors, 
actuators, I/O modules, regulators, other PLC, etc. In a 
special case of  large electrized systems, the control unit is 
usually a computer placed in the dispatch, whereas the units 
being controlled are called RTU (Remote Terminal Unit). It 
is mostly industrial computers, or PLC controlling electric 
substation Figure 1. 
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Figure 1: Example of a protocol used in substation 
communication structure in automatic mode (ABB, 2011) 
 
It is obvious that for the master unit placed in the exchange 
dispatch, it can be crucial to recognize if there was a 
variable value signaling an emergency in the subordinate 
unit. That is what RBE (Report by Exception) function is 
for. It allows remote slave units to request communication 
with the master unit. According to IEC 60870-5, the slave 
unit has the ability to initiate, for example, transaction like 
this: 'I am a process variable no. 27 and I changed my status 
from 0 to 1'. It is understood that the variable belongs to a 
device of a slave type. Without the RBE function the master 
unit would recognize the change in variable value only 
when the slave unit would be sent a request as regular.  
Protocol telegram used for data transmission between the 
control station (Master) and the controlled station (Slave) is 
of a variable length and it is able to communicate both ways 
Figure 2. 

 
Figure 2: Extracts from the registers of electricity using 
protocol VDEW 
 
Protocol DLMS (IEC 62056) theory  

DLMS (Distribution Line Message Specification) 
is an international communication standard running on a 
server-client principle. The connection here is established 
by the client. The client can communicate with more 

servers, or other way around, more clients can communicate 
with one server. The DLMS protocol became a global 
standard of Smart Meter designers for interoperability 
between metering systems for various kinds of energy, such 
as electricity, gas, heath, and water. Interoperability is 
ensured across both various communication methods, such 
as RS 232, RS485, PSTN, GSM, GPRS, IPv4, PPP, and 
PLC, and for safe access to data using AES 128 encryption. 
The protocol independently communicates on devices from 
various manufacturers, kinds of metering instrument, or 
metered quantity. It is given by COSEM (Companion 
Specification for Energy Metering) specification, where 
rules for message transmission, object oriented access, and 
kinds of transmission media are investigated. The protocol 
utilizes overall three levels of transmission security. The 
highest level of security even supports encryption of 
transmited data. It runs in the aplication layer of an OSI 
model and it is independent on the protocols in lower layers 
and transmission media.  

Application Layer

User Layer Application Function (CF)

Data Interface and Connection 
Manager API

Configuration Interface API

COSEM/Appliacetion Layer (62056-53

High Level Data Link Control 
(HDLC)

Data Layer (62056-46)

DLSM Wrapper Layer (62056-
470)

Microchip TCP/IP Stack

Physical Layer (62056-42

MODE E Switch to: 
HDLC (62056-21: 

Mode E only)

Microchip Peripheral Library

RS232/PSTN/
GSM modem

Optical Port Ethernet/GPRS

DLMS Stack (Kalki Technologies)

Microchip Stack and Library

Meter OEM
 

Figure 3: DLMS principle (IEC 62056-21, 2002) 
 
Features of the protocol are described in IEC 

62056 (IEC 62056-21,2002) norm and also in four books 
published by the DLMS User Association. These books are 
color coded based on their contents: DLMS - Blue Book 
(2013), DLMS - Green Book (2013), DLMS - Yellow Book 
(2013), and DLMS - White book (2013). 

 
IEC 62056 set of norms consists of the following standards: 
 IEC 62056-21: Direct local data exchange (3d 

editionof IEC 61107) describe show to use COSEM 
over a local port (optical or current loop). 
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 IEC 62056-42: Physical layer services and procedures 
for connection-oriented asynchronous data Exchange. 

 IEC 62056-46: Data link layer using HDLC protocol. 
 IEC 62056-47: COSEM transport layers for IPv4 

networks. 
 IEC 62056-53: COSEM Application layer. 
 IEC 62056-61: Object identification system (OBIS). 
 IEC 62056-62: Interface classes. 

 
Object model devices 

Every metering device has its own logical 
structure. At the same time an object model exists for every 
metering device. Objects containt attributes for accessing 
data and methods for working with the objects. They also 
have names assigned to them according to their functions 
and their access rights as well. The name of the object is an 
important attribute hinting on the purpose of that object. 
The name is a chain of 16 characters and allows its global 
identification. The chain consists of two parts. The first 
three characters are the manufacturer identifier (DLMS UA 
user association and FLAG association). With the last 13 
characters the manufacturer must ensure their uniqueness. 
Object oriented access is provided by the COSEM 
application layer. The metering device must contain one 
Management Logical Device containing information about 
other logical devices. It is used to establish the connection. 
The methods and attributes can be accessed using either 
Short Name or Logical Name (Blue Book, 2013).  

 
Object Identification System 

To identify objects, OBIS (Object Identification 
System) is used. This system originates from the German 
EDIS system. It provides unique identifiers for all data 
inside the meter. These identifiers do not serve only for 
metered values, but also for calibration, or information 
about the meter. OBIS code is formed by hierarchical 
structure of six values labelled by letters A to F. Values 
from OBIS are then saved into designated classes and their 
objects (DLMS - Green book, 2013). 

 
OBIS value group: 
 A - types of metered energy 
 B - the number of the metered channel 
 C - differentiation of individual subjects of the same 

type of energy or abstract objects 
 D - the method of metering and processing the 

physical quantity 
 E - rate of metering 
 F - billing period 

 
DLSM protocol utilizes several basic classes of objects 
including: 
 Data Class - used to save configurations of simple 

data. 
 Register Class - used to save metered quantities 

including code and units. It is derived from the Data 
class. 

 Extend Register Class - it is intended to save 
quantities, condition, and time of reading. It is derived 
from the Register class. 

 Demand Register Class - this class stores information 
about average value of the metered quantity. It is also 
derived from the Register class. 

 Profile Generic Class - it serves for collecting larger 
amount of data from other objects. These data are used 
to creat a profile. Objects from the Data, Register, 
Extend Register, and Demand Register classes can 
serve as a source for such data. Read data follow the 
selected criterion. 

 Clock Class - provides access to time unit of the meter. 
It provides methods of configuration and time shifts. 

 
Other classes for advanced functions are, for 

example: Register Activation, Script Table, Register 
Monitor, Single Action Schedule, Schedule a Special Day, 
and Activity Calendar. 

 
Communication with the meter - protocol DLSM 

The client connects to the meter using a 
communication profile. This meter stores its address in 
every communication profile. The meter hosts several 
independently addressable logical devices. The client first 
connects to the Management Logical Device and recognizes 
other logical devices contained in the meter. While 
establishing the communication an application process, 
which connects to the client's logical device, is created. 
Application Association of both sides takes place. A part of 
the application layer ensures the connection is called ACSE 
(Association Control Service Element). A server assigns 
access rights to the application process, so that the process 
can work with objects. The connection lasts during the 
entire data exchange and it is termined after the 
transmission ends (DLMS - Green Book 2013).  
 
Connection to the meter 

The client's application layer hosts several 
processes. One of these processes serves to ensure 
connection and utilizes services of individual layers. In the 
first phase physical layers of the client and the server 
connect. In the next phase link layers connect, and 
application layers connect last. The connection starts with 
the Connect.request command on the pysical layer and an 
attempt to connect follows. The response to this command 
is Connect.confirm, which is a confirmation of successful 
establishment of a connection. Using the application and 
link layers, the connection to a known address of a logical 
device is established. Authentication follows establishing a 
successful connection. Next, a method of object 
identification is selected. From that moment on the client 
can access methods and object attributes. After finishing the 
work with objects, the client terminates the link connection. 
With terminating the link connection, the application 
connection terminates as well. If  no new connection to the 
logical device is established, even the physical connection is 
terminated. If a connection is not established for whatever 
reason, the other side receives a Connect.indication 
response (DLMS - Blue book 2013). 
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Figure 4: Extracts from the registers of electricity using the 
DLMS protocol 
 
Securing data access 

Securing data access is performed against any 
client access to all meter's objects. Three levels of security 
for authenticating the identity of a client establishing the 
connection are used. Based on this authentication, the client 
is granted access rights to individual objects. 

  
 Lowest Level Security -  There is no authentification 

performed with this type of security. It must be 
supported by the Management of Logical Device. 

 Low Level Security – Here, the client must provide a 
password. The password can be overheard. 

 High Level Security - The highest possible security 
utilizing algorithms and encyrption keys. This type of 
security is used only in cases when it is not possible to 
prevent overhearing of the communication channel 
(DLMS - Blue book, 2013). 
 

ANALYSIS OF VDEW / DLMS COMMUNICATION 
PROTOCOLS 

 
The system of comparing both communicating 

protocols was based on practical testing and assessment of 
advantages and disadvantages of both communication 
protocols. Their reliability during performed data readings 
was an important factor. Selected samples of the meters 
reflect types of meters used by CEZ Distribution services, 
s.r.o., namely electrometers ZXD3 by Landis&Gyr 
(Toshiba Corporation) with type CU and SL 73 by Actaris 
(Itron) communication units and with communication units 
of series V1, V2 and V2.1i.  

Data were obtained from data reading exchange 
Converge governed by ČEZ Distribuční služby, s.r.o. in 
Hradec Králové. 60 samples of meters were used for testing. 
DLMS protocols utilize mostly GPRS and VDEW 

technologies for communication and it is then possible to 
read data using both GSM and GPRS. Each tested type of 
meter is represented by only ten electrometers. Mutual 
differences of the same type of electrometers is excluded in 
this analysis. For this reason the selection is relatively small. 
The main focus was placed on including as highest 
percentage of used types working with VDEW or DLMS 
communication protocols as possible. It was important to 
select meters with long-term successful reading to eliminate 
elements, which could distort the results of this analysis. 

 
Electrometers selected for analysis 

Most used electrometers from the ZXD series by 
Landis&Gyr (Toshiba Corporation) and SL7 by Actaris 
(Itron) were selected for analysis. It is not a specific 
definition of a model series of both manufacturers, but more 
of a universal label for mutual differentiation. Complete 
names then contain specification for the type of metering, 
class of precision, number of systems, etc. SL7 
electrometers communicate solely on the DLMS protocols. 
ZXD series can communicate on both DLMS and VDEW. It 
was also important to divide these series based on whether 
they read only offtake or offtake along with supply. Three 
profile (3LP) meters are used for offtake. One profile is for 
active offtake and two for reactive energy. Electrometers 
with six profiles (6LP) are used for supply. Here, two 
profiles meter active offtake and supply. Remaining four are 
for reactive energy.  

Division of meters according to the number of 
profiles was necessary for metering time demand during 
remote reading. There was a suspicion that meters with 
higher number of profiles can significantly slow down the 
process of data collection. Mostly in groups with higher 
number of electrometers. Profiles in commonly used 
electrometers were defined a fifteen minute period, i.e. the 
highest reached average maximum per time unit. In some 
specific cases a sixty-minut period is subtracted. This period 
is used mostly by outdated coders, but those are not the 
objects of this testing as they are recently being replaced by 
newer ones. 

 
 Elenctrometers with DLMS protocols - SL7 3LP, SL7 

6LP, ZXD 3LP, ZXD 6LP. 
 Electrometers with VDEW protocols - ZXD 3LP, 

ZXD 6LP. 
 

Methods of reading and statistical data collection  
Communication between electrometer and reading 

data exchange was performed the same way with both 
protocols. A virtual electrometer, on which the type of 
protocol and the number of profile has been predefined, was 
created at the reading exchange. Data reading was 
performed every day between 1. 4. 2014 and 31. 8. 2014. 
With every reading a download of values (telegrams) of the 
profile, registry values, and control of time unit was 
performed. Profile values for all electrometers were defined 
a fifteen minute period. Value reading always started on the 
last time stamp. There never was any time overlap or 
unnecessary rewriting of an already saved profile. Remote 
reading for registry values was different. The reason was 
also, of course, the difference in data. In registries, some 
values are being rewritten (dial values), changed (voltage on 
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phase), or added (maximal values). It is more about 
technical values with more extensive data. During data 
reading, time of reading exchange was compared to the time 
of the communication unit. If there is a difference up to two 
seconds in both times, its synchronization with reading 
exchange time will be performed. If the difference in times 
is more than two seconds, no synchronization will be 
performed and the time has to be reset manually. The reason 
for such difference in times can be too long time period 
between data reading caused by, for example, inaccessible 
signal from the operator, low battery in the electrometer, or 
an error in electrometer's memory. In the last two cases a 
service action directly at the place of offtake is necessary. 

 
Process assessment by comparing VDEW/DLM 

The difference in time demand for both 
communication protocols is shown in Figure 5. The VDEW 
protocol needs far less time to handle the data transmission 
between the reading exchange and the meter than the 
DLMS protocol. Such a big difference in times is given 
mainly by the amount of transmissioned data. The 
advantage of VDEW over DLMS is the possibility to 
configure what data are to be obtained during the 
transmission. The configuration is done directly on the 
electrometer via parameterization software. Such 
configuration is not possible with the DLMS protocol. 
However, the problem is not caused only by the 
communication protocol itself, but partly also by the 
reading exchange, in which relevant drivers for this type of 
communication are absent. Therefore, all data from the 
electrometer are collected during a reading. That way even 
unnecessary data is read and the selection is done directly at 
the reading exchange. This very often burdened the reading 
exchange itself disproportionately. Another big difference 
between the DLMS and VDEW protocols is in establishing 
and terminating a connection. The DLMS protocol showed 
far shorter time necessary to establish and terminate a 
connection. The difference in terminating a connection is 
not that noticeable. Increased time demand for time control 
for ZXD 3LP running on VDEW protocol is worth noticing. 
Here, the time difference was very common. In two cases it 
was not possible to perform a synchronization and the time 
had to be set manually. Although time is not set right, the 
data exchange attempts to perform the synchronization until 
the reading limit expires. That was one of the reasons for 
increase in time demand. This error can certainly be blamed 
on the communication units and it is not caused by the 
protocol itself. 
Error rate of communication protocols 

In the following metering, errore rate of individual 
telegrams (profile, registry, and time) transmissioned 
between the reading exchange and electrometers was 
observed. The error rate was best observable on the number 
of interrupted telegrams during the communication itself. If 
an iterruption of a telegram occurred, the data exchange 
initiated a new transmission after 30 seconds. Five attempts 
were set. After exhausting these five attempts, the 
transmission is assessed as unsuccessful. In the whole 
observed time period, this situation occured only once and it 
was on 30. 6. 2014. The error was not caused by the 
transmission of communication unit telegrams, but because 
the mobile operator and internal IT services supplier 

intervened in their technologies and considerably decreased 
trasmissions in GPRS8 mode. Although, the situation is not 
quite noticeable on a graph of the VDEW protocol. One 
third of the ZXD electrometers was read in operational 
GSM mode. 

SL7 electrometers primarily communicate via 
GPRS and because of this reason the data collecting was not 
successful. Average error rate of these protocols is shown in 
graphs (Figure 6 and 7). 

VDEW protocol showed noticeably higher 
percentage of interrupted telegrams during data reading. 
The biggest part of this percentage was consumed by 
reading registers of the electrometer. This phenomenon was 
anticipated more with the DLMS protocol, where it was 
registers that demanded the longest time control needed to 
read data. Time delays connected with repeated calling 
occured during reading. During an unsuccessful call the 
time limit for this action expired and data reading ended in 
time out status (an error after exceeding the maximum time 
for awaiting a telegram). It is about the same item. The 
opposite of telegrams for registries were telegrams for 
inspection, or synchronization of a time unit. Data were not 
read on the first try only eight times and only once the limit 
of five attempts was exceeded during the whole observed 
time period. As it was previously mentioned in the chapter 
Process Assassment, this problem was not the fault of 
VDEW protocol. Another influential factor was that the 
communication protocol is not able to continue interrupted 
telegrams. A new call had to made after the interruption. In 
most cases one or two telegrams were read with no 
problems and other telegrams were read on second to fourth 
attempt. Although the VDEW protocol shows far shorter 
times for data trasmission, its advantage was invalidated 
because of the repeated calls. 

For the DLMS protocol the data were read on the 
second attempt at the most for one whole day (30. 6. 2014). 
There was a minimal number of interrupted protocols. It 
was almost always just indvidual places. Just like with the 
VDEW protocol, there had to be a new call made after a 
telegram was interrupted. Not even this protocol can 
continue with interrupted data and it is necessary to read the 
whole package for a telegram again. The DLMS protocol 
was able to establish a connection far better, which showed 
on the graph itself. Frequent interruption of a telegram for 
electrometer registry was anticipated with the DLMS 
communication protocol. This was not confirmed during 
testing. The communication protocol has far longer time 
mode for reading registries, but when communicating with 
the reading exchange it can usually maintain the established 
connection and the data are read. That way it came closer to 
the level of reading using the VDEW protocol. During the 
observed time period there were no repeated inspections (or 
synchronizations) of the time unit. Everything was 
performed to a maximum of one attempt of reading. 

 
Analysis Assessment 

Several conclusions can be drawn from the 
conducted analysis. The first one is that in case of a 
significant interference into IT technology or technology of 
the mobile operator  errors in data reading occur. The next 
conclusion is that the VDEW communication protocol 
needs less time to communicate than the DLMS protocol. 
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This advantage is, on the other hand, invalidated by a higher 
percentage of attempts to call caused by a number of 
interrupted telegrams. The DLMS communication protocol 
has, on the other hand, less problems with establishing and 
terminating a connection. On the side of the reading 
exchange there is an absence of needed drivers for data 
transmission. For this reason the DLMS communication 
protocol is significantly put at a disadvantage and its assets 
are not used to their full potential.  

 
 

CONCLUSION. 
The aim of this paper was to analyze contemporary 

tools used for Smart metering, compare their features, and 
lastly make appropriate recommendations. It is obvious 
from the analyzed data that even suppliers themselves do 
not prepare their products for operation. One proof of such 
behavior was a comparison of communication protocols. 
The DLMS protocol would unequivocally top its 
competitor, VDEW. Because of absent drivers, the DLMS 
protocol disproportionately burdened the reading exchange 
by a number of unneccessary data. A repair patch in the 
reading exchange would solve this problem. Not all 
advantages of this protocol were used to their full potential. 
One serious problem caused by interference with mobile 
and IT technologies was noted during the testing. During an 
extensive blackout on 30. 6. 2014, a large number of 
electrometers working in the GPRS mode was not read. 
This incident mostly points to a problem of ensuring a 
backup data collecting, rather than to the problem of the 
GPRS technology. Data collection for such a large number 
of unread places cannot be performed in a short period of 
time. It would significantly strain the reading exchange and 
other problems would ensue. Even though the 
communication units working with GPRS can establish a 
connection via GSM, it is not possible to use such backup 
route for such a large amount of meters. The costs for such 
solution would skyrocket. Even communication windows 
cannot be used. They appear daily in set times and in 
maximal duration of fifteen minutes. And each location is 
set for a different time. 
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Figure 5: The average time required for readings 

 
Figure 6: The average error protocols VDEWFigure 6: The average error protocols VDEW 
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ABSTRACT  
Knowledge management (KM) is about collecting, organizing, and storing the knowledge assets of an organization to 
make it accessible for future knowledge reuse and application. Effective knowledge management system (KMS) should 
be able to deliver relevant knowledge to the right knowledge user at the right time. Yet, existing KMS is limited in 
several ways,  and still largely relies on human efforts to access, extract and filter information pertinent to their 
knowledge need. Successful KMS requires the identification of proper technology designed with the right system features 
to support the KM activities, hence achieve the goals of KM. Due to this motivation, this paper aims to discuss the 
application of semantic technology to enhance the KMS and propose a semantic KM model to support collaborative 
learning environment. This preliminary model has been proposed based on the review of the literatures on KM, KMS, 
semantic technology and collaborative learning environment and the verification of the model components will be done 
using a questionnaire survey. A pilot survey was conducted to several academicians in Higher Learning Institutions 
(HLIs) in Malaysia to validate the survey instruments before the actual survey is carried out. Rasch Unified Measurement 
Method (RUMM) is used to analyze the pilot data. As a result, Person reliability is found to be quite high, but Item 
reliability suggested fair data. A few respondents and items were identified as misfits with distorted measurements. Some 
problematic questions are revised and the negative questions are considered to be reworded into positive questions.  
 
Key words: knowledge management  knowledge management system  semantic knowledge management   

 
INTRODUCTION 

Knowledge is one of the most crucial success 
factors for today’s organizations. It requires a successful 
dissemination of relevant knowledge to people who need it, 
whenever they requested for that knowledge. To ensure 
proper knowledge consumption, a suitable tools need to be 
developed and implemented to support the knowledge 
management activities. In modern years, Information 
Technology (IT) adoption in organizations to support 
knowledge processes has been recognized as one of the 
significant KM enablers, and knowledge management 
system (KMS) is acknowledged as one of the most 
successful  tools to facilitate knowledge management 
projects (Maier  & Hädrich, 2011). This recognition 
resulted in surge in the augmentation of sophisticated KMS 
for handling organizational knowledge assets. There are 
various definitions of knowledge management system found 
in the literature and one of them proposed by Davenport, De 
Long and Beers (1998) that describe KMS as a technology 
based system that supports KM processes including 
knowledge creation, capture, storage and knowledge 
dissemination and sharing. This means that if the 
knowledge users fail to locate the knowledge that they need, 
then the KMS is not successful in meeting its user’s 
expectation, hence is not effective to support knowledge 
needs of its users. 

Today, as online information is growing at 
exponential rate and massive information collected which 
resulted from various business activites, the task of finding 
and using information becoming more difficult than ever. 
Especially to large and distributed organizations, it is harder 

for them to exploit their knowledge assets without the right 
KMS features designed to solve their knowledge related 
problems. Current KMS still requires much of human 
efforts to access information, extract and filter information 
relevant to their knowledge needs (Fensel et al. 2000; 
Davies, 2007). Several studies have been conducted to 
discuss the limitations with current KMS related to 
technical issues such as the KMS architecture design and 
infrastructural requirements for such system. For instance, 
the research conducted by Joo (2006) indicated two main 
limitation factors in current KMS; system quality and 
knowledge quality. Joo (2006) proposed the recent 
technology of Semantic Web to overcome the limitations 
with existing KMS, similar with several projects proposed 
in the literature (Davies 2007; Schaffert 2006; Vega-
Gorgojo et al. 2010; Stojanovic & Handschuh, 2002).  
 
Semantic Knowledge Management 

The recent technology of the Semantic Web has 
given a new drive to the old knowledge management 
research field. The goal is to build a unified information 
medium that is both understandable for people and 
computers thus allows the computers to do certain tasks on 
behalf of human users (Berners-Lee, Hendler, & Lassila, 
2001). The development of Semantic Web has created many 
opinions and dialogue on the impact of associated 
technologies such as XML and RDF for developing 
effective and efficient KMS.  

One of the major components of the Semantic Web 
is ontology. An ontology must be constructed for each 
domain of human knowledge to provide meaningful 
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description about the knowledge of that particular domain. 
The use of ontologies in the escience community 
determines ultimate success for the Semantic Web (de 
Bruijn et al., 2006). On the Semantic Web, data is annotated 
using ontologies to describe background information that 
enriches the description of the data, hence providing 
contextual information about specific data. Because 
ontologies are shared specifications, they can be used for 
several data sources including Web documents and 
relational databases. This enables a certain degree of inter-
operation between multiple data sources (de Bruijn et al., 
2006) and provide meaning to content of Web documents 
through its structure, hence enabling software agents to 
perform sophisticated tasks for human users (Berners-Lee, 
Hendler, & Lassila, 2001).  

This paper aims to propose a Semantic Knowledge 
Management Model to support knowledge users in 
collaborative environment. This preliminary model is 
proposed based on the review of the literature. A pilot study 
has been conducted to collect data about the current KMS 
used for education targeted to several IPTA's in Malaysia 
that have been using KMS for more than 1 years. The pilot 
survey result will be analyzed using RASCH. The pilot 
study is conducted to validate the questionnaires for data 
collection  to verify the proposed semantic components for 
the KMS. 
  

RELATED WORKS 
Studies of knowledge management implementation 

has been conducted and discussed in many different 
domains such as in oil and gas companies (Robert M. Grant, 
2013), in software maintenance organizations (Mohd Nor, 
Abdullah, Selamat & Azmi Murad, 2009), in healthcare 
institutions  (Ali, Tretiakov, Whiddett & Hunter, 2010) and 
in education domain (Ali, Sulaiman & Che Cob, 2014; 
Butnariu & Milosan, 2012; Abdullah et al., 2008). These 
authors also discussed the role of KMS to support KM 
processes in their selected research domains. These works 
has proven that the KMS indeed plays an important roles 
for successful KM implementation in organizations. Hence, 
important attention needs to be given related to the 
requirements of developing effective and efficient KMS.  

There are many definitions proposed by KM 
researchers to describe KMS from various perspectives. For 
instance, Meso & Smith (2000) defined KMS from two 
perspectives; technical and social-technical (Meso & Smith, 
2000). The Technical Perspective comprises of 
Technologies, Functions and Knowledge components 
whereby the KMS functions related to specific technologies 
should be able to support knowledge works of employees in 
organizations. The Socio-Technical Perspective views KMS 
as combinations of technology infrastructure, organizational 
infrastructure, corporate culture, knowledge and people. 
Abdullah, Shamsul, Alias and Selamat (2005) proposed 
more specific KMS framework to support collaborative 
works in learning organisations and suggested several 
important components for a KMS framework. Similarly, 
these authors also highlighted KMS functionality as one of 
the crucial component to build a successful KMS.  

Another definition of KMS proposed by (Abdullah 
et al., 2008), which defined KMS as a tool for managing 
and storing knowledge to provide easier knowledge access 

and retrieval to support learning organizations. (Abdullah et 
al., 2008). In addition, KMS also can be categorized into 
two types according to their business functions; horizontal 
and vertical KMS (Benjamins, Fensel & Perez, 1998). 
Vertical KMS is a more specific KMS solution that suits a 
particular business needs while horizontal KMS is a general 
type KMS that can be applied to several business situations.  

However, our work is mainly related to the 
technical definition of KMS concerning the three main 
components suggested by Meso and Smith (2000), 
Abdullah, Shamsul, Alias and Selamat (2005) and Abdullah 
et al. (2008). The main goal of this paper is to illustrate the 
capabilities of semantic technologies to enhance the 
knowledge processes during collaboration works, not just 
supporting the tasks of the knowledge users. Enhancing in 
this context means easy and effective knowledge acquisition 
and retrieval, hence making the process of finding and using 
knowledge much faster with minimal user efforts.   

As KM field has gained much attentions over the 
years, many KM and KMS frameworks and models and 
have been proposed.  However, the existing KMS models 
did not adequately realized the roles of KMS to support KM 
initiave (Abdullah et al., 2008). A model that addresses 
important concepts or components and relationship between 
these components is very important to idealize the idea of 
semantic knowledge management, which guides the 
direction for implementing KMS in organizations.  
 
Knowledge Management Systems Limitation 

The findings from the analysis of the literature 
outline several limitations of current KMS. Davies (2007) 
claims that rapid growth of today’s information resources 
result in diffficulty to find, organize, access and maintain 
required information. Another important findings from 
survey conducted on online educators’ current practices and 
requirements in 2006 where all survey participants reported 
a lack of feedback about the learning process (Jovanovic et 
al., 2007).  

Meanwhile, Joo & Lee (2009) conducted an 
empirical study to analyze the technological limitations of 
existing KMS. They highlighted three limitations; 1) search 
limitation, 2) integration limitation and 3) inconvenience 
with regards to poor knowledge quality of the KMS. The 
authors proposed the semantic technology as a solution to 
these limitations and concluded that semantic KMS will be 
able to reduce the time and increase efficiency in 
completing tasks, hence improved quality of the solution.  

Existing KM Systems offers only limited ways of 
describing knowledge content itself, hence hinder many 
possibilities that KM Systems can provide to Community of 
Practice (CoP). Knowledge workers are increasingly 
flooded by information from various sources which resulted 
in more difficult task and extra efforts needed to filter 
needed information to solve a particular problem in hand. 
Offering and finding relevant information and knowledge is 
a huge challenge as the ability to learn quickly is one of the 
determinant for competitive advantages that a company 
should have. Semantic Web technologies are a tool that can 
be used to better manage information and to increase the 
level of automation in knowledge and information 
acquisition tasks. 
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Exploiting semantic technology for Knowledge 
Management System will bring many potential benefits to 
enhance knowledge management activities and provide 
richer experiences to KMS users. Current systems to 
support knowledge processes are limited in terms of 
understanding and interpreting the stored documents hence 
limit the potential of KMS’s role in supporting KM 
initiative. The most recent semantic KM development 
proposed by Felic, König-Ries, and Klein (2014) illustrate a 
system called Product Lifecycle Management (PLM) as a 
tool to manage product development knowledge. The 
authors highlighted major issues addressed by PLM are data 
integrity and completeness, interoperability and facilitation 
of  collaboration between different expertise areas (Felic et 
al., 2014). In addition, semantically enhanced knowledge 
resources that hold machine interpretable and meaningful 
documents are very much needed to manipulate the full 
potential of web technologies to support knowledge users 
(Kohlhase & Kohlhase, 2008).  

Semantic web-based KMS will be able to solve the 
limitations faced by current KMS as two of the main 
motivators for semantic web are data integration and 
providing intelligent support for users (Hendler, Berners-
Lee, & Miller, 2002; Davies, 2007). One of the key 
enabling technologies of semantic web, ontology is suitable 
to represent consensus knowledge.This will solve the 
information overload problem for users of KMS which 
involves lots of information exchanged across CoP and 
enable automated processing of information items which 
will result in minimum human intervention required to 
operate KMS. 

 
Semantic Knowledge Management Systems for 
Collaborative Environment 

Education domain is one of the knowledge 
intensive industry, and lots of collaborative works occur in 
this setting. In education domain, several researches have 
been conducted to study the benefits of semantic to manage 
learning resources (Biletskiy et al. 2009; Jiang et al. 2008; 
Kohlhase & Kohlhase 2008; Li et al. 2011; Memon & 
Khoja, 2009; Sánchez-Vera et al. 2012; Sampson et al. 
2004). Jovanovic et al. (2007) demonstrates the use of 
semantic web technologies to improve the learning 
environments and connect the students and learning content 
teachers.  

The application of semantic technology in 
education setting can be used to describe the relationship 
between learning resources thus help users understand 
relationships and dependencies between facts to make them 
more effective to support teaching and learning processes 
(Kohlhase & Kohlhase, 2008). The massive growth of 
learning resources on the web with thousands of documents 
easily available makes the task to find required and relevant 
learning resources becomes time consuming. The Semantic 
Web can reduce this time by automatically acquiring links 
to relevant resources on the Web providing information 
about needed products that matches learners’ interest. The 
semantic web based KMS will be able to do a reasonable 
job of collating, cross-referencing and synthesizing the 
results by employing software agents that can find, distill 
and exchange information with other agents to build 
meaningful information collages (Ohler, 2008).  

Some recent works use semantic web to improve 
the capabilities and user experiences in education domain 
by mean of artificial intelligence and knowledge 
management techniques. Semantic web technology is able 
to provide the ability to integrate different e-learning 
systems, and to give semantics to entities and relations in 
the database by mean of ontologies. The focus of semantic 
web based KMS for learning is on the learner’s context, to 
be able to provide richer learning experience to the users.  

Recently, some initiatives to start the semantic 
web-based educational systems (SWBES) have emerged in 
the field of artificial intelligence in education (AIED) 
(Bittencourt, Costa,Silva and Soares, 2009). The main idea 
is to incorporate semantic web resources to the design of 
AIED systems aiming to update their architectures to 
provide more adaptability, robustness and richer learning 
environments. However, the construction of such systems is 
highly complex and faces several challenges in terms of 
software engineering and artificial intelligence aspects.  

The semantic web (Web 3.0) have significant 
impacts for learners including the ability to access relevant 
up to date information more quickly, enable personalised 
tailored content to fit current learning requirements, and 
facilitate close contact with those who provide the 
information, while sharing information with those with 
similar interests (De Waard et al. 2011). 

Jovanovic et al. (2007) demonstrates how to use 
Semantic Web technologies to improve the existing online 
learning environments by providing the linking between 
teacher and student. The ontological framework proposed to 
formalize learning objects and their relationship between 
different learning resources within a context of learning 
environment.  

More recent work by Peredo, Canales, Menchaca 
and Peredo (2011) described a set of integrated tools to 
build an intelligent Web-based education system. The aim is 
to create a Web learning environment that can be tailored to 
the Learners’ needs, hence providing personalized 
environment to the knowledge user’s.  

The literature studies performed suggested the 
potential of adopting semantic technology to improve KMS 
to successfully support the KM processes. Semantically 
enabled knowledge resources provide intelligent content, 
which allows computer to understand and interpret 
knowledge documents. Hence, this semantic capability of 
KMS will leads to semantic features such as the ability to 
link knowledge resources and provide more accurate search 
results. In addition, as the machine can understand 
knowledge resources, it allows knowledge to be filtered to 
tailor to specific user’s context with minimal user’s efforts, 
which leads to personalization of information and 
knowledge. The ability to deliver the right knowledge to the 
right user can be served through this semantic based KMS 
features and consequently facilitate KM activities to achieve 
the main goals of KM.  

 
A PROPOSED SEMANTIC KNOWLEDGE 
MANAGEMENT MODEL FOR COLLABORATIVE 
ENVIRONMENT 

 
The proposed semantic KM model consisted of 

five important components to support collaborative works.  
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These five components are identified as critical elements for 
implementing KMS. The importance of these five 
components (refer Error! Reference source not found.) is 
described below: 
A. KM Processes – KM implementation should address 

the four basic processes of KM. These four basic 
knowledge processes are derived from literature 
(Abdullah et al. 2008; Alavi & Leidner, 2011; 
Davenport & Prusak, 1998). The features of KMS 
developed should be able to support each of the KM 
processes:  
i. Knowledge Acquisition – in collaborative 

environment, regular knowledge creation takes 
place especially in today’s learning organizations. 
Activities related to knowledge creation and 
acquisition need to be supported by KMS features 
and functions. 

ii. Knowledge Storage – the knowledge created and 
acquired resulted from the collaboration activities 
need to be captured and represented in explicit 
knowledge form. This captured knowledge must be 
organized in a proper form and stored for future 
knowledge retrieval and dissemination.  

iii. Knowledge Dissemination – The important 
knowledge captured and stored in the repositories 
will be disseminated to relevant knowledge 
whenever requested. In this proposed model, pro-
active knowledge dissemination is expected 
through alert and notification whenever new 
knowledge is created and deposited into the KMS.  

iv. Knowledge Application - the main aim of KM is to 
retain knowledge for easier access by knowledge 
users, thus resulted in knowledge utilization. 
Knowledge dissemination leads to knowledge 
sharing. This knowledge is then used and applied 
by the knowledge users to accomplish their work 
tasks and goals. 

B. Ontology-based Knowledge Repositories – The 
semantic capability of this system is realized through 
the use of ontology for knowledge storage (Antunes, 
Seco, & Gomes, 2007; Apostolski et al., 2010;  Felic,  
König-Ries, & Klein, 2014; Jovanovic et al., 2007). 
Ontology based knowledge models (teacher’s model, 
student’s model, and course model)  define the 
structure of the acquired knowledge to be stored in the 
knowledge repositories. The ontology describes the 
knowledge objects which provides meaning to the 
computer that enables computer to understand the 
objects, hence results in semi/ automation of certain 
knowledge management system (KMS) functions.  
 

C. Semantic Knowledge Management Features – 
Semantic KMS features include ontology-based 
knowledge model, which provides shared description, 
common understanding of the knowledge objects. 
These shared descriptions will allow integration of 
knowledge across platforms (Knowledge integration). 
Knowledge search allows the KMS user to search the 
metadata i.e semantic search rather than using 
traditional keyword-based search, hence enable the 
system to provide more accurate search results which 
will reduce the user efforts to filter the relevant 
knowledge that they need (Tablan, Bontcheva, Roberts,  
& Cunningham, 2014).  In addition, the ontology based 
knowledge model enable the computer to understand 
the meaning of the information being stored, hence it 
will be able to automatically filter the knowledge to 
relevant KMS users (who might be interested with 
specific knowledge (know-who; know-what) whenever 
they need it (know-when). It allows personalization of 
knowledge that tailor to KM user’s preferences and 
needs (based on ontology based user’s model in 
knowledge repository). 

D. Knowledge Management Goals –Adding the semantic 

Figure 1: A Proposed Semantic Knowledge Management Model for Collaborative Learning 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

5

 

 

to KMS will be able to answer important knowledge 
management questions such as know-what, know-why, 
know-how, know-who and know-when, thus realize the 
ultimate goals of KM implementation.  

 
E. Collaborative Learning Features – This component 

identifies the important KMS functions to support 
specific KM processes (Abdullah, Sahibudin, Alias, & 
Selamat, 2005; Lipponen, 2002; Mohd Nor et al., 
2009). The administrative tool is important to support 
the management of the knowledge in the system and 
the functions of the KMS. The KMS user’s profile 
management function allows the personalization to 
happen, hence the right knowledge can be disseminated 
or delivered to the right users at the right time. 
Collaborative content management tools support the 
knowledge provider (i.e teacher) to create knowledge 
about a particular subject/ course. As a specific course 
knowledge might be created by more than one 
knowledge providers/ experts, this function enable 
collaboration work between a group of knowledge 
experts to create and acquire knowledge which will be 
later stored inside the knowledge repositories. Student 
Tracking will function to monitor student’s learning 
experience. For example, student’s competency level 
can be monitored through the assessment scores and 
appropriate level of course assessment questions (i.e 
quiz) can be suggested for that particular student 
according to their competency level. Collaborative 
learning tools such as electronic forum, discussion 
board are important to facilitate the process of 
knowledge usage and application, hence lead to 
knowledge utilization (Mohd Nor, Abdullah, Azmi 
Murad, & Selamat, 2010).   

 
 
RESEARCH METHODOLOGY 

This research is conducted based on literature 
analysis and data collection from selected Higher Learning 
Institutions (HLI) in Malaysia. The aim of these activities is 
to study the limitations of current KMS implemented to 
support teaching and learning processes at the HLIs and to 
identify important KM components to manage knowledge 
to support collaborative works in this setting. In depth 
review of literature covered on related topics such as KM, 
KMS and Semantic technology. A comparison study has 
been performed on several KMS models to critically 
analyze and identify the important components of KMS. A 
questionnaire was then developed based on the identified 
contructs from the literature analysis. Before the actual data 
collection is performed, a pilot study was conducted to 
validate the survey questionnaire items.  

A pilot survey was conducted via surveymonkey 
(www.surveymonkey.com) and the link was emailed to  
academicians from several HLIs in Malaysia. In this pilot 
study, Rasch measurement model (RUMM) is used to 
analyze the data. RUMM is used to measure observable 
events and analyzing performance of respondents and 
questionnaire items. The Rasch analysis is mainly 
performed to determine reliability of respondents and items 
and also to determine the outliers for both respondents and 
items. This should give us the final questionnaire items to 

be used in the actual data collection to verify the proposed 
components of the model.  

 This paper shall discuss use of Rasch 
measurement to analyze and validate questionnaires used to 
verify components in Semantic KM model for collaborative 
learning environment.  

 
RESULT 

15 academicians from Higher Learning Institutions 
(HLIs) in Malaysia participated in this pilot study. The pilot 
data were tabulated and analyzed using WinSteps, a RUMM 
tool. Rasch identified an extreme score which will later be 
excluded from further analysis. Person and Item summary 
statistics results and measures are shown in Table 1 and 
Table 2.  

In Rasch, person separation is used to classify 
people. Low person separation (< 2, person reliability < 0.8 
) with a relevant person sample implies that the instrument 
may not be not sensitive enough to distinguish between high 
and low performers (Mohd Nor, Abdullah, Azmi Murad, 
Selamat, & Aziz, 2010). However, this study shall not be 
used to separate respondens into groups. As can been from 
Table 1, person reliability score of 0.91 is quite high. 
Hence, it means that the responses are reliable for analysis.  

Meanwhile, item reliability score of 0.67 shown in 
Table 2 indicates fair data. This might be due to small 
sample size being used for analysis. The spread of person 
responses is  3.29 logit is fair. This is due to extreme 
responses by a person. However, person Reliability = 0.91 
and Cronbach Alpha=0.99 indicates high reliable data and 
hence the data could be used for further analyses.  

Rasch provides the Wright Map that allows both 
person and items to be mapped side-by side on the same 
logit scale to give us a better perspective on the relationship 
of person responses to the items. Wright Map (shown in 
Figure 2) indicates a higher Person Mean (0.30) compared 
to the constrained Item Mean. This indicates tendency to 
endorse higher importance for the questionnaire items. 
Person 2427534 from University Malaysia Pahang being the 
highest in PIDM, have the tendency to give high importance 
ratings to most of the questionnaire items, whilst 2426005 
(UPM) and 2427569 (UTeM) tends to rate lower.  

On the Item side, the distribution is quite closely 
bunched together, except for q5. This might be due to 
respondents do not understand the term ‘structured format’ 
used in the item. Therefore, this question will be revised for 
easier understanding. Among these items q6, q10,q11, q13, 
q17, q20, q21, q22, q23 and q47 are below the minimum 
measure of Persons. This indicates overall agreeableness on 
the high importance of these components. 

Eigenvalue of 1st contrast has the strength of 12 
items (refer Table 3). This is quite high (>3) and may 
suggest a secondary dimension. Items ABCDE items are 
quite distinctly located from other items (refer Figure 3). 

Items q40,42,43,44,45 are the main items 
contributing to the secondary latent trait (refer Table 4). 
Upon investigation, these item are negatively worded. These 
shall be reworded in the final questionnaire into positive 
questions. 
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Table 1: Summary of 15 Measured Person 

 
 

Table 2: Summary of 52 Measured Items 

 
 
 

 
Figure 2: Wright Map 

 
 

Table 3: Unidimensionality Test 

 
 

 
Figure 3: STANDARDIZED RESIDUAL variance (in 

Eigenvalue units) 
 

Table 4: Item Measure 

 
 

The items shown in Table 5 are with infit & outfit 
z-std >2, which indicate erratic responses. These shall also 
be revised. 
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Table 5: Items Misfit 

 
 

CONCLUSION 
 KMS is critical to ensure that KM activities to 
support knowledge processes can be done in an effective 
and efficient manners. However, the KMS should be 
designed to exhibit features that enable faster and easier 
knowledge acquisition, provide knowledge storage that can 
link many different knowledge resources for easier 
integration and allow knowledge dissemination to relevant 
knowledge users.  The ability to provide effective and 
efficient support for these KM processes will lead to better 
knowledge application and hence increase knowledge 
utilization. The advent semantic technology is proposed to 
solve the limitations of current KMS by providing semantic 
capabilities that enhance KMS functions to support 
collaborative works of users. To formulate the semantic 
KMS model for collaborative environment, the components 
on KM, KMS, semantic technology, and collaborative 
learning are composed from diverse literatures.  

A preliminary model of semantic KMS 
components for collaborative learning is presented. A 
questionnaire is developed based on this model and the 
questionnaires items are tested in a pilot study. RUMM was 
used in analyzing pilot questionnaire. Person reliability 
found to be quite high, but Item reliability suggested fair 
data. A few respondents and items were identified as misfits 
with distorted measurements. Some problematic questions 
are revised and the negative questions are considered to be 
reworded into positive questions. The following step 
involves distribution the revised questionnaires to several 
selected HLIs targeted to academicians, students and system 
administrator to verify the proposed components for 
semantic KMS model for collaborative environment. The 
model shall be used to develop a semantic KMS protototype 
to provide more effective and efficient support for 
collaborative activities. 
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ABSTRACT 
In this paper, drawing upon the literature review and empirical data, we address the importance of knowledge sharing 
from Islamic perspective and the relevancy of Knowledge Management (KM) for sharing knowledge of Islam. We 
propose Islamic Knowledge Portal as a tool to effectively manage the knowledge of Islam to be a righteous and 
successful Muslim. In addition, this paper reviews successful implementation of KM portal in several organizations and 
identifies the important functional specifications to build such system. A survey results are used to empirically investigate 
the knowledge requirements for Islamic Knowledge Portal, and the findings from these activities are used to identify the 
required knowledge content and to design the important features for Islamic Knowledge Portal. 
 
Key words: Knowledge Management  Knowledge Management System  KM portal   

 
INTRODUCTION 

Knowledge management (KM) is about managing 
knowledge to ensure that the right knowledge can be 
delivered to the right people at the right time. Nonaka and 
Takeuchi categorized knowledge into two main types 
namely explicit and tacit knowledge (Nonaka & Takeuchi, 
1995). Tacit knowledge is knowledge about how to do 
things and is normally related to the skills acquired through 
experiences and resides in the minds of individuals. Due to 
the nature of this knowledge type, it is not easy to be 
verbalized and communicated to others (Nonaka & 
Takeuchi, 1995; Li & Gao, 2003) and can only be 
transferred through face-to-face communication between 
knowledge seekers and knowledge providers. To leverage 
tacit knowledge, it needs to be converted into explicit 
knowledge, a form of tacit knowledge that has been 
documented, codified and archived to make it accessible to 
knowledge seekers. Thus, the aim of KM is to convert tacit 
knowledge into explicit knowledge (Nonaka & Takeuchi, 
1995; Alavi & Leidner, 2001; Davenport, De Long, and 
Beers,1998) so that the knowledge can be shared and 
applied by others at anytime and anywhere (Ali, Sulaiman, 
& Che Cob, 2014).  
  Islamic knowledge comprises of various areas of 
knowledge that covers every aspect of human’s life. Hence, 
KM is very relevant for managing knowledge of Islam. For 
Muslim, it is obligatory to pursue KM to nurture, to identify 
and to utilize KM in helping Mankind to become effective 
users of knowledge. A Muslim as vicegerent (khalif) is 
obliged to explore knowledge and developing its application 
as God created all those knowledge for him to be used and 
applied (the Qur’an 2:29-33) (Bakir & Yaakub, 2011). This 
verses from the Qur’an justify the needs for Muslim to 
study and implement effective and efficient ways to manage 
knowledge to be a righteous and successful Muslim.  

Seeking knowledge is a duty upon every Muslim 
(Bakir & Yaakub, 2011). It is important for Muslim to learn 
and teach or share only authentic knowledge of Islam, the 
knowledge that is based on the Qur’an and the Sunnah. 
Consequently, we need to spend time, money, efforts, and 

patience in the quest to seek for authentic knowledge of 
Islam not only for our own success but also to be able to 
share it to others. Traditionally, common ways to seek 
knowledge among Muslim are by attending Islamic events 
(e.g. Islamic lectures, forums and seminars), reading Islamic 
materials such as books, magazines and CDs, and listening 
to Islamic programs on radio and television. Today, the 
internet technology has made it easier and faster for people 
to seek and share knowledge of Islam online (i.e, website on 
Islam, blogs, social media). However, the advent of the 
Internet has created another problem to the community. As 
more people seek and share knowledge online, the 
authenticity of the knowledge shared become questionable 
as the knowledge content and source of knowledge is not 
verified and validated. Hence, this issue becomes one of the 
barriers that prevent Muslim from seeking and sharing the 
Islamic knowledge online..Thus, it is very critical for the 
Islamic knowledge seeker to identify the source of the 
shared knowledge online and to ensure that the Islamic 
knowledge acquired is authentic.  by providing a system 
that can provide trustworthy knowledge content to 
overcome the issue of unreliable knowledge resources.  

It is apparent that appropriate tools are essential to 
ensure that knowledge can be managed effectively and 
efficiently so that it can lead to proper knowledge 
utilization. Information Technology (IT) has been proven as 
one of the most important factors that facilitates the KM 
practices, and knowledge management system (KMS) is 
seen as the most effective and efficient tools for KM (Maier  
& Hädrich, 2011). KMS refers to a technology based system 
that supports any of the KM processes such as knowledge 
creation, capture, storage and knowledge dissemination and 
sharing (Davenport, De Long, and Beers, 1998). KM portal 
is an example of the most common KMS tool implemented 
in organizations to manage their knowledge assets.  

Building an effective KM portal requires 
understanding of characteristics of a good KM portal and 
the KM practitioners need to address that the primary users 
of such system includes knowledge seekers of all ages with 
different technical skills and cognitive ability. The portal is 
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valuable only if it helps the knowledge seekers to achieve 
their goal for knowledge seeking. Hence, the focus should 
not be limited to what technology can do and then expect 
that people will use it, but understand the needs of the 
knowledge portal users. Consequently, the portal developed 
will attract the knowledge seekers to use it and return to the 
portal to seek for knowledge. A good KM portal should be 
able to provide the community of experts and other 
knowledge users’ access to each other and to the repository 
of explicit knowledge relevant to knowledge needs. KM 
makes it easy for experts to collaborate with the rest of their 
community and seeks to promote a culture of sharing and 
replication of knowledge relevant to their community 
(Hariharan, 2011).  

Although many studies have been conducted on 
the effectiveness of KMS for managing knowledge, very 
little efforts exist that discuss KM for managing knowledge 
about Islam through the use of a portal. A lot of discussions 
can be found in the literature about the use of IT as an 
enabler that can promote KM processes in many different 
domains. For example, the role of IT to facilitate the 
management of knowledge in education has been discussed 
in (Ali, Sulaiman & Che Cob, 2014; Abdullah, Selamat, 
Jaafar, Abdullah, & Sura, 2008), KMS for knowledge 
sharing in healthcare (Ali et al., 2012) and KMS 
components for collaborative software architecture 
environment in (Nor, Abdullah, Murad, & Selamat, 2010). 
However, limited resources exists that discuss KM as a tool 
to manage Islamic knowledge such as found in (Bakir & 
Yaakub, 2011) and (Wahid et al., 2010). Hence, this study 
is intended to empirically investigate the knowledge 
requirements for such system in order to design and then 
develop an effective KMS for disseminating and sharing 
knowledge about Islam.   

This paper discusses the importance of knowledge 
sharing from Islamic perspective and the relevancy of KM 
for sharing knowledge of Islam. In addition, this paper 
reviews successful implementation of KM portal in several 
organizations and identifies the important functional 
specifications to build such system. The paper also 
discusses the results of a survey conducted to investigate the 
knowledge requirements for Islamic Knowledge Portal. The 
findings from these activities are used to identify the 
required knowledge content and to design the important 
features for Islamic knowledge portal. The paper concludes 
with a summary of the recommendations and implications 
for the Islamic Knowledge Portal implementation.    

 
KNOWLEDGE MANAGEMENT (KM) PORTALS IN 
ORGANIZATIONS 

 The most similar and recent study has been 
proposed by IslamGRID project by by Department of 
Islamic Development Malaysia or JAKIM (Wahid et al., 
2010). IslamGRID KM is an application developed by 
JAKIM with the aims of collecting, preserving, 
disseminating and promoting knowledge of Islam to all 
Muslims. IslamGrid KMS provides a platform for people to 
organize, store and access explicit knowledge using specific 
tools to make it easier and attractive for people to access and 
communicate with the community. The features include the 
creation of Islamic knowledge repositories that stores 
knowledge and information from internal and external 
sources. The study addresses methods to acquire and 

disseminate knowledge; in an effective manner. IslamGRID 
KM is developed based on the KM Process Model shown in 
figure 1 which comprised of seven stages: Knowledge 
Identification, Knowledge Discovery, Knowledge 
Acquisition, Knowledge Creation, Knowledge Storage & 
Organization, Knowledge Sharing and Knowledge 
Application.  

 

 
 

Figure 1: IslamGRID KM Process Model (Wahid et al., 
2010). 

 
The establishment of KMS at The Malaysian 

Agricultural Research and Development Institute (MARDI) 
is aimed towards developing centers of excellence, 
accredited and specialized laboratories, facilities, and 
technology information center. MARDI’s KMS 
implementation strategy is to manage both explicit and tacit 
knowledge for higher efficiency as well as applied 
knowledge management to enhance innovation processes 
(Talisayon, 2013). MARDI implemented various portals for 
different knowledge needs such as:  

1. MyFruit - a one-stop-shop for information about 
tropical fruits comprises over 1,000 information 
sheets on all aspects of tropical fruit production, 
processing, and marketing;  

2. MePIS - provides information on tropical herbs 
R&D, e-gallery, books on herbs 

3. AgrobIS- provides access to data on all biological 
genetic resources conserved at MARDI. 

4. iSMART- provides information on more than 300 
technologies developed by MARDI, 
commercialized, or in the up-scaling status 

5. AnjungNet - An intranet for MARDI’s staffs, which 
facilitate internal communication through e-forums 
and e-news 
 
A comprehensive review on KM experiences in oil 

and gas industries such as BP, Royal Dutch Shell, Chevron, 
ExxonMobil, Schlumberger and few more companies has 
been discussed by Grant (2013). Oil and gas industries 
relied heavily on IT as the main tool for the codification of 
information to achieve their KM goals and proved that IT 
was an enabler for many of the technology and people-
based activities important to knowledge management 
success. The author listed the KMS key features 
implemented at these organizations to facilitate knowledge 
sharing for competitive advantage. For example, companies 
have developed databases of best practices to capture 
positive and negative experiences. Other databases facilitate 
the meeting of experts including Yellow Pages of 
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Engagements and BP Amoco’s Connect – a voluntary 
intranet Yellow Pages directory that makes it easier to find 
expert.  

Table 1 summarizes the implemented features of 
KMS implementation in the organizations discussed with 
respect to the functional specifications of a good KM portal 
as suggested by Hariharan (2011).  

 
 

Table 1: The Functional Specifications of KMS 
Implemented in Organizations  

Functional 
specifications 

IslamGRID  
(Wahid et 
al., 2010) 

MARDI 
(Talisayon, 
2013) 

Oil & 
Gas 
Portal 
(Grant, 
2013) 

Knowledge 
repositories and 
sub-repositories 
to support 
community of 
practice (CoP) 

√ √ √

Content 
Management  

√ √ √

Document 
sharing (upload 
and download 
documents ) 

√ √ √

Knowledge 
checking & 
validation 

√ x √

Expertise Finder Not 
mentioned 

x √

Collaboration 
tools (e.g 
discussion 
board,forum etc.) 

√ √ √

Personalization  Not 
mentioned 

√ √

Alert & 
notification 

Not 
mentioned 

x √

Search & 
Retrieval 

√ √ √

Rating of content x x x
Access Control √ √ √
Intergration with 
external content 
(hyperlinks) 

√ √ √

Logs & Reports √ √ √
 

RESEARCH METHODOLOGY 
This study adopted the research methodology 

shown in Figure 2. The methodology of this study involves 
several stages as listed below:  
1. Literature review- in depth review on related topics 

such as KM, KMS, KM portal in organizations, and 
Islamic KM. In this stage, justification for developing a 
portal to manage Islamic knowledge is justified. In 
addition, the characteristics of a good portal is also 
identified.  

2. Data collection- involves gathering information from 
the intended users of Islamic Knowledge Portal to 
identify the requirements for the portal.  

3. System Design- the results from the literature review 
and empirical data from the survey are used as the basis 

for designing Islamic Knowledge Portal. The system 
features are identified and the conceptual design of the 
portal is developed.  

4. System testing- the verification and validation of the 
proposed system to ensure that the Islamic Knowledge 
Portal meets the user requirements and of quality. The 
testing includes unit testing, system testing and user 
acceptance testing.  

5. System Implementation- the Islamic Knowledge Portal 
will be implemented and documentation and reporting 
will be done.  

6. Post-implementation Evaluation- for KMS, the post-
implementation evaluation is very important to gather 
feedback from the user to identify areas for 
improvement and to ensure that the knowledge portal 
developed is meeting the KM objective. 

 
 

 
Figure 2: Research Methodology 

 
RESULTS AND DISCUSSIONS 

 This study presents data based on a survey of 80 
respondents in Malaysia conducted via online questionnaire.  

A. Demographic Background 

 Table 2 presents the demographic background of 
the respondents. The proportion of male respondents (53%) 
to female respondents (47%) is quite balanced. Majority of 
the respondents is in the age group of 19 to 30 years old 
(65%), followed by 46 and above (26%), 31 to 45 years old 
(5%) and less than 18 years old (4%). Most of the 
respondents are not married (67%).  

Table 2: Demographic Background of the Respondents 
Frequency Percentage 

Gender   
Male 43 53% 
Female 38 47% 

Age   
Less than 18 years old 3 4% 
19-30 years old 53 65% 
31-45 years old 4 5% 
46 and above 21 26% 

Status   
Single 54 67% 
Married 27 33% 
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B. Source of Islamic Knowledge 

 About 38% of the respondents prefer to seek 
knowledge about Islam by referring to the experts such as 
“Ustaz” or “Ustazah”, 21% of the respondents seek 
knowledge from online resources such as websites and blogs 
while another 21% refer to Quran and Sunnah (20%) for 
knowledge. 37% of them agree that time constraint is the 
main problem they face in order to seek for knowledge about 
Islam as they need to find a specific time to attend a 
knowledge sharing session such as religious talk or gathering 
(for example, “usrah”) or see the experts to seek for 
knowledge. They prefer to seek knowledge directly from the 
experts caused they think that the source of knowledge is 
validated as it comes from the reliable sources. 44% of the 
respondents agree that it is very important to refer to valid 
sources to seek knowledge of Islam and to ensure that the 
knowledge is validated and the truth.  

 48% of the respondents rely on their memory to 
keep the knowledge that they have acquired, while 41% of 
them put the knowledge into written notes and about 9% of 
them recorded the knowledge (Audio or video). 
Memorization or keeping the knowledge in memory is not a 
good way to retain knowledge as this knowledge can be 
easily lost due to many reasons such as cognitive limitation 
of a person (e.g. the memory decreases over time), hence it 
is very important to store this knowledge in explicit form 
and share this knowledge with others so that the knowledge 
can be retained and referred by other people.  

C. Knowledge Sharing 

 When it comes to knowledge sharing, majority of 
them indicated that they have no problem in sharing the 
knowledge that they have with other people (75%) and they 
prefer to share the knowledge through facebook (47%), 
others medium such as face to face discussion (25%), online 
chatting (18%), blogs (5%) and email (4%).  

 The results indicated that Islamic knowledge seeker 
want to seek for Islamic knowledge about Quran and Sunnah 
(30%), Ibadah (26%), Aqidah (24%) and Akhlaq (20%) 
respectively.  

D. Requirements for Islamic Knowledge Portal  

 The survey results indicated that knowledge 
validation is one of the most important factor for knowledge 
seeker of Islamic knowledge. Even though currently there 
are lots of knowledge shared online (for example in blogs, 
websites and etc), the knowledge seekers still prefer to seek 
knowledge about Islam directly from the experts as they 
have problem to trust the knowledge shared in various online 
sources such as social medias and etc. The knowledge shared 
online can be from unreliable sources as knowledge can be 
shared by anyone who might not be an expert in the area of 
knowledge. Consequently, the portal to disseminate 
knowledge of Islamic need to include this important feature 
that will ensure the knowledge shared in the portal is from 
valid sources and it has been validated by the experts in that 
particular area.  

 Based on the literature review and survey results, 
the Islamic Knowledge Portal should be designed to 
incorporate these features: 

1. Repositories of knowledge about Islam, which must 
include knowledge about Quran and Sunnah, Ibadah, 
Aqidah and Akhlaq 

2. Collaboration tools such as e-forum, discussion board 
that allow the community of practice to share 
knowledge with others and also to communicate with 
the experts whenever they have problems or questions to 
be asked and clarified.  

3. Document sharing tools to allow uploading and 
downloading of knowledge. This will foster knowledge 
sharing to happen within the community. However, the 
knowledge need to be validated by the expert before it is 
made public to ensure that only authentic knowledge is 
shared to the knowledge seeker.  

4. Expertise directory such as expertise finder/locator that 
allows the Islamic knowledge seeker to communicate 
with the experts for consultation about any issues related 
to Islam.  

5. Alert and notification tools to notify knowledge seekers 
whenever new knowledge is deposited into the portal 
which might be of their interest. This also can serve as a 
reminder to the Muslim to always find time to learn and 
seek for Islamic knowledge despite their busy schedule.  

6. Search and retrieval tool to make the process of 
searching and finding specific knowledge much easier 
and faster for the knowledge seeker  

7. Integration with external contents such as JAKIM, e-
news and etc. to enable ease of access for the user to 
search for information and knowledge that is not 
available in the Islamic Knowledge Portal.  

 
CONCLUSION 

 A portal to disseminate knowledge of Islam is very 
much needed to promote the knowledge sharing among the 
knowledge seeker. Especially today where people are so 
busy with their daily routine, time constraint is one of the 
factors that limits their intention to seek knowledge and 
improve their understanding about the religion. Therefore, a 
knowledge sharing platform that enables people to share 
and learn from a community of practice is important to 
ensure that the learning can happen at anytime and 
anywhere. This paper has discussed the importance of KM 
to manage Islamic knowledge to make it more accessible to 
Islamic knowledge seekers. However, the design and 
development of such portal needs to be properly done to 
ensure that it will serve its intended objective to enable 
knowledge utilization by the users. Based on the reviews 
and survey results, we have analyzed and identified the 
important requirements to ensure effective and efficient 
knowledge portal can be developed. Consequently, the 
portal will exhibits the characteristics of a good KM portal 
that will attract people to utilize the system for seeking and 
sharing knowledge. Future work includes the development 
of Islamic Knowledge Portal prototype based on the 
conceptual and logical designs of the proposed system. User 
acceptance testing will be conducted to ensure that the 
proposed Islamic Knowledge Portal content and features 
meet the knowledge requirements of the intended users of 
such portal. 
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ABSTRACT 
The Genetic Algorithm (GA) is becoming very attractive and suitable for solving problems where high computational 
performance is required. This paper describes theoretical aspects of genetic algorithms which are parameters used to get 
a result such as crossover, mutation, selection and fitness. Likewise, GA performs efficient search spaces to get an 
optimal solution. This paper also highlights several issues in which GA as a tool for recovering the image in variety 
domain. Generally, however this approach has some limitations, strengths and challenges that are also discussed in this 
paper. Findings on a simple simulation of GA are also presented. 

  Key words:  Genetic algorithm    Evolutionary algorithms  Strengths    Limitations    Image recovery 

 
INTRODUCTION 

Genetic algorithms (GAs) have been used in 
numerous fields to solve problems, especially when dealing 
with problems with very large search spaces. A lot of 
methods have been proposed to recovery images such as 
Wiener filter, Lucy Richardson and evolutionary technique. 
Many of other algorithms used according on the kind of 
images. For example medical images have different 
techniques, while 3D image has other algorithms. On the 
other hand evolutionary technique was used to solve image 
recovery problem, such as Genetic algorithm that will 
discuss in this paper. It is a stochastic search to find optimal 
solution that utilizes the principles of natural selection, and 
inspired by the biological organisms, to solve a problem 
within a complex search space (Aravind et al., 2011). 

Genetic algorithm has been developed by John 
Holland (Srinivas and Patnaik, 2012) at the University of 
Michigan in 1970. Their research goals were to abstract and 
explain the adaptive process of natural systems and to 
design artificial system software that retains the important 
mechanisms of natural selective processes (Tippabhatla, 
1998). Genetic algorithms are search algorithms based on 
the mechanics of natural selection and natural genetics, 
genetic algorithm uses a fitness function to determine the 
performance of each artificial chromosome. Since the 
fitness function is intended to measure the restoration 
quality (Chow et al., 2001).  

In (Khurana et al., 2011) One significant 
application of GA is to search complicated spaces and 
function optimization. It has initiatedits search with the 
random solution of the problem. The basic concept of 
genetic algorithms is designed to simulate processes in 
natural system necessary for evolution. This represents an 
intelligent exploitation of a random search (Bajpai and 
Kumar, 2010). Some of their implementations are very 
different from the traditional simple GA, especially with 
population structure and selection mechanisms. It uses 
probabilistic transition to guide itself toward an optimum 
solution, where its cost function is to be minimized (Chen et 
al., 1996). In (Papadopoulos and Wiggins, 1998) present a 

system for the generation of jazz melodies,  this system 
often generates interesting music styles.   

Many GA have been developed such as SGA and  
PGA since the traditional GA was proposed by Holland in 
1975 (Holland, 1992) the difference between the parallel 
Genetic algorithm (PGA) and the simple Genetic algorithm 
(SGA) is that the PGA divides a population into several 
smaller subpopulations and executes the main loop of the 
SGA on each subpopulation separately.  

 PGA selects the best individual with the highest 
fitness from each sub population and migrates it to 
different subpopulation, where the worst individual with the 
lowest fitness is replaced by the winning individual from the 
adjacent subpopulation. Furthermore, the PGA based on 
Island model to implement the threads. For measurement of 
the performance, which is the dependence of SGA on the 
population size with one single processor. Moreover, The 
simulation results show that the parallel algorithm achieves 
a  speedup with the number of processors, while keeping the  
performance as well as or better than the traditional SGA 
(Chen et al., 1996). 

The accuracy of solutions obtained by genetic and 
evolutionary computation is better than that obtained by 
other methods such as conventional methods, NNs and SA. 
However, it requires more computation time. 
this result allows us to realize efficient and robust systems 
for optimizing image processing (Shimodaira, 2000). 

Genetic algorithm was applied widely in image 
processing, which is considered an optimization problem. 
For example, such as in image restoration, segmentation, 
enhancement, and image retrieval via interactive genetic 
algorithm (Dass et al., 2014). On the other hand, various 
algorithms were used to restore image such as statistical 
methods and evolutionary algorithm methods, which are 
known for their flexibility and ability to work in large 
search spaces. For that these methods are used in image 
processing, because of their ability to solve problems high 
complexity relatively fast such as genetic algorithm to 
restore images (Burgos-Artizzu et al., 2008). Moreover, 
using the parallel genetic algorithm (PGA) with Hopfield 
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neural network (HNN), by combination between the 
advantage of  PGA parameter selection and then uses 
Hopfield NN to train sample efficiently, to get the 
advantage of both PGA and HNN,  The recovery image has 
a better effect in vision and quantitative.Likewise, the 
genetic algorithm is effective for image restoration  (Sun 
and Wu, 2010). In the research of (Bo-chang, 2010), they 
present Simulated Annealing Genetic Algorithm for image 
recovery, where they found that the algorithm has a higher 
sufficiency, and the restored image still has a certain degree 
of noise. 

In (Suthaharan et al., 1997)  proposed a  technique 
using the Genetic Algorithm to find the optimal value of the 
ratio R , which is a priori knowledge of the signal-to-noise 
ratio, in the Wiener Algorithm to image restoration, the 
simulation shows using GA can be extended to the 
optimization of are in the Wiener Algorithm with respect to 
blur degradation. In (Farooq et al., 2012), that implemented 
updated on genetic algorithm,  by adding new parameter  
Pooling Operator which is It is a new operator we are 
introducing in GA. The term pooling refers to creating a 
pool of chromosomes to be used in the algorithm. To 
increase the convergence rate, that used adaptive crossover 
rate and mutation rate. The new algorithm starts with 
pooling which is get the generation with their fitness. 
pooling affects the results number of iterations reduces, 
MSE value is more accurate and convergence is higher. 

In (Toledo et al., 2013),  proposed a novel image 
denoising method based on a genetic algorithm. The 
population is initialized every time a convergence occurs, 
when only the best individual (image) is kept for the next 
stage. The  results show that the proposed method is 
competitive in comparison with state-of-the-art approaches. 
In (El-Regaily et al., 2012) they proposed technique using 
Lucy-Richardson algorithm is used to find candidate 
restored images within the algorithm. The GA starts on a 
random basis then converges to the best entity that restores 
the blurred image with the minimum error that corresponds 
to the highest probability. Furthermore in other research 
by integrating feature of compressive sensing and genetic 
algorithm which can look foroptimal solutions to get the 
best recovery image. The results show that the method not 
only has better recovery quality and higher PSNR, but also 
can effectively avoid the premature convergence 
problemand achieve optimization steadily (Lin, 2012). 

Generally, all of these state-of-art which 
mentioned before about using GA or combine GA with 
other algorithms on image recovery, demonstrate a lot of 
advantages, disadvantage and limitations for using GA in 
image recovery, many of these features inspired from 
evolutionary algorithm characteristics.     

 
Evolutionary Algorithm 

Evolutionary algorithms (EAs) are inspired by the 
biological model of evolution and natural selection first 
proposed by Charles Darwin in 1859. In the natural world, 
survival of the fittest, evolution helps species adapt to their 
environments (Daniel, 2008) Organisms that most fit to 
their medium will tend to survive the struggle for existence 
environmental factors that influence on survival prospects 
for an organism includes climate, availability of food and 
the dangers of predators. 

EA is simple and strong, it has a lot of properties 
such as adaptability, self-organizing, self-learning and 
balanced in its composition. EA is a technique presented in 
processes as in Fig. 1. EA has properties which are an 
indirect effect on the solution space, and use the updating 
population in the next generation as a native solution space. 
It aims to find solution in multiple points via random 
transfer rules, for these properties which mentioned before. 
EA finds an optimal solution high probability, using 
information about the fitness function. This algorithm is 
clearly rising in the optimal solution, artificial intelligence, 
machine learning, problem solving, image processing and 
computer vision ( Li and Yang, 2010). 

Evolutionary algorithms were introduced for a 
perfect solution for many problems. Thus, this research will 
use genetic algorithm which is a part of evolutionary 
algorithms. It acts on use elements current generation to 
create an entirely new generation of the same size, to 
exploring an optimal solution in the search space (Snyers et 
al., 1995). 
 
 
 
 
 
 
 
 
 
 
 
Figure 1 : Evolutionary algorithm processes 
 

The conventional methods in image 
enhancement use optimization approach where the objective 
function (fitness) relies on a good initial value of the hyper-
parameters in order to get a better recovered image (Kaban 
and Pitchay, 2013), (Pickup, 2008), (He and Kondi, 2003), 
Hardie et al, 1997). A lot of researches discussed the 
advantage and disadvantage for EA. Moreover, GA is the 
algorithmof EA. The next section will explain the phases, 
strengths and limitations of GA as the following. 
 

GENETIC ALGORITHM 
 

Genetic Algorithm Phases 
Genetic algorithm is a good search algorithm based 

on technique of natural selection and natural genetics. It 
uses rules to guide itself toward an optimal solution, where 
its cost fitness function is to be minimized compared with 
other search algorithms (Holland, 1992). The process in GA 
as the following:   
 
1) Initial population in SGA is a candidate solutions are 
usually generated randomly across the search space. But in 
PGA divided the main population into N sub population.  
2) Reproduction generational that is population is probably 
replaced at each generation. 
3) The fitness function is the objective function to be 
optimized, provides the mechanism for evaluating each 
string.4) Selection that is select a solution with higher 
fitness values,. Therefore, many selection procedures have 
been proposed such as roulette-wheel.  

population 

parent offspring 

selection combinatio

initializationtermination

better 
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a) Roulette Wheel selection with take in consideration 
fitness-based selection (Khurana et al., 2011). Therefore, 
each chromosome such as [1111001001, 0010110010] has a 
chance of selection that is directly to fitness. 
b) Rank-based selection, selection probabilities are based on 
a chromosome’s relative rank or position in the population, 
more than fitness.  
c) Tournament-based selection the original tournament 
selection is to choose K parents at random and returns the 
fittest one of these.   
5) Mutations occur randomly, some mutations will be 
advantageous. Mutation of a bit involves flipping it as 
changing a 0 to 1 or vice versa (Srinivas and Patnaik, 1994), 
(Paulinas and Ušinskas, 2007). The mutation process shows 
as the following: 
 

M= 01000010         M1=01000100 
 

6) Crossover is a GA crucial operation because in this 
recombination part of two or more parental solutions is to 
create new chromosomes possibly a better solution, pairs of 
strings are picked at random from the population and the 
crossover methods such as  
1- Single-Point 

Chromosome  1 :0 1 0 0 0 1  ....    0 1 0 0 0 0 
Chromosome  2 :1 1 1 0 0 0  ....    1 11 0 0 1 

2- Two-Point 
Chromosome  1 :0 1 0 0 0 1  ....    0 1 0 0 0 0 
Chromosome  2 :1 1 1 0 0 0  ....    0 1 1 0 0 1 

7)Termination the conditions for terminations are 
represented, in the total number of fitness evaluations 
reaches a given limit, and fitness remains under a threshold 
value, for a given period of time. 

Flowchart of GA 
Fig. 3 shows GA flowchart to expound the 

processes through GA which based on fitness function 
evacuation (Bo-chang, 2010). 

   
    

 

 

 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

Figure 2: Genetic algorithm flowchart 

GA processes to produce  new population of 
chromosomes by selecting the better fit solutions from the 
population and implement GA procedures to  produce new 
generation of the solutions. This operation is repeated until 
criteria is met acceptable result is found (Khurana et al., 
2011). 

 
Binary Encoding 

Binary coding is the most common in GA mainly 
because the GA used this encoding. In the binary encoding 
every chromosome is a string of bits, 0 or 1. Binary coding 
gives many possible chromosomes even with a small 
number of bits. Therefore, this encoding is often not natural 
for many problems thus must be made after crossover and 
mutations to other form such as chromosome could be 
bit strings as in Fig. 4. 

 

 
 
Figure 3: Binary code presentation 

STRENGTHS OF GA 
1) A genetic algorithm has ability to many parameters 
simultaneously (Forrest, 1993). Many problems cannot be 
stated in terms of a parameter, but must be expressed in 
terms of multiple objectives, GAs are very good at solving 
problems: in particular, that use of parallelism enables them 
to produce multiple equally good solutions to a problem, 
possibly one candidate solution optimizing one parameter 
and another candidate optimizing a different one. 
 
2) GA with feature of  parallelism that allows them to 
implicitly evaluate many schemas at once, GA well-suited 
to solving problems where the space of all potential 
solutions is truly huge  too vast to search exhaustively in 
any reasonable amount of time. The problems that into this 
classification are known as non-linear which mean non 
linearity is changing one component may have effects on 
the full system, and many changes that individually are 
detrimental may lead to much greater improvements in 
fitness when combined. While a linear problem, the fitness 
of component is separated, any improvement to any one part 
will result in an improvement of the system as a whole, few 
real problems are like this category. 
 
3) GA perform well in problems for which the fitness 
landscape is complex - ones where the fitness function is 
discontinuous, changes over time, or has many local optima. 
Most problems include a wide area for solution (Craenen et 
al., 2001). 
 
4) Crossover is the most important step in the context of 
genetic algorithm. Crossover is the key element that 
distinguishes genetic algorithms from other methods. 
Without crossover, each individual solution is on its own, 

Start 

Initialize population 
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exploring the search area in its immediate neighborhood 
without reference to what other individuals may have 
discovered. In crossover there is a transfer of information 
between successful individuals, who can benefit from what 
others have learned, and schemata can be combined, with the 
potential to produce an offspring that has the strengths of 
both its parents (Koza, 1999). 
 
5) Most important point is that GAs is parallel. Majority 
other algorithms are serial and can only explore the solution 
area to a problem in one trend at time, and if the solution 
they discover turns out to be suboptimal, there is to do but 
leave all work previously completed and start over. 
However, since GAs can explore the solution space in 
multiple trends at once. If one path turns out to be a dead 
end, they can easily remove it and continue work on more 
favorable methods, giving them a greater chance each run 
of finding the optimal solution (Burke et al., 1995). 
 
6) Genetic algorithms know nothing about the problems 
they are solved. Likewise, using previously known domain-
specific information to guide each step and making changes 
with a specific improvement, they make random changes to 
their candidate solutions and use the fitness function to 
define whether those changes produce an improvement 

 
LIMITATIONS OF GA 

1) Fitness function should be considered a higher value is 
attainable,  and equate to a better solution for the given 
problem. If the fitness is chosen poorly or defined 
inaccurate, the GA may be unable to find a solution to the 
problem, or may find wrong solving for this problem. 
 
2) Most important, consideration in originate a genetic 
algorithm is defining a representation for the problem. The 
language used to define candidate solutions must be robust; 
it must be able to tolerate random changes such that errors 
do not consistently result. 
 
3) Choice of fitness function, the other parameters of a GA 
the size of the population, the rate of mutation and crossover, 
which making a good prediction for the type and strength of 
selection must be also chosen with carefully. If the 
population size is simple, the genetic algorithm may not 
enough to discover of the solution space to consistently find 
good solutions. 
 
4) Genetic algorithm is one type of problem that have 
difficulty dealing with the problems that deceptive fitness 
functions (Mitchell, 1998), those where the locations of 
improved points give misleading information about where 
the global optimum is likely to be found. 
Genetic algorithms against analytically solvable problems. 
Based on several researchers are against using GA on 
problems has analytically solvable. It is not that genetic 
algorithms cannot find good solutions to such problems; it 
is merely that traditional analytic methods take much less 
time and computational effort than GAs are usually 
mathematically guaranteed to deliver the one exact solution 
(Forrest, 1993), (Holland, 1992). 
 
5) Precocious convergence which is one known problem 
that can occur with a GA. If an individual that is more 

appropriate than most of its competitors emerges early on in 
the course of the run, those individuals which better, may go 
down between the populations, which mean rise  local 
optimum for individuals rather than searching the fitness 
enough to find the global optimum (Forrest, 1993), 
(Mitchell, 1998). 
 

RECOVERING IMAGES USING GENETIC 
ALGORITHM   

 
 Image Recovery 

Image recovery refers to restoration more accurate, 
in order to removing the degradation like blurring and noise. 
Image recovery, in many applications such as protecting the 
cultural and arts, remove objects, virtual life, restoring old 
images (Li and  Yang. 2013). Color image recovery can be 
performed to restore colors from gray images (Lin et al., 
2014). On the other hand, many reasons related in image 
blur comes from the motion between camera and object.  

Therefore, the definition of degradations in the 
imaging systems means that images affected by blurring and 
noise to the output images. Likewise, blurring almost arise 
from the optical motions in the camera, and noise is caused 
by error pixels in camera sensors, or transmission between 
devices (Zhang et al., 2012). All of these influences on the 
images causes mess analysis which is led weak in 
recognizing objects in the images (Gonzalez and Woods, 
1992). The technique of image recovery which used to 
rebuild the images that have degradations, to enhance the 
image vision and understanding. 

 
Challenges Of Image Recovery Using GA 

Many of the restrictions still faces image recovery 
by GA, a lot of these conditions inspired from the GA 
limitations such as the methods will represent the problem 
in genetic algorithm and which language is best used to 
define candidate solutions, poorly chosen for Fitness or  
inaccurate. Likewise, the most important side about to 
configuration of GA parameters . such as the size of the 
population, the rate of mutation and crossover, which are 
influenced to make a good recovery (Mitchell, 1998). 
Moreover, traditional analytic methods take much less time 
and computational effort than GAs are usually 
mathematically guaranteed to deliver the one exact solution 
(Holland, 1992). and Precocious convergence which is one 
known problem of a GA means some ofthe best solutions, 
that are not chosen for the next generation. (Forrest, 1993). 

The discussion of image recovery which is a 
complex problem and a  good to use the optimization theory 
in GA, to find optimal recovery. Therefore, to investigate 
about the features in image recovery, such as observation of 
noise, estimation the prior knowledge, huge search space, 
and discrete, continuous search space. Those properties 
make image recovery as a type of hard problems can be 
solved in optimization methods using GA (Wang and Fan, 
1996). The challenges to adapt the genetic algorithm to 
restore the images with considering an accurate and time 
consuming, first encode candidate solutions to the problem. 
The simplest encoding as chromosome, and that used by 
many GAs, second requirement for applying evolutionary 
algorithms is that there must be a way of evaluating partial 
solutions to the problem, such as fitness function (Daniel, 
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2008). In the GA method, it does not require to initialize the 
specific value of the hyper-parameters. In other words, GA 
method allows many initialization values for the hyper-
parameters and the best one will be chosen according to the 
selection process in the GA. Furthermore, GA’s are 
extensible, easy to hybridize and easy to interface genetic 
algorithms to existing simulations and models (Goldberg, 
D. E, 1989).  

According to (Pitchay, 2013), evolutionary 
algorithms are heuristic global optimisers that have the 
ability to find good quality solution (approximate solution) 
to difficult optimisation problem. However, the 
performance in EA is degrades in high dimensional 
problems. Indeed, scaling up evolutionary algorithms to 
high dimensions is recognise to be a major challenge. The 
author states that contests are organised at the CEC 
conference1. The larger the dimensionality in the latest 
competition was 1000. This would correspond to recovering 
an image no larger than 31 × 32. Yet in (Pitchay, 2013) 
thesis, the author had tackled a problem for 100 × 100 
images where the number of pixels is 10 times bigger than 
the largest problem so far attempted by the best 
evolutionary algorithm in the competition. So far, they have 
tackled for gray scale natural images. The challenges here 
are to employ GA in a high dimensional problem where 
many of the existing works do not mention their image size. 
 
 
Surveillance Parameters 

GA acquisition much popularity in solving 
nonlinear problems with its ability to handle all such spaces, 
including multimodal, constrained and discontinuous space.  
The parameters in GA that used 
differentparameter values of parameter settings, which are 
five parameters in GA in the experiments: population size, 
number of generations, selection, crossover rate, and 
mutation rate. All parameters influenced directly on the 
solution in GA. Therefore, the selection value represents a 
serious challenge for GA (Hermadi et al., 2010). 
 
Estimated  PSF using GA  

Image restoration non-blind deconvolution which 
based on Point Spread Function (PSF). The (Shimomukai et 
al., 2011) presented a proposed method to estimate PSF by 
GA. A blurred or degraded image can be approximately 
described in equation 1: 

g = PSF * f + N                                            (1) 
 
g =   blurred image 
h =   distortion operator called PSF 
f =    original true image 
N =   denoted to additive noise 

The proposed method to the estimation method of the PSF 
by using GA, which is adopting the slipstream images as a 
fitness function. The result present the restored images 
indicate the effectiveness, and the method can estimate the 
PSF of real shaking blurred image more accurately. 
 

                                                            
1 http://staff.ustc.edu.cn/ ketang/cec2012/cec2012lsgo.htm 

3D Images Recovery Using GA 
3D images is displayed of objects on the computer 

in three dimensions, it describes an image that provides the 
perception of depth, so that users feel as in the virtual 
reality. Genetic algorithm is performed for focus measure 
optimization. GA finds the maximum measurement by a 
fitness function, to get better analysis of 3d images. Then 
3D shape of the object is determined by maximizing focus 
measure along the optical direction (Lee et al., 2013). 

 In conventional GA has a very poor local 
performance because of the random search of GA. Several  
features are added and some extensions are also made to 
improve the performance of the conventional GA such as 
elitist strategy and the result shows effective than the 
Wiener technique (Jiang, 2000).  

 
Medical Images Recovery by GA 

Medical imaging is the technique and art of  
representation the body, to allow doctors to get very precise 
clinical analysis. Medical imaging aims to reveal internal 
structures to view of certain parts of the body,  to make it 
possible to identify human problems. (Cho et al., 1993). 
Generally medical images have poor contrast along with 
serious types of noises, medical images often corrupted by 
noises due to some factors such as machine specifications,  
detector specifications and surroundings.   

In (Mukhopadhyay and Mandal, 2013) proposed a 
novel technique which is aimed to recover the original 
image, it used GA  to search the corrected threshold value 
and the value of the decomposition level. GA searches for a 
value which is a small correction to the BayesShrink and the 
corresponding decomposition level. Likewise, GA used 
very effectively to search the pair of wavelet parameters 
such as the optimal threshold and the value of 
decomposition level.  
 
Colore and Binary Image Recovery Employ GA 

A color image that contains the red, green, and 
blue colors, but binary images which are black and white 
that called bi-level images. Binary image is used in various 
implementations such as line art, and vehicle license plates. 
industrial and sensor systems that used binary images in the 
operations. for that GA used in image processing, because 
of their ability to solve problems high complexity relatively 
fast such as genetic algorithm to restore binary image 
(Burgos-Artizzu et al., 2008).   
 
Advantages of Image Recovery Using GA 

Using EA or GA introduce a good feature to find a 
solution for the particular problem. main strong points in 
image recovery by GA such as the following. GA has ability 
to many parameters simultaneously (Forrest, 1993). Many 
problems cannot be stated in terms of a parameter, GA can 
work parallelism that allows them to implicitly evaluate 
many schemas at once, GA will presents solving problems 
for all potential solutions. On the other hand, 
important attributes in GA introduce solutions while it is 
known nothing about the problems they are solved. these 
features are appropriate to solve image recovery problem. 
GA has ability to work with a complicated problem such as 
image recovery. Furthermore, to utilize get good solution in 
image restoration of GA, by selection next generation to 
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avoid one of a GA weak point will apply technology as the 
following. 

 
Elitism 

When applying genetic algorithms classical binary 
form maybe contain some of chromosomes, that are unable 
to continue for good due to a lot of random processes such 
as mutation or crossover. The aim of this mechanism to 
ensure the continuity of good chromosomes using the 
method of elitism, which is a good move chromosomes 
directly to the next generation without that apply to any of 
the operations of genetic algorithms. The pros of this 
method is the increase in the effectiveness and speed of the 
algorithms in the access to resolve elitism would bring 
down convergence time( Lukac et al., 2004). 

 
Mating 
      The process of mating between chromosomes to 
produce a new generation, of similarities to what is in the 
meiosis genes of living organisms upscale. Crossing over 
summed up this process in the so-called cross or 
chromosomal exchanges that are also determined randomly, 
kinetochore which is a point to determine detailed exchange 
(Vose and Michael, 1999).  
 
Methods of Fitness Generation 

Fitness function generation means find a relation 
between the data,of expectation new value in the future. 
There are two methods under title prediction equation: 
1)  Regression equation analysis which is used in the data 
set to find any relationship between data (Armstrong and 
Scot, 2012). 
2) Response surface methodology (RSM) explores the 
relationships between several explanatory variables and one 
or more response variables. ( Jaya et al., 2013). 

These statistical methods to generate the fitness 
function when you have real data, By this relation between 
sub data, we can estimate new values for the other dataset in 
the future. 

 
FINDINGS 

Simple Simulation for Minimum Value 
To explain the mechanism of GA will perform this 

simple simulation as the following:  
As we have seen below in figure 5, there are nine of natural 
gas wellheads and one delivery point (1, 2, 3, 4, 5, 6, 7, 8, 
9). wellhead 1 is closest to the delivery point only, the 
process will be pumping the output of eight wellheads to the 
delivery point through . The paths between wellheads have 
different cost (length). The problem is to find a minimum 
path cost (length) that connecting all well heads with 
delivery point without interruption. 

 
Figure 4 : Pipeline network of wellheads natural gas 

An initial population of solutions is selected, 
fitness is computed for each of the individuals in the 
population, reflecting the way each individual is, in 
comparison to the others 
 
Table 1: Initial population and path fitness 

Chrom Chrom _nodes Fitness 

C1 9 8 7 5 6 4 3 2 1 53 

C2 2 3 4 6 7 8 9 5 1  1066 

C3 6 5 9 8 7 4 3 2 1  59 
C4 4 5 7 8 9 6 3 2 1  2048 

C5 9 8 7 4 6 5 3 2 1  55 
C6 3 2 5 6 4 7 8 9 1  1047 

 
In table 1, six chromosomes are generated randomly to 
form an initial population with the cost of six paths that 
was selected randomly to represent initial population, 
 

Table 2: The cose between all wellheads 

Nodes 1  2  3  4  …. 9  

1  ----- 5  1000  20  …. 1000  
2 5  ----- 6 1000  ….. 1000 
3 1000 6 ----- 15 ….. 1000
…. …. …. …. …. …. …. 

9 1000 1000 1000 1000 …. ----- 

 
In table 2, the cells with 1000, they represent that there is 
no direct link between those nodes. Because, 1000 is too 
big compared to other small costs, therefore ignore those 
big numbers. Then to create a new population as the 
following: 
 
Parent 1: C1: 9 8 7 5 6 4 3 2 1    Offspring 1: C7: 9 8 7 6 5 
4 3 2 1  
Parent 2: C3: 6 5 9 8 7 4 3 2 1    Offspring 2: C8: 6 5 9 7 8 
4 3 2 1  
and mutation for C5 as follow:  C5: 9 8 7 4 6 5 3 2 1 
Offspring 3: C9: 9 8 7 6 4 5 3 2 1 
 
Table 3: New generation and a fitness cost 

Chrom Chrom _nodes Fitness 
C7  9 8 7 6 5 4 3 2 1  1061 
C8  6 5 9 7 8 4 3 2 1  2042 
C9  9 8 7 6 4 5 3 2 1  1060 
C1  9 8 7 5 6 4 3 2 1  53 
C3  6 5 9 8 7 4 3 2 1  59 
C5  9 8 7 4 6 5 3 2 1  55 

 
In table 3, as we seen above, the result shows that the best 
path is C1: 9 8 7 5 6 4 3 2 1, fitness = 53 because this path 
has the minimum cost with no interruption, the results 
show that GA gets close to optimum very quickly. In GA 
the termination of implement Iterative the phases of the 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

7

 

 

population when the criterions has  achieved. 
 

CONCLUSION 
  GA is constantly gaining popularity in many fields. 
Various tasks from basic level to an optimal solution, the 
algorithm allows to perform a robust search without 
trapping in local extremes. This paper concludes describes 
the three types of crossover and also discuss the strengths 
and limitations of GAs. On the other hand, the previous 
theoretical study on image recovery using 
GA demonstrates that the GA can introduce better solutions 
in some cases, by recovering image with good quality. 
Likewise, the results of experiment in this paper show that 
GA gets close to optimum very quickly, and the probability 
of change a population is more efficiency through perform 
the GA phases. In future work, can apply the GA on the 
problems that have a large complexity such as feature 
extraction and pattern recognition. 
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ABSTRACT 

In this paper, we propose a new binarization method for degraded document images. Hence, the existing work is focus on 
finding a good global or local method in order to remove smear, strains, uneven illumination etc. We propose a new 
compound method that combines the advantages of both global and local thresholding methods.  Our method is applicable for 
various types of degradation cases and the value of factors could be determined automatically. We compare our method with 
five state-of-the-art degraded document images. It also has been tested over the dataset that is obtained from the recent 
Document Image Binarization Contest (DIBCO) 2011 and 2013 for the experiments.  Experimental results prove the 
effectiveness of the proposed technique compared to previous methods.  
 

Key words: Degraded document  Binarization  thresholding method    
 

INTRODUCTION 
Text binarization is a crucial step in document 

image processing, it represent a preprocessing task which 
automatically converts the document images from a gray-
scale or color image into a binary image in way that the 
background information is represented by white pixels and 
the foreground by black ones, the thresholding applies to 
allow the document to be recognized and retrieved more 
efficiently.  

The binarization is a simple task when apply a 
simple thresholding techniques to good quality image. On 
the other hand, it has been proved to be a very difficult task, 
especially in the case of degraded document such as uneven 
illumination, shadows, low contrast, smears and heavy noise.  
An example is shown in figure 1.   

   
 

 

(a) 
 

 

(b) 
 
 
 

 

The binarization techniques divided into two 
categories (Jagroop Kaur and Mahajan, 2014). First, simple 
technique that used simple thresholding equation and it is 
easy to implement.  There are two main approaches for 
simple a thresholding technique: (i) global thresholding and 
(ii) local thresholding. The global approach such as (Otsu, 
1979) calculate single threshold for all the pixels in the 
image to classify them as text or background.  They 
obtained a good result in some cases of document image 
where it consist a clear image. However, this approaches 
usually not a suitable approach for the degraded document 
binarization.   

The local approach such in (Niblack, 1986) divides 
the main image into several window depends on the case 
study and finds different threshold values. Therefore, 
threshold varies according to the properties of an image 
area. Nevertheless, this approach is time-consuming and 
computationally expensive. Second category is the 
compound technique which is used hybrid algorithms based 
on existing techniques. Wherefore, its combine the 
advantages for both global and local thresholding. 

Many works have been reported for the document 
binarization task in literature. (Kefali et al., 2010) work, 
asset 12 outstanding methods over the old Arabic document 
images. They used 120 images with different problems and 
find as a result that Nick and Sauvola method are the best 
methods. (Stathis et al., 2008) have written deep evaluation 
paper based on 30 well-known binarization techniques 
including local, global and hybrid algorithms. The methods 
were tested on 150 degraded document images. (Leedham et 
al., 2002) compare between five binarization algorithms by 
using the precision and recall analysis of the resultant words 
in the foreground. 

Generally, the choice of a suitable method for each 
degradation case proved to be a very difficult procedure 
itself (Jagroop Kaur and Mahajan, 2014). Hence, it affects 
the following steps in the documents analysis systems. On 
other hand the evaluation of these algorithms is another 
difficult tasks where there is no objective way to compare 
the performance of these algorithms (Leedham et al., 2003). 

Figuare1 : Example of degraded documents 
from DIBCO contest (a) handwritten document 

(b) printed document 
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The aim of this work is to propose a compound 
binarization method. This method find automatically two 
thresholding equation, the threshold value is selected   
depending on the comparison between global and local 
standard deviation to determine the suitable threshold 
equation. We compare our method with other current such 
as: Otsu, Niblack, Sauvola, Wolf and Nick methods. Our 
method produces more accurate binarization results and the 
findings will be discussed in the experimental result. 

The rest of this paper is organized as follow: first 
we cite the five binarization methods. Afterwards we 
describe our proposed method. Then, we present our 
experimental results of proposed and these methods. Finally 
we present the future work, conclusion and the References. 
 

STATE OF THE ART 
In degraded document the quality of image is 

degraded and less readable. Therefore, there is a need for 
techniques to separate the foreground from background, for 
example (Lu and Tan, 2007) uses background subtraction, 
(Dawoud, 2007) depend on cross section sequence graph 
analysis, and many other methods.  The methods which have 
higher accuracy are as follow: 

 
2.1 Otsu method (1979) :  
Otsu is one of the famous global methods. It separates the 
gray-level histogram into two clusters foreground and 
background and choosing the threshold that minimizes the 
interclass variance of the threshold. This method gives good 
result in most cases, in other side it does not influence when 
the image contain dark or light region which switch the image 
into black and white.  The threshold is given by this equation:   

 
2.2   Niblack method (1986):   
Local method that calculates the local threshold based on 
local mean and local standard deviation. This method used 
for all kind of images, but it does not able to remove the 
unimportant details during the processing especially in a 
blank area. The threshold is given by:  
 

 (4) 
                  

where m is the mean and S is the standard deviation. 
 
2.3  Sauvola method (2000):  
This method is an improvement of Niblacks method by 
solving the problem of presence of a large amount of noise in 

the background areas. This method computes the threshold 
using the dynamic range of image gray-value standard 
deviation. On other hand this method faces some problems 
when the text pixel value close to foreground image. The 
threshold is given by: 

	
(5) 

where R is the dynamic  of the standard deviation  (R=128), 
and the parameter K takes positives values (K=0.5). 
 
2.4 Wolf method (2002):  
In this method, they normalize the contrast, the mean gray 
value of the image and then compute the threshold in order 
to address the (Sauvola, 2000) issues.  The threshold is 
given by: 

(6) 

 
where k is fixed to 0.5, M is the minimum gray-level of the 
image and R is the maximum standard deviation of gray-
level  obtained over all windows. 
 
2.5 Nick method (2009):  
This method is an improvement of Niblack method where it 
works very well for most degraded document (Khurshid et 
al., 2009), it solves the problem of noise in white pages and 
low contrast problem. Nevertheless, this method faces the 
problem of small noisy that cross in windows. The threshold 
T is calculated as follow: 
 

 

(7) 

 
where k fixed to -0.1 and -0.2 depend on  the application, m: 
the average gray-level, pi: the gray-level of pixel i and NP is 
the total number of pixels for slide windows. 

 
PROPOSED METHOD 

Based on the previous works, the global 
binarization methods (Jagroop Kaur and Mahajan, 2014) 
give poor result when it deal with degraded document and 
unable to remove noise that it does not distributed in the 
entire image. On the other hand, the local binarization 
methods (Sauvola and Pietikäinen, 2000), (Gatos, Pratikakis 
and Perantonis, 2006) produce bad results with complex 
noise or a low quality. Hence, a simple binarization method 
produces a poor result for degraded document case. 
Therefore, there is a need to use the compound method 
based on global and local methods to overcome this 
problem. 

A compound method is fast like global 
thresholding, while providing high quality binarization 
results like the local thresholding algorithms. 

The diagram of the proposed compound 
binarization algorithm is illustrated in Figure 2. 

 

                       

µ:  is a class mean 
N:  gray level  

(1) 

where   
                          

(2) 

and                          
 
 

 

(3) 
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In our proposed method, we combine the global and 

local thresholding techniques. After the algorithm reads the 
image, we compute the global standard deviation (G) using 
mean for all pixels in that image. For whiter images, the 
value of mean (m) will be set high (near to 255).  A low 
standard deviation indicates that the pixel value tends to be 
very close to the mean.   

The second step is segmenting the image into 
windows of size 40 x 40. Then, find the standard deviation 
for each window in order to obtain a sharper result. For that 
reason, we have a local standard deviation which depends on 
the value of pixels into each window. 

The threshold value is depending on the comparison 
between global and local standard deviation to determine the 
suitable threshold equation. Our method aims to solve the 
problem of degraded image in term of each segment.  Each 
window tells us if it’s light or dark with respect to the rest of 
the image. When the standard deviation of image greater 
than the local standard deviation this is mean that the pixels 
value is near black, while when the greater less than local 
standard deviation this is mean that the pixels near white. 
Therefore, we propose two thresholding equations for each 
case.  
 
The procedure of proposed method  
The Pseudo code for our proposed method is given as 
follows: 
 
Find global standard deviation (G)  
Segment the image into windows 
For each window 

Find local standard deviation (L) 
If (G) >  (L)    Then 

T = m * (1 - k * (1 - (Abs (L - G) / 128))) 
Else  

T = m – f * Sqrt ( L^ 3 +m ^ 2) 
 
 
Such as k and f are a parameters used for determining the 
number of edge pixels considered as object pixels, and takes 
a fixed value 0.5 for k and 0.7 for f which produces best 
results. Hence, some method like Nick method did not have 
one value for k. Therefore, it depends on application that is 
used.  

In this way, we get a binarization algorithm that can 
deal with document images suffering from uneven 
illumination, shadows, low contrast, smears and heavy noise. 

 
EXPERIMENTAL RESULT 

The evaluation of the proposed approach was 
based on visual criteria by estimate the quality of document 
images. The objective evaluation used evaluation 
measurement for the resulted image from the proposed 
method. On the other hand, the method will be tested in 
OCR (Optical Character Recognition) application to test the 
readability of proposed method in degraded documents in 
near future.  

The experiment was performed using both printed 
and hand-written documents. The different between these 
two styles is in typing and structured, the hand-written had 
different behavior of typing. The used dataset include 
degraded document, we adopt DIBCO contest 2011 and 
2013.  A dataset contain 32 benchmark 16 from DIBCO 
2011 (8 for each printed and hand written) (Gatos, 
Ntirogiannis and Pratikakis, 2011) and 16 from DIBCO 
2013 (8 for each printed and hand written) (Pratikakis, 
Gatos and Ntirogiannis (2013). 

The evaluation measurement applied to compare 
between the performances of document images. In order to 
evaluate our method and previous five binarization methods 
we use “F-measure" and Peak Signal-to-Noise-Ratio 
(PSNR), which is consider as traditional measures of image 
quality. The following equations are described F-Measure:  
 

 

(8) 
 
 

 
 

 
(9) 

                       

 
 
(10) 
 
 

where true is a positive TP (pixels that were black in the 
ground truth image and in the binarize image), false is a 
positive FP (white in the ground truth image and black in 
the binarize image) and false - negative FN (black in the 
ground truth image, but white in the binarize image). 
            PSNR is a measurement of how close is an image to 
another higher value of PSNR meant higher similarity of the 
two images. We consider that the difference between 
foreground and background equals to MAX values of best 
ground truth image. The MAX is the maximum possible 
pixel value of the image. The following equations described 
PSNR and Mean Squared Error (MSE) where I is a ground 
truth Image and I' is image result acquired from binarization 
methods. 
 

 

(11) 
 
 

 

 
 

 
(12) 

 
 

Figure 2: The flowchart of proposed binarization method 
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Results and Discussion 

In our experiments, we found that the proposed 
method is simple and achieved the best performance, its can 
suppress the other five methods by produces a higher 
precision and demonstrated superior performance.  Based on 
visual criteria as shown in figure 3, we observe that our 
method extracts the text properly from document images that 
suffer from different types of document degradation. 

Table 1 presents the evaluation measurements using 
F-measure and PSNR measure. A higher quality binarize 
image has higher F-Measure and PSNR, the table shows that 
our proposed method achieved the highest performance in 
general. The evaluation results are summarized as follows:  
 Otsu’s global thresholding method misses some text 
while classifies dark background pixels as the text pixels 
improperly.  

 Niblack’s method segments the characters very well, but 
also the area without text contain large amount of noise.  

 Sauvola’s algorithm overcomes Niblack method 
problem but have another problem with thinner characters 
and holes,  

 Wolf  solve  Sauvola  problem but the image still have a 
noise 

 Nick method works very well for most degraded 
document but have a problem of low contrast.  

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
We can conclude from table 1 that for F-measure, 

our proposed method performs better in term of printed 
and hand written documents. This means that the proposed 
method preserves the text stroke contour better and 
produces a higher precision as shown in the figure 3 the 
text is clear in document image while other methods 
produce certain amount of noise. The global method Otsu 
method is second method after our method in performance 
in term of printed documents for both F measure and 
PSNR measure. Nick method out form our method in 
PSNR measure for hand-written document and the second 
method after our method for printer F measure. In general 
the other method performance order is Sauvola, Nick then 
Niblack method. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Evaluation Metrics Niblack Wolf Nick Sauvola Otsu Proposed 
Printed (F-measure) 0.4516 0.73615 0.81845 0.79345 0.85065 0.87605 
Hand-written (F measure) 0.2898 0.6333 0.7821 0.72365 0.72925 0.7963 
Printed (PSNR) 6.2459 12.6317 14.82783 14.8209 15.9036 15.93535 
Hand-written (PSNR) 5.508 13.3015 16.6795 16.39 15.896 16.5565

Table 1: Evaluation result for Niblak, Wolf, Nick, Sauvola, Otsu and the proposed 
method. 
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Original Original result  

  

Otsu method Niblack method 

  

Sauvola method Wolf method 

  

Nick method Proposed method 

Figure 3: Binarization results of the degraded document image from DIBCO contest for 
the state of art methods and our method.
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FUTURE WORK  

In order to make the proposed binarization 
algorithm more effective and increase the clarity of text we 
try to detect the problematic area in the document image 
based on certain detection condition as future work. In other 
hand we can apply post processing step to algorithm which 
will increases the performance and quality of overall 
document image. 

 
 

CONCLUSION 
In this paper, a compound binarization technique 

has been presented that combines the advantages of global 
and local binarization for degraded document images 
binarization. The proposed method depends on segment the 
image into windows and finds the standard deviation for 
each one and for the whole image. Then, the threshold is 
calculated according for each window with respect to the rest 
of the image. The proposed method has been tested on the 
dataset that is used in the DIBCO (2011, 2013) contest. 
Experiments show that the proposed method produces a 
good result in term of the F-measure and PSNR. The 
recovered image using different existing methods are 
represented and also to support the proposed method. The 
binarization results using our proposed method enable us to 
recover the degraded document images by removing the 
unwanted background than the existing methods would, and 
this can be applied, e.g. in typing and handwritten 
applications. 
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ABSTRACT 

Telecardiology allows healthcare professionals to monitor and interpret their patients’ electrocardiography (ECG) via 
information and communication technologies (ICT). It improves the cardiac patient’s life quality by bridging the gap between 
healthcare professionals and patients. With the rapid development of ICT, telecardiology systems now can support high 
quality medical image and video. However, the existing telecardiology systems are relying on a single wireless network. 
These systems are unable to guarantee that the users will be always connected to the wireless network. Furthermore, these 
systems are less reliable due to poor network quality will results an interruption on telecardiology application. Thus, a 
telecardiology system integrated with vertical handover algorithm for Fourth Generation (4G) heterogeneous wireless 
networks is proposed to compensate the imperfection of existing telecardiology systems. The proposed system allows users 
always connected to the best quality network at anytime and anywhere in seamless manner. The simulation result shows that 
the proposed system outperforms the existing telecardiology systems which rely on single network in term of network quality. 

 
Keywords: Telecardiology, Fourth Generation heterogeneous wireless networks, Handover, Network quality.  
 
INTRODUCTION 

Cardiovascular diseases are leading cause of death 
in worldwide. According to World Health Organization 
(WHO), 17.5 million people died from cardiovascular 
diseases globally in year 2012. By year 2030, it has been 
estimated that there will be more than 23 million people die 
from cardiovascular diseases (WHO, 2012). To improve the 
cardiac patients’ life quality and reduce the mortality, 
telecardiology system has been implemented. 
Telecardiology is a mechanism of delivering cardiovascular 
health care services by using ICT at distance (Yew et al., 
2014). Numerous studies have presented that telecardiology 
could reduce morbidity and mortality (Brunetti et al., 2013), 
(Brunetti et al., 2010), (Brown et al., 2008) improve patients 
follow up rate (PausJessen et al., 2008), and better 
utilization of hospital resources (Maarop and Khin, 2012).     

The existing telecardiology systems are able to 
support different type of wireless networks such as Wireless 
Local Area Network (WLAN) (Ken and Liang, 2010), 
Wireless Metropolitan Area Network (WMAN) (Chorbev et 
al., 2008), satellite (Clarke et al., 2000), (Mair, et al., 
2010),(Alberto, 2011), (Aziz et al., 2009) and Wireless 
Wide Area Network (WWAN) (Abo-Zahhad et al. 2014), 
(Huang et al. 2014), (Lin et al., 2010), (Mitra et al., 2008), 
(Sufi et al., 2010), (Sufi et al., 2009), (Warren et al., 2011). 
However, these systems are relying on a single wireless 
network during transmission of medical data. They are 
unable to guarantee that the users will be always connected 
to the wireless network at anywhere and anytime. 
Moreover, coverage area of these systems is also limited. 
For example, the users outside of WiMAX wireless network 
coverage cannot use the telecardiology system which is 
using WiMAX wireless technology. Furthermore, the 
systems rely on single network are less reliable because 

poor network quality or disconnections of wireless network 
will results an interruption on telecardiology application.  

In addition, the different characteristic for each 
type of wireless networks (as shown in Table 1) may cause 
users face a difficulty to choose the right telecardiology 
system for their circumstance. For example, WLAN has 
higher bandwidth than cellular network but the network 
coverage is very limited and it does not support high 
mobility. Conversely, cellular network has large coverage 
and support high mobility but the bandwidth is lower than 
WLAN.  

Table-1. Characteristic of wireless technologies 
 WLAN WMAN WWAN 

Maximum 
Bandwidth (bps) 

Up to 
54Mbps 

Up to 
54Mbps 

Up to 
5 Mbps 

Distance (km) 
Depend on frequency and transmission power 

0.1 35 50 

Cost Low Medium High 

Mobility (speed) Low Medium High 

Standard IEEE 802.11 IEEE 802.16 3GPP 
Example WiFi WiMAX UMTS 

Application in 
Telecardiology 

 
 
 
 
 
 
 
 
 
 
 

Medical 
devices

Gateway 

Hospitals 
Server 

WLAN  

WMAN / 
WWAN  
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4G HETEROGENEOUS WIRELESS NETWORKS  
Wireless communication technologies play an 

important role in telecardiology system. The evolution of 
Wireless Wide Area Network (WWAN) from First 
Generation (1G) to Fourth Generation (4G) is shown in 
Table 2. Referring to Hui and Yueng (2003), 4G wireless 
technology is merged of multiple wireless network 
technologies. It integrates both IP (Internet Protocol) and 
non-IP based systems. It has a structure based on unified IP. 
With unified IP based, mobile terminal or user can access to 
different wireless network technologies at anytime and 
anywhere via seamless handover mechanisms (Yan, 2010), 
(Ahmed et al., 2014).  

By using 4G wireless technology, telecardiology 
system is able to connect to different type of high 
bandwidth with better quality-of-service (QoS) wireless 
networks in seamless manner (Niyato and Hossain, 2008), 
(Varshney, 2012). The coverage and reliability of 
telecardiology system are also increased (Vaeshney and 
Radhika, 2001). Even one or more networks are failed; the 
system is still able to connect to the most appropriate 
network among the available alternatives.  
 

Table-2. Evolution of wireless network 
Cellular 
network 

generation 
Year Service Standard 

Bandwidth 
(bps) 

1G 1980 
Analogue 

voice 
AMPS 2.4K ~ 30K 

2G 1991 

Digital 
voice, Short 

Message 
Service 
(SMS) 

GSM 
9.6K ~ 
14.4K 

2.5G 1999 

Higher 
capacity, 

packetized 
data 

GPRS, 
TDMA,  
EDGE 

171K 
~384K 

3G 2003 
Broadband 
data up to 

2Mbps 

UMTS, 
CDMA, 
CDMA 
2000, 

HSPDA 

2M ~5M 

4G 2010 

Unified IP 
based with 

speed > 100 
Mbps 

Single 
standard 

>100M 

 

RELATED WORKS 
Seamless handover is one of the main issues in 4G 

wireless technology. The problems such as when to initiate 
handover and how to select the most appropriate network 
need to be solved. Authors in (Yang et al., 2007) (Yang and 
Qiu, 2007) presented a QoS based vertical handover 
algorithm between WLAN and WWAN using signal-to-
interference-plus-noise ratio (SINR) to consistently offer 
mobile terminal (MT) with maximum available bandwidth. 
But, variation of SINR will cause high handover rate and 
unnecessary handover.   

Hong et al., (2009), proposed a cost function based 
vertical handover decision algorithm that operates based on 
network cost. The output result shows that WLANs are 
always preferred whenever the WLAN access is available. 
It is because WLAN cost is lower than WWAN. Approach 

in (Hong et al., 2009) is power consuming and high number 
of handover. 

Tawil et al., (2008) proposed a Multiple Attribute 
Decision Making (MADM) based vertical handoff for 
WLAN and cellular networks. The input parameters for this 
scheme included bandwidth, cost and dropping probability. 
In this scheme, cellular network is defined as Home 
Network. If MT detects few available WLAN networks 
simultaneously, it will measure every network quality and 
dropping probability. The MT will avoid making connection 
to the WLAN network with high dropping probability. This 
scheme is able to reduce the handover blocking and increase 
throughput. However, handover latency will increase when 
network load is increased because MADM calculation is 
processed by network.  

To improve the handover performance, Fuzzy 
Logic and Artificial Neural Network (ANN) are combined 
with MADM in handover decision making.  For example, 
Chamodrakas and Martakos (2011), used Fuzzy TOPSIS 
(Technique for Order Preference by Similarity to the Ideal 
Solution) approach to select the optimal network which 
achieves the best network balance between performance and 
energy consumption. Furthermore, Radhika, K. and Reddy, 
A.V. (2011), presented a network selection algorithm based 
on Fuzzy Multiple Criteria Decision Making (MCDM) that 
calculates the quantitative value of each normalized 
parameter and finds the weight of each quantitative value. 
This weight vector together with normalized parameter 
values are used to evaluate the available networks. The 
network with highest score is selected as the target network. 
The combination algorithms provide high successful rate in 
selecting the best network but these algorithms have high 
handover delay due to multiple networks parameters take in 
account and complex algorithm. The high handover delay 
may increase packet loss. 

In this paper, a telecardiology system integrated 
with robust and fast vertical handover (RFVHO) algorithm 
for 4G heterogeneous wireless networks is proposed to 
improve the reliability, increase the coverage area and 
guarantee the network quality of telecardiology system.  

 
TELECARDIOLOGY FOR 4G HETEROGENEOUS 
WIRELESS NETWORKS 

The next generation telecardiology system is 
expected to allow patients always connected to wireless 
network at anytime and anywhere with guaranteed network 
quality. The proposed telecardiology system for 4G 
heterogeneous wireless networks framework is shown in 
Figure 1. The main different between the proposed system 
and existing system is that the proposed system is integrated 
with vertical handover mechanism which able to search for 
the available networks, always connecting to the best 
quality network; whereas, the existing system can only 
connect to a single wireless network. The wireless networks 
supported by the proposed system include WLAN, 
WiMAX, Universal Mobile Telecommunication System 
(UMTS) and satellite network. Satellite communication is 
as a backup network. The system connects to satellite 
network only when MT is out of the coverage of all 
networks. This is because satellite network is costly and 
high power consumption. 
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Figure-1. Proposed telecardiology system  
 
The existing telecardiology systems with single 

wireless technology have common signaling protocol and 
similar technology standard. However, in 4G heterogeneous 
wireless networks, the inter-network handover requires 
interface between different networks’ link layer 
technologies. The proposed system needs to be always 
connected to the best network candidate in 4G 
heterogeneous wireless networks. To achieve this goal, 
Media Independent Handover (MIH) is used to handover 
and interoperability between heterogeneous networks (as 
shown in Figure 1). MIH enables handover in 
heterogeneous networks with no perceivable interruption to 
an ongoing voice or video conversation (Oliva et al., 2011), 
(Ghahfarokhi and Movahhedinia, 2013). In MIH 
architecture, MIH Function (MIHF) acts as an intermediate 
layer between upper and lower network layers.  

MIH provides interface between network link 
layers, radio measurement report, new link discovery, and 
resource availability check, but, it does not include 
handover decision making (Yan et. al, 2010) (Oliva et al., 
2011). Hence, RFVHO algorithm (as shown in Figure 2) is 
designed to decide when and where do handover occur.  

In real-time telecardiology application, the priority 
is given to the network with higher bandwidth. The high 
bandwidth is desirable because it provides better cardiac 
medical image quality and smoother video streaming. In 
addition, the number of handover should be minimized. It is 
to prevent unnecessary handovers since it will cause packet 
loss and wastage of network resources. 

 

The RFVHO algorithm for the proposed 
telecardiology system is shown in Figure 2. The traditional 
handover method is mostly based on Received Signal 
Strength (RSS), where MT searches for all available 
networks when RSS of old network falls below the 
predefined threshold value. This method is suitable for 
horizontal handover but not for vertical handover because 
RSS of different network technologies cannot be compared 
directly. For example, WiMAX network with lower RSS 
may have higher data rate than UMTS network with 
excellent RSS, due to WiMAX has higher network 
bandwidth than UMTS. The handover initial based on RSS 
may cause unnecessary handover requests and high number 
of handover. Thus in RFVHO algorithm, MT monitors the 
RSS, velocity and user bandwidth requirement  
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure-2. RFVHO algorithm. 
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periodically. This is to make sure that no handover initial 
while the old network is still appropriate to the user 
requirements (i.e. Video, biosignal, etc.). The user 
bandwidth requirement is based on the type of services (as 
shown in Table 3) applied by user. Equation (1) is used to 
indicate whether or not the network quality, Qk, fulfills MT 
requirements. 

 
Qk = F(RSSk - RSSTk ) × F( Bk - Breq ) × F(Vk –VMT)        (1) 
 
Where RSSk is RSS of network k, RSSTk is RSS threshold for 
network k, Bk is bandwidth of network k, Breq is user 
bandwidth requirement, VMT is MT velocity and Vk is the 
maximum velocity support by network k. Network k can be 
WLAN, WiMAX or UMTS. The functions, F(x), in 
equation (1) are unit step functions. If x>0, then F(x)=1 and 
if x<0, then F(x)=0. If Qk =0, it represents network quality 
does not meet the user requirements. Only network 
candidates with Qk =1 will be considered. This approach is 
simple and fast. It can reduce handover process time and 
avoid the unnecessary handover. 

For network bandwidth, it is assumed that 
(BWL>BWI>BUM) WLAN bandwidth, BWL, (7.2Mbps), is 
larger than WiMAX bandwidth, BWI (5 Mbps), and UMTS 
bandwidth, BUM (384kbps), is the smallest. Apart of this, 
maximum velocity supported by each network is also set as 
10km/h (WLAN), 100km/h (WiMAX) and 350km/h 
(UMTS). The networks’ bandwidth and MT velocity are 
mapped to telecardiology services and created Table 4. 
Table 4 presents that WLAN is applicable only at low 
velocity, WiMAX is invalid if MT is at high velocity and 
UMTS is unable to support video service.  
 
Table-3. Bandwidth requirements for telecardiology system 

(Gállego et al., 2005) 
Services Bandwidth 

Video 640 – 5000 kbps 

Audio  32 -256 kbps 

ECG 24 kbps / 12 leads 

Vital Signs 2 - 5 kbps 

 
Table-4. Network for telecardiology service 

Velocity 
(km/h) 

Network Real-time Telecardiology Services 

Video Audio ECG Vital Signs 

Low 
(<10) 

WLAN √ √ √ √ 

WiMAX √ √ √ √ 

UMTS X √ √ √ 

Medium 
(20~100) 

WLAN X X X X

WiMAX √ √ √ √ 

UMTS X √ √ √ 

High 
(>100) 

WLAN X X X X 

WiMAX X X X X 

UMTS X √ √ √ 

√ = support,   X = not support 
 
Fuzzy process is used to select the most 

appropriate network among the available network 
candidates. For example, the Fuzzy rule set for velocity is 

shown in Figure 3 and Table 5. It has one input variable 
(MT velocity) and three output variables. These input and 
output variables have three membership functions (Low, 
Medium, and High). The output variables reflect a 
probability of specific network selection based on a given 
input velocity.  

 
 
 
 
 
 
 
 
 
 
 
 
 

Figure-3. Fuzzy membership function for velocity. 
 

Table-5. Fuzzy rule set for velocity 
Velocity 
 

Probability of Selection 

WLAN WiMAX UMTS 
Low High Medium Low 
Medium Low High Medium 
High Low Low High 

 
In low velocity, WLAN is the most preferred 

network since BWL>BWI>BUM. If WLAN is not available, 
WiMAX will be selected instead of UMTS since BWI>BUM. 
If MT is in medium velocity, WLAN will be rejected 
because WLAN coverage area is limited. It is not capable to 
support MT in medium or high velocity. By rejecting the 
WLAN, MT in medium or high velocity only has to collect 
parameters from the qualified network candidates (WiMAX 
and UMTS). This could reduce the handover process time. 
The summative of Fuzzy process is shown in Table 6.  

 
Table-6. Rules for Fuzzy Process 

Velocity 
(km/h) 

Network 
Probability of Selection 

Video Audio ECG Vital Signs 

Low 

WLAN H H H H 

WiMAX M M M M 

UMTS L L L L 

Medium 
 

WLAN L L L L 

WiMAX H H H H 

UMTS L M M M 

High 

WLAN L L L L 

WiMAX L L L L 

UMTS L H H H 

L = Low, M = Medium, H = High 
 
Assume there is a user willing to have video 

conference with healthcare professional from home. Where, 
 
Velocity = 0 km/h. 
User bandwidth requirement > 640kbps. 

Low Medium High 

Velocity (km/h) 
0 10           50     100  

M
em

bership value 
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Available network = WLAN, WiMAX, UMTS. 
All networks RSS > RSS threshold. 

 
In this scenario, RFVHO algorithm first uses equation (1) to 
measure the quality of available networks. The result will 
be QWL=1, QWI=1, and QUM=0, where QWL is WLAN 
network quality, QWI is WiMAX network quality, and QUM 
is UMTS network quality. UMTS is rejected because BUM < 
640kbps. The qualified network candidates are WiMAX 
and WLAN. Fuzzy process will select the best network out 
of this two network candidates. WLAN will be selected as 
the best network for user because BWL>BWI. By referring to 
Table 6, conducting video conference at low velocity, 
WLAN has higher selection probability than WiMAX. The 
telecardiology system is then connected WLAN. 
 
PERFORMANCE SIMULATION AND EVALUATION 

For real-time telecardiology application, it is 
important to ensure that the network quality is always 
fulfills the user requirements in order to maintain the 
integrity of real-time medical data. Thus, selecting the most 
appropriate network based on user requirements is crucial. 
A scenario as shown by Figure 4 is created. The simulation 
parameters are listed in Table 7. The MT is moving from 
point A to point B which is within the WLAN, UMTS and 
WiMAX overlapping region. The services requested by MT 
are real-time transmission of ECG signal plus vital signs. 
MT is moving at 72km/h and total bandwidth required is 
not less than 26 kbps (ECG 24 kbps + Vital signs 2 kbps, as 
referred to Table 3). In this scenario, WLAN is rejected 
because WLAN cannot support MT velocity. This can be 
proved by using equation (1), that WLAN network quality, 
QWL, is equal to zero. If WLAN is selected as one of the 
available network candidate at the very beginning state of 
departure time, it will be rejected in Fuzzy process. Thus, 
the qualified network candidates in this scenario are UMTS 
and WiMAX.  To select the most appropriate network 
between WiMAX and UMTS, Fuzzy process is used. By 
referring Table 6, WiMAX network is preferred compared 
to UMTS at medium velocity (72km/h). Thus, MT is 
connected to WiMAX at departure point A.  

The RSS of UMTS and WiMAX changing over 
distance is shown by Figure 5. UMTST and WimaxT denote 
the RSS threshold for both UMTS and WiMAX network, 
respectively. 

 
 
 
 
 
 
 
 
 
 
 
 

 
Figure-4. Simulation scenario 

 
 
 

Table-7. Simulation Parameters 
Service  ECG signal and Vital signs 
Velocity 72 km/h (20m/s) 
Mode Real-time 
Available networks WLAN, WiMAX, UMTS 
WLAN coverage radius 50m 
WiMAX coverage radius  30km  
UMTS coverage radius 50km 
WLAN RSS Threshold -115dBm 
WiMAX RSS Threshold -110dBm 
UMTS RSS Threshold -95dBm 

 

0 2 4 6 8 10 12

x 10
4

-120

-110

-100

-90

-80

-70

-60

-50

UMTS
T

Wimax
T

UMTS

Wimax
1

Wimax
2

Point A Point B

Distance(m)

R
S

S
(d

B
m

)

 
Figure-5. RSS of UMTS and Wimax change over distance. 
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Figure-6. Handover in heterogeneous wireless networks by 
using a RFVHO algorithm. 

 
The performance of RFVHO algorithm is shown in 

Figure 6. RFVHO algorithm has low handover rate, no 
ping-pong effect and no unnecessary handover. Total three 
handovers are occurred while MT was moving from point A 
to point B. The first handover from WiMAX to UMTS is 
occurred while WiMAX RSS fall below WimaxT. 

 
QWL=0, QWI=0, and QUM=1 

 
Second handover occurred when UMTS RSS reached at 
UMTST.  
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UMTS coverage 

WiMAX coverage 
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QWL=0, QWI=1, and QUM=0 
The final handover is from WiMAX to satellite network 
because both UMTS and WiMAX networks quality do not 
achieve the user requirements.  

 
QWL=0, QWI=0, and QUM=0 

 
Furthermore, MT is moving outside the UMTS and 
WiMAX networks coverage after 90km from point A. Thus, 
MT is maintaining in satellite network until it reached 
destination point B.  
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Figure-7. Performance evaluation on proposed and existing 
telecardiology systems. 

  
Figure 7 shows the network quality obtained by 

three different telecardiology systems while moving from 
point A to point B. One of them is the proposed 
telecardiology system which is integrated with RFVHO 
algorithm, enabling vertical handover in heterogeneous 
wireless network. The other two systems are relying on 
UMTS and WiMAX wireless technology, respectively. 
Proposed telecardiology system is always connected and 
maintains good network quality along the journey from 
point A to point B at velocity of 72km/h. It outperforms the 
existing telecardiology systems which rely on single 
network (WiMAX or UMTS) (as shown in Figure 7). Even 
when it moves outside the WiMAX and UMTS network 
coverage, the proposed system is still able to maintain a 
good network connection via satellite network. 

  
CONCLUSION 
 Telecardiology system for 4G heterogeneous 
wireless networks is presented in this paper. The proposed 
system guarantees that users can always be connected to the 
most appropriate network based on user requirements at 
anytime and anyplace. Furthermore, the method to achieve 
seamless vertical handover in 4G heterogeneous wireless 
networks for telecardiology application is also discussed. 
The proposed RFVHO algorithm is able to select the most 
appropriate network in a fast and robust manner. It has low 

handover rate and no unnecessary handover. The evaluation 
result also shows that the proposed system has larger 
coverage and it is more reliable than telecardiology systems 
with single wireless network. With the proposed 
telecardiology system, patients can move freely without 
network coverage restriction. 
 In the future, some network parameters, such as 
security and cost can take into account to increase the user 
satisfaction on telecardiology application. However, the 
more network parameters used, the more complicated the 
handover algorithm will be. Thus, it may increase the 
handover latency.  
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ABSTRACT 
 Artificial immune system (AIS) allows us to inspire several ideas for the design of computer intrusion detection. 
The standard of negative selection algorithm (NSA), offered by Stephanie Forrest in 1994, is one of the most common 
mechanisms in AIS that applied in anomaly detection for the similarity of its basic idea. One of the most operational 
improvements in the standard of NSA is how to generate effective detectors which play a significant role in self and 
nonself discrimination in intrusion detection system (IDS). In this paper, we offer an improvement to a detector 
generating algorithm to generate effective detectors which leads to improve the standard of NSA, which in turn leads 
to improve the NSA based anomaly intrusion detection. Experimental results show that the improved algorithm able to 
generate more effective detectors and keeping the space and time complexities better than in the standard of NSA. 
This leads to detecting the real-time intrusion with less false negative. 
 
Key words: Detector  Detector Generating Algorithm  Negative Selection  Intrusion Detection   

 
INTRODUCTION 
 Intrusion detection is a significant component of 
information processing system protection. It provides an 
additional layer of defense against computer abuse after 
physical, authentication and access control (Dasgupta, 
1999). The anomaly intrusion detection identifies the 
intrusion by the comparison between abnormal (i.e. 
anomaly) activities and the normal one of the protected 
system. The normal activities are maintained in the 
established normal profile which holds the model of the 
effective normal activity and detection methods. In order 
to resolve the problem in anomaly intrusion detection, 
there are some ways of Artificial Intelligence (AI) such as 
data mining, neural network, and artificial immune system 
(AIS). The AIS is a sub-field of computing inspired by the 
biological natural immune system. AIS gets us to inspire 
several ideas for solving intrusion problems by emulating 
the biological natural immune mechanism to discriminate 
"self" and "nonself": where "self" could be specified as 
many things, such as normal behavior, normal network 
traffic between computers and so on. One of the basic and 
most common approaches in AIS is the Negative Selection 
Approach (NSA), which is simple and easy to implement. 
It was employed in many studies, but mostly in anomaly 
detection for the similarity of its basic idea (Aziz, Azar, 
Hassanien & Hanafy, 2014). The standard of NSA has 
been offered in 1994. Since that time, a number of works 
have been proposed to improve the NSA standard so that it 
can be applied in designing real-time IDS. The algorithm 
proposed by Xian (Xian, 2009) has drawn our attention 
because of its simple idea of generating the effective 
detectors with less space and time complexities, 
comparing with the standard NSA, which run to design 
real-time NSA based anomaly IDS but, however, it costs a 
lot of false negative because the number of the generated 
effective detectors is quite small. Therefore, in this paper, 
we improve the work in (Xian, 2009) to generate more 
effective detectors for NSA based anomaly IDS with a low 
percentage of false negative as well as with less space and 
time complexities. 

 

NEGATIVE SELECTION MECHANISM 
 

Negative Selection Principle in Biological Immune 
System 
 The human immune system (IS) is a truly 
amazing constellation of responses to attacks from outside 
the body. It has many facets, a number of which can 
switch to optimize the response to these unwanted 
intrusions (Haldar & Ahmad, 2010). The system is 
unusually effective, most of the time. The interaction 
among the IS and several other systems and organs allows 
the regulation of the body, ensuring its stable operation. 
The effect of this mechanism is that the IS is capable of 
distinguishing between organism's self cells and nonself 
cells. This procedure identifies the principle of negative 
selection of the organism's cells. Negative selection allows 
only the existence of those cells that do not recognize self 
cells. The cells are produced and undergo a maturation 
process known as immune tolerance in the thymus gland 
and bone marrow respectively, after that they are 
permitted to convey constituent in an immune response. In 
immune tolerance, cells will die if they have matched with 
self cells, and if not, they will become mature cells, and 
function as the true immune competent cells. 
 
 Negative Selection Algorithm in Artificial Immune 
System 
 The process of detection anomaly intrusion in a 
computer system can be considered as the process of 
distinguishing "self" and "nonself" in the immune system. 
In the light of this thought, Stephanie Forrest lead a 
research group in New Mexico University and proposed 
the immune negative selection algorithm in 1994 (Forrest, 
Perelson, Allen & Cherukuri, 1994). In essence of this 
algorithm is to generate a set of detectors which do not 
recognize "self" but distinguish the "nonself" (viruses, 
worms, Trojan horses, spyware, unauthorized access, etc.) 
from "self" (protected data files, authorized users, etc.) 
(Forrest, Perelson, Allen & Cherukuri, 1994). This 
algorithm comprises two phases (Forrest, Hofmeyr, 
Somayaji & Longstaff, 1996): censoring and monitoring. 



 

The censoring stage serve for the generation of mature 
detectors which monitor the system being protected for 
changes. The algorithm builds a lot of competent detectors 
in the following steps (see Figure 1):  
 Step 1: define a set of self (S). The data being 
protected is viewed as a string. The string is split into 
several l-length substrings. The set of self S consists of 
several substrings. 
 Step 2: generate a set of random candidate 
detectors (Ro). They are also l-length strings and generate 
in some probability analytical ways. 
 Step 3: generate a set of competent detectors (R). 
Strings from Ro that match self are eliminated. Strings that 
do not match any of the strings in S become members of 
the detector collection R. This step is called censoring. 
 Step 4: monitor the changes of self. This is 
accomplished by continually choosing one detector in R 
and testing to find out if it matches with strings in S. If the 
self string matches one of the detector strings, a change 
would happen in S. Those changes are done probably for 
intrusion, virus or misusing. This step is called 
monitoring. 

 

 
Figure 1: The generation of the repertoire (i.e. the 
competent detectors) by using the alphabet (0,1) with r = 2 
(Forrest, Perelson, Allen & Cherukuri, 1994). 

 
ARTIFICIAL IMMUNE NEGATIVE SELECTION 
ALGORITHM FOR THE ANOMALY INTRUSION 
DETECTION  

 
 Here, we propose an improvement to the 
algorithm of detector genrating offered in (Xian, 2009) 
which can generate effective detectors in NSA based 
anomaly intrusion detection. This algorithm is better than 
the detector generating algorithm which offered by Forrest 

in 1996 on the speed and efficiency of generating detectors 
(Xin, 2009). The terms related to this algorithm and to our 
proposed improvement are defined in Table-1. 
 

Table-1. Definition of terms used in the algorithm 

 
 
The Rule of r-Contiguous Bits Matching  
 The r-contiguous bits matching rule states that 
the two character strings are matching if both strings have 
at least r bit continuous identical beginning from a 
particular position. (Ayara, Timmis, de Lemos, de Castro 
& Duncan, 2002). In Figure 2: if m =2, l =6, r =3, we can 
consider S1 =110100 and S2 =100101 are matching. 
 

  
Figure 2: r-contiguous bits matching rule. 

 
Detectors Generating Algorithm 
 We use the idea of the algorithm proposed in 
(Xin, 2009) to get a more efficient algorithm of detector 
generating. 
 If m, l and NS are given, then the competent 
detectors (NR) can be generated. First, we give the 
following definition: 
 C: a character array of the length l, it is used to 
keep every new generated detector tentatively. 
 Si: a substring of C, starting from the position i 
and its length is r (1 ≤ i ≤ l − r +1). 
 The improved detector generating algorithm is 
presented as a flow diagram in Figure 3. 
 
 
 
 
 



 

 
Figure 3: The improved detector generating algorithm 

 Figure 4 shows the example of generating process 
of a new detector '001111' using the Thread 2 of the 
improved detector generating algorithm shown in Figure 3. 

So, C = 0 0

Set C[2] = ' 1 ',

then C = 0 0 1

s 1 S1 1 S2 1 S3 1

001 110 100 111

S4 1 S5 1 S6 1

Not Match 110 110 100

Set C[3] = ' 1 ',

then C = 0 0 1 1

s 2 S1 2 S2 2 S3 2

011 101 001 111

S4 2 S5 2 S6 2

Not Match 101 101 001

Set C[4] = ' 1 ',

then C = 0 0 1 1 1

s 3 S1 3 S2 3 S3 3

111 010 010 110

S4 3 S5 3 S6 3

Not Match 010 011 010

Set C[5] = ' 1 ',

then C = 0 0 1 1 1 1

s 4 S1 4 S2 4 S3 4

111 100 101 100

S4 4 S5 4 S6 4

Not Match 101 110 100

The end C = 0 0 1 1 1 1

Figure 4: generating process of the detector ' 001111 '

Choosing the bit string ' 00 ', Initial  array C 

C array is a new competent detector  ' 001111 '

 
   

 The Example in Figure 4: when we set m = 2, l = 
6, r = 3 and self collection includes 6 strings (i.e. NS = 6): 
S1= 110100, S2= 100101, S3=111100, S4=110101,  
S5=110110 and S6=100100,  the algorithm generates 2r-1 = 
4 possible bit strings: ' 00 ', ' 01 ', ' 10 ' and ' 11 ', and then 
use them to initialize successively character array C. For 
example, if we choose the bit string ' 00 ', then Figure 4 
shows how to generate the detector ' 001111 ' using the 
Thread 2 of the flowchart in Figure 3. The Thread 3 will 
generate another detector which is '000000'. Figure 5 
shows the string space map that results from both Thread 
2 and Thread 3  of the flowchart with the same above-
mentioned sets (i.e. r =3, l = 6, m = 2 and NS = 6). 

0 0 0 0 0 0 1 0 1 0 0 0 0 1 1 0 0 0 0 0 1 1 1 0 0 0 0
0 0 0 0 0 1 0 1 0 0 0 1 1 0 0 0 0 1 1 1 0 0 0 1
0 0 0 0 1 0 0 1 0 0 1 0 1 0 0 0 1 0 1 1 0 0 1 0
0 0 0 0 1 1 0 1 0 0 1 1 1 0 0 0 1 1 1 1 0 0 1 1
0 0 0 1 0 0 0 1 0 1 0 0 1 0 0 1 0 0 1 1 0 1 0 0
0 0 0 1 0 1 0 1 0 1 0 1 1 0 0 1 0 1 1 1 0 1 0 1
0 0 0 1 1 0 0 1 0 1 1 0 1 0 0 1 1 0 1 1 0 1 1 0
0 0 0 1 1 1 0 1 0 1 1 1 1 0 0 1 1 1 1 1 0 1 1 1
0 0 1 0 0 0 0 1 1 0 0 0 1 0 1 0 0 0 1 1 1 0 0 0
0 0 1 0 0 1 0 1 1 0 0 1 1 0 1 0 0 1 1 1 1 0 0 1
0 0 1 0 1 0 0 1 1 0 1 0 1 0 1 0 1 0 1 1 1 0 1 0
0 0 1 0 1 1 0 1 1 0 1 1 1 0 1 0 1 1 1 1 1 0 1 1
0 0 1 1 0 0 0 1 1 1 0 0 1 0 1 1 0 0 1 1 1 1 0 0
0 0 1 1 0 1 0 1 1 1 0 1 1 0 1 1 0 1 1 1 1 1 0 1
0 0 1 1 1 0 0 1 1 1 1 0 1 0 1 1 1 0 1 1 1 1 1 0
0 0 1 1 1 1 0 1 1 1 1 1 1 0 1 1 1 1 1 1 1 1 1 1

x x x x x x

x x x x x x

x x x x x x

x x x x x x

Detector strings

Detected strings

Self strings

Holes strings

Figure 5: Example of string space map that shows results of applying
 the offered algorithm when set: r  =3, l  = 6, m  = 2 and Ns  = 6.  

 
 The time complexity of the algorithm is decided 
by the time to generate 2r −1 possible combinations and the 
time to extend detector by each combination. So the time 
complexity is o(2r −1(l – r + 1)NS). The space complexity 



 

is determined by the size of the array C. So the space 
complexity is o(l). 
 The complexity of space and time of this 
algorithm is the same as in the algorithm proposed in 
(Xian, 2009). However the efficiency of our 
algorithm is better because its ability to generate 
more competent detectors (NR) with less holes (NH) 
which leads to decrease the probability of failing to 
detect nonself (Pf) significantly. 
 
Compute the "Holes"  
 In accordance with the above-mentioned 
matching rule and self collection strings S, for some 
nonself strings, called “holes”, it is impossible to generate 
valid detectors, i.e. the hole string will never match any of 
the generated detectors. When the self collection has two 
strings like this: beginning with some assigned place and 
having the same numbers in more than r -1 adjacency bit, 
there are at least two holes which can’t be detected by any 
detector. Unfortunately the holes can not be avoidable. But 
too many holes mean that there are too many nonselfs 
which can not be detected, and there are also too much 
intrusion that can’t be detected (Xin, 2009). 

 
RESULTS AND DISCUSSIONS  
 The Table-2 shows experimental results based on 
the detector generating algorithm. 

N R N H N D P f 

1 4 8 0.333
1 4 8 0.333
3 3 9 0.250
5 2 10 0.167
1 3 7 0.300
1 3 7 0.300
2 4 6 0.400
3 1 9 0.100
3 18 40 0.310
6 3 55 0.052
8 26 32 0.448
15 8 50 0.138
13 29 29 0.500
28 5 53 0.086
3 16 40 0.286
4 8 48 0.143
8 24 32 0.429
14 12 44 0.214
12 30 26 0.536
24 7 49 0.125
12 145 103 0.585
25 50 198 0.202
29 132 116 0.532
58 24 224 0.097
64 120 128 0.484

128 8 240 0.032
10 142 104 0.577
22 46 200 0.187
29 130 116 0.528
58 28 218 0.114
64 118 128 0.480

128 10 236 0.041

2

3

S1=1101, S2=1001,
 S3=1111,  S4=0101
S5=1100, S6=1010

Self Collection 
Example

l N N S N NS r

58

4

5

(a)
(b)

S1=1101, S2=1001,
S3=1111, S4=0101

4
16

4 12

3

246

5

6 10
2

3

6

7

6

10

4

5

 S1=110100,  S2=100101,
 S3=111100,  S4=110101,
S5=110110,  S6=100100,
S7=110111,  S8=100111

8 56

3

 S1=110100,  S2=100101,
 S3=111100,  S4=110101,
S5=110110,  S6=100100

6
64

Table-2. Experimental results

6

7

S1=10010010 S2= 10010101,
 S3= 11010010 S4= 11010101,
 S5= 11011010 S6= 11110001,
 S7= 11011110 S8= 10011001

8 256

8 248

5

S1=10010010 S2= 10010101,
 S3= 11010010 S4= 11010101,
 S5= 11011010 S6= 11110001,
 S7= 11011110 S8= 10011001,
S9= 00001111 S10= 01010011

 
 
 In Table 2 each of the columns  NR, NH, ND  and 
Pf depicts the values resulted from two different 
experiments (a) and (b), where the experiment (a) 
represents the algorithm proposed in (Xin, 2009), whereas 
the experiment (b) represents the algorithm with the 
improvement which we offer to get a better detector 
generating  algorithm regarding the efficiency.  

It is clear from the results in the Table-2 that the 
sizes of competent detectors (NR) in experiment (b) almost 
double comparing with the corresponding sizes in the 
experiment (a). This lead to that the sizes of the detected 

nonself (ND) in experiment (b) almost double comparing 
with the corresponding sizes in the experiment (a) and this 
lead in turn to that: 1) the sizes of holes (NH) in 
experiment (b), is less comparing with the corresponding 
sizes in the experiment (a). 2) The probability of failing to 
detect non-self (Pf) in experiment (b) gradually decreases 
comparing with the corresponding values in the 
experiment (a). As it was mentioned in the previous 
section, too many holes mean that there is too much 
intrusion that can’t be detected which means too much 
false negative reported by the anomaly IDS. With this in 
mind and through the analysis of the results in the Table-2, 
it is clear that the anomaly IDS that would be developed 
using our improved algorithm will report less false 
negative than those reported by the anomaly IDS which 
would be developed using the algorithm proposed in (Xin, 
2009). This is because, as we explained above, the size of 
holes resulted by our improved algorithm is quite less 
comparing with the corresponding size of holes resulted 
using the algorithm proposed in (Xin, 2009). 
 
CONCLUSION AND FUTURE WORK 

In this paper, we offered an improved and 
efficient algorithm for generating effective detectors 
needed to improve the performance of the standard NSA, 
which in turn can be used in computer intrusion detection 
design. We tested the algorithm to study: (1) its detector 
generating efficiency. (2) non-self detecting efficiency. 
The results demonstrate both, the efficiency of the detector 
generating and the efficiency of non-self detecting. 
Besides that, the improved algorithm keeps the space and 
time complexities better than the standard of NSA. This 
leads to detecting the real-time intrusion with less false 
negative. Therefore, our future work is to investigate the 
degree to which the proposed algorithm is able to integrate 
with the anomaly IDS architecture proposed in our 
previous work (Omar & Alsharafi, 2013) to enhance and 
improve the efficiency of the anomaly IDS model. We 
also plan to use the standard of NSA and the proposed 
detector generating algorithm to investigate whether is it 
possible to invent what we will call Abnormal Profile as a 
new concept in anomaly IDS beside the well known 
Normal profile concept. The expected abnormal profile 
will contains the effective detectors, generated by the 
NSA, which take on a significant role in self and nonself 
discrimination for anomaly IDS. 
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ABSTRACT 
Current phenomenon faced by low vision (LV) learners is that their learning activities are problematic. With the 
restrictions in their vision, conventional teaching and learning techniques requires them to struggle more compared 
to their sighted peers. Even though Assistive Technology (AT) provides LV learners with various helpful features 
but most of them are in the form of hardware or software, which minimally assist the LV learners in accessing the 
knowledge. Meanwhile, the content applications that are specifically designed for the LV learners are highly 
scares. This could be seen when most of the existing content applications (i.e. courseware) that available in the 
market are designed for sighted students. Previous studies indicate that most of the existing courseware means too 
little or nothing to the LV learners especially for those who are severe. This study presents an ongoing project, 
with the main objective to develop an electronic learning material that focuses on content design application in an 
attempt to cater the needs of LV learners in their learning activities called Assistive Courseware for Low Vision 
Learners (AC4LV). Thus, to achieve the main objectives, this study comes out with two specific objectives which 
are: (i) to determine the design principles of AC4LV and (ii) to develop a prototype of AC4LV based on the 
gathered design principles. It is important for this study to gather information from the actual users and teachers as 
they are the experts in this field. Accordingly, other than document reviewed, User Centered Design (UCD) 
approach was utilized in gathering the inputs and comments to achieve both of the objectives. The results highlight 
design principles which are categorized into eight elements of AC4LV. They are justified and labeled in the form 
of snapshots, presented sequentially in this paper. In a nutshell, this study has achieved both of the objectives. The 
AC4LV has been designed according to the needs of LV learners. It has to be emphasized that the main objective 
of this article is to highlight the development of AC4LV and it is also important to stress that the content design of 
AC4LV has to refer to the determined design principles. This could be as guidance for the developer or anyone 
who intent to develop AC4LV. The recommended future works is to investigate the user experience of using 
AC4LV among the LV learners. The target participant would be the LV learners from primary school level aged 
nine to twelve. 
 
Key words: Assistive Technology (AT)  Assistive Courseware (AC)  Low Vision Learners  Design Principles User Centered 
Design Approach (UCD) 

 
INTRODUCTION 

 Learning is for everybody (Ariffin 2009) including 
the disabled. However, for the disabled, learning activities 
are quite challenging (Raheja et al. 2014). With the 
restrictions that they have, learning activities always make 
them face various difficulties (Chaudhary et al. 2012), 
which finally could demotivate them. Among many types 
of the disabilities, visual impairment (VI) is considered a 
serious one. World Health Organization (2013) reports 
that 285 million people in the world are VI. Particularly 
246 million of them have low vision and 39 million of 
them are blind. Approximately 90% of the VI people live 
in developing countries. Based on the facts reported by 
Social Welfare Department of Malaysia, between 
December 2009 and December 2013, the number of 
registered VI people in Malaysia increases year by year 
(Table 1) (Nurulnadwan, et al., 2013). 

 

Table1: Statistics of registered VI people in Malaysia (2009 – 
2013) 
 

Types of 
Disability 

Years 
2009 2010 2011 2012 2013 

VI 23,738 27,363 31,924 40,510 46,307 
 
The facts reveal that the number of VI keeps on 

increasing drastically including LV learners. Therefore, 
exposing them to the world of education and technology is 
important because they should together be respected as part 
of the resources for the country (Chaudhary & Raheja 
2010). Unfortunately, Rasmeet and Ahalya (2011) reveal 
that 80% of educational materials such as textbook and 
courseware are provided for fully-sighted students. This is 
because the main learning styles that prefer to use by 
normal students especially children is visual, followed by 
kinesthetic and further by auditory (Nor Azah et al., 2010; 
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Roznim and Khairunnisa, 2010; Norlina et al., 2010; 
Ahmad Rizal and Mohd Noor, 2011). Due to that, VI 
learners particularly LV have to adapt this situation into 
their learning activities even though they face problems in 
terms of information accessibility and navigationability. As 
a result, they feel frustrated and have no pleasure in learning 
(Ariffin 2009), which then affects their quality of education. 
Table 2 shows a summary of problems, method of teaching, 
and materials that are currently used in teaching and 
learning of LV learners. Meanwhile, Figure 1 demonstrates 
the current learning activities that are utilized by LV 
learners.  In the following, Figure 2 and Figure 3 illustrate 
AT used to assist the LV learners during their learning 
activities.  

 
Table 2: Problems and methods of teaching and learning LV 

learners 
Details Problems 
LV learners  The LV learners face difficulties in grasping 

the knowledge delivered through 
conventional teaching method.   

 Their difficulties are in terms of information 
accessibility and navigationability.  

 Due to facing a lot of difficulties, these 
influence them not to have pleasure in 
learning activities.    

Teaching 
method 

Conventional teaching methods are similar with 
normal students which are conducted in class or 
computer lab. 

Material Typical text book, flash cards, book with 
pictures (e.g. big size), demo from the teachers, 
Close Circuit Television (CCTV), magnifying 
glass, online typical courseware (TC) (e.g. 
nursery rhymes).  

 

 
Figure 1: Online teaching courseware is played to the LV 

learners. 
 

 
Figure 2: Example of CCTV 

 

 
Figure 3: Example of magnifying glass 

 
In terms of definition, VI is categorized into four 

types which are totally blind, legally blind, color blindness, 
and low vision (LV). As has been discussed in the 
preliminary study carried out by Nurulnadwan et al., (2013) 
this study only focuses on LV, in which a person has a 
profound visual disability, but still retains some useful 
eyesight which resulted from two possible sources: (i) 
reduced visual acuity and (ii) restricted field of view (Fraser 
and Gutwin, 2000). From the two types of LV this study 
decides to focus on reduced visual acuity, which means 
having a limited ability to discriminate visual detail (Fraser 
and Gutwin, 2000). Further, Figure 4 through Figure 8 
demonstrates the different views of normal vision, and the 
four types of LV.  

Figure 4: Normal vision Figure 5: Reduced visual 
acuity 

Figure 6: Central field loss Figure 7: Certain field loss 
 

Figure 8: Reduction of 
vision field

 

 

The rationales of focusing on reduced visual acuity 
are as listed in the following points:   
i) LV often occurs to children rather than reduction of 

vision field, certain field loss, or central field loss. They 
normally happen to old people. This explains that LV is 
appropriate because learning process starts in the 
childhood.  

ii) As discussed in previous studies (Nurulnadwan et al., 
2009; Nurulnadwan, et al., 2010; Nurulnadwan et al., 
2011a; Nurulnadwan et al., 2011b; Nurulnadwan et al., 
2013)  the use of magnifying glass and CCTV or other 
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AT devices is problematic for them either because of 
their incapability to buy that equipment, missing of the 
equipment, or psychologically they do not like to use AT 
as well as do not like to look different between their 
sighted peers (Malaysian Ministry of Education, 2011; 
Khadka et al., 2012)    

iii) Preliminary studies (Nurulnadwan et al. 2013) results 
that transformation of learning content to multimedia 
application in terms of graphics, texts, audio, and 
animations is more applicable to be utilized by LV 
learners compared to others (i.e. totally blind, visual 
field loss).  

iv) As suggestion from the content expert (i.e. VI teachers, 
school coordinator of special need department) to make 
this study useful for them in future. 
  

Adapting similar teaching and learning technique 
with normal students is quite challenging for LV learners to 
enjoy their learning activities or at least learn without 
pressure. Even though AT (i.e. CCTV magnifying glasses, 
screen reader (i.e. JAWS), and screen magnification) could 
help them, but it still requires them to have technical skill to 
operate the functions. Moreover, those technologies are 
provided in terms of hardware and software, in fact the 
problems facing by LV learners is in terms of contents.  

The above elaboration explains that it is difficult 
for LV learners to face their learning routine by utilizing 
similar learning materials with normal learners. AT in terms 
of hardware and software would also not fully fulfill their 
needs in learning.  As of the restriction with the sense of 
seeing, LV learners have to struggle more compared to their 
sighted peers by utilizing their other complementary senses 
(Raisamo et al. 2006). This indicates that they need a type 
of learning materials that specifically could fulfill their 
needs in learning without facing anymore difficulties 
particularly in terms of information accessibility, 
navigationability, and pleasurability aspects. Currently, most 
of the content application such as courseware is developed 
for sighted students, which totally are not appropriate for 
LV learners. They are known as typical courseware (TC) 
either it provided in the form of CD-ROM or available 
online. LV learners are also exposed to TC. Usually, when 
using TC, they have to face problems such as blinking 
button, crowded pages, inappropriate font size, mouse-
based interaction, and inappropriate animations. Those 
problems restrict their ability to access the displayed 
information, navigate the application and finally getting 
frustrated in their learning activities. This has been proven 
through the study carried out by (Nurulnadwan et al. 2013). 

In response to that, this study attempts to develop a 
prototype of courseware which specifically caters to the 
needs of LV learners in learning, which is named Assistive 
Courseware for Low Vision learners (AC4LV). Prior to 
develop the AC4LV, a set of specific design principles have 
to be determined in making sure AC4LV could fulfill the 
needs of LV learners.   Hence, with the supported critical 
analysis carried out by Nurulnadwan et al., (2014), this 
study comes out with two specific objectives as pointed 
below:  
i) to determine the design principles of  AC4LV 
ii) to develop a prototype of AC4LV based on the gathered 

design principles.    

Thus, in achieving both objectives, two phases of activities 
were performed as discussed in the next section.  
 
MATERIALS AND METHODS 

In this study a series of activities were carried out, 
as shown illustratively in Figure 9. The figure explains that 
this study involves two phases of activities which are 
specification identification, and prototype development 
(Nurulnadwan et al., 2011). The activities involved in the 
first phase include document study and interview. This 
method is call User Centered Design (UCD) approach. 
From this phase, data regarding the design principles of 
AC4LV were gathered and the first objective of the study 
was achieved. They are discussed in detail in the next 
section together with the snapshots of the prototype. The 
second phase is prototype development, in which the 
development process as illustrated in Figure 10 are 
employed based on the data gathered in phase two. At this 
stage, this study has achieved its second objective. Having 
finished the second phase, the whole objective of this study 
is achieved. 

 
 
 
 
 
 

 
 
 
 
 
 

Figure 9: Summary of activities 
 

 Pre Production has steps

1. Identify module /subject
2. Identify lesson objective
3. Analysis of actual content
4. Content component selection
5. Navigation specification
6. Script preparation
7. Layout sketching
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9. Editing
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Production

1. Audio recording
2. Interface design
3. Insert actual content 
4. Organize navigation 
5. Insert audio
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Figure 10:  Development process of AC4LV 

 
Going in-depth into the development process of 

AC4LV, it involves three phases, which are pre-production, 
production, and post production. In the first phase, 10 steps 
were implemented. In developing the AC4LV it is important 
to involve users and experts before the development of 
AC4LV begins. At this phase, user requirements were 
identified by interviewing the content experts regarding the 
needs of LV learners in terms of the actual content of 
AC4LV (3 teachers from special primary school of VI). 
Also, six LV learners were involved to gather the input and 

Prototype development 
Method: refer to 
Figure 10 

AC4LV

Phase 
1

Design 
principle of 

AC4LV 

Specification 
Identification 
Method:   Document 
study 
 UCD Approach: 
Interview with LV 
learners and teachers  

Activity Output Phase 

Phase 
2



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

4

 

 

comments in terms of the design of AC4LV. All this input 
are important in preparing the script and storyboard of 
AC4LV. Having finished the 10 steps in the pre-production 
phase, the development of AC4LV was started by utilizing 
Adobe Flash as the main development tool. Sound Forge 
was used to record and edit the sound, while Adobe 
Illustrator was utilized to design all the characters. In the 
post production phase, editing and quality checking were 
performed, which also involved real users and their 
teachers. It was done until they were satisfied and finally 
the AC4LV was packaged in the form of CD prior to test 
the user experience. 

 
RESULT AND DISCUSSION 

Having gone through the activities discussed in the 
previous section, this study has achieved both of the 
objectives as stated in the first section.  They are the design 
principles of AC4LV and the prototype of AC4LV. Both of 
the results are discussed in the following subsections.  
 
Design Principles 
As discussed in the first section, AC4LV was designed 
catering the needs for information accessibility, 
navigationability, and pleasure. These three aspects are 
achieved through the design principles that were gathered in 
the first phase. The design principles in AC4LV are 
constructed based on eight elements which are (i) audio, (ii) 
formatting styles and texts, (iii) graphics, (iv)animations, 
(v) interface layout, (vi) transitions, (vii) navigational 
button, and (viii) general interaction. These elements were 
gathered through comparative analysis as discussed in 
(Nurulnadwan et al. 2014). They are justified follow: 
 
Audio 
There are six design principles of audio that the developer 
has to refer prior to develop the AC4LV. 
 
Provide auditory explanation 
VI learners including low vision depend 100% on audio to 
explain everything that appear on screen (Sodnik et al. 
2011). Without auditory explanation, the visual aspect 
means nothing to them. It is difficult for them to recognize 
information presented visually. However, it must be well-
organized because not all information has to provide audio. 
 
Provide clear pronunciation 
The audio should be clear to the user. This means the 
desired information must be pronounced clearly word by 
word especially for the instruction part (i.e. activity or 
exercise). 
 
Omit the background music 
Even VI learners depend 100% on audio, but the use of 
background music blending with auditory explanation in 
actual fact make them confuse. They have to think deeply to 
distinguish between background music and the actual 
information. So, the best solution omits the background 
music. 
 
Use friendly voice intonation 
Children including low vision learners learn better when 
contents, instructions, or demonstrations are spoken by a 

friendly human voice or teachers’ voice rather than a 
machine voice. This is inline with voice principle 
(Multimedia Learning Theory) and also agreed with 
(Efendioğlu 2012).  This also avoids them from feeling 
bored and unmotivated in learning. 

  
Supply sound effects 
Low vision learners have restriction in visualization, which 
means they are less sensitive on anything displayed on 
screen.  So, it is important to enhance their alert by 
supplying sound effect especially for user interaction. 

 
Avoid using sudden loud sounds 
Low vision learners are sensitive with sounds. Disturb them 
with sudden loud sound possibly make them shocked and 
confused on what happens on screen. As an example, 
automatic background sound is startling and unexpected.  In 
some cases, users’ speakers were not set at appropriate 
volume. If possible, audio should start low and increasing 
gradually. 
 
Formatting Styles and Texts 
The design principles that the developer has to refer when 
designing texts in the AC4LV are:  
 
Use the preferenced font size 
Low vision learners face difficulties to read small font size. 
They have to struggle and normally get eye strain after 
some reading. This will put them in frustrated condition. 
Therefore, the preferences font size is at least 18 point. 
 
Create good contrast color between foreground and 
background 
Low vision learners are different than normal people in 
color perception. It is very tough for them to differentiate 
combination of less contrasted colors. Therefore, font color 
and background color must be highly contrasted. As 
example, they are unable to distinguish between blue and 
red because the color is less contrast for them. Combination 
of black and white is an example of good pair of them. 
 
Place text only on solid background 
Avoid placing text on any background image either it is 
animate or static. The low vision learners are unable to 
grasp the information presented on it. This is also usually 
taking them into an unmotivated condition. 
 
Graphics  
For the elements of graphic there are five design principles 
that have to be emphasized by the developer prior to 
develop the AC4LV. 
 
Provide clear graphics 
The graphics must be clear enough in terms of shapes and 
combination of colors. Use only two or maximum three 
colors for one attributes.   It is recommended to outline the 
shapes of graphics with contrast colors. 
 
Provide the preference size of graphics 
The low vision learners are attend to the biggest element 
followed with smaller.  So, the most important information 
should be made the biggest. 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

5

 

 

Provide good contrast color between graphics and 
background 
Combination of attributes and background must be highly 
contrasted. Low vision learners are unable to compare the 
combination of colors that look almost similar such as red 
and orange or green and blue. Black is a good example for 
background while white and yellow is for the attributes. 
 
Use meaningful graphics 
Provides only meaningful graphics. Avoid adding extra 
unusable graphics as screen decorative element. It means 
nothing for low vision learners. Additionally, it also looks 
crowded for them.   
 
Minimize the use of graphics 
Low vision learners are unable to absorb information like 
normal people. Too much graphics on one screen are 
crowded for them. Normally, they pay attention to 
information they are intended to. So, three attributes of 
graphics on one screen is the maximum for them.   
 
Animations 
There are five principles that the developer has to follow 
when designing animations in the AC4LV.   
 
Follow the same rules of graphics and texts 
Use animations for graphics and texts when only necessary. 
 
Provide animated character as attraction 
Children like animated characters such as puppet and 
cartoon because the use of them can enhance their learning 
motivation. This also has been proven by previous studies. 
However, it must be well-organized as suggested in imaging 
principle (Multimedia Learning Theory). 
 
Only animate the desired information 
Do not animate every information at the same time. It is 
difficult for low vision learners to focus on the desired 
information.  
 
Avoid too much animation 
Only animate when it is necessary. Avoid animating the 
graphics for all the time.   
 
Avoid fast animation   
Provide slow movement of animation. So, the low vision 
learners have time to capture the information. 
 
Transitions 
Only one design principles for creating transition in the 
AC4LV 
 
Create texts and graphics transition from one direction 
Avoid texts and graphics transition from multiple 
directions. It is important since the low vision learners are 
able to focus on a single direction at a time.   
 
Navigational Button  
In making sure the AC4LV caters to navigationability 
aspects, so designing navigational button also has their own 
design principles that have to be concerned by the 
developer. There are: 

Design button to look clickable 
For low vision learners, buttons must be designed to look 
clickable so they are able to recognize the buttons. This 
includes in terms of shape and the usage of colors, even 
though the button function through the keyboard. 
 
Minimize the number of button 
Provide button only when it is required. 
 
Avoid using blinking button 
Blinking button will disturb the users’ focus. It is not 
appropriate for low vision learners. 
 
Avoid using image as button 
Low vision learners have less ability to differentiate 
between images and button. So, avoid utilizing image-based 
button.    
 
Avoid using text only as button 
It is complicated for low vision learners to differentiate 
between button and desired information if the text is also 
created as button.  So, combination of shape and text is 
appropriate for them. 
 
Interface Layout 
Interface in AC4LV is very important. This is to ensure the 
layout of interface is designed by catering to information 
accessibility aspects.  
 
Divide the screen area logically 
Clear and consistent screen area is important for users 
navigate the application. Logically for AC4LV it should be 
divided into menu area and content area. 
 
Minimize the number of screen area 
The best number of screen area for low vision learners is 
two or maximum three main sections. 
 
Place texts under the graphics 
For low vision learners, placing text under the graphics is 
more effective compared to placing text within the graphics. 
This contrasts with spatial contiguity principle (Multimedia 
Learning Theory) because low vision learners incapable to 
discern text that are placed close with the graphics. 
 
Place menu area on the left side 
It is high recommended to place the menu area on the left 
side of the screen area. For the reason that, if the AC4LV is 
play on the large monitor screen and the menu area is 
designed on top, it is very uncomfortable for the learners to 
access it. Also, if the menu area is place at the bottom this 
will disturb the content part. While, center and right side is 
suitable for content area. 
 
Design for full screen presentation 
The overall design of AC4LV must covered full screen 
presentation. It is not recommended for the designers to 
design other than this as it will cause more difficulties for 
low vision learners to concentrate on learning. 
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Design for a single screen 
It is high recommended for the designers to place the 
desired information for not more than one screen.  This is 
easier for low vision learners to learn from the screen. 
 
Having simplicity and consistency 
The good interface layout for AC4LV should be simple and 
consistent from start to end. Having simplicity and 
consistency will keep users stay focus on the learning 
activities. This is the way the courseware become user 
friendly with the user. 
 
Avoid unnecessary decorative elements 
Decorative elements do not make sense to low vision 
learners. So, avoiding it is the best decision. 
 
Avoid scrolling screen 
Scrolling screen is inappropriate for AC. It requires more 
works from the disabled users to get the information. 
 
General Interaction  
In AC4LV general interaction was designed to cater 
information accessibility. Without following the specified 
designed principles the courseware will be means nothing to 
low vision learners. The specified design principles are: 
 
Provide explicit instructions 
Even instructions is provided in auditory form but it have to 
be simple and explicit not in a long sentences. In addition, 
the voice intonation to pronounce the instructions must be 
well-controlled to make it not too fast or not too slow. This 
is important for low vision learners to perform their task 
correctly after getting the instructions. 
 
Provide repeatable function 
Repeatable function must be provided which allowing the 
low vision learners to repeat the instruction or the lesson. 
This is to avoid them misunderstanding the instructions or 
the lesson. 
 
Provide close function 
Most of the low vision learners especially children have 
lack of knowledge on technical function, so providing 
suitable close function displayed on the screen make easy 
for them to exit the AC4LV.   
 
Provide previous and next function 
With the restrictions in visualization the low vision learners 
face difficulties in grasping the presented content, so 
providing previous and next function is important to help 
them revise the learning content when necessary. 
 
Keyboard-based interaction 
Previous studies indicate that most of the VI learners 
required 100% of keyboard-based interaction. For the 
reason that, most of them are not able to utilize mouse to 
interact with the courseware. It is difficult for them to point 
the cursor to the desired information especially for the 
severe low vision. So, keyboard-based interaction is 
necessary.   
 
 

Mouse-based interaction as optional 
Creating mouse-based interaction is optional. It is designed 
for low vision learners that able to interact with courseware 
using mouse. Usually they are in moderate category. 
However, they still require biggest cursor to point and 
navigate the courseware.    
 
The Prototype 

Based on the gathered design principles the 
prototype was developed. For the purpose of this study, only 
one topic from the Science subjects was chosen to be 
prototyped. The content is learning about animals. 
Altogether the prototype consists of six learning modules 
and four types of activities. Each of the activities is attached 
to one demonstration. Figure 11 illustrates the structural of 
AC4LV.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 11:  Structural of AC4LV 
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Figure 12 through Figure 20 depict ten samples of AC4LV 
snapshots developed in this study labeled with design 
principles found in phase 1. 
 
Audio in AC4LV 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 12: The use of sound effects 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
 
 

 
Figure 13: The use of multiple types of voice over with 

clear pronunciation 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 14: The use of auditory explanation in AC4LV 
 
 
 

Formatting Styles and Texts in AC4LV 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 15: The use of text in the AC4LV 
 
 
Graphics and Animations in AC4LV 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 16: The use of graphics and animations 
 
 
 
 
 
 
 
 
 
 
 

Supply sound effects: 
Sound effects are supplied in this scene to enhance 
the learners understanding (i.e. water murmur, bird 
chirping, and soft wind).  

Use multiple types of voice 
over: 
Instructor imitates the fish 
voice to deliver the content 
supported with sound 
effects of swimming fish.  

Provide clear 
pronunciation: 
Clear 
pronunciations of 
instruction are 
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Provide auditory explanation: 
The content of the lesson is clearly explained by the 
instructor with no sudden loud sound and background 

Texts are placed only on solid background 

Create good contrast color 
between background and 
foreground: As example use 
either yellow or white for text 
and black for background. 

Use the preference 
font size: The best 
font size for LV 
learners is 18-point 
and above. 

Only display and animate 
two attributes of graphics in 
one scene with slow motion 
of animation. 

Use clear and 
distinct graphics.  

Animated 
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The preference 
size of graphic 

Only meaningful graphics are 
provided with unnecessary 
details such as flowers. 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

8

 

 

Interface Layout in the AC4LV 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 17: Interface layout in the AC4LV 
 
 
Transition in the AC4LV 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 18: Transition 
 
Navigational Button in AC4LV 
 

 
 

Figure 19: Sample of navigational button in AC4LV 
 
 
 

General Interaction in AC4LV 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

a. Explicit instructions 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

b. Keyboard-based interaction 
 

Figure 20: Keyboard-based interaction applied in AC4LV 
 
CONCLUSION 

Overall, this study reports an ongoing project 
regarding the development of AC4LV. Two objectives have 
been achieved which are the identified design principles of 
AC4LV and the prototype of AC4LV. AC4LV was 
developed based on the identified principles in attempt to 
fulfill the needs of LV learners in learning activities. 
Information accessibility, navigationability, and pleasure 
aspects are applied in AC4LV through the identified design 
principles. Future works of this study is to investigate the 
user experience of using AC4LV in terms of information 
accessibility, navigationability, and pleasure aspects. 
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placed under the graphics 
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and applicable for LV learners to access the 
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Navigational button in the 
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with demonstrations by applying audio principles  

Close function is 
active by 
pressing “X” key 

Selection of answers through 
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left arrow keys 
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ABSTRACT 

The study of knowledge transfer is becoming important in many areas such as small-medium enterprises, higher 
education, health management and disaster management. Our study focuses on the process of knowledge transfer in the 
flood management domain in Malaysia. Currently, there is a lack of standard practice in terms of transferring knowledge 
between entities in this domain. Thus, based on a review of the literature, we propose the conceptual model of a 
knowledge transfer process in the flood management domain. The proposed model is a preliminary work which will be 
evaluated in the next phase. 
 
Key words: knowledge transfer, knowledge transfer model, flood management 

 
INTRODUCTION 

Knowledge management systems (KMS) have 
been extensively used in many fields including business, IT 
outsourcing, higher learning institutions, health 
management, disaster management and many others. This is 
due to the ability of KMS to manage organisational 
knowledge effectively. According to (Alavi & Leidner 
2001), a KMS is a system that can support the process of 
knowledge creation, storage/retrieval, transfer and 
application in an organisation.    

Knowledge transfer is one of the important 
components of KMS (Alavi et al. 2006). Knowledge 
transfer is important due to its ability to facilitate 
communication effectively between different parties. 
According to (Albino et al. 1999), knowledge transfer is a 
critical factor if a firm is to respond quickly to any changes 
and become competitive. The process of knowledge transfer 
can be divided into two types: between organisations (inter-
organisation), and within an organisation (intra-
organisation). This paper discusses the inter-organisation 
knowledge transfer process in the flood management 
domain in Malaysia.  

Floods are a common natural disaster in Malaysia 
and have caused severe damage in terms of human lives and 
economics. In fact, the estimated loss due to flood is MYR1 
billion annually in Malaysia (Othman et al. 2014). Flood 
management in Malaysia is a complex process due to the 
involvement of multiple agencies in coordinating the 
response to the event. The agencies involved are the 
National Security Council (MKN), Public Works 
Department, Department of Irrigation and Drainage, 
Department of Social Welfare, Royal Malaysia Police, Civil 
Defence Department, Fire and Rescue Department, 
Meteorological Department and Tenaga Nasional Berhad 
(Katuk et al. 2009), (Yahya et al. 2014). Due to the 
involvement of many agencies during flood occurrences, 
the process of flood management becomes complex since 
floods may occur across borders which will make it difficult 
to manage (Othman et al. 2014).  

To improve the flood management process, a 
repository that can pool the knowledge together is very 
helpful in solving the coordination problem. Apart from 
that, having one repository that is used by all agencies will 
allow the sharing of knowledge among the agencies 
involved. This will improve the decision-making process 
since each agency may provide the latest information, while 
at the same time obtaining the most recent information from 
others. However, collecting and storing the knowledge in 
one repository involves the very challenging process of 
transferring knowledge from the agencies to the core agency 
which, in this case, is the MKN. The disaster management 
procedure in Malaysia gives the authority to the MKN to 
make decisions based on input from related agencies. 
Therefore, based on the direction of knowledge transfer 
from multiple agencies to the core authority, we propose a 
star topology network as the most suitable architecture for 
the knowledge transfer. In this architecture, the multiple 
agencies will provide information to the MKN which acts as 
a hub. Figure 1 shows the architecture of our proposed 
knowledge transfer process in the flood management 
domain in Malaysia. 

 
 

Figure 1: Agencies involved in flood management in 
Malaysia 



 

 
 This paper is organised as follows: the background 
on knowledge transfer is presented in Section 2. The 
development of the knowledge transfer model is presented 
in Section 3. Section 4 discusses the proposed model and 
Section 5 concludes this paper. 
 
KNOWLEDGE TRANSFER 
 
Knowledge transfer as a process 

Knowledge transfer is the process of transmitting 
information from a sender to a receiver. The sender and 
receiver can be an individual, a group or an organisation 
(Liyanage et al. 2009). A knowledge transfer is considered 
successful when a receiver is able to use and apply the 
knowledge effectively.  

Previously, many researchers looked at knowledge 
transfer as a process that is used to send information from 
one entity to another. This transfer is treated as a black box 
which is initiated by a sender and received by a receiver. 
However, more recent studies have started to look at the 
essential processes that occur during the knowledge transfer 

process specifically and during the knowledge management 
process in general. For example, in a study by (Zuhaili et al. 
2014), the essential processes of knowledge integration 
were defined as identification, creation, assimilation and 
evaluation. The essential process was introduced by Dietz in 
relation to business process modelling (Dietz 2003). The 
notion of the “essential business process” is also well 
discussed in (Dietz & Albani 2005), (Dietz 2006) and (Dietz 
1999). In the knowledge transfer process, researchers have 
started to look at the sequence of events that occur in order 
to gather insights into the nature of the inner workings of 
knowledge transfer. 

 
Knowledge transfer model 

Many knowledge transfer models have been 
developed by researchers. We studied 10 different 
knowledge transfer models in different domains developed 
from 1996 to 2014, as shown in Table 1 below. This table 
summarises the processes identified in the knowledge 
transfer models. From these 10 models, we found 23 
possible essential processes that take place during the 
transfer process.

 
Table 1: Summary of knowledge transfer models in the literature 
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(Gilbert & 
Cordey-
Hayes 1996) 

   √   √   √ √ √            

(Hansen 
1999) 

                     √ √ 

(Albino et al. 
1999) 

   √   √   √ √ √            

(Szulanski 
2000) 

            √ √ √ √        

(Kwan & 
Cheung 
2006) 

             √   √ √ √     

(Laframbois
e et al. 2007) 

   √ √  √  √               

(Narteh 
2008) 

    √  √             √ √   

(Liyanage et 
al. 2009) 

  √ √ √ √ √ √                

(Hashim & 
Ahmad 
2013) 

    √  √      √ √ √ √ √ √ √ √ √   

(Yahya et al. 
2014) 

√ √  √ √  √ √             √   

 
 
Based on the table, we found that the most common 
processes included in the knowledge transfer models are 
acquisition, transformation, application, implementation and 

dissemination. These processes are identified based on the 
frequency of each process found in different models. 
 



 

DEVELOPMENT OF KNOWLEDGE TRANSFER 
MODEL  

Knowledge transfer models have been studied by 
many researchers. However, our study is one of the first to 
identify the essential processes that occur during knowledge 
transfer in the flood management domain in Malaysia. 
Based on the identified processes, we developed a 
conceptual model of the knowledge transfer process. 

 
Initial development of conceptual model for knowledge 
transfer in flood management domain  
 A conceptual model for knowledge transfer was 
developed in our previous work to represent the essential 
processes of knowledge transfer, as shown in Figure 2 
(Yahya et al. 2014). The transfer is between multiple 
agencies and the MKN in the flood management domain in 
Malaysia. This model assumes that only explicit knowledge 
is transferred. The agencies act as initiators that start the 
transfer process, and the MKN acts as a receiver that will 
use the knowledge. The essential processes in this model 
are identification, transformation, filtering, dissemination, 
acquisition, application and feedback. We assumed that 
agencies will first have to identify the information they 
want to send. The information then needs to be transformed 
or converted into common keywords understood by other 
agencies. These keywords are then filtered to ensure only 
relevant information will be sent. The filtered information is 
then disseminated to the receiver through a proper channel. 
On the other hand, the receiver will later acquire the 
information and apply or use it. Any feedback from the 
MKN will be transferred back to the agencies. 
 

 
 
Figure 2: Conceptual knowledge transfer model (Yahya et 

al. 2014) 
 
However, after several reviews, we noticed that some 
processes are not needed during the knowledge transfer. For 
example, identify process is not needed since it is done 
during knowledge acquisition which is part of knowledge 
management process. Similarly, application process is done 
during knowledge application which is also part of 
knowledge management process. In our research, we only 
focus on the process that occur during the transfer. Thus, 
since only tasks that involve during the transfer will be 
identified, we have come up with a revised version of our 
model. 

 
A revised conceptual model for knowledge transfer in 
the flood management domain 

From the literature review, as summarised above in 
Table 1, we identified four processes that could be seen as 
the essence of knowledge transfer, namely, Acquisition, 
Conversion, Implementation and Storage (ACIS). These 
identified processes were used to develop a revised 
conceptual model of knowledge transfer in the flood 
management domain. Figure 3 depicts the new model of 
knowledge transfer in the flood management domain. 
 

 
Figure 3: Essential process of knowledge transfer 

 
 The model starts with the agency initiating a 
transfer process to the MKN which is the core authority in 
the flood management domain in Malaysia. Each transfer 
starts with the acquisition process which the sender needs to 
do. The sender must acquire knowledge to be sent to the 
receiver. The success of this process depends on the speed 
of getting the information (Liyanage et al. 2009). Once the 
knowledge has been acquired, it needs to be converted into 
a common knowledge understood by the receiver. This is 
necessary to ensure that the transferred knowledge will be 
useful to the receiver and will meet the receiver’s 
requirements. Once the information has been converted, the 
implementation process which is the actual transfer of 
information will be done through a proper channel. The 
receiver will receive the information and store the 
information accordingly. 
 
DISCUSSION  

The essential processes of knowledge transfer 
proposed in this paper are expected to enhance the current 
process of knowledge transfer between agencies to the 
MKN before or during the occurrence of flood. The 
essential processes will be used as common processes by all 
agencies to transfer knowledge to the central authority 
based on the star topology architecture. In this section, we 
explain why the four components were chosen as the 
essential processes in knowledge transfer. 

 
Acquisition 

The acquisition process was chosen because it is 
the process of acquiring knowledge by the agencies. It is 
assumed that the required knowledge has been identified 
earlier by the agencies and only selected knowledge will be 
acquired. It is important to get up-to-date data so that the 
transferred knowledge will be the most recent knowledge to 
be used by other agancies. According to (Laframboise et al. 
2007), an ability to obtain knowledge from external parties 



 

is part of the knowledge acquisition process. It is difficult to 
have successful knowledge transfer if this process is 
omitted (Laframboise et al. 2007), (Byrd et al. 1992). Thus, 
we include the process of acquire in our model as a starting 
process in this model. 
 
Conversion 

The conversion, or transformation, process is one 
of the most important processes in knowledge transfer. This 
process is important especially if different systems need to 
interoperate with each other. Appropriate knowledge 
conversion mechanism must be used in order to get a 
standard and common vocabularies for the agencies. This 
process is important as mentioned by Calabrese cited in 
(Laframboise et al. 2007) who states that this process is 
needed in order to make the knowledge accessible to other 
members for collaboration. 

During heavy rainfall for example, related websites 
normally display the current information about the 
condition. In some websites, the term warning is used when 
the water level reach a certain danger level. In another 
website, the term used is alert in order to convey the same 
meaning. Thus, these two similar terms need to be 
standardized in order for two different systems to 
interoperate. Thus, this scenario justify the needs of 
conversion process in our model. 

 
Implementation 

The implementation process is the actual process 
of sending knowledge from the agencies to MKN. This 
process is done through a system. We assume that an 
appropriate channel is in place and is in good working 
order, thus, the transferred knowledge can be transferred 
easily. Therefore, this process is also included as one of the 
essential processes in our model. 

 
Storage 

Storage is the last essential process identified in 
this study. Storing the knowledge is important so that it can 
be retrieved easily by other parties. Before the storing 
process, knowledge needs to be organised properly so that it 
will be stored in the right place with the right interpretation. 
 
CONCLUSION. 
 The main objective of this paper is to identify the 
essential processes of knowledge transfer in the flood 
management domain. This is one of the first studies to 
thoroughly investigate the possible steps involved in the 
knowledge transfer process between agencies and MKN in 
this domain. Based on this research, a common protocol 
may be introduced for the agencies to follow during the 
transfer of flood-related information. Thus, in our next 
research, we will evaluate the proposed model based on a 
case study setting and present the results accordingly. 

Our expection is that when all agencies follow the 
same procedures and standards in transferring information, 
the problems of not getting information at the right time and 
not getting sufficient information will be solved. This is 
because all agencies will share the same repository which 
will lead to better collaboration and knowledge sharing 
among agencies. Thus, decision-making can be done 
quickly and accurately by MKN. 

However, we also would like to point out that the 
success of the knowledge transfer process also depends on 
other factors such as infrastructure, technology, up-to-date 
data and the willingness of the agencies to share data. 
Ensuring all these factors are in place will enhance the 
success of this model. 
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ABSTRACT 
This paper proposed an Artificial Immune System (AIS) approach using the Clonal Selection Based Algorithms (CSA) to 
analyze the pattern recognition capability of the paddy trend, and to predict the paddy production based on climate change 
effects. Climate factors and paddy production are used as input parameters. High percentage of accuracy ranges from 90%-
92% is obtained throughout the training, validation and testing steps of the model. The results of the study were tested 
using the Root Mean Square Error (RMSE), Mean Average Percentage Error (MAPE) and coefficient of determination 
(R2). Based on the results of this study, it can be concluded that the CSA is a reliable tool to be used as pattern recognition 
and prediction of paddy production. 
 
Keywords: Artificial Immune System (AIS), climate, Clonal Selection Based Algorithm (CSA), paddy production, prediction. 
 
1. INTRODUCTION 

Rice is consumed as a staple food by most people 
all over the world especially in Asia (Iqbal, 2007). Figure 
1 shows the statistic of rice production by region. It shows 
that Asia contributes approximately 90 percent to the 
world's rice production (Food and Agriculture 
Organization of the United Nations, 2014). 

 
Figure 1: Average Paddy Production by Region 

 
China, India, Indonesia and Myanmar are among 

the top rice producers in Asia. In Malaysia, cultivation of 
paddy focuses on self consumption. According to the 
Malaysia Agricultural Research and Development Institute 
(MARDI), local rice production in Malaysia caters only 
70% to 80% of the country's needs. Thus, continuous 
efforts are carried out in order to increase the local rice 
production. This includes the introduction of hybrid rice 
technology which is able to increase the rice yield up to 
20% (Malaysian Agricultural Research and Development 
Institute, 2013). 

Pests, crop diseases, soils, fertilizers etc. are 
among the various factors that contribute towards paddy 
growth. Apart from these factors, researchers are currently 
probing further into the effects of climate change to the 

paddy growth. The climate change is due to the natural 
variability or as results of human activity 
(Intergovernmental Panel on Climate Change, 2007). The 
climate change caused extreme events such as droughts 
and floods. Studies have shown that climate change will 
physically affect the growth of paddy and ultimately 
reduce the rice production and its quality (Ramirez, 2010). 

Paddy cultivation period can be divided into three 
main stages which are vegetative stage, mid season stage 
and late season stage. The amount of water required at 
each stage varies from 0mm-100mm. The adequacy 
amount of water in every stage is important for the 
survival of paddy plant. At late season stage, hot weather 
is expected in order to help the ripening process of paddy 
plant (Mohamed Azwan, Mustapha and Puasa). 

AIS is an algorithm and system inspired by the 
biological immune system. According to Castro and 
Timmis (2002), "Artificial Immune System (AIS) are 
adaptive systems, inspired by theoretical immunology and 
observed immune functions, principles and models, which 
are applied to problem solving." The main function of a 
biological immune system is to defend the human body 
from foreign elements known as antigens. Antigens can be 
parasites, bacteria or viruses. These antigens will then be 
eliminated or neutralized by the immune system (Castro 
and Timmis, 2002). 

The immune system works based on two defense 
mechanisms which are innate and adaptive immune 
systems. Innate immunity will attack against basic 
pathogens that enter the body and are present almost 
immediately after birth. On the other hand, adaptive 
immunity will attack against complex and mutated 
pathogens that cannot be removed by innate immunity 
(Castro and Timmis, 2002). 

There are three simplified models of algorithms 
in AIS which are Clonal Selection based Algorithms 
(CSA), Negative Selection based Algorithms (NSA) and 
Immune Networks (IN) (Greensmith, Whitbrook and 
Aickelin, 2010). 

Each of these algorithms is applied for different 
purposes. For example, CSA mostly used for pattern 



recognition and optimization. (Castro and Timmis, 2002). 
NSA usually applied in fault detection and computer 
security application while IN commonly used for 
clustering, classification, data analysis and data mining 
applications. Based on these features, CSA has been 
chosen to be used in this study (Al-Enezi, Abbod and 
Alsharhan, 2010). 

The reason AIS method has been proposed in this 
study is because AIS is a new branch of computational 
intelligence family which can be used to solve complex 
problems. It has strong capabilities in pattern recognition, 
function approximation, learning and associative memory 
and data analysis. Therefore, AIS can be viewed as a 
powerful information processing and problem-solving tool 
(Zhong, Zhang, Gong and Li, 2007). 

To date, the usage of the Artificial Immune 
System in crop prediction is uncommon. 

The objective of this study is to develop a 
prediction model on paddy production with respect to 
climate change. 
 
2. METHODOLOGY 
 
2.1 Datasets 
 Data on paddy production for type MR 84 variety 
were acquired from the Muda Agricultural Development 
Authority (MADA), Kedah, Malaysia through the help 
from MARDI. 

Climate data such as rainfall, wind speed, 
humidity, solar radiation and temperature (Subash and 
Mohan, 2012) were acquired from the School Of 
Environmental And Natural Resource Sciences, Faculty 
Of Science And Technology, Universiti Kebangsaan 
Malaysia, Selangor, Malaysia. 

Both datasets used 180 monthly samples from the 
year 1985 to year 1999. The analysis was made within the 
year 1985-1999 because the paddy variety was planted 
within that year only. This was requested by Malaysian 
Agricultural Research and Development Institute 
(MARDI) as there might be chances this type of paddy 
variety will be replanted in the future. This study focuses 
on paddy plots within the MADA cultivation areas in 
Kedah, Malaysia.  
 
2.2 Empirical Method 

Empirical according to Oxford English 
Dictionary is "based on, concerned with, or verifiable by 
observation or experience rather than theory or pure 
logic". Several empirical models used in paddy prediction 
are as follows: 

Subash et al. (2012) applied DSSAT-CSMv4.5 
model to evaluate the impact of climatic trends and 
variability in rice-wheat system productivity. This study 
focuses on Indo-Gangetic Plains of India. This model 
utilized genotypic coefficients, soil profile, field 
management and weather data as input. The daily weather 
data used were: rainfall, minimum and maximum 
temperature and sunshine hours. In this study it has been 
found that there is very good agreement in the results of 
simulation and the actual data which were compared in 
terms of Spearman correlation coefficient (rs). 

Perez et al. (2002) constructed CATCHCROP 
model to simulate crop yields response to water deficit and 
fertility depletion in Northern Thailand. Among the 

studied crops are paddy, maize, potato, soybean and 
groundnut. The model input parameters are daily rainfall 
data (five years set of data), daily infiltration rate, potential 
evapotranspiration, vegetative period duration, water stress 
coefficient, soil type, soil depth, crop coefficient. Results 
show are fairly satisfactory. However due to limited 
availability and reliability of field data, this model is not 
appropriate to be used at the farm plot level to assess 
cropping practices.  

Timnisa et al. (2006) analyzed the performance of 
CERES-Rice models using compiling data from various 
studies across Asia and Australia. The models are 
evaluated in terms of anthesis and maturity dates, grain 
and biomass yield, in-season Leaf Area Index (LAI) and 
growth, nitrogen uptake and loss as well as methane 
emission. The model input parameters used in this study 
were anthesis and maturity dates, in-season leaf area index 
(LAI) and growth, grain and biomass yield, soil water and 
nitogen. It has been found that the yield prediction of 
CERES-Rice for grain and biomass is quite varied, with 
generally good predictions under optimal Nitrogen and 
water conditions. In addition, the anthesis and maturity 
dates for CERES-Rice is fairly well predicted. However, 
this model shows poor performance under low Nitrogen, 
water deficit and low temperatures conditions.  
 
2.3 Clonal Selection Based Algorithm (CSA) 
 CSA is the theory used to explain basic response 
of adaptive immune system to an antigenic stimulus. It 
describes how the immune cells eliminate a foreign 
antigen and develop the idea that only cells which are able 
to recognize an antigenic stimulus will proliferate and 
differentiate into memory cells and plasma cells (Castro 
and Timmis, 2002). This clonal selection idea leads to step 
in finding a solution of a problem through a process of 
cloning, mutation and selection.  

Figure 2 shows the diagram on the clonal 
selection principle process. In the selection stage, an 
antigen will bind with antibody (carried by cell) that have 
the same shape as itself. Then, the cell is activated and 
started to proliferate. A clone will arise. This clone will 
then differentiate into memory cells and plasma cells. 
Most of the clonal selection based algorithms are applied 
to optimize problems and multi-objective optimization 
(Timmis, Hone, Stibor and Clark, 2008). A study made by 
Lakshmi and Vasantharathna (2014) has proven the CSA 
approach is an efficient optimization algorithm to solve 
the wind-thermal energy systems scheduling problem.  

CSA also been applied as the immune learning, 
memory and pattern recognition tools (Castro and Timmis, 
2002). Chen and Zang (2009) indicated that CSA is a good 
immune learning algorithm and pattern recognition for the 
structure damage classification problem. Also a research 
by Cheng et al. (2012) has signified the accuracy and 
effectiveness of CSA in pattern recognition for primary 
open-angle glaucoma problem. 

CSA is simple and gives efficient approximation 
algorithm for achieving optimum solution (Nanda, 2009).  

 
 

 

 



  

 
Figure 2: The clonal selection principle process. (Castro & Timmis, 2002) 

 
2.4 Model Development 

In this study, climate parameters represent a set 
of antigen (Ag) while paddy production represents a set of 
antibody (Ab). Figure 3 shows the CSA model 
development framework. Development of the proposed 
model is divided into four main steps: 
 Step 1: Data training 

k-fold cross-validation type is applied. The k-fold 
cross-validation type was chosen because it has the 
advantage where all datasets are eventually used for 

training, validation and testing (Price, Ramsden, 
Hope, Friston and Seghier, 2013). Cross-validation is 
performed by dividing the data into 4-folds equal 
size of subsamples. These subsamples were 
rearranged at 10 random sequences and each of the 
four different subsamples was run at 10 iterations. 
Figure 4 illustrates an example of cross-validation 
performed at two random sequences. It is found that 
iteration more than 10 times will produce 
approximately similar results at 10 iterations.

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Step 1: Data training  

Step 2: Data validation 

Step 3: Data testing 

Step 4: Pattern values obtained from testing step are 
used as new Antigen (Ag) 

Compare generated Abs 
with actual data 

Step5: Prediction 

MAPE R2 RMSE 

Figure 3: CSA Framework 



  

 

1st sequence 

 

 

 

 

2nd sequence 

 

 

 

 
Ag = climate parameters data 
Ab = paddy production data 
 

Figure 4: Example of cross-validation for two sequences. 
 

 Step 2: Validation 
In this step, Ag and Ab data are cross with each 

other for 10 rounds. Each round runs at 10 times for 
every data cross. Figure 5 illustrates the validation 
step. 

 
    
1st round 

 

 

 

 

 

 

2nd round 

 

 

 

Ag = climate factors data 
Ab = paddy production data 
 

Figure 5: Example of validation step for two rounds. 
 

 Step 3: Data Testing 
In this step, the pattern values are obtained. The 

equation used to find pattern values is as follows: 
 
pattern value = [shortest+rand (1,1)/no.of sample]  
          / [(v+(x-0.8)*z]                              (1) 
 
 

where: 
v =   dimension number  
x =   value of x is obtained through trial. The final  

        value of x is chosen when the matrix dimension  
of pattern value and input data are agreeable to 
each other. Example, if the matrix dimension of 
the input data is 12x1, therefore the final 
pattern value must also be 12x1 matrix 
dimension. 

z =    number of parameter 
 

The pattern values obtained are used as the 
current Ag (climate parameters). The final testing 
step is performed by comparing the generated 
antibodies (Abs) with actual data.  
 

 Step 4: Prediction 
Final pattern values obtained at testing step are 

used as the new Ag values for future prediction on  
paddy yield. 
 

3.  RESULTS AND DISCUSSIONS 
 The proposed CSA prediction model was 
developed using self-written coding via MATLAB 
R2012a. Results obtained from the training, validation, 
testing and prediction steps are presented and discussed as 
follows: 
 
3.1 Training  

Table 1 shows results of the 1st fold of data at 10 
runs. Results shows an average value of 92.04075. The 
same procedure was repeated four times for different fold 
as presented in Table 2. The values of average accuracy 
obtained from cross-validation of 10 sequences are 
exhibited in Table 3.  

 
Table 1: Results of 1st fold cross-validation at 10 runs.  

No. of run Percentage of accuracy
1 92.0407 
2 92.0406 
3 92.0409 
4 92.0408 
5 92.0407 
6 92.0407 
7 92.0408 
8 92.0406 
9 92.0406 
10 92.0411 

Average 92.04075 
 

Table 2: Average value of cross-validation of 1st sequence 
for four fold.  

No. of fold Average of 10 runs 
1 92.04075 
2 92.35736 
3 90.63722 
4 92.18127 

Average 91.80415 
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Table 3: Cross-validation for 10 sequences at four folds of 
10 runs. 

No. of 
sequence 

Average percentage 
accuracy for 10 runs. 

1 91.80415 
2 91.80414 
3 91.80411 
4 91.80415 
5 91.80412 
6 91.80413 
7 91.80415 
8 91.80411 
9 91.80411 
10 91.80412 

Average 91.80413 
 

The final result of cross-validation is obtained by 
averaging the average percentage of accuracy for 10 runs. 
In this study, the value obtained is 91.80%. 
 
3.2 Validation 

Results in Table 4 represents the compatibility 
between Ag, Ab and the proposed model. The final result 
obtained in validation step for 10 rounds of cross data at 
10 times run is 91.81115%. 

  
Table 4: Results for 10th round of validation step run at 10 
times. 

No. of round Percentage of accuracy 
1 92.26938 
2 92.111 
3 91.40916 
4 91.33889 
5 92.19905 
6 91.49725 
7 91.49724 
8 92.11099 
9 91.40923 

10 92.26937 
Average 91.81115 

 
3.3 Testing 

The pattern values obtained are used as pattern 
recognition for testing and prediction steps. Figure 6 
shows the graph of generated Abs (paddy production) 
against the actual data. The graph shows very small 
difference in value between the generated Abs and actual 
data. 

 
Figure 6: Graph of generated Abs and actual paddy 
production. 

These results were further evaluated using 
statistical tests such as the Root Mean Square Error 
(RMSE), Mean Absolute Percentage Error (MAPE) and 
coefficient of determination (R2) as shown in Figure 7. 
The RMSE is found to be 0.63, MAPE is 0.0103% and R2 

is 1.  
 

 
Figure 7: Statistical tests used for model accuracy. 
 
3.4 Prediction 

In this study, the prediction of future paddy 
production type MR 84 variety is carried out for five 
years, 2000-2004. In Malaysia, paddy is produced twice a 
year, which are in the month of February and August. 
Based on the prediction model developed in this study, 
Figure 8 shows the prediction values of paddy production 
for year 2000 till the year 2004. Results from the graph 
shows that high paddy production are mostly found in 
February. This is because weather during this cultivation 
period suits the needs of the paddy growth. Since the 
results of RMSE, MAPE and R2 in testing stage are found 
to be between 60%-90% accuracy, therefore it can be 
concluded that the prediction performed from this 
proposed model has high accuracy.  
 

 
Figure 8: Graph of predicted paddy production produced 
twice per year in 5 years duration. 
 

CONCLUSION 
Results obtained exhibited a high accuracy 

between the cloned Abs and the actual data as evaluated 
by the RMSE, MAPE and R2 tests. This study has 
achieved its goal to explore the capability of the proposed 
CSA in prediction of paddy production for type MR 84 
variety.  

Throughout this work, it is proven that CSA is 
capable to cater  with chaotic time series data such as 
climate data and data on paddy yield. The data on paddy 



yield used represent the behaviour of such crops 
cultivated in Malaysia. Prediction was performed for the 
year 2000-2004 for paddy type MR 84 variety, since the 
planting of MR 84 variety paddy has stopped in year 
2000. Future prediction will be performed for paddy type 
MR 219 variety, since MR 219 paddy type was planted 
from the year 2000 onwards. 
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ABSTRACT 
In the artificial disaster field, Mobile Ad-hoc Network (MANET) routing is considered a challenging task because of the 
unpredictable changes in the network topology due to the absence of any centralized control. This routing has led to the 
development of several different routing protocols for MANET. Thus, it is hard to decide which of these protocols act 
better than the others. The objectives of this study are of two folds. First, this study provides a performance comparison 
of MANET routing protocols in terms of delay, packet lost, throughput, jitter, packet delivery ratio (PDR), and 
normalized routing load (NRL). Second, this study identifies whether MANET routing protocol has an impact on the 
artificial disaster and suggests which protocols may perform better. For experimental purposes, Network Simulator 2 
(NS-2) was used. High density nodes were created in a 1000×1000m location area, and each node was assigned a CBR 
traffic load. Random Waypoint Mobility mode was used to be implemented with varying pause time and the number of 
connections. The simulation results show that Destination Sequence Distance Vector (DSDV) protocol provides better 
throughput and PDR with less jitter, delay and NRL for low or high-traffic load and mobility. However, DSDV still has 
performance limitations with packet loss parameter. Additionally, the results obtained show that DSDV gives a great 
improvement for using network resources, especially when the number of connections is high with low mobility. Hence, 
DSDV is considered as a better routing protocol that is used in the artificial disaster and emergency recovery application. 
 
Key words: MANET, Routing Protocol, Artificial Disaster, Network Simulation 2. 

 
INTRODUCTION 

Mobile Ad-hoc Network (MANET) is a group of 
devices or nodes which communicate with each other with 
no need to the availability of fixed pre-installed physical 
infrastructure or a service providing organization. The 
nodes in MANET are responsible for keeping the end-to-
end communication link alive by dynamically discovering 
the nearby nodes. Additionally, it is self-configured to 
achieve this target by depending on wireless links. The 
result of this scenario is an arbitrary topology which may 
change rapidly, and unpredictably the nodes are free to 
move randomly inside and outside the network (Habbal & 
Hassan, 2012; Aarti & Tyagi, 2013).  

 

 
 
 

Figure 1. Mobile Ad-hoc Networking 
 

MANET's main benefit and advantage allow 
devices and people to seamlessly internetwork in places 
without pre-existing communication infrastructure.  
Therefore, this idea is deployed in various applications, 
such as disaster recovery, games, and groupware. Also, 
many applications interested in providing video materials 
like video on demand and real-time video streaming, which 
also depend on MANET (Yoon, 2014). 

A disaster area can be defined as the malfunction 
of a community or a system which results in a heavy effect 
on people. Two types of catastrophic disasters are existed: 
natural disasters like a volcano, flood, earthquake, and 
artificial disasters, such as terrorism and war (Bhimarao & 
Uma, 2014). This study focuses mainly on the sudden 
artificial disasters like a terrorist attack, where different 
response actions in reacting to such an event and varied 
information will be stored according to the period of time 
elapsed since the beginning of the disaster.  

In such catastrophic situations, communication will 
be an important key factor for an effective management and 
successful disaster recovery. Hence, all resources and 
recovery personnel should be able to exchange and share 
information with each other to successfully achieve their 
assigned tasks (Mahapatra et al., 2010). MANET can be 
greatly used to establish a disaster-recovery network for 
collecting essential and significant information about the 
affected citizens and properties (Bhimarao & Uma, 2014). 
Due to the critical nature of such networks, it is important to 
choose the right routing protocol that can create the required 
rigid network, on which authorities and organizations can 
depend to protect people (Habbal & Hassan, 2011). 

Generally, routing can be considered as a main 
networking issue for sending data from one node to another. 
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In MANET and other networks, which are built to provide 
the needed communications, are limited or no networking 
infrastructures are available by depending on mobile 
devices to create a dynamic and temporary network. In this 
case, routing has additional problems and issues. MANET 
has received much attention because many civilians use 
them and due to potential military applications (Aarti & 
Tyagi, 2013). Currently, MANET has classified different 
routing protocols categories, such as reactive, proactive, and 
hybrid. Each category has its own list of protocols 
developed to meet specific applications, mainly reactive, 
proactive and hybrid protocols which derive their 
significance from depending on algorithms and their 
application support. 

The main target of this paper is studying and 
analyzing four traditional routing protocols of MANET with 
low or high traffic and mobility, respectively in order to 
confirm, which is the most suitable protocol that saves the 
network resource consumption (e.g. Bandwidth) in the 
artificial disaster field. 

In particular, routing protocol, challenges, and 
related works in MANET are presented in the next 
following sections. In the next section, outlines the 
simulation setup and performance metrics. The further 
section presents the results and discussions. Finally, the 
conclusion is presented in the next section. 

 
 
ROUTING PROTOCOLS IN MANET 

Challenges in Routing Protocols 
Jain, Fatima, Gupta, and Bandhopadhyay (2009) 

highlighted the challenges which usually arise in the 
development of MANET routing protocols. Among the 
most important challenges are scalability, quality of service, 
energy consumption, and security. 

Scalability can be defined as the network's ability 
to give an acceptable service quality in the presence of the 
large number of nodes. It can be considered an important 
issue accompanying ad-hoc networks due to the dynamic 
nature of these networks when nodes are free to join or 
leave. Regarding the ad-hoc routing protocols, they can also 
be considered as one of the factors that limits the scalability 
of the ad-hoc networks.  

Quality of Service (QoS) can be defined as a term 
in which a network confirms its capability to provide a 
specific performance in terms of the quantities of delay, 
bandwidth, packet loss, and jitter. QoS of a wireless 
network is not guaranteed and still considered as an open 
issue due to the difference in the link's quality and stability 
used by the routers which are usually asymmetrical links. 
Apparently, QoS routing policies, algorithms and protocols 
with preemptive priorities still need to be researched in the 
future. Because of the nature of the ad-hoc networks, it is 
not possible to guarantee the QoS for a long period due to 
the variations in the wireless link.    

Energy consumption is another factor that needs to 
be considered in ad-hoc networks. Mobile nodes have 
limited power resource and each node act as end host, as 
well as intermediate node. Because each node in the 
network needs to route on any traffic to the other nodes. 
The energy-efficiency issue become an important factor that 

has a negative impact on the network performance. In 
general, protocols are designed to work on a specific layer 
(i.e., Layer 3), but it still connects with the physical and the 
MAC layers from a power perspective that creates a cross 
layer issue and needs to have more attention to improve the 
performance.  

Security is also a critical issue of the ad-hoc 
networks because networks are wireless and operate in open 
shared radio medium. Therefore, in unsecured conditions, 
they will be good targets for malicious attacks which could 
results in actions, such as the Denial of Service (DoS). 
However, many peculiar features of the ad-hoc network 
increase the security risks, and the most serious security 
problem is the possibility that one of the nodes could be 
captured and the node is considered as a part of the entire 
network. The problem already has access to the network 
traffic information which will help the attacker to use these 
data to send false routing information that may cause the 
entire network to be completely shut down very quickly. 

In addition to the abovementioned factors, ad-hoc 
network also have many other challenging factors, such as 
node cooperation, aggregation, multicast, as well as routing 
protocol limitations from a theoretical perspective.  

  
Classification of Routing Protocols in MANET 
 MANET routing protocols have to adapt fast to the 
frequent changes in topology that is also unpredictable. It 
has to be effective in properly utilizing the network 
resources. The protocols are classified into three: proactive 
(table-driven), reactive (on-demand) and hybrid. Figure 2 
shows the classification of MANET routing protocols. 
Every group has various routing strategies that employ a 
hierarchical or flat structure of the routing.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 2. Routing Protocols of MANET 

 
 

 Reactive Routing Protocols  
Reactive routing protocols (Garg, Aswal & 

Dobhal, 2012) provide a route for on demand flow of 
information. Hence, routes are decided and maintained for 
nodes that need to send data to a specific destination. 
However, the node could remain idle or active for 
participating in the process of forwarding for serving other 
source nodes. Reactive protocols consume less resources 
while the nodes remain idle for discovering a route (as they 
do not have any information regarding topology). 

MANET 

Reactive Hybrid Proactive 

AODV DSR DSDV OLSR ZRP FSR 
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 The following sections outline the two different 
reactive routing protocols which are Ad-hoc On-demand 
Distance Vector (Perkins & Royer, 1999) and Dynamic 
Source Routing (Johnson, Hu & Maltz, 2007). A 
comparison between their performances is done as well. 
Table 1 depicts the summary of the theoretical performance, 
as well as the characteristics of each protocol. 

 
Table 1. Characteristics of AODV and DSR Routing 

Protocols 
 

 AODV DSR 

Protocol Type On-Demand /Reactive On-Demand /Reactive 
 

Routing Structure Flat Flat 

Hello Message Yes No 

Multiple Route No Yes 

Route Maintained in Route table Route cache 
 

Communication 
Complexity 

For Route Discovery is 
O(2*Number of nodes in 
the network ) 
for Route Maintenance is 
O(2*Number of nodes in 
the network )) 

For Route Discovery is 
O(2*Number of nodes in 
the network ) 
for Route Maintenance is 
O(2*Number of nodes in 
the network )) 

Time Complexity 

For Route Discovery is 
O(2*Diameter of the 
network) 
For Route Maintenance is 
O(2*Diameter of the 
network) 

For Route Discovery is 
O(2*Diameter of the 
network) 
For Route Maintenance is 
O(2*Diameter of the 
network) 

Characteristic 
Erase route then source 
notification or local route 
repair 

Erase route the source 

Advantage 

Adaptable to highly 
dynamic topology, Less 
overhead when successful 
 

Multiple routes, 
Promiscuous overhearing, 

Disadvantage 

Scalability problems, large 
delays if route not found 
immediately, Hello 
message 
 

Scalability problems due 
to source routing and 
flooding, large delay 

 
• Ad-hoc On-demand Distance Vector (AODV) 

AODV is a reactive routing protocol that 
establishes a route when a node needs to send data packets. 
AODV is capable of multicast, as well as unicast routing 
(Palaniammal & Lalli, 2014). It does not maintain routes 
from all nodes to all other nodes in the network. It performs 
route discovery by control message Route Request (RREQ) 
and Route Reply (RREP). 

Routes in AODV are set up by flooding the 
network with packets of RREQ, which however does not 
collect the traversed hops’ list. Instead, as a RREQ traverses 
through the network, the traverses mobile nodes keep the 
information regarding the source, destination and the 
mobile node from which they accepted the RREQ. Later 
information is used for setting up the reverse path back to 
the source. When a mobile node is reached by RREQ, it 
knows a destination route or the destination itself; the 
mobile node gives a response to the source with a data 
packet (RREP), which is routed via the reverse path and set 
up by RREQ. This sets the route forward from source to 
destination. 

For avoiding overburdening the mobiles with route 
information, which is not used thereafter, the nodes discard 

the information after a particular timeout. When one of the 
destinations or intermediate moves, a route error (RERR) is 
sent to the affected source nodes. When the error is received 
by the source node, route discovery can be reinitiated by it 
if the route is still required. The information regarding 
neighborhood is gained by periodic broadcast of Hello 
Packets (Perkins & Royer, 1999). For route maintenance, 
two methods can be used. One is ACK messages in the 
layer of MAC, and the second is HELLO messages in the 
layer of network (Aggarwal, Gandhi & Chaubey, 2011). 

 
• Dynamic Source Routing (DSR) 

DSR is quite simple, as well as efficient reactive 
routing protocol that is designed to be used in MANET. It is 
used for delivering to the target node by using route cache 
that can be updated periodically for enabling new route 
detect node to get updated. When a packet reaches the target 
node, a sender got to input information inside the packet 
header for following the direction with the purpose of 
reaching the target node and for identifying hops addresses 
by the next node, and even to forward to the needed 
destination.       

DSR protocol uses two algorithms that work 
combined for the discovery and maintenance of source 
route. First, Route Discovery (RD) is the mechanism 
through which a source node that tries to send a packet to a 
destination node gathers a source route to the destination. 
This is utilized just as the source node tries to send a packet 
to a different node and does not have the knowledge of the 
route. Second, Route Maintenance (RM) is the mechanism 
through which the source node is capable of detecting the 
failure of the source route to the destination because the 
network topology changes (Garg et al., 2012). 

 While RM shows that a source route is not 
existing, source node can try to utilize other routes that 
source node distinguishes to the destination or can invoke 
the RD mechanism again for finding a new route. RD and 
RM of DSR are both used on demand. When a source node 
needs to send a packet of data, its route cache is the first 
thing that source node checks. If the needed route is 
available in the cache, the routing information is included in 
the data packet header prior to sending it. Alternatively, the 
source node initiates a mechanism for route discovery by 
flooding route request packets (Almarimi, Abdelaziz & 
Almerhag, 2014). 

 
 Proactive Routing Protocols 

In proactive routing protocols (Garg et al., 2012), 
every node maintains information regarding routing to other 
nodes in the network. Routing information is kept on 
various tables. These tables get updated periodically or 
when the topology changes. Difference among them exists 
in the way in which the routing information gets updated, 
and detects the kind of information maintained in the 
routing tables. Additionally, every routing protocol may 
maintain various numbers of tables.  

The following sections outline the two different 
proactive routing protocols which are Destination Sequence 
Distance Vector (Perkins & Bhagwat, 1994) and Optimized 
Link State Routing (Sidhu et al., 1993). A performance 
comparison is also done, which is shown in Table 2. 
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Table 2. Characteristics of DSDV and OLSR Routing 
Protocols 

 
 DSDV OLSR 

Protocol Type Table Driven/Proactive Table Driven/Proactive 
 

Routing Structure Flat Flat 

Hello Message Yes Yes 

Number of Table 2 3 

Frequency of Update Periodic and as required Periodic 
 

Memory Overhead O(Number of nodes)  
 

Control Overhead O(Number of nodes)  
 

Time Complexity 
O(Diameter of the 
network * Average 
update interval) 

O(Diameter of the 
network * Average 
update interval) 

Characteristic 
Loop free, Simple, and 
low latency 

Low control overhead 
and Hierarchical 
structure 

Advantage 
Loop free, No latency 
caused by route discovery 

Reduced control 
overhead and connection, 

Disadvantage 
No sleeping nodes, High 
traffic overhead 

2-hop neighbor 
knowledge required 
 

 
• Destination Sequence Distance Vector (DSDV) 

DSDV is a proactive unicast MANET routing 
protocol (Garg et al., 2012). DSDV is based on 
conventional algorithm of ‘Bellman-Ford’ (BF). Table 
driven DSDV protocol is an advanced version of 
‘Distributed Bellman-Ford’ (DBF) algorithm that has been 
successfully utilized in various dynamic packets switched 
networks (Manickam, Guru Baskar, Girija & Manimegalai, 
2011). The BF method offers a way for calculating the 
minimal paths from source node to a destination node if the 
metrics to every link is known. DSDV makes use of this 
idea and overcomes the tendency of DBF for creating 
routing loops by including a parameter known as the 
destination-sequence number.  

In DSDV, each node is needed to transmit a 
sequence number that is periodically increased by two and 
transmitted along with other messages of routing updates to 
every nearby node. On receiving the updated messages, the 
nearby nodes use the algorithm below for deciding whether 
to ignore this update or to make the essential changes to the 
routing table:     

 
First step: Reception of updated message,  
 
Second step: Updating the routing table if any of the below 
conditions satisfies: 

 i) Sn > Sp 
 ii) Sn = Sp 
 Hop count is less. Else, ignore the update message.  

 
Sn and Sp denote sequence numbers of new 

messages and the existing message. When a path gets 
invalid because of node movements, the source is to be 
informed by the node that detected the broken link. This 

simply erases the previous path and searches for a new path 
for data transmission. The benefit is latency because route 
discovery is low, and loop-free path is guaranteed. One 
disadvantage of the protocol is the large volume of control 
messages (Manickam et al., 2011).  
 
• Optimized Link State Routing (OLSR) 

OLSR is considered as one of the proactive routing 
protocols. Each node has a route table containing 
information regarding routing of all nodes in the network. 
As such, the routes are ready to use right away all the time 
as required. OLSR is one of the optimized versions of link-
state protocol. Therefore, the topological alteration results in 
the inundation of information regarding the topology to 
every attainable node in the network. 

OLSR protocol uses Multi-Point Relays (MPR) for 
reducing potential network overheads. The whole idea of 
MPR is to decrease inundation of broadcasts via the 
reduction of the same broadcast in certain parts of the 
network and for providing the minimal path. OLSR utilizes 
such control messages as Topology Control (TC) and Hello. 
TC messages are utilized to broadcast information regarding 
own promoted neighbors. this contain at least the MPR 
selector list. On the other hand, Hello messages are utilized 
for coming upon the information regarding the connection 
status and the neighbor nodes. Reactivity may be optimized 
by OLSR for topological alterations by Maximum Time 
Interval (MTI) reduction for periodical control message 
sending.  

OLSR also has Multiple Interface Design (MID) 
for allowing the nodes to have multiple OLSR interface 
addresses and for providing external routing information, 
enabling the routing possibility for external addresses. 
Based on this information, the ad-hoc network nodes act as 
gateways for other possible networks (Kaur & Kumar, 
2012). 

 
 Related Works 

 Aggarwal et al. (2011) conducted a performance 
analysis study of the AODV, DSR and DSDV in MANET 
in the case of high mobility and under low, medium and 
high density cases with nodes ranging from 25 of low 
density to 200 of high density. Results of the simulation 
verify that AODV yields better performance compared with 
the other two. 

Mahdipour, Aminian, Torabi, and Zare (2009) 
evaluated the performance of DSDV and AODV routing 
protocols in MANETs under the CBR traffic with NS-2. 
Comprehensive simulation results and analysis demonstrate 
that the CBR of AODV has a better performance than that 
of DSDV, and it has a more stable performance at lower 
mobility speeds in comparison with higher mobility speeds. 

 Talooki & Ziarati (2006) presented an in-depth 
simulation of DSDV, AODV, DSR and TORA. Their 
simulation contained forty wireless nodes, which formed an 
ad-hoc network. The conclusion is that TORA and DSDV 
have good performance in the network with lower mobility, 
whereas DSR and AODV have quite good performance in 
all the mobility conditions.  

Comparison of the performance of DSR and 
AODV in a situation with constraints is done (Misra & 
Manda1, 2005). Researchers cite evidence that DSR 
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outperforms AODV in an usual situation. At the same time, 
in constrained situation, AODV has outperformed DSR. In 
this case, the degradation is severe as much as 30% 
compared to AODV, whereas DSR degradation is 10%, 
marginally. Although both use on demand route discovery, 
the routing mechanism is different. 

 
  

SIMULATION SETUP AND PERFORMANCE 
METRICS 

Network Simulator 2  (Fall & Varadhan, 2007) 
was used for this simulation. This is quite common in the 
ad-hoc network community. Continuous Bit Rate (CBR) is 
the traffic source used, and the size of the packet data was 
512B. The rate at which data were sent is 4 packet data per 
second. The source destination pairs were spread randomly 
in the network in a 1000m x 1000m rectangular file.  The 
simulation time was 200 seconds and the maximum speed 
of a node was 10 m/s. Various network scenarios with 
different pause times of 10 to 50sec were applied. From 20 
to 100 maximum connections with 200 nodes (high density) 
were generated. Table 3 shows the summary of the model 
parameters that was used for the simulation experiment. 

 
Table 3. Simulation Parameters 

 

Parameters Value 

Network Simulator NS-2.34 

Channel Type Channel/Wireless Channel 

Propagation Model Propagation/Two Ray Ground 

Net Interface Type Phy /Wireless Phy 

MAC Type Mac/802.11 

Interface Queue Type Queue/DropTail/PriQueue/CMUP

Link Layer Type LL 

Antenna Model Antenna/OmmniAntenna

Max Packet in IFQ 50 

Transport Protocol CBR  

Simulation Time 200 

Packet Size 512 bytes 

Simulation Area 1000m * 1000m 

Mobility Model Random Way Point 

Routing Protocol AODV, DSR, DSDV, and OLSR

Max. Number of Connection 20, 40, 60, 80, and 100 

Pause Time  10,20,30,40, and 50 

Number of Nodes 200 

 
In this study, we describe various quantitative 

metrics which can be used for evaluating the performance 
of a routing protocol for wireless mobile ad-hoc networks.  

 
A. End-to-End Delay (E2E) 

It is defined as the average delay in time for the 
packets of data from source node to reach the destination 
node (Gupta et al., 2010). The performance is good when 
the packet E2E delay is low. 
 

B. Packet Lost (PL) 
It is defined as the ratio of the number of packet 

data lost while getting transmitted from the source (Bhatia 
& Kumar, 2014). The performance is good when the PL is 
low. 

 
C. Throughput 

It is defined as the total data amount which gets to 
the receiver from the sender, and the time it takes for the 
receiver to receive the final data packet (Kaur & Kumar, 
2012; Bhatia & Kumar, 2014).The performance is good 
when the throughput is high. 

 
D. Delay-Variation (Jitter)  

It is defined as the variation in the delay of the data 
packets received (Kaur & Kumar, 2012). The performance 
is good when the jitter is low. 

 
E. Packet Delivery Ratio (PDR) 

It is defined as the ratio between the number of 
packets created through the application layer sources, and 
the number of packets received by the sinks at the end 
destination (Bindra et al., 2010; Kaur & Kumar, 2012). The 
performance is good when the PDR is high. 

 
F. Normalized Routing Load (NRL) 

It is defined as the number of routing packets 
transmitted per data packet delivered at the destination 
(Bindra et al., 2010; Kaur & Kumar, 2012). The 
performance is good when the NRL is low. 

 
 

RESULTS AND DISCUSSION 
In comparing the performance of all four protocols, 

two scenarios have been considered: 
 

First scenario: Effect of traffic load 
 To analyze the traffic load effect, the maximum 
number of connections was varied as 20, 40, 60, 80, and 100 
connections. The network was simulated for a pause time 20 
sec.  Figures 3-8 show the traffic load effect for AODV, 
DSR, DSDV, and OLSR protocols regarding the various 
performance metrics.  
 
 
 
 
 

 
Figure 3. E2E Delay Vs Traffic Load 

X

*
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DSDV
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Figure 4. PL Vs Traffic Load 
 
 
 

 

Figure 5. Throughput Vs Traffic Load 
 

 

 

 

 

 
 
 

 
 
 
 
 
 
 
 
 

Figure 6. Jitter Vs Traffic Load 
 
 

 
Figure 7. PDR Vs Traffic Load 

 
 
 
 
 
 
 
 
 
 
 
 

Figure 8: NRL Vs Traffic Load 
 

A. End-to-End Delay Result  
End-to-End delay is small for DSDV as compared 

with OLSR, DSR and AODV as illustrated in Figure 3. This 
is because DSDV is a proactive protocol, where all routing 
information is already stored in the table. DSDV takes less 
time when compared with others. When traffic load 
differences occur, no effect exists on the DSDV protocol 
performance.  

OLSR has a better performance when compared to 
DSR and AODV, but it is not better than DSDV. Because 
OLSR maintains a routing table for every possible route and 
two hop neighbor knowledge needed, then the end-to-end 
delay increases as the number of connections increases. 
This, this study indicates that DSDV reliability is better than 
OLSR, AODV, and DSR.  
 
B. Packet Loss Result 

As illustrated in Figure 4, performance of DSDV 
and DSR are worse. As traffic load increases, performance 
decreases because of the increases of the load compared to 
the limited bandwidth. Each packet in OLSR and DSDV are 
dropped if the MAC layer cannot find an alternative route to 
deliver. DSDV and DSR drop more packets than OLSR and 
AODV do.    

 
C. Throughput Result 

As shown in Figure 5, it is understood that under 
low traffic AODV has a maximum throughput, whereas the 
throughput of DSDV is maximum under high traffic. As the 
density of the network increases, the performance of DSDV 
becomes better than AODV, OLSR and DSR, and this is 
mainly attributed to the avoidance of a loop free by DSDV 
and latency resulting from the discovery of a route. 

 
D. Jitter Result 

Jitter given by DSDV, as well as OLSR is the least 
when the traffic is low and high, which is illustrated in 
Figure 6. It is noted here that OLSR and DSDV with 
random way point mobility of nodes deliver data packets 
efficiently in both models of traffic because PDR relies on 
the neighborhood information periodic broadcast.  

 
E. Packet Delivery Ratio Result 

When a traffic load is less, AODV and DSR’s 
performances are better in terms of packet delivery ratio, 
which is shown in Figure 7. As the number of nodes 
increases when the network traffic increases, then PDR 
performance diminishes. When comparing DSDV with 
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DSR, AODV and OLSR, DSDV’s performances are better 
when there are more numbers of connections in the 
network. DSR and AODV’s performances are good, but 
they decrease as the number of connections in the network 
increases.    

   
F. Normalized Routing Load Result 

As Figure 8 demonstrates, AODV has a higher 
normalized routing load when compared with DSDV, 
OLSR and DSR due to its request broadcasting. As the 
connections increase, request propagation also increases. 
For confirming the connectivity of every node pair, AODV 
uses HELLO Message. This results in bigger overhead than 
that of DSDV. In moderate traffic, DSR’s performance is 
better than AODV because DSR uses source routing, as 
well as the packet header length is not large at low to 
moderate traffic. At high-traffic, OLSR performs better than 
DSR as flooding is minimized by OLSR using MPR.  
 
Second scenario: Effect of Mobility 
 To study the mobility effect on the network, pause 
time varied from 10, 20, 30, 40 and 50 sec. and the 
maximum number of connections was 50. Figures 9-14 
show the mobility effect for AODV, DSR, DSDV, and 
OLSR protocols regarding the various performance metrics. 
 
 
 

 
 
 

 
Figure 9. E2E Delay Vs Mobility 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

Figure 10. PL Vs Mobility 
 

 
Figure 11. Throughput Vs Mobility 

 

 
 

 

 

 

 

 

 

 

 

 

    

Figure 10. Jitter Vs Mobility 
 

 

 
Figure 13. PDR Vs Mobility 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

Figure 14. NRL Vs Mobility 
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A. End to End Delay Result 
As shown in Figure 9, the delay is better in DSDV 

when compared to OLSR, DSR and AODV because of 
DSDV holding optimal paths to the destinations in their 
routing table, where it can send packets of data to the 
destination immediately. High end to end delay is justified 
because of DSR and AODV delivering more packets to the 
destination. These two protocols guarantee the delivery by 
compromising the cost incurred in delaying the delivery. 
Furthermore, DSR and AODV need more routing packets 
for maintaining the transmission of data packets because of 
congestion.  
 
B. Packet Loss Result 

 Figure 10 shows that DSDV and OLSR incur the 
highest packet loss, as both are proactive, and they have all 
information related with each node. The performance of 
DSDV decreases as it drops more numbers of packets at 
higher mobility. This is attributed to the single route for 
every destination, as maintained by DSDV. Because there 
are no alternate routes, the packets undeliverable by MAC 
layer are dropped. In the case of AODV and DSR, packets 
are allowed to stay in the send buffer before the route is 
discovered. On discovery, data packets are sent on the route 
to the destination. 

 
C. Throughput Result 
In Figure 11, it is shown that as network mobility rate 
increases, throughput decreases because of the high packet 
drop in such high traffic. DSDV at lower and higher pause 
time performs well, but when the pause time increases, its 
performance increases; the performance is best at high 
pause times. AODV and DSR, the two On-demand 
protocols, drop a significant number of packets during route 
discovery because route acquisition time is proportional to 
the distance from the source to the destination. DSR has 
higher drop rate than AODV. Hence, when a route expires, 
AODV  drops  some  packet, thereby  making  use  of  route  
 

expiry for new route discovery. OLSR protocol does not 
guarantee finding the best route of bandwidth, then it has to 
be concluded that OLSR is not stable with regards to the 
throughput. 

 
D. Jitter Result 

Figure 12 indicates that AODV jitter is high at the 
beginning, as the source node needs to put the whole 
information of route in the data packet each time before 
sending  to  the   destination.   Hence, the   delay   in   node  
processing is increased, which results in an increased jitter 
value. This establishes the fact that jitter is less in DSDV 
and OLSR as compare with the other two protocols, AODV 
and DSR 
 
E. Packet Delivery Ratio Result 

DSDV performance is better with regards to the 
packet delivery ratio, as shown in Figure 13, irrespective of 
the changes in the mobility when nodes in DSDV always 
maintain the optimal path to destinations in their routing 
table, and the table is updated periodically. At moderate 
traffic, the packet delivery ratio in DSR is lower compared 
to AODV because of the number of hops increasing with an 
increase in traffic. When mobility increases, DSR has a 
lower performance because of its stale route cache issue and 
source path routing.  
 
F. Normalized Routing Load Result  

NRL result is illustrated in Figure 14. At higher 
and lower mobility, when the routing load is increased, 
DSDV has the best performance. Routing overhead of 
AODV is more than that of DSDV, DSR and OLSR, as it 
generates more control packets for finding new routes to the 
destination. When nodes are at higher mobility, this 
increases NRL. Thus, it can be concluded that DSDV is the 
best protocol, which suits dynamic networks.  

 
 
 

Protocol 
Name 

E2E Delay PL Throughput Jitter PDR NRL 

Traffic Load Mobility Traffic Load Mobility Traffic Load Mobility Traffic Load Mobility Traffic Load Mobility Traffic Load Mobility

 
 

AODV 

 
Highest in 
high traffic 

 
Better 
than 

OLSR 
and DSR 
when the 
mobility 
increase 

 
Best  

 

 
Best   

performance 
Higher 

throughput 
than DSDV,   
and OLSR 

but less than 
DSR under 
low traffic 

load 

Consistent 
and batter 
than DSR 
and OLSR 
in low and 

high 
mobility   

Worse and 
degrade 
when the 

traffic load 
increase in 
the network 

Worse Performance 
well when the 
traffic load is 

less but it 
drastically 
when the 

traffic load is 
increased 

 
Better 
than 

OLSR 
and DSR 
under low 
and high 
mobility 

Consistent 
and worse 
NRL when 
increasing 
traffic load 

Worse 
performance 

 
 

DSR 

 
Better than 
AODV and 
OLSR in 

low traffic, 
but better 

then AODV 
in high 
traffic 

 
Higher 

E2E delay  
than 

AODV, 
OLSR, 

and 
DSDV 
under 
high 

mobility 

 
Degrade 

when 
traffic load  
increase in 

the 
network 

 
Worse 

performance 

  
Best under 
low traffic 

load 

 
Under low 
mobility 

better  than 
OLSR 

 
Better than 
AODV but 
less than 

OLSR and 
DSDV 

 
Better 
than 

AODV 
but less 

than 
OLSR 

and 
DSDV 

 
Performance 

well when the 
traffic load is 

less but it 
drastically 
when the 

traffic load is 
increased 

 
Least 

remains 
constant 

as the 
mobility 
higher in 

the 
network 

 
Consistent 
and worse 
NRL when 
increasing 
traffic load 

 
Better than 
AODV and 
OLSR when 

mobility 
decreased or 

increased 

 
DSDV 

 
Best 

performance 

 
Best 

 
Worst 

 
Better than 

DSR 
Best 

performance 
Best Consistent 

and least 
Jitter when 
increasing 
traffic load 

Consistnt 
and least 

Jitter 
when 

increasing 
mobility 

Best 
 

Best 
under low 
and high 
mobility 

Consistent 
and least 

NRL when 
increasing 
traffic load 

Consistent 
and least 

NRL   

 
 

OLSR 

 
Better than 
AODV and 
DSR in high 

traffic 

 
Under 
low 

mobility 
OLSR 

had lower 
E2E delay  

than 
AODV,   
and DSR  

 
Better than 

DSDV 
and  DSR 

 
Better than 

DSDV 
and  DSR  

 
Under high 
traffic load 
better than 
AODV and 

DSR,   

 
Least 

 
Consistent 
and least 

Jitter when 
increasing 
traffic load 

 
Instable 

but better 
than DSR 

and 
AODV 

 
Better than 
DSR and 
AODV 

 
Least 

remains 
constant 

as the 
mobility 
lower in 

the 
network 

 
Remains 

constant as 
the traffic 

load 
increase in 
the network 

 
Instable 

performance 
but better 

than AODV 

Table 4. Results Analysis 
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The eligibility of a routing protocol can be 
analyzed by metrics which measure its performance and 
suitability. This metric should be independent of any given 
routing protocol.  

As Table 4 demonstrates, DSDV protocol provides 
higher throughput and packet delivery ratio with less jitter, 
end-to-end delay and normalized routing load for low or 
high-traffic load and mobility because DSDV always gets 
the best path to destination, based on its routing table, and 
this table is being updated periodically. However, DSDV 
still has performance limitations with packet loss parameter 
in which AODV shows higher performance than DSDV, 
and the other two protocols like DSR and OLSR. In Table 
5, we present a comparison of the current work with other 
related works. 

 
Table 5. Comparison of this Work with Existed Works 

 

S
tu

dy
 N

am
e 

 
Performance 

Comparison of 
AODV/DSR 
On-demand 

Routing 
Protocols for 

Ad Hoc 
Networks in 
Constrained 

Situation 

 
Performance 

Comparison of 
Routing 

Protocols For 
Mobile Ad 

Hoc Networks 

 
CBR 

Performance 
Evaluation 

over AODV 
and DSDV in 
RW Mobility 

Model 

 
Performance 
Analysis of 

AODV, 
DSDV and 

DSR in 
MANETs 

 
Performance 
Analysis of 

Reactive and 
Proactive 
Routing 

Protocols in 
MANET 

Y
ea

r 

2005 2006 2009 2011 
 

2014 
 

P
ro

to
co

ls
   

AODV and 
DSR 

 
DSDV, 

AODV, DSR 
and TORA 

 
AODV and 

DSDV 

 
AODV, 

DSDV and 
DSR 

 
AODV, 

DSR, DSDV 
and OLSR 

 

N
um

be
r 

of
 N

od
es
 

50 40 50 25-200 
 

200 
 

Si
m

ul
at

io
n 

A
re

a 

1000 * 1000m 700m* 700m 500 * 500m 1000* 1000m 

 
1000 * 
1000m 

 

P
ar

am
et

er
s 

  
Paused time 

 
Varying 

number of 
connections 
and speed 

 
Varying 

number of 
connection 
and nodes 

 
varying 

pause time 
and number 

of  
connections 

P
er

fo
rm

an
ce

 M
et

ri
x 

 
Packet 

delivery ratio 

 
Weighted path 

optimality, 
End-to-End 

delay, 
deviation of 

network’s load 
and jitter 

 
End-to-End 
delay and 
Dropped 
packet 

 
End-to-End 

delay, 
normalized 

routing load, 
packet 

delivery 
fraction and 
throughput 

 
End-to-End 

delay, 
packet lost, 
throughput, 
jitter, packet 

delivery 
ratio  and 

normalized 
routing load 

R
es

ul
ts

 

 
DSR is 

outperformed 
by AODV in 

usual 
situation. At 

the same time, 
in constrained 

situation 
AODV is 

outperformed 
on DSR. In 

this case, the 
degradation is 
severe as 30% 

in AODV, 
whereas DSR 
degradation is 

10%. 

 
TORA and 
DSDV had 

good 
performance 

in the network 
with lower 

mobility. On 
the other hand, 

DSR and 
AODV had 
quite good 

performance 
in all the 
mobility 

conditions. 

 
CBR has best 
performance 
over AODV 
than DSDV, 

and it has 
more stable 
performance 

in lower 
mobility 
speeds in 

comparison to 
higher 

mobility 
speeds 

 
AODV yields 

better 
performance 

compared with 
DSDV and 

DSR 

 
DSDV gives 

great 
improvemen
t for using 
network 

resources, 
especially 
when the 
maximum 
number of 
connection 
is high with 
low mobility  

 

CONCLUSION 
 A quantitative comparison of the ad-hoc routing 
protocols is difficult because the simulations are not 
dependent on one another and use various metrics and 
simulators for each of them. This study achieves a realistic 
comparison of the reactive and proactive protocols, which 
are DSDV, OLSR, DSR and AODV used in MANET at 
high and low traffic and mobility under 200 nodes (high 
density).  
 The simulation results match the expectations 
which were based on the theoretical analysis. Additionally, 
it is found that the performance significantly varies with a 
different maximum number of connection and mobility. 
Hence, the results obtained from a specific scenario can be 
individually treated and cannot be applied to any other 
scenarios. From Table 4, it is obviously noted that DSDV 
performs better than OLSR, AODV and DSR, because this 
protocol always gets the ideal path to the destination, and 
the routing table is updated periodically.     
  In any artificial disaster, especially in terrorist 
attacks, there will be a low or a high number of connections 
and mobility of network nodes or users at the event time. 
Thus, this leads to overload on the available network 
resources. Based on the obtained results, DSDV gives a 
great improvement for using network resources, especially 
when the maximum number of connections is high with low 
mobility, thus making it a better routing protocol that can be 
used in the disasters and emergency recovery applications.    
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ABSTRACT 
 

Several systems require full identification of a user, as any misclassification may deteriorate the performance of the 
entire system. Such systems must grant access only to the genuine user. For this reason, single biometrics becomes 
insufficient for authentication and identification. Consequently, the need for implementing highly integrated systems is 
necessary to promote security of such systems. At the same time, multi-biometric attracts much attention. The current 
study put forward a pioneering multimodal biometric detection approach using the principle of detecting lines through 
Hough Transform (HT)*. The images were converted in to histograms using histogram plot function. However, these 
histograms images were rotated by 30 degrees and HT functions were applied on the rotated histograms to detect the 
query biometric features. The new technique was tested on face, iris, palm and fingerprint. The final plot accomplished 
detection of whole biometric features with an average detection time of 4.506 seconds per individual. The new technique 
can be used to detect the aforementioned biometric traits using the same feature extraction algorithm at limited time, 
since each biometric trait’s dimensions was drastically reduced. The new system outperformed many methods in the 
literature reported using conventional detection methods. Hence, the modified algorithm is applicable in multi-biometrics 
detection prior to recognition especially where little computation and fast performance is highly demanded.  
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INTRODUCTION 

Massive advancement has been reached in the field of 
biometrics, which is primarily used for verification of certain 
features for the purpose of security or authenticity. Recognition 
through single biometrics often fails to extract adequate 
information for verifying the identity of a person (Jain et al, 
2004). The biometrics test studied in Summary of NIST 
Standards for Biometric Accuracy (2002) has revealed that, to 
achieve acceptable identification accuracy for large user 
applications, multimodal biometrics is required. The justifiable 
reason of combining two or more modalities is to improve the 
recognition accuracy (Teddy, K. R. 2005) and that is very 
possible when features of independent biometrics, are 
statistically combined. Many studies including Mohammad, I. 
et al (2013) have recommended multimodal biometrics for 
current and future applications. Multimodal biometric systems 
own ability to withstand spoof attacks and enhance 
performance reliability. It was stated by Jain et al. (2004) that, 
due to the presence of multiple, fairly independent pieces of 
evidence, multi-biometrics are expected to be reliable. 
Combining different modalities result in a system, which can 
outperform single bometrics was conducted by J. Kittler & A. 
Hojjatoleslami. (1998).  Several methods have been proposed 
by researchers on the multimodal biometrics, such methods 
were reported having significance improvement over 
traditional biometric traits. Although the cost of the system is 
substantially higher due to requirement of new sensors, and 
development of the system is complex (Hanuma, M. 2011, 
Mohammad, I. et al., 2013). However, application of higher 
integrated biometric system in a highly security demanding 
applications will be remarkable.  

Human detection has been a major concern in system 
protection and monitoring applications. HT is one of the 
feature extraction techniques used in image analysis, computer 
vision and digital image processing (Shapiro, L. and Stockman, 
G. 2001). It was patented by Paul Hough  in 1962 in How the 

Hough Transform was invented (2009) and assigned to 
the U.S. Atomic Energy Commission with the name 
“Method and Means for Recognizing Complex Patterns”. 
The HT universally applied today was invented by Duda 
and Hart (1972), it was called “Generalized Hough 
Transform” . The HT finds application in identifying 
straight lines and positions of arbitrary shapes, most 
commonly circles, ellipses and curves. Some of the 
researches on biometrics using HT were reported by 
Porwik (2007) on feature extraction in signature 
recognition, Bevilacqua & Giuseppe (2008) on nose tips 
detection, Mohamed et al. (2005) regarding coconut 
detection, Aparecido, N. M., & Anil, K.. J. (2005) 
studied on extraction of fingerprint ridges. Another 
algorithm adopted in iris segmentation, was introduced 
by Qi-chuan et al (2004). To the best of authors’ 
knowledge, HT algorithm has never been applied to 
detect multiple biometric features.  

This paper introduces a multimodal biometric 
detection using principle of Hough lines applied on the 
rotated histograms obtained from the original images. 
The houghlines function is used here to detect a reduced 
feature of biometric traits within shortest time, since the 
images features were highly compressed using 
histograms. The system aimed at detecting whole 
biometric traits (irregular features) automatically using 
single algorithm. The new approach reduces the 
complexity of hybrid system and minimizes storage 
capacity in the database, so that many users can be 
enrolled. Therefore, the problem of storage in a 
multimodal system can be controlled. In addition, this 
approach can further be used to classify the type of 
biometric feature and any other objects enrolled. The 
new approach of using the HT hoped to make this 
algorithm work in diversified areas just like a neural 
network in classifying all objects. 
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         This is another benefit derived in image processing 
beyond the conventional detection method using HT. The study 
will drastically reduce spoof attacks, thereby promote security 
of authentication. Figure 1 and 2 demonstrate a set up and 
system model of multi-modal biometrics respectively. 

 

Face 

Iris 

Palm 

Fingerprint 

 
 

Fig.1. An image demonstrating multi-modal biometric 
detection process 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig.2. A multi-modal biometric detection and recognition 
process 

 
 

DEFINITION OF TERMS 
Preprocessing  

This involves all stages of converting the picture 
element of each biometric feature in to its required boundary, 
intensity and format. It is always carried out before extracting 
or detecting the interested region. In the proposed scheme, 

biometric feature (query image) of size M×N is 
processed, the image is converted to grey-scale which 
essentially reduces the amount of information in the 
image. It is therefore cropped to remove the background 
and selects the region of interest (ROI). Then noise is 
removed using median filter. Preprocessing stages 
involved in this paper are depicted in figure 2. 

 
 

 
 
 
 
 
 
 

Fig.3. The steps involved in preprocessing 
 
 
 
Multi-modal System 

Multi- biometrics refers to the use of more than 
one biometric feature of a person to form a sole 
identification. It takes input from single or multiple 
sensors depending on the application. Combining more 
than one characteristic generally form multimodal 
system irrespective of whether the images are acquired 
by same or different measuring devices. Other classes of 
multi-biometric systems are: multi-algorithm systems, 
multi-instance systems, multi-sample systems and multi-
sensor systems. In this study the images are obtained 
from standard databases. Figure 2 shows one of the 
preprocessed images in the experiment. 

 

   

Fig.4. Sample of the preprocessed images 
  
 
Normalization  

Histogram is a graphical display of tabulated 
frequencies defined by Howitt and Cramer (2008).  It 
transforms total pixel of images Fatma et al (2010), and 
always a solution to comparison of colors. Illumination 
variations in the input images affect the image 
histograms. As a result of that, the preprocessed images 
ought to be normalized. Contrast stretching operates by 
stretching the range of pixel intensities of the input 
image to occupy a larger dynamic range in the output 
image was introduced by Chris & Toby (2011). Figure 4 
shows effect of contrast stretching on face image where 
(a) and (b) are the images before and after contrast 
stretching, while (a’) and (b’) are the equivalent 
histograms before and after histogram distributions. The 
image pixel range is stretched based on these four values 
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(a, b, c and d) according to this relation (Chris & Toby, 2011).:  
 

Ioutput (i,j) = (Iinput (i,j) – c) a-b   + a 
                                         c-d                   

 
Fig.4. The effect of contrast stretching on face image 

 
 
 
Canny Edges Detection 

An edge is a curve that follows a path where the 
intensity changes rapidly in an image. Edge detection is used to 
identify the edges in an image using appropriate edge function. 
The function looks for places where the first derivative of the 
intensity is larger in magnitude than some threshold or it looks 
for Places where the second derivative of the intensity has a 
zero crossing.  The Canny method is generally acknowledged 
as the best ‘all-round’ edge detection method developed to date 
(Chris, S., & Toby, B., 2011). It can easily detect strong and 
weak edges and it is less sensitive to noise. This canny method 
is applied on the gray-scale image prior to computing the HT. 

Line Detection Using Hough Transform 
  In the operational scenario, the individual biometric 
traits from the person to be identified are processed, taking 
each feature separately, and produces a compact representation 
using histogram. To determine the appropriate feature, hough 
function implements the Standard Hough Transform (SHT) 
using the parametric representation of a line shown in equation 
1, where rho (r) and theta (θ) are polar coordinates. For an 
arbitrary point on the image plane with coordinates, for 
example (x1, y2), the lines that get through it are represented in 
equation 2, this corresponds to a sinusoidal curve in the (r, θ) 
plane, which is unique to that point. Figure 5 shows the main 
idea in the HT (Harsh & Alpesh, 2013) where r represents 
perpendicular distance from origin to the line, θ is the angle 
produced by r from the base(x) axis. The hough function 
generates a parameter space matrix whose rows and columns 
correspond to these r and θ values respectively. The potential 
lines in the input image are represented by peaks values, these 
peaks are found in the Hough matrix using the houghpeaks 
function. Finally, houghlines function is used to find the 
endpoints of the line segments corresponding to peaks in the 
HT. This function automatically fills in small gaps in the line 
segments and detects the feature. 
 

)  (2) 
 (3) 

 

  Fig.5. Line and polar coordinates representation 

 
 

MATERIALS AND METHODS 

The experiment was conducted using MMU1 iris 
database, FEI face database, COEP (College of 
Engineering, Pune) palm print database, and FVC 
(Fingerprint Verification Competition) 2004 database. 
Figure 6 shows sample of the images from the 
aforementioned databases in grayscale. Five samples 
were taken from each biometric, and a total of 20 images 
were used.  Mat lab R2012b software is used on PC Intel 
core of 2.10 GHz, 3.00 GB DDR3 Memory.  
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Fig.6. Sample of images taken from MMU1, FEI Face, COEP 
and FVC 2004 databases  

 
Preprocessing involves all stages of converting the 

picture element of each biometric feature into its required 
boundary, intensity and format. It is always carried out before 
extracting or detecting the interested region. In the proposed 
scheme, biometric feature (query image) of size M×N is 
processed, the image was converted to grey-scale which 
essentially reduces the amount of information in the image. 
The images were resized to varying sizes to remove the 
background and select the region of interest (ROI), depending 
on the original image dimensions. Iris sizes were segmented to 
115x105pixels; faces were cropped to 120x220, palms were 
trimmed to 120x240 and fingerprints were reduced to 128x165 
accordingly. Then noise was removed using median filter. The 
preprocessing stages applied in this paper are depicted in figure 
7. 
 
 
 
 
 
                                                      

 
Fig.7.The block diagram of the new detection system. 

 
 

            Subsequently, the image was normalized by enhancing 
the intensity (often called contrast stretching), and equivalent 
histogram of the normalized image was obtained using 
histogram plot function. This resulted to a distributed 
histogram of separated bins that is easy to extract the features. 
However, the histogram plot was rotated by 30 degrees to 
prevent a distorted Hough matrix and guarantee appropriate 
peaks. Rotated histogram produced short dashes image 
resembling a line, and the edges were properly detected using 
edge detection operator (canny). The result of the ‘canny’ 
which is a reduced feature represents the original image (iris, 
face, palm or fingerprint). Besides, Hough function was 
computed on the canny detected image (the binary image) 
which implemented the Standard Hough Transform (SHT) 
using the parametric representation of a line. This result was 
stored in a matrix often called an accumulator. After 
computing the SHT, the houghpeaks function was used to 
locate the peak values in the HT matrix. These peaks represent 
the most likely line in the input image. Appropriate line was 
found using the houghlines function. A plot that superimposes 
the line on the original image (rotated histogram image) was 
therefore created. Figure 8 depicts block diagram of the new 
detection approach. 
 
 

Biometrics     
feature 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig.8.The block diagram of the new detection system 
 

 
 

RESULTS AND DISCUSSION 
 

          All the four biometric features took the same 
process of preprocessing stages and detection 
(methodology). Figure 9 illustrates the experimental 
results of palm and fingerprint of the new detection 
system. The results of the face and iris were not shown 
here since only little changes appeared by visual 
inspection of the results. Image (a) is the histogram plot 
of the preprocessed image; image (b) is the histogram of 
the normalized image. The contrast stretching enhances 
intensity of the images; consequently, distributed 
histograms are produced in (b) which reduces the 
complexity of extracting the features. Besides, the effect 
of poor illumination in each image is eliminated using 
stretchlim ( ) function at 0.05 and 0.95 (minimum and 
maximum) pixel points of the normalized histogram 
image. However, (c) demonstrates the rotated histogram 
which was meant to reduce the features sizes, 
meanwhile prevent computation of distorted HT. Image 
(d) is the detected image using canny method. Whereas 
(e) and (f) represent the plots of Hough matrix and the 
Hough lines respectively.  
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Fig.9. Experimental results of a palm and a fingerprint 

 
 
 
 
 The rotated histogram shown in (c) contains 
different pixel elements compared to other features, and the 
variations of such images can be further observed in the canny 
results as shown in (d). The Hough matrix of ‘θ’ against ‘r’ 
with peaks values indicated in (e) determined the appropriate 
line as depicted in (f).  

 The following observations were made from 
the detection process: Images (a) and (b) of the 
fingerprint histograms were lowered in heights compared 
to others, since the ridges and valleys in the finger 
resulted in less dense pixel. The limit at which fingers 
were stretched was not sufficient as well, this might 
affect the detection time. The higher bins of the irises 
occurred as a result of pupil (black portion in the center 
of the iris). Figure 10 illustrates the effect of 
normalization of iris; images ‘a’ and ‘b’ are the 
histograms of the iris before and after the stretching 
respectively. It was observed that the effect of the 
contrast stretching of the iris is hardly noticed, this is 
because iris is not easily affected by illumination. Regard 
to that, both the original histograms before and after the 
stretching were almost similar. Therefore, the transform 
shown in ‘c’ is unique to the iris, though slightly 
resembles fingerprint’s matrix. The high bins of the 
histogram was as a result of the black color of the pupil 
in‘d’. 
 Additionally, since the finger pixel is lesser 
than that of face and palm we expect its detection time to 
be faster. At the same time, transform of faces and that of 
palms slightly resemble each other. The canny results in 
all the four features were different but similar features 
from different subjects (such as face and face) appeared 
nearly the same in their canny results. Therefore, the 
Hough matrix will never be the same since it applies on 
binary image (the canny in this case) and the final 
detected features were not the same. 

Moreover, the faces produced distributed 
histograms of higher bins than palms, so their detection 
rates were slower than the palms’. Table 1 demonstrates 
detection time of the 20 images used in this paper. The 
results were truncated to three decimal places. According 
to the results, Iris acquired shortest time, followed by 
fingerprint, then palm and face in that order. The 
variation of time during detection of each group of 
features may also occur due to ROI error, as the cropped 
features may not exactly be in the same position in the 
image. The average results of each biometric were 
calculated and plotted using bar graph shown in figure 
11. The results of this system are quite encouraging since 
the rate of detections corresponds to the size of the 
original images used (ROI). The lower the dimensions of 
the images, the lower the detection time. 

In real life application, the results may be 
bettered, because databases are formed for a desired 
purpose. Therefore, the images are taken from desired 
directions, backgrounds and resolutions. To avoid such 
errors, images from the same database designed for such 
multimodal system are required. 
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Fig. 10. The effect of normalization of iris image 

 
Table 1. The detection results of the multi-modal biometrics 

experiment 
 

     S/N   Iris (sec.)   Face (sec.)   Palm (sec.) Fingerprint (se
      1     0.967     1.118     1.443     0.988 
      2     0.978     1.143     1.365     1.001 
      3     0.990     1.403     1.331     1.056 
      4     0.965     1.020     1.243     1.012 

      5     0.911     1.098     1.288     0.993 
Average     0.962     1.156     1.334    1.010

 
 

 
 

 
The proposed method is incomparable to other 

traditional detection approaches, where some portion/portions 
of the original images are segmented and detected. This is 
because; its detection rate is far faster than the latter. This 
method outperformed many techniques in the literature, despite 
detection of multiple biometric traits. In this, the quadruple 
features of an individual can be detected within 4.506sec. The 
modified method applied HT on the extracted features which 
were reduced drastically prior to the detection. This enabled 
the algorithm to detect the whole images of face, iris, palm and 
fingerprint within the reported time. 

With regard to this experiment, the only undesirable 
behaviour encountered are choosing the 'FillGap' and 

'MinLength' of the houghlines in the codes that detects 
the features. Since the images are of different sizes, in 
case an image of large dimensions these settings will 
vary in order to detect the complete feature. This is 
subject to verification. 

Table 2 shows few comparisons of existing 
techniques with the modified HT algorithm reported in 
this paper.  

 
Table 2. Comparison of other technique with the 

proposed method 
S/N Techniques Detection time (sec.) 
1 PCA & ICP  6.180 
2 ICP                               7.520 
3 PDM & ICP  3.000 

 
4 Gabor Wavelets & 

ICP                         
16.000 
 

5 Our modified HT 
method 

4.506 

 
 The above comparisons were reported based on 
facial landmark detection and expression. This is a 
pioneering detection method of multiple traits using their 
extracted features via rotated histograms, and detected 
using the HT. The reduced features fairly resemble one 
another, so we might suspect to have False Accept Rate 
(FAR) when treated for recognition. On the other hand, 
for recognition purposes the extracted feature vectors has 
to be matched with the extracted template in the 
database, to classify each biometric feature. And if those 
biometric features were grouped to represent an 
individual, the individual’s features matching scores 
have to be the same with the output scores obtained from 
the decision module during testing in order to 
authenticate a user; this is beyond the scope of this 
paper. 
 

CONCLUSION AND FUTURE WORK 
   

This paper presented biometric detection using 
four modalities, namely: face, iris, palm and fingerprint 
using Hough lines. Contrary to existing detection 
methods, the whole features in each biometric trait were 
detected very fast since the images were highly 
compressed. Hence, single algorithm was modified to 
extract and detect four biometric features within shortest 
time. The research emphasized additional benefit that 
can be derived from the old algorithm (HT) which is 
popularly known to detect images that can only be 
represented in to set of parameters. In this research, HT 
was applied on a whole iris in a different way and whole 
irregular images of face palm and fingerprint. Neither 
this technique resemble any biometric detection method 
in the literature, nor it resemble any work reported using 
HT. The result of this paper proved the essence of 
modifying the HT algorithm and explored its flexibility. 
On the same vein, the detection through this approach 
outperformed the conventional detection methods where 
the original portions of images are detected. In addition, 
this technique indirectly detected the biometric traits 
through their extracted features. This is the uniqueness of 
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the study. In conclusion, our future work focuses on 
recognition of persons using all the biometric modalities used 
in this paper.  Thus, the system will fuse the four modalities 
and be able to make decision upon all the biometric features, 
and recognize an individual. We will closely measure and 
report the accuracy of the subsequent recognition system by 
False Accept Rate (FAR) and False Reject Rate (FRR) using 
many subjects. The detection and recognition study using 
similar approach will prevent spoof attacks, guarantee users’ 
identity, deliver services within shortest time, and promote 
security of authentication. We will also reduce detection time 
by rotating the original images. 
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ABSTRACT 
The development of the Android platform on mobile devices is experiencing rapid increase in Indonesia. This confirms 
that the Android mobile platform is still a favorite mobile system operation for Indonesia society. Along with this, 
nowadays almost all high school students in Indonesia wished to continue their education to university after graduation. 
However, not all this prospective students know the majors or courses that suit with them.algorithm is one of the swarm 
intelligence that evolve fast for almost area of optimization and engineering.  
To solve this problem, we suggest building an application that can calculate several possible courses relevant to students 
based on certain matters. Based on the DSS (Decision Support System) and using the method of AHP (Analytical 
Hierarchy Process) as one of the methods of expert system, this application can be calculating and displays the results in 
the form of courses that correspond to users that the candidate based on  ideals, interests, values, academic advice, and 
their financial ability. 
These applications are built on the mobile platform Android which is being favored by Indonesian society, and society 
also aims to be a practical and easy to use anywhere and anytime. Based on the results of the questionnaire, the results 
obtained from the application can be accepted as input to select majors at university. Based on the data obtained in the 
questionnaires, the most important criteria is ideals. Ideals the most attention in choosing college majors with percentage 
of 48.9%, followed by interest (25.2%), the value of academic (11.6%), financial (8.7%), and the nearest person advice 
(5.7%). 
 
Key words: AHP  Android  DSS  College Major Mobile University 

 
I. INTRODUCTION 

Based on the data that we get on page of the site of the 
Ministry of education and culture of the Republic of 
Indonesia (KEMENDIKNAS), there is a growing number 
of schools who register their students for national selection 
sign in universities (DEYBAC) in 2013. This increase 
occurred as much as double that of the previous year which 
was only 7.713 schools to over 13 thousand schools from all 
over Indonesia in 2013. This proves that the candidate who 
most are students who have just graduated from high school 
have a strong desire to continue their education at the 
college level [6]. 

To avoid errors in determining the appropriate college 
courses with prospective students, we found a conclusion 
that we need to built a tool used to help choose college 
majors. In this study we try to built a mobile Android-based 
applications to help choose college majors for prospective 
students. 

According to Triantaphyllou, and Mann (1995) 
Analytical Hierarchy Process (AHP) is one method of Multi 
Criteria Decision Making (MCDM) which was developed 
by Prof. Thomas L. Saaty. AHP is a decision support tool 
that can be used to solve a complex decision. AHP uses a 
hierarchical structure of multi-level criteria, sub-criteria, 
and alternative [4]. 

By using the method of analytical hierarchy process (AHP) 
which is the approach of multiple-criteria decision making 
(MCDM). And by using computer calculations that was 
built on the Android mobile platform, the application was 
developed services to choose college majors.  
 

II. RELATED WORK 
     There are several related publications with our research 
has been identified. Sandra E. Strasser, Ceyhun Ozgur, and 
David L. Schroeder, have research focusing on the selecting 
a business college major [3]. Barry B. Zwibelman, and 
Robert T. Plant, focusing on prototype to selecting a college 
major [5]. And Hayrapetyan Levon, focusing on a universal 
multi-criteria decision support system for ranking [1]. 
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Figure 1: Related Work. 

 
III. RESEARCH METHODOLOGY 

In this study, we conducting research activities gradually 
by following the plan of research activities in the form of a 
framework of thought. The framework of thought that we 
use in this research can be seen in the picture below: 

 
Figure 2: Research Methodology. 

 
IV. DISCUSSION 

Here are the results of the implementation and testing of 
the simulation physics on serious game: 

A. Problem Identification 

From the results of a questionnaire that had been 
deployed, when given the statement "You never feel 
difficulty when determining majors in College after 
graduating from high school." 21% of respondents 
answered strongly agree, agree, answer 52%, 17% 
answering disagreed, and 10% replied strongly disagree. 
From this data it can be concluded that most of the 
respondents have experienced difficulties in determining 
which college majors will they take after graduating high 
school. 

It is a concern for some people in General is wrong in 
choosing a major in college. This can be evidenced by the 
answers of the respondents associated the problem when 
wrong in choosing a major in college. When given the 
statement "you have worries if you are wrong in choosing 
college majors", 33% of respondents answered strongly 
agree 19% of respondents answered agree, 17% of the 
respondents answered did not agree, and 5% respondents 
answer strongly disagree. From these results it can be 
concluded that many respondents have concerns if they 
don't choose college majors with precision. If less precise in 
choosing college majors then it indirectly will have an 

effect on their future. This can be evidenced by the answers 
of respondents regarding the proposed statement "You 
assume that the College Department you choose determines 
your future." 19% replied strongly agree, 52% answered 
agree, 17% disagree, and 12% replied strongly disagree. 

 

B. Data Collection 

On the study of data collected by way of reading 
literature on similar research studies and questionnaires. 

C. Analysis of AHP Method 

The application of the AHP to the complex problem 
usually involves four major steps: 

1. Break down the complex problem into a number 
of small constituent elements and then structure 
the elements in a hierarchical form 

2. Make a series of pair wise comparisons among 
the ele- ments according to a ratio scale 

3. Use the eigen value method to estimate the 
relative weights of the elements 

4. Aggregate these relative weights and 
synthesizes them for the final measurement of 
given decision alternatives [10]. 

This section later on will be explained about the steps to 
calculating a decision support system which is done by using 
the method of AHP manually. 

In the description below, we will perform calculations 
against a case study with the following conditions: 
1. users have ideals for lectures in the major of computer 

science 
2. user has an interest in Math major 
3. the recommended courses for users is majoring in 

Medical 
4. academic/subjects score (added by user): 

- Score of subject Bahasa Indonesia: 8,5 
- Score of subject English Language: 8,0 
- Score of subject Math: 8,0 
- Score of other subject 1: 8,5 
- Score of other subject 2: 8,2 
- Score of other subject 3: 8,0 

5. financial capabilities of user belongs into: economic 
middle. 
 

D. Modelling AHP Algorithm 

Before doing the calculations based on the above case 
study, we will modeling the AHP algorithm. Here is a 
picture of AHP algorithms based on this research: 
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Figure 3. AHP Algorithm 

 

E. Determining Criteria 

Based on the study of literature and the literature 
studies, we define a few influential criteria in determining 
college majors for prospective students. The criterias that 
have been specified will be used in the calculation of AHP. 
These include: 

1. Ideals 
2. Interest 
3. Suggestion 
4. Academic Scores 
5. Financial Capability 

To compare each criteria between each other, is required 
to giving weight to each criterion. To find out the number of 
comparisons to be made, we can refer to the table of 
comparison to find out the number of comparisons that will 

be done. The formula is:  [2]. 
 
 

Table 1. The Number Of Comparisons 
Number of Criteria 1 2 3 4 5 6 7 n 

Number of Comparison 0 1 3 6 10 15 21 

 
Saaty (1980) [9] proposed carrying out paired 

comparisons between the different elements because the 
human brain is perfectly designed to make comparisons 
between two elements, so he invented the table of weighting 
scales: 

Table 2. Scale of weighting. 
Intensity of 
importance 

Definition Explanation 

1 Equal importance 
Two activities 
equal to the 
objectives 

3 
Moderate 

importance 

Experience and 
favor slightly 
favor one activity 
over another 

5 
Strong 

importance 

Experience and 
favor strongly 
favor one activity 
over another 

7 
Very strong or 
demonstrated 
importance 

One activity is 
favored very 
strongly over 
another, its 
dominance 
demonstrated in 
practice 

9 
Extreme 

importance 

The evidence 
favoring one 
activity over 
another is of the 
highest possible 
order of 
affirmation 

2,4,6,8 
For compromise 
between above 

values 

Sometimes one 
need to 
interpolate a 
compromise 
judgement 
numerically 
because there is 
no adequate word 
to describe it. 

 
With reference to the table, because in this research 

criteria that we used were 5 pieces thus obtained as many as 
10 comparison of amount of fruit. The following is the 
awarding of the weighting for each criterion by which we 
can be based on the questionaire: 
1. Ideals 7 times more important than Interest 
2. Ideals 7 times more important than Suggestion 
3. Ideals 6 times more important than Academic Score 
4. Ideals 7 times more important than Financial 
5. Interest 7 times more important than Suggestion 
6. Interest 7 times more important than Academic Score 
7. Interest 7 times more important than Financial 
8. Suggestion 2 times more important than Academic 

Score 
9. Financial 6 times more important than Suggestion 
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10. Academic Score 9 times more important than Financial 

F. The Paired Comparisons for Criteria 

After determining the weighting for each criterion, next 
is to enter each value paired comparison matrix into the 
weights in the form of fractions. Here is a comparison 
matrix between the paired criteria: 

 
Table 3. Paired Comparison Table To The Criteria 
 Ideals Interest Suggestion 

Academic 
Score 

Financial 

Ideals 1 
   

Interest 
 

1 
  

Suggestion 
  

1 
 

Academic 
Score    

1 

Financial 
    

1 

 
Next up is the changing form of fractional decimal form 

became so the resulting matrices in the following table: 
 

Table 4. Paired Comparison Table of Criteria In Decimal 
Form 

 Ideals Interest Suggestion 
Academic 
Score 

Financial 

Ideals 1,000 7,000 7,000 6,000 7,000 
Interest 0,143 1,000 7,000 7,000 7,000 
Suggestion 0,143 0,143 1,000 2,000 0,167 
Academic 
Score 

0,167 0,143 0,500 1,000 9,000 

Financial 0,143 0,143 6,000 0,111 1,000 
∑ 1,595 8,429 21,500 16,111 24,167 

 
By dividing the elements in each column with the 

corresponding number of columns, the matrix values 
retrieved will be the criteria. The value of the median of the 
values produced priority – an element for each row. The 
result can be in the following table: 

 
Table 5. Look For The Priority In Paired Comparison Table 
of Criteria 

 Ideals Interest Suggestion 
Academic 
Score 

Financial Priority 

Ideals 
0,107 

0,080 0,250 0,133 0,071 0,128 

Interest 
0,321 

0,240 0,250 0,200 0,286 0,259 

Suggestion 
0,036 

0,080 0,083 0,133 0,071 0,081 

Academic 
Score 

0,321 
0,480 0,250 0,400 0,429 0,376 

Financial 
0,214 

0,120 0,167 0,133 0,143 0,155 

 
From the results of the calculation of the matrix above, 

as we can see on priority it can be concluded that the 
criterion of intelectual are the most important criteria. It 
have 0,376 percent of all criteria. This was followed by 
interest in second position with weights 0,259 percent. 
Financial on the third position with weights 0,155 percent, 
as well as on the fourth and fifth positions, followed by 
ideals and suggestion with weights respectively and 0,128 
and 0,081 percent weight. 

G. Determining Alternatives 

To determine the college majors that will be used as an 
alternative, we using data which issued by the QS Top 
Universities.  

Based on the results of a survey conducted by the QS 
Top Universities are issuing the data in the form of a 
ranking of 10 most popular majors at the moment, we 
determined the 10 courses will become an alternative 
calculation of AHP on this research. 

Based on that data, then the Departments is used as the 
alternative is this majors: Computer Science, Medicine, 
Law, Economics, Engineering, Psychology, Electrical 
Engineering, Mathematics, Physics, And Geography [7]. 
Here is the code name of the courses that is used in this 
calculation system: 

A1 = Medical 
A2 = Computer Science 
A3 = Law 
A4 = Economics 
A5 = Engineering 
A6 = Psychology 
A7 = Electrical Engineering 
A8 = Mathematics 
A9 = Physics 
A10 = Geography 

 

H. The Calculation of Paired Comparison for Criteria 

Here is the calculation of the ratios of pairs is done to 
compare each alternative against the criteria of the ideals. In 
the above case studies, users want to study in the major of 
Computer Science. 

As already described in the previous section, that each 
criterion must be compared to each other, the same thing 
was done on alternatives. Any alternative must be compared 
to each other by giving attribute weights. 

After being given the weight, then the matrix be rated 
reciprocal and then converted into decimal form. 

Here's a comparison table between the criteria already 
given the weights: 

 
Table 6. Comparison Table Between The Criteria Already 

Given Weights 
A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 

A1 1 3 3 2 2 3 2 2 

A2 2 1 3 2 2 2 2 2 2 3 

A3 1 
   

A4 1 
   

A5 2 2 1 3 2 2 

A6 2 2 
 

1 
 

A7 3 3 
 

3 1 

A8 2 3 3 3 3 3 1 2 2 

A9 3 3 2 3 2 1 2 

A10 3 3 
 

3 3 1 

The next step is still same with previous step to making 
the comparison in pairs on the criteria. We use table and we 
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call it: table matrix. It had to be converted into decimal 
form, and then the whole value in each column should be 
added. 

Then is determining the priority of each alternative. 
Here are the results: 

 
Table: 7. Determine Priorities on a comparison table 
Between the criteria Already Given Weights 

 A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 
Priorit
y 

A1 
0,12
5 

0,09
7 

0,11
5 

0,13
4 

0,16
2 

0,09
5 

0,17
6 

0,08
1 

0,21
1 

0,15
0 0,135 

A2 
0,25
0 

0,19
4 

0,11
5 

0,09
0 

0,16
2 

0,09
5 

0,11
8 

0,32
4 

0,21
1 

0,22
5 0,178 

A3 
0,04
2 

0,06
5 

0,03
8 

0,01
5 

0,04
1 

0,02
4 

0,02
0 

0,05
4 

0,03
5 

0,02
5 0,036 

A4 
0,04
2 

0,09
7 

0,11
5 

0,04
5 

0,04
1 

0,02
4 

0,02
0 

0,05
4 

0,03
5 

0,02
5 0,050 

A5 
0,06
3 

0,09
7 

0,07
7 

0,09
0 

0,08
1 

0,14
3 

0,11
8 

0,05
4 

0,05
3 

0,15
0 0,092 

A6 
0,06
3 

0,09
7 

0,07
7 

0,09
0 

0,02
7 

0,04
8 

0,02
0 

0,05
4 

0,03
5 

0,02
5 0,053 

A7 
0,04
2 

0,09
7 

0,11
5 

0,13
4 

0,04
1 

0,14
3 

0,05
9 

0,05
4 

0,05
3 

0,02
5 0,076 

A8 
0,25
0 

0,09
7 

0,11
5 

0,13
4 

0,24
3 

0,14
3 

0,17
6 

0,16
2 

0,21
1 

0,15
0 0,168 

A9 
0,06
3 

0,09
7 

0,11
5 

0,13
4 

0,16
2 

0,14
3 

0,11
8 

0,08
1 

0,10
5 

0,15
0 0,117 

A1
0 

0,06
3 

0,06
5 

0,11
5 

0,13
4 

0,04
1 

0,14
3 

0,17
6 

0,08
1 

0,05
3 

0,07
5 0,095 

 
The next step is to determine the priority for alternatives 

against criteria such as interests, academic score, 
suggestion, and financial capabilities. After determining the 
priorities in each department or an alternative, then the next 
step is to calculate the overall comparison by multiplying 
the priority criteria and priorities of each alternative against 
each criterion. The following is the calculation process: 

 

 
Figure 4. Calculation Process 

 

I. Conclusion Calculation 

Based on the calculations that have been done on the 
order of priority of each Department as a whole can be seen 
in the following table: 

 
Table 8. Table Conclusion of Calculation 

Alternative Priority Number 

Medical 0,141 

Computer 
Science 

0,162 

Law 0,036 

Economics 0,059 

Engineering 0,089 

Psychology 0,061 

Electrical 
Engineering 

0,075 

Mathematics 0,166 

Physics 0,114 

Geography 0,097 

 

After sorted, this is the positions of each majors 
according to their priority value: 

 
No. Alternative Priority Number 

1. Mathematics 0,166 

2. Computer Science 0,162 

3. Medical 0,141 

4. Physics 0,114 

5. Geography 0,097 

6. Engineering 0,089 

7. Electrical Engineering 0,075 

8. Psychology 0,061 

9. Economics 0,059 

10. Law 0,036 
 

So, the appropriate Department or 3 matches users based 
on this calculation is: 

 
1 Mathematics (0,16%) 
2 Computer Science (0,16%) 
3 Medical (0,14%) 
4 Physics (0,11%) 
5 Geography (0,09%) 
6 Engineering (0,08%) 
7 Electrical Engineering (0,07%) 
8 Psychology (0,06%) 
9 Economics (0,05%) 
10 Law (0,03%) 

 

And this is the graphic of the result: 

 
Figure 4: Result of Manual Calculation. 
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J. Screenshot of Application 

 
Figure 5: Main Page 

 

 
Figure 6: Summary of User Choices 

 

 
Figure 7: Top Three of Result 

 

 
Figure 8: The Rest of Result 

 

 
Figure 9: Graphical Result 

 

K. Compare The Result  of Manual Calculation With 
Software Expert Choice 

To proving are the calculation is doing correctly or 
not, after do the manual calculation, we will comparing 
the result between manual AHP calculation and the 
calculation of AHP which is done by using software. 

Expert Choice is a software of decision making 
which is based on MCDM (multi-criteria decision making). 
Expert Choice is used to help user to take decision. In the 
process, Expert Choice implementing AHP method. Expert 
Choice is already used in many certain sectors like 
manufacture industry, environment management, farming, 
etc. Expert Choice is created and developed by Thomas L. 
Saaty as the founding of AHP method, and his partner, 
Ernest Forman in 1983. 
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Figure 10: Splash Screen of Expert Choice 11 

 
We using software Expert Choice to compare result of 
manual AHP calculation which is already studied on 
previous chapter. We still using the same case study. 
 

This is the view of Expert Choice software 
after all data (goal, criteria, and alternatives) included: 

 
Figure 11: The View of Expert Choice After Data (goal, 
criteria, and alternative) Included 
 

 
Figure 12: Pairwise Comparison Between Criteria on Expert 
Choice 
 

In the picture above we can see the weights 
which is included on pairwise comparison between 
criteria, and inconsistency value or CR in amount of 
0,04. 

Next step is giving the weights of comparison 
each alternatives to criteria. Following is the picture 
about  comparison of each alternatives to criteria: 

 

Figure 13: Pairwise Comparison of Each Alternatives to 
Criteria of Ideals 

 
Pairwise Comparison of Each Alternatives to 

Criteria of  Interest. 

 
Figure 14: Pairwise Comparison of Each Alternatives to 

Criteria of  Interest. 
 

 
Figure 15: Pairwise Comparison of Each Alternatives to 

Criteria of  Suggestion. 
 

 
Figure 16: Pairwise Comparison of Each Alternatives to 

Criteria of  Academic Scores. 
 

 
Figure 17: Pairwise Comparison of Each Alternatives to 

Criteria of  Financial Capability. 
 

Viewing The Result of Calculations 

After the comparison process is done, the result of 
calculation will be automatically appear on the main page of 
Expert Choice software. This is the picture: 
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Figure 18: Final Result of AHP Calculation by Using 

Expert Choice Software 

Summary of Calculations 

According to the calculations which already done 
by using Expert Choice software, we got the result as the 
ranking of majors. This is the picture: 

 

 
Figure 19: Graphics of AHP Calculations by Using Expert 

Choice 
 
After performing the two calculations above, next 

is comparing the results between the two calculations 
above. The things which is using as benchmark in this 
comparisons is the conformity or closeness of the result 
between the manual and the Expert Choice calculations. 

If the whole manual calculations is same or 
closing the calculation of Expert Choice, it can be 
considered that the manual calculation which already done 
is appropriate and can be implemented to the developed 
application in this research. However, if otherwise, the 
calculation will be repeated and fixed. 

Following is a table of comparison between 
manual and Expert Choice results: 

 
Table 9. Comparison Whole Results Between  Manual and 

Expert Choice Calculations 

Alternatives 
Priority of 
Manual 
Calculation 

Priority of 
Expert 
Choice 
Calculation 

Difference 

Medical 0,141 0,142 0,001 

Computer Science 0,162 0,165 0,003 

Law 0,036 0,035 0,001 

Economics 0,059 0,055 0,004 

Engineering 0,089 0,091 0,002 

Psychology 0,061 0,058 0,003 

Electrical Engineering 0,075 0,072 0,003 

Mathemaics 0,166 0,168 0,002 

Physics 0,114 0,116 0,002 

Geography 0,097 0,097 0,000 

 
This is the graphics: 
 

 
Figure 20:  Comparison the Whole Results Between the 

Manual and Expert Choice Calculations 
 
Implementing The Calculations to Pseudocode 
     After do the calculations and tested, next step is 
implementing the calculations which already done into the 
pseudo code. This step is intended to simplify the 
calculation into the source code application. This is a few of 
pseudo code with the pieces of source code from AHP 
calculation which already done: 
 

Pseudocode to create comparison matrix 
Start 
 Input: Comparison Weight 
 Output: Comparison Matrix A = ( ) 
  1. insert weight into matrix A in fractions form 

  2. generate reciprocal values R = ( ) 

  3. change fractions form into decimals 
  4. sum each column of matrix A 
End 

 
 

V. CONCLUSION AND FUTURE WORK 
 

This study has a few conclusions there are: 

1. Based on the questionnaire and literature review, 
choosing a major in college there are 5 important criteria that 
must be considered are: ideals, interests, suggestions from 
close people or siblings, the academic value, and financial 
capability. 

2. Based on the data obtained in the questionnaires, 
the most important criteria is ideals. Ideals the most attention 
in choosing college majors with percentage of 48.9%, 
followed by interest (25.2%), the value of academic (11.6%), 
financial (8.7%), and the nearest person advice (5.7%) 
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Further development can be done on the development of 
multi-platform so it's not just limited to the Android 
platform only. The necessity of renewal of weights each 
good comparison criteria and alternatives in the calculation 
of AHP. 
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ABSTRACT 
The growth of cyber security competition is increase in Indonesia, it is organized by private institutions or university 
level. This cyber competition will encourage students and community to increase their level of knowledge in protecting 
the infrastructure by cracker. However, most institution do not prepare the insfrastruture as an internship for students to 
learn ethical hacking. So, sometimes hacking activity will make the operational disturbed. Institution need to have an 
isolated network as an arena for study ethical hacking. In this paper, we design a lab for making lab simulation so that red 
team and blue team can join together in one network. The network topology model which we provide also support 
scoring automatic for judging the cyber competition. This scoring system will help the white team to control and monitor 
the competition.  
 
Key words: security competition, application monitoring, application scoring,death match tournament   

 
INTRODUCTION 

Knowledge of computer network security 
(Jhon,2001) is very important to prevent the misuse of 
network resources from third party. Network security has 
some security aspects are defined as confidentiality, 
integrity, and authentication. Confidentiality is an attempt to 
keep information from people who are not eligible or do not 
have permission. Integrity requires that the information 
must not be altered without permission from the owner. 
Authentication is the aspect relates to a method for stating 
that the information accessed by the right people and also 
sending by the right people.  

A need of security professional hackers in 
Indonesia is so high. Universities should equip students 
with technical capabilities in the field of ethical-hacking. 
While, today this is still very rare Studies Program 
curriculum which opens towards the concentration of 
network security. So that students learn network security by 
autodidact, and this often affects the disruption of the 
infrastructure that is being operated ( Lance,2005). Even in 
IT Curriculum that learn about network administration, 
students only have time to learn how to activate the service 
but lack of skill and knowledge on how to protecting the 
client when using the service.  

The need of security professional hacker in 
Indonesia, there are so many cyber defense competitions so 
that it become popular and attract the student to learn about 
security. Some competition that run regulary in Indonesia 
are Cyber Defense Competition by Defense of Ministry, 
National Cyber Jawara by ID SIRTI (Indonesia Security 
Incident Responses Team on Internet Infrastructure), 
Gemastik (National Student Exhibition of Information and 
Communication Technology) by DIKTI (General Higher 
Education), and Indonesian Cyber Army by Menkominfo & 
APTIKOM.  

In the learning network security, very necessary to 
provide an isolated lab to operational networks. To 
implement this, often constrained by limited funds held by 
institutions.  

In this paper, we will explain step and 
methodology to make a small scale cyber defense 
competition with a limited budget or infrastructure. We also 
provide the system with scoring automatic so that a winner 
of the competition can be obtained in a fair and transparent. 
Competition model supplied is capable models to test the 
ability of each participant in the network security. So at the 
end of the competition can be seen that the winner is 
actually does have skills. 

 
Related Research and Contribution 

National Collegiate Cyber Defense Competition 
(NCCDC) was develop an application for monitoring of 
network competition by dividing actor competition into the 
Blue Team, Red Team, White Team, Gold Team, Chief 
Judge, and Green Team. The competition is carried out 
using the Internet infrastructure. Each participant will be 
given a Public IP and Private IP (NCCDC,2013). Each 
service would be checked by the engine every three 
minutes. A successful check was recorded if the service 
provided the expected response as designated by the grey 
team (IOWA,2013). 
 Our contribution in this paper is to develop 
application for the cyber defense competition so that white 
team (judge) will easier to grade the participant. Service 
will be checking every seconds and the scoring will be add 
to the system. We also provide a guideline for small scale 
cyber competition lab environment. In this small scale cyber 
competition, students need to familiar with setup and 
manage the server, hardening the server so secure from the 
attacker.  
 

NETWORK SECURITY COMPETITION MODEL 
 Cyber security Competition (VICTOR,2005), 
(Lance,2005) is a competition that aims to test the ability of 
participant in terms of network administration, information 
systems security, software security holes in the system, in a 
limited time to familiarize themselves with the everyday life 
of the network security and a security system server. There 
are several types of security models are often contested 
competition, such as Death Match Tournament, Digital 
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Forensic Investigation, Face to Face Competition, Cyber 
Security Challenge, Cyber Quests / Security Quiz, Cyber 
Grand Challenge, Pwn2Own, Discover and Embedded 
System Security Vulnerabilities (Mike,2012).  
In this study, we review a model of competition called the 
Death Match Tournament. This model was chosen because 
it will test the ability of participants, ranging from server 
configuration correctly, to try to carry out attacks to servers 
maintained by other participants. 
Death Match Tournament Competition Model required 
participant to have three (3) different abilities, attack other 
blue team server, defending from other blue team and red 
team attacking, and hardening servers so that can run well. 
Blue team will responsible to maintain one server with 5 
service installed and minimum 15 vulnerability. Default 
port will be assign to each services so that it can access by 
other blue team or red team. 
 

 

Figure 1 Assesment by Red Team to Blue Team Server 

As shown in Figure 1, the red team will run ethical hacking 
step, start from reconnaissance, scanning, enumeration, gain 
access, escalation privileges, maintaining access and cover 
the tracks and create backdoor. The blue team need to patch 
the existed vulnerability. On death match tournament, the 
attacking also can coming from another blue team. During 
competition, the scoring engine will run and give one point 
for each service per second. 
In developing the model of the Death Match Tournament 
competition, there are some components that are need to 
define and prepare, such as: 
a. Actors who participate in network security competitions 
are divided into 3 (three) types, i.e. participants who 
competed (Blue Team), a jury competition (White Team), 
and a Red Team as a Security Professional.  
b. The competition is using a dashboard application that is 
displayed on a monitor screen which  is located in front of 
all the participants in the competition. The dashboard will 
displays the information of each service status.  
c. Rules and guidelines are made to avoid some cheating, 
and as a guide for participants to get score and also 
guideline to scoring manually.  
d. Network topology which is designed for competition, 
consist of 2 subnets, the first subnet is for the participants or 
Blue Team. The second subnet is for the Red Team and the 
White Team.  
e. Red Team attack will attack each blue team server. If 
blue team did not patch the vulnerable system then red team 
will easy to attack by running the script that already 
prepared by commitee.  

f. Servers supplied for the Blue Team was attacked by 
others blue team and Red Team has vulnerabilities that must 
be configured (hardening) by the Blue Team for an hour 
since the competition began. 
g. Committee, they are work together with white team and 
red team to asses the competition. 
 
Score Competition  

Assessment becomes an important thing that 
should be formulated during the competition; it would lead 
to the successful implementation of the competition. In the 
competition model that we propose, assessment was divided 
into two major parts, namely (1) Automatic Scoring and (2) 
Manual Scoring. For fairness, we give the weight from 
automatic is 70% and 30% for manual. This weighting can 
be change variably based on the competition condition. 

Automatic scoring is counting directly by the 
application when the servers are ready, when the server was 
stop then the scoring will automatically stop for the team. 
Participant need to maintain their server during the 
competition, scoring engine will run and give score for each 
service. To handle some hacking activity that cannot 
monitor by the score engine application, participant need to 
submit their report to the application server. They need to 
submit the report when they are succeeding to attack the 
system and also submit the report when they are succeeding 
to defend against the attacker. 

In the manual assessment, the assessment 
procedure is divided into several levels, depending on the 
type of attack or defense undertaken by each participant of 
the competition. Guideline to give scoring is based on Table 
1. 

Table 1Manual Scoring for White Team 

Type of Scoring Low Medium High 

Attacking Scoring Max (25) Max (50) Max (100) 

Defending 
Scoring 

Max (25) Max (50) Max (100) 

Hardening 
Scoring 

Max (25) Max (50) Max (100) 

 
In Table 1, there are three major components for 

scoring, they are Attacking, Defending and hardening 
Scoring. Hardening score is an assessment provided by the 
white team for the improvements made by the blue team on 
vulnerable server image on competition participants. 

 
Blue Team Server 

 Servers were given to the Blue Team.  The server 
are vulnerable; the committee already makes at least 15 
vulnerability with category low, middle and high. 
Participants need to be able to detect the vulnerability and 
make patching or repair the system.  
On red team side, they already prepare script for attacking. 
The attack used were at least 15 (fifteen) attack techniques 
with three (3) levels per service level by attacking 5 (five) 
service on each server the Blue Team. Some attack 
techniques generated in this study can be seen in the table 
below. 
Hardening session is allocate for one hour. After hardening 
session, among blue team can attack each other. Also red 
team will participate in compromise the blue team server.  
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As in figure 2 blue Team A can carry out attacks against 
security holes found in five service in Blue Team B and C, 
as well as the Blue Team B can perform attacks on the Blue 
Team C and A. All team will run ethical hacking process 
and the committee (white team) will monitor the traffic 
through port mirroring on the switch. If committee found 
that the participant do activity illegally, such as DoS, 
Flooding, etc then they will get the warning from the 
committee. 
 
Scenario Attack by Red Team 
 Attacking by Red Team is the scenario that is 
expected to act fairly and run using the same techniques to 
all the participants. It is run sequence and prepared by 
commitee. There are two (2) types of attacks for the Red 
Team, which is semi-automatic and ¬step-by-step. This 
model is based on the vulnerability that already exist in the 
system. 
This action is directed to attack all blue team, and also use 
the same technique to all participants. In this mode, we also 
propose the rule for the red team, such as:  

 Red team will not attacks in hardening sessions.  
 Red team allow attack the blue team after the 

hardening session was finish.  
 Committee already prepare auto-exploit file that 

easy to compromise the blue team server. The 
script will run from low, middle and high category.  

 When all file auto-exploit in all categories have 
been completed executed, Red team can re-run any 
auto-exploit. 

 
Scoring by White Team 

White Team acts as the judge that will provide 
assessment through reporting applications of network 
competition. Reports received in advance should be 
assessed first. White Team was not allowed to conduct 
random assessment. 

 
SMALL SCALE CYBER DEFENSE COMPETITION 

INFRASTRUCTURE 
 At cyber defense  competition model that we 
develop, total of time allocated are five hours. It is divide to 
two sessions. First session, one hour for hardening session, 
participant need to assess the image server which will be 
give by committee and then make some configuration so 
that it will difficult to attack by other team. During the 
hardening process, traffic is limited by the white team / red 
team to avoid attacking between participants. The second 
session, four hours later, all participants carried out the 
attack on other participants servers. Competition rules 
prohibit participants carry out attacks against to the 
competition infrastructure, hardware and software. Network 
topology designed competition, consisting of two subnets, 
which is for the committee, Red Team, application and 
white. The second subnet is for participant (blue team). 
 As Figure 2, network for blue team and red team 
will be separated. Two networks are connected by one 
Router Board 433, firewall is activated to filter the traffic 
that allow/disallow from blue team to server application and 
white team/ red team. In case of blue team or red team 
cannot connect the the wired network, we also provide the 

Access Point. This access point can only accessed by 
permission from the committee. 

 

Figure 2 Competition Topology Network 

 Monitoring application will monitor all service that 
available at each blue team server. It will be started after 
one hour hardening sessions. Monitoring application will 
check the status of every services (http, ssh, ftp, dns, 
mysql). Traffic monitoring will have a role as police the 
traffic from blue team to another blue team or from red team 
to blue team. Port mirroring which is integrated with IDPS 
(Intrusion Detection and Prevention System) will be 
implemented on that network, and the participant will get a 
warning when it is found make activity which is prohibited, 
such as DDoS activity, brute force and exploit the network 
infrastructure. 
 A competition can be run by simply installing the 
necessary virtual machines and deploying the blue team 
server. To minimize the cost for preparing the competition, 
we use virtualization so that on one machine can deploy six 
virtual hosts. In our environment, one machine has 16 GB 
memory, so it can be use by six virtual servers for blue 
team. So, we only need three machines for 18 team to 
compete as a blue team. Restricting work solely to virtual 
machines reduces complexity means students do not 
experiment with hardware firewalls, routers, and switches. 

 

Figure 3 Communications from Blue Team to VMware 

 
Each blue team will be give the username and 

password to connect to the server. The server it self is 
already install web server, ftp server, ssh server, dns server 
and my sql server. Five server is vulnerable to attack, so that 
the blue team need to harden the server. 

 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

4

 

 

RESULT AND ANALYSIS 
 Network topology for cyber competition was 
implemented on Cyber Defense Competition on 22 August 
2014 by Cyber Security Research Centre, Del Institut of 
Technology. Competition was divide into two batch. Batch 
I is online hacking, and batch II is Grand Final at Del 
Campus. 
 At first Batch, participant need to solve some cases 
that related with network security, and they submit the 
answer through online e-learning, www.edmodo.com. 
Problem case that need to be analysis by the team is 
networking traffic data from CSRC Lab, participant need to 
answer some question based on data analysis. Tools that can 
be use by participant are ettercap or wireshark.  
 At second batch, all participant which is success 
from batch I come to IT Del to compete each other. As 
network topology proposed, they only need to bring two 
laptop. These laptop can be use to attack another blue team 
and maintain their server remotely. Participant will got 
username and password to access their server. 
All team will be provided with information of network 
topology, detil information as table 2. 

Table 2 Information for Blue Team 

No Team 
Name 

IP Address 
Server 

Username Password Web 
Admin 

Password  
Web  

1 Rap
hita 

192.168.1
0.130/24 

root **** admin **** 

2  cybe
rX 

192.168.
10.135/2
4 

root  **** admin  **** 

3  Caku
e 

192.168.
10.140/2
4 

root  ****  admin  ****

...  ...  ....  ....  ....  ....  ....

10  Mul
ajadi 

192.168.
10.175/2
4 

root  ****  ****  ****

 
 When participant is given the server information, 
they will connect to ssh server using username and 
password given. Because all of their activity will be monitor 
for grading, they need to access the submission report, 
kompetisi2.csrg.net. For automatic scoring, they need to 
access kompetisi1.csrg.net. These two website will be 
online for 5 hours. And after 5 hours competition, the white 
team can find the winner based on two application that 
develop, manual report and automatics. 
 To accomodate 10 team that will be competed on 
CSRC competition, then we need to provide hardware as 
table 3. 

Table 3 Hardware Spesification 

No Hardware Unit Spesification Virtual Server 
1 PC for Blue 

Team 
2 Intel Core i3 

RAM 16 GB 
12 Units 

2 PC for 
Monitoring 

1 Intel Core i3 
RAM 4 GB 

- 

3 Switch 24 
Port 

3 Port Mirroring 
Enable 

 

4 Router 1 RB 433 
Mikrotik 

 

5 PC for 
Application 

1 Intel Core i3 
RAM 4 GB 

 

6 Cat6 UTP 1 Gigabit  

7 Access 
Point 

1 Gigabit  

 
PC for blue team will be installed on virtual machine with 
2GB RAM each. So that, with 16 GB RAM, it can allocated 
for maximum 6 teams. We still need to allocate 4GB for 
computer host. Two PC for monitoring and application also 
will be provided with hardware spesification lower than PC 
for blue team. 
On competition that we have done, almost all participant 
connect to the system, only two team have a difficulty to 
access the server because the team can not access the server 
with domain name. And we blocking access the server by ip 
address. For enhanced the infrastructure security we define 
some firewall rule on IDS server, router and application that 
we implemented. Rule that we implemented on IDS system 
are blocking illegal activity such as DoS, DDoS, Flooding, 
Bruteforce the the infrastructure. 
 

CONCLUSION AND SUGGESTIONS 
A small scale cyber defense competition already 

develop and implemented on cyber competition that held by 
Cyber Security Research Group. The cost for the 
infrastructured is minimum with only one server to serve six 
blue team. This small scale cyber defense competition is 
also integrated with two applications which has a function 
for automatic and manual scoring by white team. This 
integrated system is well implemented and can be as a 
model for university or private institution to conduct the 
cyber competition.  

With minimum hardware to implement the cyber 
competition then easy for the commitee to setup the 
environment and throubleshoot. Also, with automatic and 
manual scoring, commitee with the help of white team is 
wasy to find the winner. In Traditionally, to decide the 
winner on cyber competition with death match model will 
need two hours minimum, but with the system that we 
develop, the winner can be decided right after the 
competition was finish. 

After develop and implement the cyber 
competition, some suggestions that need to do for further 
research so that can improve the quality of competition in 
network security are: 
1. In network topology, we can implement honeypot to 

make the network more complex, so that participant 
needs to run scanning first to identify the real victim on 
that competition. Also honeypot can be implemented by 
the commitee to protect the infrastructure from 
malicious activity. 

2. In this research, we divide 70% for automatic and 30% 
for manual score. This weighting can be adjusted based 
on the model competition. So, it need to be 
reformulated to get the weighting.  

3. Deep Packet Inspection during the competition is 
needed in implementing IDPS. From this inspecstion, 
can be integrated to give add or reduce the scoring. 
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ABSTRACT 
Online forum is one of user-generated contents available on the Internet that provides platform for knowledge sharing. 
However, not all messages posted can be considered of high quality and as it increases in its availability, finding quality 
information becomes more important and challenging. Thread retrieval model is very important in helping users to find 
relevance information pertaining to their topic search. As quality of post messages depends upon the author, this study 
aims to look at how ranking threads based on author’s activeness in a forum could improve thread retrieval task 
compared to non-quality based ranked list. Voting models were used to convert message level quality features into thread 
level features and learning to rank method to combine nine features of activeness dimension for thread scoring. Different 
combinations of nine features under the activeness dimension with different ranking strategies are studied and its 
performances also compared using normalized discounted cumulative gain (NDCG) as performance measure. 2555 
models were generated and 23 models are identified as among the best model. 
 
Key words: Thread Retrieval  Voting Model  Learning to Rank   

 
INTRODUCTION 

Online forum is one of user-generated content 
platforms available on the Internet that encourage 
knowledge sharing from many contributors (users). The 
applications or areas of interests vary widely and there are 
infinite numbers of online forums available online. Forums 
are online discussion sites where users hold conversations 
that started from a post that seeks an answer or information, 
solutions to real problem and even technical assistance 
depending on the virtual communities’ interest. In 
comparison to some other platforms like blogs or wikis, 
most published information are predicted and shared 
publicly and tailored to a specific problem experienced by 
the author or known to the author. Forums on the other 
hand, provide platform that users can converse and discuss 
in detail of a particular problem through its conversational 
like structure. A user might post a question or a message 
looking or asking a particular solution or an opinion over a 
specific topic and he/she might get a response either in a 
form of another question for a more specific detail, or better 
yet a solution to the problem posted. Each response might 
be a response to the post or a response to a previous 
message. The post and every response it gets (either a direct 
reply or reply to another reply) is called a thread. 

Even though it is interesting to note that there is a 
lot of valuable information or knowledge shared through an 
online forum (Seo et al., 2011) anyone who face with the 
same kind of situation or looking for an answer to the same 
question finds it hard to retrieve the information from a 
relevant thread. It is readily available but could not be 
retrieved conveniently. This problem contributed to the fact 
that the way the discussions are being displayed and stored 
is not like common web pages. Earlier posts will always be 
pushed backward and latest post will be displayed first. The 
larger the number of users registered to a particular forum 
and the longer the forum has been established, the more 

posts and messages are expected and the harder the process 
of retrieving threads because of information overload. It is 
also a fact that current search engines fail to consider the 
unique structure of online forum while forums internal 
search engines are not sophisticated enough to handle its 
complexity.  

The fact that online forums maintained and 
handled differently by online communities also posed a 
problem in thread retrieval. In general, it is maintained and 
displayed either in a flat-view or threaded-view and some 
researches focuses on thread discovery structure before 
starting on thread retrieval (Seo et al., 2011; Seo et al., 
2009). Threaded-view forums are more convenient to be 
viewed as compared to flat-view (Elsas & Carbonell, 2009). 
For the experiment we conducted, we use data from 
TripAdvisor-New York. The data have been preprocessed 
for thread discovery structure where all associated metadata 
(title, posts, user IDs etc.) have been identified (Bhatia & 
Mitra, 2010). 

 
QUALITY AND THREAD RETRIEVAL 

 
Content Quality Assessment 
 Agichtein et al. (2008) classified the quality of user 
generated content as either excellent, abusive or spam. The 
author also relates the increment of data available will make 
the task of identifying high quality data becomes more 
important but of course the task of retrieving it will be 
harder. Chai (2011) highlighted some reasons why quality 
of user generated contents differ; (1) because of the 
diversity of user background in terms of geographical 
location, beliefs, motivation and knowledge; (2) contents 
are mostly generated by users who have received little (if 
any) professional training in content creation and contents 
are mostly published without peer review (Weimer & 
Gurevych, 2007); and (3) in the consumption parts, contents 
are consumed by millions of users who have different 
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motivations and requirements. Currently quality of user 
generated contents is being assessed manually through user 
ratings including online forums.  

Dependent upon manual rating in assessing quality 
has to consider some problems such as ratings is voluntarily 
basis and not all users rate the contents. Furthermore we 
also could not assume honesty and biased free ratings and 
not all raters have sufficient knowledge in regards to the 
topics being assessed (Chai, 2011) and hence the need for 
content quality assessment to be done automatically.  

As mentioned previously, retrieving threads is not 
an easy task because of information overload. Not all 
information in online forum can be considered as useful. 
There might be spam or information that is no longer 
relevance at the point of retrieval. This paper however is 
only focusing on thread retrieval and it is unique where 
models used for retrieval incorporating quality features 
under activeness quality dimension that studies the 
behaviour of each user’s participation in a discussion. There 
are nine features used to assess the quality of the thread 
automatically by measuring author’s activeness before the 
retrieval task. This study is focusing on whether by 
incorporating author’s activeness can improve performance 
of retrieval model and at the same time looking at how 
different aggregating strategies improve model’s 
performance. Analysis will also look at combinations of 
different features and strategies. For the purpose of this 
study, only four score based strategies (CombSum, 
CombMax, CombMed, CombMin) and one ranked based 
strategy (BordaFuse) were implemented. 
 
 Related Works 

Studies on thread retrieval has evolved from blog 
feed search (Albaham & Salim, 2013a; Elsas & Carbonell, 
2009; Seo et al., 2011;2009) and expert finding  (Albaham 
& Salim, 2012;2013b). The similarity of blogs and threads 
is blog has collection of blog posts and thread has collection 
of messages as document collection. It is also similar in 
expert finding where peoples (candidates) have collection of 
documents associated with them to be evaluated to estimate 
the expertise of the candidates. However, thread retrieval 
differs from both blog feed search and expert finding 
because of its conversational like structure. Macdonald & 
Ounis (2006) proposed an approach to rank experts with 
respects to users query by looking at ranking experts 
problem as a voting problem. Eleven data fusion techniques 
were adapted. The study that was conducted on an expert 
search task shows significant improvement of retrieval 
performance using the data fusion techniques. Albaham & 
Salim (2013b) use the voting models to convert message 
level quality features into thread score. The author 
incorporate amount of data quality dimension as message 
level quality features and found that voting model helps in 
scoring messages and then convert it into thread score.  
 
  Elsas & Carbonell (2009) divides the models in 
their research generally into two types (inclusive and 
selective). Two models were adapted from Elsas et al. 
(2008) namely large document and small document models. 
The large document model concatenate thread messages as 
a single document and similarity between document and 
query evaluated. The small document on the other hand 

treat each thread message as a single document and query 
relevance score calculated for each thread message. Threads 
are then scored by averaging messages relevance scores. 
These two models are the inclusive models. As the name 
implies, selective models only select few messages to score 
threads. The author applies three selective methods (1) 
threads scored by initial message relevance score; (2) thread 
scored by the maximum score of messages relevance score 
and (3) based on Pseudo Cluster Selection (PCS) method 
(Seo & Croft, 2008). The large document model was used 
as the baseline and it was found that selective models are 
statistically better than inclusive model. PCS also superior 
to all methods studied. 
 

Bhatia & Mitra (2010); Seo et al. (2011;2009) 
studied on how thread structure beneficial in improving 
thread retrieval model. The authors found that by 
discovering the thread structure significantly improve thread 
retrieval over strong baseline. The former introduce a thread 
retrieval model based on inference network and utilises 
thread structure besides incorporating quality features in the 
proposed model. 
 
Quality in Thread Retrieval Model 
 Only limited studies have incorporated quality 
features in thread retrieval model (Albaham & Salim, 
2013b; Bhatia & Mitra, 2010). The former incorporate 
amount of data quality dimension while the latter 
incorporate user’s authority, length of thread and users 
reference link to a relevant thread in their study. Both 
studies found that by incorporating quality features does 
improve model’s performance over baseline even though 
different methodology were proposed by these authors. 

Zhang (2009) on the other hand propose an 
approach based on knowledge adoption model and genetic 
algorithm in incorporating quality features in the study. The 
study explored argument quality and source credibility 
based on member’s social interaction in an online 
knowledge community and shows better performance. 

These promising results prove that incorporation of 
quality features in thread retrieval is a plausible solution for 
thread retrieval. 

 
Author’s Activeness Dimension 
 Activeness measures how active a particular author 
in a forum. It is assume that the more active the author is, 
the more experience he/she is and therefore will increase the 
author’s trustworthiness (Zhang, 2009). There are nine 
features under the activeness dimension. Each feature 
describes an author’s history of participation in a particular 
forum. The description and measurement of each feature is 
written in Table 1. Features are measured during the 
indexing process and kept in a file to be used for message 
and thread scoring. 
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Activeness 
features 

Description/measurement 

1.
AuthAge Date of author’s last post – date of his 

first post (Chai, 2011; Burel et al., 
2012) 

2.
InitPost Number of initiated author replies to 

his/her own initiated threads (Zhang, 
2009) 

3.
RplyPost Number of author’s reply posts 

(Zhang, 2009) 

4.
TtlPost Total number of posts created by the 

author (Chai, 2011) 

5.
RplyInit RplyPost / InitPost 

6.
TtlPstAge TtlPost / AuthAge (Zhang, 2009) 

7.
LstPost Time of author's  last post – the system 

base time (Zhang, 2009) 

8.
ThrPart Number of threads the author has 

participated in (Zhang, 2009) 

9.
AvgTime Average time between author's 

consecutive posts (Zhang, 2009) 
Table 1 : List of features in Authors’ Activeness dimension 
 

EXPERIMENTS AND RESULTS 
 

Experimental Setup 
 In evaluating the proposed models, TripAdvisor—
New York dataset is used (Bhatia & Mitra 2010). This 
forum is a travel site providing expert advice for anyone 
looking for information regarding travelling in New York. 
New York is one of the 42 countries where TripAdvisor 
operates. This forum enables forum members to ask and 
share their experiences, advices and opinions interactively 
through discussions among them. 
 

The data had already been preprocessed with the 
following statistics (refer Table 2). Stemming was 
performed and stop words were removed using Porter’s 
stemmer and Onix Test Retrieval Toolkit (Bhatia & Mitra, 
2010). 
 
No of threads 83072 
No of users 39454 
No of messages 590021 
No of queries 25 
No of evaluated threads 4478 

Table 2 : Statistics of TripAdvisor New York Forum 
 

Twenty-five queries were generated by Bhatia & Mitra 
(2010) and sample of the queries are featured in Table 3. 
 

Example of queries 
how safe is new york 
how much to tip people 
new york to niagara falls 
christmas day attractions 

Table 3 : Queries samples 
 

Retrieval models are developed by combining nine 
features of author’s activeness (Table 1) with five different 
strategies (refer Table 4). All in all we have 2555 total 

combinations of thread retrieval models. The baseline is the 
retrieval model that rank thread without using any quality 
features.  
 

In generating the rank list of messages, the 
following scoring function was used: 
   

 (1) 
 
where rel(Q,M) is the query(Q)-message(M) relevance score 
estimated using Divergence from Randomness retrieval 
model (Amati & Van Rijsbergen, 2002) and sigm(f) is the 
sigmoid transformation (equation 2) of the quality feature f 
of the message M (Albaham & Salim 2013b). 
 

 

 
(2) 

 
where w = 1.0, k  = 1.0 and a = 0.6. Thread are then scored 
based on the aggregated ranked messages scores and ranks 
and then the threads are ranked in descending order 
(Albaham & Salim, 2012). The five aggregating strategies 
are listed in Table 4 (Macdonald & Ounis, 2006). Four of 
the ranking strategies (CombSum, CombMed, CombMin 
and CombMax) are score-based strategy that combine 
rankings using scores of the retrieved documents (in our 
case messages) and ranked-based strategy (Borda-Fuse)  
combines rankings based on ranks of the retrieved 
documents (in this case, the threads are ranked based on 
ranks of its messages). 
 

Name Summary 
CombSum Sum of scores of messages in a thread 
CombMed Median of scores of messages in a 

thread 
CombMin Minimum of scores of messages in a 

thread 
CombMax Maximum of scores of messages in a 

thread 
Borda-Fuse Sum of (||R(Q)|| – rank of messages in 

D(C,Q)) 
Table 4 : List of aggregation strategies used. D(C,Q) is a set 
of messages in a thread and || . || is the size of the described 
set. 
 
Performance Evaluation 
 In order to evaluate models’ performance, 
Normalized Discounted Cumulative Gain (NDCG) are used 
as the performance measure. NDCG is a normalization of 
Discounted Cumulative Gain (DCG) that has two 
advantages compared to other performance measure. Firstly, 
NDCG allows degree of relevance between 0-1 while most 
performance measure only allow binary relevance where a 
document is only either relevant (1) or not relevant (0). 
Secondly, most performance measure weight all positions 
uniformly while the weight of NDCG is the decreasing 
function of the object’s (document) rank (position) (Wang 
et al. 2013). DCG is calculated as the weighted sum of the 
degree of relevancy of the our ranked documents. NDCG 
measures the usefulness of k retrieved documents. Therefore 
the higher NDCG will means more similar documents to the 
query are retrieved for a top-k ranked documents. This study 
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we evaluate model’s performance for NDCG@30 and 
NDCG@100. 
 
Results and Analysis 

Combination of nine features and five strategies 
forms 2555 models. These models are then ranked in 
descending order based on the improvement over baseline 
for NDCG@30 and NDCG@100. Both ranks (NDCG@30 
and NDCG@100) are then compared, and only models that 
improve at both NDCG@30 and NDCG@100 are left and 
the rest were removed. There are 42 models that improved 
at both NDCG@30 and NDCG@100. Each model’s ranks 
are then summed up and the 42 models are then ranked in 
ascending order based on sum of ranks. Only sum of ranks 
of 100 or less are then selected and this gives us 27 models. 
Each model are then tested whether the improvement at 
both NDCGs was significant or not significant using paired 
sample T-test. Out of this 27, four models were removed 
since these models’ improvement are not statistically 
significant for NDCG@30 and the 23 models listed in Table 
5, are models with sum of ranks 100 or less and shows 
significant improvement at p-value <= 0.01 and <= 0.05 
(results are bold) over baseline at both NDCG@30 and 100. 
 
 

Features 

sum of 
improvement 

(%) Strategy NDCG@ 
 

No quality feature     
100 0.332 
30 0.318 

1 TtlPost+ 
TTlPstAge 

 
4.666 

 
BF 

100 0.352 
30 0.345 

2 TtlPstAge+LstPost 
4.4028 BF 

100 0.350 
30 0.344 

3 AuthAge+RplyPost+ 
TtlPostAge+InitPost 4.2108 BF 

100 0.348 
30 0.345 

4 AvgTime+ThrPart+ 
InitPost 4.28 BF 

100 0.348 
30 0.345 

5 TtlPost+AvgTime+ 
InitPost 4.0036 BF 

100 0.348 
30 0.343 

6 AuthAge+TtlPost+ 
InitPost 3.9564 BF 

100 0.348 
30 0.342 

7 RplyPost+RplyInit+ 
ThrPart+InitPost 3.9272 BF 

100 0.348 
30 0.342 

8 TtlPstAge+LstPost+ 
AvgTime+InitPost 3.9264 BF 

100 0.347 
30 0.342 

9 AuthAge+TtlPost+ 
RplyInit+AvgTime+ 
ThrPart+InitPost 3.9188 BF 

100 0.347 

30 0.342 
10 AuthAge+RplyInit+ 

TtlPstAge+AvgTime
+InitPost 3.8312 BF 

100 0.348 

30 0.342 
11 RplyPost+TtlPost+ 

RplyInit+LstPost 3.758 BF 
100 0.347 
30 0.341 

12 TtlPost+TtlPstAge+ 
LstPost 3.7936 CS 

100 0.347 
30 0.341 

13 RplyPost+TtlPost+ 
TtlPstAge+LstPost+ 
ThrPart 3.8004 BF 

100 0.347 

30 0.342 
14 TtlPost+TtlPstAge+ 

ThrPart+InitPost 3.8068 CS 
100 0.346 
30 0.342 

15 AuthAge+LstPost+ 
InitPost 3.7736 BF 

100 0.346 
30 0.342 

16 AuthAge+TtlPost+ 
RplyInit+TtlPstAge
+ 
LstPost 3.9332 BF 

100 0.346 

30 0.344 
17 RplyPost+RplyInit+ 

TtlPstAge+LstPost+ 
InitPost 3.6564 CS 

100 0.347 

30 0.340 
18 RplyPost+TtlPost+ 3.7052 BF 100 0.346 

Features 

sum of 
improvement 

(%) Strategy NDCG@ 
RplyInit+LstPost+ 
AvgTime+ThrPart 30 0.341 

19 RplyPost+RplyInit+ 
LstPost+InitPost 3.6392 CS 

100 0.347 
30 0.340 

20 RplyPost+LstPost+ 
AvgTime+InitPost 3.864 BF 

100 0.346 
30 0.343 

21 AuthAge+RplyInit+ 
TtlPstAge+ThrPart 3.7588 CS 

100 0.346 
30 0.342 

22 RplyPost+TtlPost+ 
RplyInit+AvgTime+ 
ThrPart 3.6192 BF 

100 0.347 

30 0.340 
23 TtlPost+TtlPstAge+ 

InitPost 3.6064 CS 
100 0.350 
30 0.340 

Table 5: List of 23 best models 
 

Based on the list of models in Table 5, almost 75% 
of the list are models with BordaFuse strategy and make up 
top eleven in the lists. It shows that BordaFuse is a 
competitive strategy for thread retrieval and Macdonald & 
Ounis (2006) has found that it is also perform well for 
expert search. Albaham & Salim (2012) found that 
BordaFuse shows comparable performance in thread 
retrieval when compared to virtual document model. The 
study also found that CombSum which favour threads with 
highly ranked messages shows comparable performance 
over virtual document even though the improvement was 
not statistically significant. 
 

In terms of number of features, most of the models 
in the list are combinations of four features (eight out of 23 
models are combinations of four features) but two of the 
best models are combinations of only two features. 
Maximum number of features in the list is a combination of 
six features. This shows that the greater the number of 
features in a combination does no good to the model and the 
best number of features in a combination is two while four 
combinations of features is the right combination as 35 
percent of the best models combined four features in a 
model. One feature in a model is not advisable for thread 
retrieval. Therefore we would like to suggest quality 
features in a model should be between two to six features. 
However, we still need to test its consistency across 
datasets. 
 
Quality Features Assessments 

Table 6 shows interactions between features where 
frequency of feature A and feature B appear together in a 
model in the list of best 23 models are counted and the sum 
of frequency of each feature appear in the list of the best 
models also reported. Based on the table, we can conclude 
that author’s age is the least likely feature to appear in the 
best 23 models. The feature is good to be combined with 
total number of post created by author, ratio of (total post 
and author’s age), number of author’s initial post and ratio 
of (reply post and number of author’s threads). 
 

Number of initiated author replies in its own 
threads meanwhile is the feature that featured most in all the 
23 models and shows that it is good to be combined with all 
of the other features except for number of threads author has 
participated in. This feature might be a good indicator of 
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author’s experience as it could reflects the author’s 
involvement in a particular discussion Zhang (2009).  
 

Beside the two features mentioned above, ratio of 
(total post and author’s age) can be considered as the best 
feature to be included in a model as it is in the top three of 
the best models. This feature measures author’s activeness 
in the duration of their existence. This shows that the value 
of the information shared by active authors are higher than 
the less active authors. 
 

In general all features are useful to be used for 
scoring messages but it depends on the combination 
(interaction with other feature) that will determine whether 
a particular model will improve retrieval significantly or 
not. 

 
Feature  1 2 3 4 5 6 7 8 9 
1 0 5 1 4 4 4 2 1 2 
2  0 5 5 5 6 5 2 6 
3   0 4 6 3 6 3 2 
4    0 5 6 5 5 4 
5     0 4 5 5 4 
6      0 6 3 2 
7       0 2 3 
8        0 4 
9         0 
Freq. 
features  

7 14 9 12 10 12 11 8 8 

Table 6: Frequency of interactions between features and 
frequency features featuring in the 23 models (Feature 1-9 

are based on Table 1) 
 

CONCLUSION 
 In this study, we are exploring the possibilities of 
combining different features with a number of aggregation 
strategies in thread retrieval and determine the best 
combination among all of the combinations. Out of total 
2555 combinations, these 23 models are listed as among the 
best models but only after tested for high precision searches 
(NDCG@100 and NDCG@30). Based on results it shows 
that by combining features in a model will give better 
performance than models that only have single feature and 
when compared to baseline but however combinations of 
more than six features in a model do not improve model’s 
performance. BordaFuse and CombSum shows that these 
two strategies is good for high precision searches and 
therefore we need to study its performance in low precision 
searches in our future works beside looking closely at the 
performance of models across different datasets. In order to 
determine the best feature and model, we have to consider 
more performance measure in the future. These study list 
down all models that significantly perform better than the 
baseline (model that not incorporate quality) and this list 
shows that by incorporating author’s activeness in a model 
does improve models performance. Since this study only 
focusing on one quality dimension, we are also exploring 
other quality dimensions to be studied in the future to better 
improve our retrieval model. 
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ABSTRACT 
Biometrics is a technology that has been widely used in many official and commercial identification applications. The 
extracted features from the biometric sample is called biometric template which is used during a biometric authentication 
process. The security of templates is the critical part of biometric system and one of the most crucial issues in designing a 
secure system. The proposed approach focused on combining data hiding and biometrics to take advantage of the benefits 
of both fields and develop the hiding technique to find a secure solution for protecting biometric data. We deal with 
dental as a first biometric source and a user's speech as a second biometric source at same time it a reliable key from a 
user's speech for enhanced the security of the system. Two of the popular methods are combined DWT & DCT in the 
proposed security system (SDHA) for embedding and extraction the secret data in order to compensate the drawbacks of 
both of them and to make the hidden information much more secure against the attacks, Wavelet Transform which use 
Dyadic Filters to decompose cover image into 4-Levels (HH, HL,LH and LL) and Discrete Cosine Transforms to convert 
a signal of the selected coefficients (HH, HL and LH) into elementary frequency components. Simply the proposed 
hiding method are summarized by dividing the secret data into three sections according to the percentages that have been 
entered by a user then distribute these sections into the three chosen coefficient sets (HH,HL and LH) of the cover image 
which is an excellent secure locations for data hiding. The results show the efficiency of the proposed method comparing 
with other method that used skin tone region of images, DWT method and simple LSB method. 
 
Key words: Biometric  Template Security Data Hiding   

 
INTRODUCTION 

A biometric considered as a pattern recognition 
problem which is uses to identify authorized person based 
on specific physiological or behavioral features (Preeti and 
Rajni,2014). Biometric field has taken a huge interest by 
global industry with protect and safeguard information as an 
everlasting necessity, industry has engaged with academic 
and research institutions in the goal to standardized 
biometric formats and traits (Group, I. B.,2014). Moreover, 
revenues in this field are increasing year after year as shown 
in Figure 1. Most of the current biometric systems employ a 
single biometric trait this kind of biometric system called 
unimodel, while the system that employs more than one 
trait is called multibiometrics ( Aly et al., 2013). Examples 
of behavioral characteristics are gait, signature, and voice. 
Physical characteristics include: DNA, ear, face, fingerprint, 
hand geometry, iris, and retina (Griaule Biometrics, 2012).    
The biometric sources like dental, fingerprint, face, iris etc. 
are captured by the sensor, salient features are extracted 
using some feature transformation technique and get 
converted into digital form. This digital information is 
stored in the database which is known as Biometric 
Template. Later the template is used during authentication 
purpose, compromised biometric templates are unlike 
passwords and tokens they cannot be revoked and reissued 
this led to become biometric template security is an 
important issue and protecting the template is a challenging 
task due to intra user variability in the acquired biometric 
traits, based on knowledge of the biometric characteristics 
(Malhotra and Dr.Kant,2013). A solution to this problem 
presented here that beside dental template, the secret data is 
also tagged  which is secret by applying steganography 
technique, so besides enhance user convenience and boost 
security; it is also protected to various types of threats 

(Shejul and Kulkarni,2011). A typical biometric system 
comprises of several modules. The sensor module acquires 
the raw biometric data of an individual in the form of an 
image, video, audio or some other signal. The feature 
extraction module operates on the biometric signal and 
extracts a salient set of features to represent the signal; 
during user enrolment the extracted feature set, labeled with 
the user’s identity, is stored in the biometric system and is 
known as a template.  

 
 

        Figure (1): Source: Biometric Research Group 

Steganography not only hiding the confidential message but 
also making the hackers believe that the source is clean and 
they cannot even realize that it contains some hidden 
information. The purposed system transform domain 
techniques have been used to address the limitations of 
spatial domain and to take advantage of the special 
properties of alternate domains. Two of the transform 
domain techniques have been combined wavelet and cosine 
transform to embed data, by combining the two common 
frequency methods to take their benefits. The password that 
have been generated from user’s voice which is unique 
characteristic used then as a condition key to extract the 
feature vectors of the dental biometric in order to increases 
the security of the proposed system. 
 



 

Related work 
the biometric authentication systems can be exposed to 
different attacks, (Ratha et al., 2001) have grouped the 
biometric template attacks into eight classes, also (Jain et al. 
2008) have classified these attacks that can be repeated into 
four categories. Many techniques have been proposed to 
keep the security of biometric data, one of the suggested 
techniques was by (Jain et al., 2003) with two scenarios of 
hiding data, first one in a cover image not related to the 
template data, other scenario by using the fingerprint image 
to hiding the facial information. (Wang et al., 2010) and 
(Pravin et al., 2011) use DCT transformation method to 
hiding the iris code and the secret information after 
encrypting in random blocks of the coefficients. Another 
security system have been proposed by (Klimis et al., 2011) 
based on DWT transformation method to hides biometric 
signals in video objects over open network.one of the 
common methods is uses skin region of the image for 
embedded the template data (Kharge et al, 2013), HSV 
color space has been used to detect skin color tone, also 
DWT is used to embedded in one of the high frequency sub-
band by tracing the number of skin pixels in that band, then 
cropped a region of the image which will be used as a key at 
the decoder side (Amritha and Meethu, 2013). A Classical 
Least Significant bit Technique (LSB) introduced earlier 
steganography schemes in the spatial domain which directly 
embed the secret data within the pixels of the cover image 
(Macq and Quisquater, 1995). This approach has few 
disadvantages like the relative easiness to implement it 
makes the method popular, the proper cover image required 
to hide a secret message inside an image (Wilson and bryon, 
1992). Many previous stenographic algorithms have been 
used pixel domain, its provides the space (capacity), 
reliability, and controllability in encoding/decoding while 
embedding the hidden message, but more of the 
steganalysis attacks will focus on this domain as expected. 
(Kumar and Shunmugananthan, 2010), (Ramani et al., 
2008) studied the steganography in transform domain since 
the compress of digital data will be provides a reduction of 
storage space and transmission cost. 
 
Biometrics with data hiding: 
 An enhanced data hiding technique has been 
combined with Biometric to provide stronger security 
system. Data hiding algorithm has been developed by used 
both DWT and DCT transforms methods. Biometric key 
binding is a promising approach to the proposed system in 
which the biometric template and the key are coupled to 
form what is known as biometric lock (luels and 
Wattenberg, 1999) and can retrieval of a digital key using a 
user's speech as a unique biometric information, This 
system has been implemented in MATLAB 8.1 using image 
processing, statistic toolboxes, Microsoft Picture 
Manager and Photoshop image editing software. Enrollment 
and authentication process of biometric and data hiding 
shown in figure 2 and figure 3: 
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Figure (2): Enrollment process of biometric 
steganography 



 

 
 
 
Generating the Biometric key  
Crypto biometric systems require a secret key or a password 
which must be tied to an individual through an identifier. 
This identifier indeed could be a globally unique user id or 
biometric data. A secret key in our proposed method is a 
condition to extract the hidden dental template in order to 
complete the matching process. Human voice provides a 
unique characteristic which are always there, it can be a 
good and unguessable by attacker. The generating method is 
done by applying speech recognition to recognize the 
password spoken, the generated password is unsecure 
because the best recognizers can only recognize up to 104 
words under best circumstances. Monrose has been use a 
device as a solution for this problem by repeated utterance 
of the same password by the same user to improve the 
security of the key after successful matches with previous 
recorded utterances ( Monrose et al., 2001) ( Monrose et al., 
2001). In our proposed method the biometric key that 
generated from user’s voice is used by Pseudo Random 
Generator (PRG) function to generate a random key, this 
function generates a different key each time. So, we reset 
programmatically the default seed before using it in order to 
have same key in the extract process. 

 
The proposed embedding approach: 

In the proposed data hiding method the DWT and DCT 
transforms have been combaned (DWCT) to hide biometric 
feature vectors. The Wavelet filters decompose the image 
into a set of non-overlapping multi-resolution sub-bands 
coefficients which can be reassembled later to reconstruct 
the original image without error. The 2-D filters divide the 
2-D images into four sub-bands HH, HL, LH and LL, as 
shown in Figure 4. 
LL – Lower resolution version of image 
HL – Vertical edge data 
LH – Horizontal edge data 
HH – Diagonal edge data 

Data can be embedded effectively by using DWT it will 
be very suitable to identify the areas in the cover image, due 
to its excellent "spatio-frequency" localization properties. 
The coefficient sets can be down sampled without loss of 
the image information because the bandwidth of the 
coefficient sets for the resulting sub-bands are smaller than 
that of the original image. In particular, the property of the 
masking effect of the human visual system can be 
exploitation by only modified the DWT coefficient of the 
region corresponding. In general, in the lower frequency 
coefficient sets LLx is concentrated the most image energy. 
So, hiding in this coefficient sets could increase robustness 
but at same time may degrade the image significantly. On 
the other hand, changing in the high frequency coefficient 
sets HHx will not be generally sensitive by the human eye 
where it includes the edges and textures of the image. This 
allow to embedding data without being perceived by the 
human eye. The method of hiding data in the middle 
frequency coefficient sets HLX and LHX of the image is 
better in perspective of imperceptibility and robustness (Al-
Haj, 2007).  
The Discrete Wavelet Transform (DWT) Dilations and 
translations of the "Mother function," or "analyzing 
wavelet" Φ(x) define an orthogonal basis, the wavelet basis 
is: 

 
                (1) 

 
Where: s and l  are integers that scale and dilate the mother 
function Φ(x) to generate wavelets.                The scale 
index s indicates the wavelet's width, and the location index 
l  gives its position. Notice that the mother functions are 
rescaled, or "dilated" by powers of two, and translated by 
integers (Graps,1995). What makes wavelet bases especially 
interesting is the self-similarity caused by the scales and 
dilations. To span the data domain at different resolutions, 
the analyzing wavelet is used in a scaling equation:  

             

 

               (2) 

 
Where : W(x) is the scaling function for the mother function 
Φ(x), and Cx are the wavelet coefficients.  

The wavelet coefficients must satisfy linear and 
quadratic constraints of the form 
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Figure (3): Authentication process of 
biometric steganography 



 

 

(3) 

 
Where  δ is the delta function and l  is the location index.  
 

After decompose the cover image into sub-bands, The 
DCT transform will be applied on the selected sub-bands. 
The discrete cosine transform (DCT) is used to decompose 
the image data into parts (or spectral sub-band) of different 
importance (depending on the image). The DCT is similar 
to the discrete Fourier transform. It transforms a signal from 
the spatial domain to the frequency domain ( Jeong et al., 
2005). DCT transform does not affect the input image size, 
i.e. if the input image is of size (n×m), the output image will 
be of the same size. DCT transform is often used in 
compression technique because it tends to concentrate 
image information. The two-dimensional DCT equations 
can be expressed as follows: 

 

(4) 

 
Where   Bpq:The element of the output image 

 

Original image can be reconstructed by applying the 
following equation of the inverse of discreet cosine 
transform (DCT-1) (Khayam,2003):  

 

(5) 

 

In the proposed technique, information has been 
embedding through reparation technique in frequency 
domain based on combination of two transforms discrete 
wavelet transform (DWT) and discrete cosine transform 
(DCT). Frequency domain steganography is very secure and 
more complex way of hiding a secret inside an image comes 
with the use and modifications of discrete cosine 
transformations. It is more secure than spatial domain 
steganography because information can be spread out to 
entire image.  

 
 
 
 
 

   
 
 
 

 
 

 
 

 
 
 
 
 
Embedding processes: 

First step before starting embedding is entered the dental 
image and extract the feature vectors of the biometric 
resource to generate the template. Second step is receiving 
the user speech as a password which is converted to random 
key using the modified Pseudo Random Generator (PRG) 
function and stored in the template data base. The  
Embedding process then starts by applying 1-level 2D Haar 
DWT on the host image then perform the block base DCT 
with selecting DWT coefficient sets (HH, LH and LH)) and 
embed data in middle frequencies in each sub-band 
depending in percentages entered by the user. Embedding 
data in the sub-bands (HH, LH and LH) is better in 
perspective of security and quality. Besides, distribute data 
in these sub-bands depending on the percentages and non-
specific number of bits in each pixel, this will provide 
confidentiality for embedded data. The processes of 
embedding data are represented in Figure 5 followed by a 
detailed explanation. 

(a) Original image 

(c) Haar DWT sub-bands 

Figure 4: Lena image before and after one Haar 
wavelet transform 

(b) After Haar DWT 



 

 
 

Input: cover image, the biometric Template data, selected 
percentages 
Output: stego image  
Step 1: perform DWT to the cover image to decompose it 
into four non-overlapping multi-resolution coefficient sets: 
HH, HL, LH and LL. 
Step 2: perform DCT to the chosen coefficient sets (HH, HL 
and LH), these coefficients sets are chosen to inquire both 
of security and efficiency of the proposed algorithm. 
Step 3: compute the data length that will be embedding into 
each subband based on the inputted percentages.  
   If the entered template data is greater than the maximum 
capacity of the three sub-bands, the program will return an 
error message to the user to change the cover image. 
Step 4: convert the biometric template and the cover matrix 
into binary vector. 
Step 5: Process of Embedding is done by inserting the total 
length of the template data vector in the first twenty bits of 
the coefficient sets, then inserting the bits of the data vector 
in LSBs of the "DCT coefficient sets" for the cover vector. 
Each of the coefficient sets include set of pixels and as is 
known include each pixel 8 bits, some of these bits are only 
used for embedding process.  The numbers of bits per pixel 
that have been used for embedding are equal in each pixel 
and it will be agreed between sender and receiver. The 
embedding in sub-bands matrix will be in this sequence 
(HH, LH then HL). 
Step 6: convert the resultant modified cover vector for each 
sub-band from binary to decimal vector. Then, Apply 
inverse DCT (IDCT) to each sub-band after its mid-band 
coefficients have been modified to embed the biometric 
template bits as described in the previous step. 
Step 7: last step is Apply invers of 1-level 2D Haar DWT to 
the coefficient sets (HH, HL, LH and LL), that including 
modified red sub-band, to produce a stego image. 
 
Extracting processes: 

The proposed system is a blind steganography 
algorithm, so the original host image is not required to 
extract the data. The extraction procedure is shown in 
Figure 6 and described in details in the following steps: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

   Input:  1-Cover image 
  2-Biometric Template data 
3- Three Percentages  
A, B, C as a password. 

Perform 1-level 2D Haar 
DWT to the cover Image to 
decompose it into four 
coefficient sets (HH, HL, LH 
and LL) 

Start 

Embedding part of the biometric 
Template data into the chosen 
coefficient depending on the 
chosen percentages 

No 

Yes 

Perform the DCT 
transformation on the chosen 

coefficient  

Perform the IDCT 
transformation to the 
embedded coefficient 

Apply invers of 1-level 2D 
Haar DWT to the coefficient 
sets (HH, HL, LH and LL) 

 
 

Output: Stego Image 

 
Figure 5: Embedding processes based 

DWCT 

End 

Choose one of the coefficient 
sets (HH, HL, LH and LL) & 
one of the percentages (A, B, 
C) sequentially 

 
If  

The Coefficient is  
(LL) 

Did all 
 The four coefficients  
have been checked? 

No 

Yes 



 

 
 
 
 
 
 
 

Input: Stego image, the percentages 
Output: The Biometric Template data 
Step 1: perform DWT on Stego image to decompose it into 
four non overlapping multi-resolution coefficient sets: HH, 
HL, LH and LL. 
Step 2: perform DCT on the chosen coefficient sets (HH, 
HL and LH). 
Step 3: Process of extracting is start by extracting the total 
length of the template data vector from the first twenty bits 
of the coefficient sets, after that compute the lengths of each 
of the three data bits sets that have been distributed in the 
three coefficient sets (HH, HL and LH) using the entered 
percentages. 
Step 4: by using the numbers of bits per pixel that have been 
used for embedding which is agreed between sender and 
receiver, the embedded data bits are extracted from the 
LSBs of the coefficient sets (HH, HL and LH).  
Step 5: reconstruct the biometric template from the 
extracted data bits. 
 
ANALYSIS OF CONCEALMENT: 
The peak signal to noise ratio (PSNR) is introduced (Lu  
and Liao, 2001),( Yuzhong et al, 2004) to evaluate the 
performance of the proposed scheme and image quality 
which is defined as: 
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(7) 

 
Where  w×h is the image size 

ai,j and bi,j are the corresponding pixel values 
of two images 

The PSNR is often expressed on a logarithmic scale in 
decibels (dB). A larger PSNR value means stego-image 
preserves the original image quality better. In general, the 
distortion of the stego image that caused by the embedding 
can be obvious when the PSNR values falling below 30 dB, 
while the stego image considered high quality when PSNR 
value is 40 dB and above (Cheddad, et al, 2008). Different 
sizes of images have been experimented. Figure 7 shows the 
difference of PSNR when using different sizes of cover 
images and (1338424) bits as amount of data. 
 

 
   Figure 7: PSNR Results for different images sizes 

 

Perform 1-level 2D Haar 
DWT to the cover Image to 
decompose it into four 
coefficient sets (HH, HL, LH 
and LL) 

Input: 1-Stego Image  
2-Three Percentages  
A, B, C as a password 

 

Start 

Extract the embedding data 
from the chosen coefficient 
depending on the chosen 
percentages 

 
If  

The Coefficient is  
(LL) 

Yes 

No 

Perform the DCT 
transformation on the chosen 

coefficient  

Output:  
The Biometric  
Template data 

 
Figure 6: Extracting processes based on DWCT 

 

End 

Did  
the extraction has  
been done to all  
Coefficient sets? 

No 

Yes 

Choose one of the coefficient 
sets (HH, HL, LH and LL) & 
one of the percentages (A, B, 
C) sequentially 



 

Table 2: Results of the comparison with the standard LSB and the 
other methods 

 
 
Obviously, hiding data with a good security key is 
preferable. This is due to the fact that the attacker can't 
recover the hidden data without getting that key. Chosen 
percentages which distribute the message bits in the sub-
bands will be the key between the sender the receiver. So 
attacker will not know the amount of data in each sub-band 
nor even the number of bits used to hide. It should be noted 
that chosen percentages will determine the quality of the 
stego image, Table 1 explains the effect of changing the 
percentages to stego image quality using different images 
(size of images are 256x256 while the embedded data size 
was 15% of cover image).  

 
Table 1: Capacity and quality of images using different 

percentages  
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[10%,45%,45%]  52.46  51.06  48.61  47.14  49.51  46.4 

[40%,20%,40%]  59.4  55.72  54.44  52.69  53.77  53.3 

[35%,30%,35%]  57.38  54.62  53.58  51.04  53.19  51.1 

[45%,45%,10%]  51.94  49.24  49.87  45.18  48.5  45.33 

[25%,25%,50%]  56.38  53.99  50.27  51.84  51.17  51.3 

[20%,20%,60%]  57.66  55.51  50.3  55.47  51.71  54.01 

 

Capacity of the image is also depends on the nature of the 
image which is varies from image to another. Figure 8 
shows the difference of capacity between three images have 
same size 512x512. 

 
Figure 8: Difference of capacity of three images  

 
The proposed method has been compared other methods, 

one of the common methods is uses skin region of the image for 
embedded the template data (Kharge et al, 2013), (Amritha and 
Meethu, 2013). Other slandered method is the adaptive LSB 
method (ADLSB), it is enhance to the classic LSB. As well, 
proposed method has been compared with a method uses the same 
proposed technique but with using DWT transform only. The 
comparison is shown in Table 2. 

 
 

CONCLUSION 
In this paper, a new approach of hiding template data has 
been proposed with combine the hiding system with multi-
factor biometric. The results of the proposed hiding system 
showed high efficiency comparing with other methods, the 
cover image still maintains a high quality and low PSNR 
even with large amount of data inside, It also shows an 
efficiency with all kinds of images, the proposed approach 
provides good security and protection against any stego 
attacks , Where the cover image resolution doesn't change 
much and is negligible besides the key (percentages values) 
which helps to hide data in unpredictable places in the cover 
image. on the other hand the random key which is generated 
from the user's sound gives an extra protection to the system 
because it became a condition to extract the hidden data of 
the second biometric (dental) inside the stego image. 
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ABSTRACT 
The existing architecture of Information technology system in service organization is designed as a modularity 

structure.  However, in fact, there is a concern about information technology interdependency especially data and 
processes linkage of each system. It is sustain that information flow can be constructed of the requirements from 
different users background, knowledge ability, own interest, and in different timeframe. Even though company put high 
investment in advance information technology systems, but there is a lack of relation interdependency among them 
which can be costly and caused ineffective resource utilization. The objective of this research is to develop holistic IT 
systems for a service process innovation by following 5D model. We began by studying the existing IT systems, process 
flows in case service organizations, followed by semi-structured in-depth interview with ten project members from the 
three case studies. Action research is conducted by a better and simpler techniques solution as an innovative 5D model 
of service innovation development process in claim motor insurance which we selected the leading top ten insurance 
firms in Thailand. The 5D model approach provides a comprehensive process with clear direction and useful tools and 
techniques at each step. The new developed IT systems of claim motor insurance re-engineering project took one year 
and two months which yield the result of approximately 79 percent time-consuming reduction at each claim. The new IT 
systems ensure the competitive advantage in terms of high effective process and cost efficient for insurance firms in 
long-term.   

 
Key Words: IT systems, claim motor insurance, service process innovation, insurance in Thailand  

 
INTRODUCTION 

As the Business Process Re-engineering (BPR) 
principle has been defined as a fundamental rethinking and 
radical redesign of the business process to achieve dramatic 
improvement in critical, contemporary measures of 
performance, such as cost, quality, service and speed 
(Hammer and Champy, 1993). The definition of a 
breakthrough process for design which the results expected 
will be 50-100% improvement (Davenport,1993 ). BPR 
implementation in insurance industries will be a high 
investment associated with large-scale innovation, and a 
high risk when re-engineering their processes (Lee and Dale, 
1998; Mansar and Reijers, 2005). Zellner’s study (2011) found 
there are some proposed frameworks and methodologies by 
selecting the best practices of 8 papers, and all papers 
mention the business process in terms of reviewing and 
analysing redesign, methodologies, and improvement. 
However, there are no indications of how to support the act 
of improvement, and there are no patterns (Zellner, 2011).  

For technological innovation perspective, it is the 
invention of new technology which deploy to the new 
marketplace, products, processes, and services (Betz, 1993).  
The process of technological process innovation is a 
complex process (Afuah, 1998). Technological innovations 
require paradigm change, the process of organization 
integration, and environment assessment, capabilities of 
technological development which impact size, cost, 
efficiency, or capability improvement of 50 percent or more 

(Mueser, 1985). However, the interested on technological 
innovation process still continue, it is the opportunities 
offered by new technologies which there is no model of 
technology innovation  (Navekar  and Jain, 2006 ). 

The majority of motor insurance firms in the 
global insurance industry follow similar claim processes 
involving the complex supply chain which are process of 
first notification of loss (FNOL) to the call center, followed 
by assignment of a surveyor to investigate the loss, the 
customer has to present the insurance policies coverage, the 
surveyor records the loss estimation report to the customer 
for garage acceptance, surveyor has lead time 3 days for 
claim information additional input and transfers to the claim 
system (Ernst & Young. 2012; Munich-Re, 2013). When the 
customer goes to the garage for car repairing, the garage 
staff will let them fill up claim form. The garage staff will 
input customer’s data and claim details to the middle-end 
claim system. The claim staff will check claim request for 
approval from middle-end claim system and probably 
requests spare parts quotation and ordering the spare part 
shops. However, the whole process is 59 activities, the 
insurance firms keep tight control to make sure that claim 
details are accurate and financial risk concerned (Gadrey et 
al., 1995). Therefore, end-to-end process duration for normal 
cases are averaging 20-24 days. This is considerably slower 
than the best practice benchmark claim service completion 
of the United State of America which runs at 14-14.75 days 
(Hinshaw& Culbertson LLP., 2007). 



 
 

As Thai insurance market consequence of the 
tremendous growth of the motor insurance business in the 
past three years (OIC, 2012; SwissRe, 2013), excess claim 
demands affect service supply in the insurance industry 
include related supply chains. The premiums landscape 
continues to be dominated by the performance of motor 
insurance, valued at approximately US$ 3.43 billion which 
is the largest market in ASEAN (GSMA, 2014; IGI, 2014). 
All insurance firms emphasized to allocate their significant 
budgets for the advance information technology systems 
investment, but this seems cannot improve their service 
turnaround time, service quality to gain their customers’ 
satisfaction. As the systems were designed and developed in 
different purposes and timeframe, they are modular 
systems. Moreover, the system developing methods 
depended on different principles of their IT knowledge, own 
interests and focus, and vendors, as the result, they were 
built without overall system architecture design (in-depth 
interview with ten insurance experts). Therefore, they are 
not end-to-end or straight-through-process systems which 
the data cannot flow straight-through all systems. Even 
though, most of them tried to develop data flow to each 
system, but it is only data transferring which still missing 
necessary fields that need additional manually works. 
Therefore, this is major cause of waiting period at least 4 
spots which consume 3 days each in total of 12 days. 
However, new paradigm of system developing is emerging 
with integration of internal such as core processes, with the 
external applications, devices and networks of business 
partners and customers to utilize the whole system create 
process and service innovation  (Hammer and Champy, 
2993; Davenport, 1993).    

This study offers an approach for developing 
information technology system design for process and 
service innovation of complex supply chain. Using 
innovative 5D model and Action Research to create 
information flow align with business strategy for process 
and service innovation strategy. 
 
RESEARCH BACKGROUND  
A. Claim motor insurance system components in Thai 
insurance context    

At present, most service companies develop new 
processes by following document flow which has already 
been designed using an IT application package. In the past 
decade, there were still low claim transactions, the 
insurance firms had simple call center application and core 
system to manage their claim service. In  2005, the first 
system outsource launched e-Claim system which is 
middle-end system for garages submitted claim and 
requested approval from insurance firms. In 2007, the GPS 
nationwide network was provided driven the second system 
outsource provider for GPS Tablet claim investigation 
record. Therefore, there are four systems support for claim 
motor process in Thailand (regardless dealers’ system and 
manual operations such as using facsimile and e-mail), 
namely, e-Claim system (GPS surveyor dispatch –front-end 
system), e-Survey system (claim damage report), electronic 
claim management system (middle-end system), and 
Insurance Core System to be jointly operated by dealers, 
body shops, and spare parts shops as shown in Fig. 1.  

 

 
Fig. 1. Thai insurance claim motor service system components   

 
The features and functions of each system are: 
 

1. GPS e-Survey System for Call Center, customer 
details enquiry, surveyor location, and dispatch to 
surveyor to site investigation. 
2. E-Surveyor (module in e-Claim) for claim 
consideration and claim approval for claim register 
3. Core System is the internal core process of 
underwriting process, claim process, financial 
information and reinsurer module. 
4. e-Claim is the middle-end system for insurance 
firms and the garages, spare parts and equipment. 
5. Manual process via facsimile machine and e-
mail  
      

B. Existing Claim motor insurance processes 
As claim motor insurance process was managed 

among complex supply chain, there are at least 59 main 
activities from started until ended. It is not simple to 
understand the whole process in details. The authors would 
like to simplify by using function diagram symbolic.     
 

 

 
Fig. 2. Claim motor insurance process in Thailand adapted from 
Silverstein  

(2012) 

 
Figure 2 shows that the claim motor insurance activities are 
very complex with 59 major activities and 100 sub-



 
 

activities. When the accident occurs, customer will contact 
call center to assign surveyor at site investigation from the 
e-Surveyor system (System I), but undesired activities, if 
they call agents co-ordinate with call center. For non-
accident claims, they will go the garages for investigation 
which the garages have to call the call center for checking 
the policy coverage and customer details. The call center 
will search for the closet surveyors and assignment and 
customer information dispatch to surveyor. The standard 
service level agreement (SLA) within 30 minute in city 
area, surveyor has to arrive to at the accident location. 
Surveyor investigate the insurance policy, driver license ID 
card, car damage evident, input the evident, take the 
photographs, and print out the detail slip to the customer. 
The surveyor will input the additional data into the tablet 
and submit to the system. Afterward, surveyor has to use 
the computer at the office to input some redundant and 
additional data to e-Survey system (System II). At middle 
office, administration staff will check claim transaction in 
details and register claim with loss cost estimation in the 
core system (System III), the surveyor officers will consider 
and screen the claim details such as the accident cause, any 
unusual evident, and the potential fraud. If it is normal case, 
the officer will approve that claim in e-Survey system. The 
customer will drive the car to the garage for repairing. The 
garage will give the garage document form and input 
customer data, claim damage details, spare parts details, and 
cost of repairing into the e-Claim system (System IV). At 
the back-office, Claim staff will check the details in e-
Claim system and negotiate repair or change the spare parts, 
price conclusion and claim approval. Claim staff has to 
check the spare parts and approve orders with the spare part 
shops in e-Claim system. Some spare parts shops do not use 
e-Claim, they have to use facsimile machine for this 
activities. The spare part shops will send the spare parts to 
the garage. The garage will complete repairing, and call the 
customer for car picking up.  

In each different system, they have to transfer data 
from one system to another and manually input additional 
information. This is redundancy work of each transaction 
which create error occurs. Operational Risk of process is 
very high. It is the challenge for the industry to revise 
information technology as a whole process and radical 
redesign align with this technology age.     
 
RESEARCH METHOD  

To document the existed claim motor insurance 
process, a multiple case study approach was chosen. The 
three cycles of action research (Villiers, 2005), case study 
research design and proposed innovative 5D model as a 
guideline will be “replication logic” rather “sampling 
logic”. Moreover, this is not a population, but it is made 
generalization to the theory (Lincoln and Denzin, 2003). 
Three claim motor insurance processes were selected across 
the top ten insurance firms which is 68% of market share 
[14].  The details of three case studies are summarized in 
Table I. Case study data collection was triangulated of three 
district components:  

 
  1. Semi-structured in-depth interview 
with ten insurance experts 

  2. On site observation as the project 
sponsor, and 
  3. Data collection and project document 
analysis  

 
This method approach will be achieved the deeper 

insight information with multiple methods, empirical 
materials, and observes in three case studies while the 
sequent convergence of the finding will helps to strengthen 
the research conclusion (Lincoln and Denzin, (2003;  
Edwards and Holt, 2010). The technique structure analysis 
and design methodologies of three cycle action research will 
use innovative 5D model of service innovation development 
process for claim motor insurance in Thailand, which 
comprises the stages of Discover, Define, Design, Develop, 
and Deploy. The information technology systems flow 
diagrams will be observed the process models and presented 
in graphical diagram are as follows: 
  

1. System flow Diagram 
2. Action Research Process flow 
3. Data Stores and data fields  
4. Internal and External environments 
From in-depth interviews with 10 project members of 

operations, procedures and IT group heads, data were 
collected from the top ten motor insurance companies in 
Thailand to gather qualitative data (DiCicco-Bloom and 
Crabtree, 2006). They are the leading services innovation 
insurance firms which are a good example of employing 
tools and technology (Jin et al., 2012). 
 
Table I.  Case study descriptions for Action Research  
 
Case Project Type/  Company description   Job title/experience of  

Descriptions       Interviewees 
 
  A Motor Re-engineering Insurance firm A is the 5th ranking of Head of Motor Business 

Process selection:  Insurance industry in Thailand. It is  Operation with more than 40 
Front-end service  general insurance firm which premium  years experience in  
focus on claim first  generated from Motor and Non-Motor  underwriting and claim service 

  notify of loss (FNOL) as 50:50. Their distribution channels  and Head of Corporate Strategy
Duration: on August 16th, strategy is multi-channels distribution 
2013, and finished on  included agency, brokerage, Bancassurance, 
February 13th, 2014 Motor partners, and alternative channels. 

Its significant motor premium growth in 2013 
 is more than 53% compared to the previous 
years. 

  B Process innovation Insurance firm B is the 4th ranking of Head of Business process 
Process selection:  Insurance industry in Thailand. Their  development, VP of IT  
Payment approval and premium income are motor and non- department, Project owner.  
payment remittance to motor in proportion of 91:9. This firm is  
partners   very strong in motor business process  
Duration: on February,   management and a leading innovate services  
20th, 2014- April 25th,  in the industry. 
2014. 

  C Motor Re-engineering Insurance firm A. details as state in Case A Project Manager (PM), Project 
Process selection:       Office Management (PMO), 

 Front and Middle-end       2 Project owners, IT manager 
 e-Surveyor and E-Survey 
 for claim consideration and 

registration. 
Duration: on May 2nd, - 
September 24th, 2014  

 

 
The logical generic guidance of the existing system 

environment as system flows are shown in Figure 3. This 
approach to understand the logical of existing system, 
process and data flow design. This is a sound basis for the 
process of system design and redesign to support business 
strategy (Yeates and Wakefield, 2004) which will be 
interpreted the guidance information technology system 
design. 



 
 

For action research process, we applied innovation 
5D Model which consists of five stages as shown in Fig. 4 
included: 
 
 1. Discover: Issues assessment of the existing 
system and business processes 
 2. Define: Identify the critical issues of information 
technology system, devices, business processes. 

3. Design: Design new system and process innovation 
align with business strategy, technology and trends 
 4. Develop: System and Business processes 
development, project management 
 5. Deploy: Pilot Site testing, Roll out plan, Change 
Management align diffusion strategy 
 

 
Fig. 3.  Innovative 5D Model of service innovation development 

process for claim motor insurance in Thailand 

 
IMPLEMENT 5D MODEL FOR ACTION RESEARCH  

We used the approached 5D model to start each 
stage: 
 

Stage D1- Discover. We assessed the process and IT 
systems to understand the existing flow and system 
components including organization structure functions. 
We implemented field observation and in-depth 
interview, function analysis, and value stream mapping as 
strategic tools and techniques. This stage D1, we found at 
least 8 steps of claim service included 59 major activities 
of the claim motor insurance process in additional of 99-
101 sub-activities. We focus on the controlled activities 
which do not collaborate with partners in supply chain 
such as garages, spare parts shops. The total time 
consume of controllable acts is 9,140 minutes as shown 
in Table 2.  

There are very completed IT system components 
which cover all functions such as call center, surveyor, 
claim administration, claim staff, garages, spare parts, 
and billing invoice. However, we have to assess each in 
details that will drill down to filed elements which 
interface each other, process sequence and system 
alignment, and etc. the details of system components and 
staff involved in each stage as shown in Fig. 4. There are 

4 major systems created spots of waiting period total 12 
days for data transfer instead of systems interface, and 
input the additional data required.  
 
 
 
 
Table 2. Claim motor insurance process; sub-processes and activities  

 
 



 
 

 
Fig. 4. The existing IT system components and the data input in each 
stage  

 
Stage D2 –Define: As claim motor insurance process is 

very complex and long process, author and project team 
have to understand in details. We stepped back to the 
stage D1 to assess the reasons of each activities with 
“Why” questions. Therefore, we analyzed and 
synthesized that there are risk and fraud concerned in 
every activities which the systems do not design to 
prevent risk and fraud except human. As the result, they 
must work in details, check and recheck the same points. 
This stage, we used function analysis, value stream 
mapping, and risk management to define the critical 
issues. We defined risk factors and risk impact and risk 
appetites of delay, poor quality, high cost, low customers’ 
satisfaction. The number quantify is crucial to divide the 
whole processes in to 4 sub-processes in line with IT 
systems as shown in Fig. 5. This will be clearly defined 
that front-end, middle, and back-end sub-processes are 
the critical because these effect to customers and 
partners. Moreover, if we analyzed on the system 
support, we found that there are manual works, additional 
data input, and human error occurred.   

 
 
Fig. 5. The 4 major sub-processes and the system components in 

process 
 

 Stage D3- Design: from extensive literature review 
and in-depth interview, the design stage is very important. 
We used Use case diagram and Quality Functional 
Deployment (QFD) in additional to user requirements 
study. Business analyst (BA) and System analyst (SA) have 
to design both business process requirements, system 

requirement, technology support, organization structure, and 
other environment such as network infrastructure, machines 
and equipments. At this stage, project manager has to 
understand gap of the existing and “to be” blueprint and 
implement Change management to protect risk of project. 
There are 3 cases align with sub-processes such as Case 
A:First Notify Of Loss (FNOL) “ilertu”, Case B: Billing 
payment “Quick payment”, and Case C:e-Survey “e-Smart 
Survey”.  

Case A “ilertu”, we used Use case diagram to 
understand the existing and Function analysis for design the 
activities as shown in Fig. 6. Case A, we provided icon 
“ilertu” for notify accident claim, customers information 
will pop-up on the screen with latitude and longitude of 
accident location. Call center will send dispatch to surveyor 
on site for investigation.   
    Case B “Quick payment”, Billing 
payment over due 45 days and billing transactions are 
increasing each month. The factors constrain of manpower 
limitation, process restriction and multi-systems impact 
partners’ satisfaction. Project team cannot put the priority of 
system development for quick win. If we analyzed from Fig. 
9 at the existing process, there is business as usual. 
However, we repeated D1 and D2 stage for 5 rounds 
assessment and they found the major problem from Use 
case diagram as shown in Fig. 7.  
    

 
   Fig. 6.  Use case diagram of First Notify of Loss for “ilertu” 
project 

 

 



 
 

Fig 7.  Use case diagram for billing payment processes 
 

CASE C: e-Survey “e-Smart-Survey”, there are 
redundant fields in both e-Surveyor and E-Survey systems.  
Project manager interviewed surveyors 4 cycles because it 
seems they have technology support them. He went out 
surveyor by using    ethnography technique. We saw e-
surveyor on tablet screen and compared with E-Survey on 
computer screen. It was similar fields and additional 
information fields. Hence, we have to map fields from both 
systems. We decided to follow the first entry which is 
surveyor to take responsible for complete fields required. 
The combine systems programming design will be replace 
both systems. We defined the rekey and redundant fields 
issues from Table 3 which compared through core system. 
From Case C, we will have new system named “e-Smart 
Survey” as a single claim data entry for all connecting 
system. 
  
 
 
Table 3 Fields comparison of major 3 systems study  

     
Stage D4- Develop: project manager tried to use CMMI 

technique to control development stage, but can use some 
parts of CMMI level I. such as project management, 
documents, change requested. The designs for each sub-
processes as shown in Fig. 8 and Fig. 9 
 

 
Fig. 8 Functions flow design for program development “ilertu”  
 

 
Fig. 9 Process flow design for activities reverse and adjust sequence   

Approval functions in program  
 
Table 4. Fields merger, features and functions development for “e- 

Smart-Survey”  

 
 
Stage D5- Deploy: we planned for technology 

launching different application with different strategy.  
As we were aware of diffusion strategy, Case A: the 
target users are mass users which we target the lead 
users who are smartphone mobile users. Case B 
deployment, claim administration and Finance staff are 
the major users. We prepared training and on-site 
implementing with users is our deploy strategy. Case C 
implementation, the target users are surveyors cross 



 
 

nationwide. We have to train and provide user manuals 
via documents and on website. Project manager and 
PMO team focused on change management avoid the 
risk of failure. 

 
RESEARCH RESULTS 

The results analysis from this study, we used 
sample tools and techniques as action research to revise the 
complex processes among complex supply chain and 
complex IT systems. The developed process and service 
innovation is measured in terms of speed, cost reduction 
and as the result customers’ satisfaction. Therefore, to 
measure the performance of three case studies from the 
whole claim motor insurance process is shown in Table. 5 
as we already followed up and measured for a month. The 
measurement of time consume, it is compared between 
previous which is 9,140 minutes compared to current 
situation is 1,897.28 minutes. The speed performance is 
better 79.24 percent, this affects to cost reduction and 
efficiency of performance while sales and claim 
transactions is growing up, insurance firms do not have to 
add manpower or IT systems.  

While we assessed on process and IT systems, we 
found an element of novelty that adds value to this research. 
The process chain linkage of motor business is not only 
claim processes, but also the underwriting process. Some 
rigid works at the back-end of claim process may cause 
from the front of underwriting. We cannot resolve at the 
back-end unless we understand the linkage problem. 
Therefore, while start the stage Discover we will not only 
focus on the issue, but we have to expand the assessment to 
understand the whole loop of underwriting and claim 
processes.   
 
Table. 5. Claim motor insurance process measures after deploy new  

development of three case studies  

 
 
DISCUSSION  
A. Conclusions  

This study concluded that most of service 
organizations have the powerful IT systems support. 
However, it seems very difficult to work on the business 
process re-engineering of complex processes, complex 
supply chain and complex IT system components. This 
research shows the developed IT systems which concern 
about information technology interdependency especially 
data and processes linkage of each system by following 5D 
model as a simple step-by-step framework. Moreover, the 
stage of discover and define will assist the project team 
confident to design the radical process. Furthermore, based 
on the project success, the key success factors of three case 
studies are: 

1. Project has to emphasize to project strategy 
alignment with corporate strategy. 

2. Project members, especially project sponsor, 
project manager and project officer management. Their 
education and experience are matter to manage the project 
from start until end. 

3. IT resources and skills must be fully allocated as 
full time on the project 

4. Project follow up and monitoring regularly. 
5. Project communication to every level such as 



 
 

top management, middle management, cross-functional, and 
staff. 

6. Reward to the project team besides their job 
responsible and they devote to the project successfully. 

7. Not only process design, people, and IT systems 
concerned, but also data interdependency design and 
equipment capacity are the key factors as well. 

  
B. Managerial implications 

In the service industry, a service delivery process 
is the core engine of service, whereby activities in the 
processes and IT systems have to synchronize being 
interactive end-to-end process (Hammer and Champy, 
1993; Gronroos, 2000; Van der Aa and Elfring, 2002; 
Kuczmarski and Johnston, 2008). We acknowledged that 
service organizations invest in IT systems to support their 
service delivery and target to be service excellent, but most 
of IT systems are ready packages and adopted from abroad. 
Moreover, some of process design and IT systems have 
been implemented more than 6 or 7 years. It is about time to 
review and enhance the existing before moving forward to 
new era of technology. Furthermore, this research shows the 
fuzzy existing IT systems can redeploy to process and 
service innovation 
   
C. Limitations and future research 

The limitation of this study is focusing on process 
innovation of motor insurance claim service in Thailand for 
action research case studies which are very specific 
domains. The innovative 5D model was approached for 
action research methodology. This research will be an 
example of the principle and practical for other processes in 
motor insurance business such as underwriting process, and 
selling process. Moreover, this will be deployed to other 
service industries, such as: financial services, automobile 
service garages, life and health insurance, government 
services, logistics, and etc. Future research work will be 
conducted with other insurance firms in Thailand and in 
Southeast Asia. 
 
REFERENCES 
Afuah, A. (1998), Innovation Management: Strategies,  
Implementation, and Profits, Oxford University Press,  
Oxford 
 
Betz, F. (1993), “Strategic Technology Management”, 
McGraw-Hill, New York, NY. 
 
Davenport, T.H. (1993), Process Innovation: Reengineering  
Work through information Technology, Harvard Business  
School Press. 
 
DiCicco-Bloom, B. and Crabtree, B.F.(2006), The  
qualitative research interview, Medical Education, Vol.40,  
No. 4, pp.314-321. 
 
Edwards, D.J. and Holt, G.D. (2010), The case for ‘3D  
triangulation’ when applied to construction management  
research, Construction Innovation: Information, Process,  
Management, Vol. 10 No. 1, pp. 25-41. 

 
Ernst & Young. (2012), “Asia Pacific: Voice of the  
customer time for insurer to rethink their relationship”,  
Global consumer insurance surevey2012  
 
Gadrey, J., Gallouj, F. and Weinstein, O. (1995), New 
modes of innovation: how services benefit industry, 
International Journal of Services Industry Management, 
Vol. 6 No. 3, pp. 4-16. 
 
 
Gronroos, C. (2000), “On define marketing: finding a new 
roadmap for marketing”, Vol. 6(4), pp. 395-417, Copyright 
2006 SAGE. 
 
GSMA, (2014), The Mobile Economy Asia Pacific 2014, 9 
June, 2014, Shanghai, accessed on 28.06.2014 available:          
http://www.gsma.com/aboutus/  
 
Hammer, M. and Champy, J. (1993), “Re-engineering the  
corporation, A manifest for business revolution”, Harper  
Collins, New York, USA.  
 
Hinshaw& Culbertson LLP. (2007), Claim Handling  
Requirements A 50 States survey, Available:  
http://www.hinshawlaw.com/files/Publication/ 
/ClaimHandlingWEB. 
 
Indonesia General Insurance (IGI), (2014), “Report of 
General Insurance 2013”, accessed on 6.08.2014 available: 
http://www.gbgindonesia.com/en/finance/article/2013/oppo
rtunities_in_indonesia_s_general_insurance_sector.php 
 
Jin, D, Chai, K.H. and Tan, K.C. (2012), Organizational 
adoption of new service development tools, Marketing 
Service Quality, Vol. 22, No.3, pp. 233-259. 
 
Kuczmarski, T.D. and Johnston, Z.T. (2008), “The PDMA 
Handbook of New Product Development”, second edition: 
Chapter seven, Service Development, GeorgeCastellion-
Abble Griffin Associate Editors. 
 
 
Lee, D. and Dale. B. (1998), Business Process  
Management: A Review and Evaluation. Business Process  
Management Journal, 4(3), pp. 214-225. 
 
Lincoln, Y. and Denzin, N. (2003),“The Landscape of  
Qualitative Research: Theories and Issues”, 2nd ed., Sage,  
London. 
 
Mansar, S.L.,andReijers, H.A. (2005), “Best practices in  
business process redesign: validation of a redesign  
framework” Computers in Industry, available: 
 www.sciencedirect.com/science/journal/07475632 
(accessed January 11, 2005). 
 
Mueser, R. (1985), Identifying technical innovations, IEEE  
Transactions in Engineering Management, Vol. 32 No. 4,  
pp. 158-76. 



 
 

 
Munich-Re Report (2013),“The motor insurance business  
for profitability”, Munich Re Report of October, 2013. 
 
Navekar, R.S. and Jain, K. (2006), A new framework to  
understand the technological innovation process, Journal of 
 intellectual property, Vol. 7, no. 2, pp. 174-186. 
 
Organization of Insurance Commission: OIC, (2012),  
March Report, Thailand. 
 
SwissRe, (2013), World insurance in 2013 steering towards  
recovery, Swissre Sigma, No.4/2013 
 
Van der Aa, W. and Elfring, T. (2002), Realizing 

innovation  
in services, Scandinavian Journal of Management, Vol. 18  
No. 2, pp.155-171. 
 
Villiers, M. R. d.(2005),  Three approaches as pillars for 
interpretive information systems research: development 
research, action research and grounded theory. In 
Proceedings of the Proceedings of the 2005 annual 
research conference of the South African institute of 
computer scientists and information technologists on IT 
research in developing countries (White River, South 
Africa, 2005). South African Institute for Computer 
Scientists and Information Technologists, [insert City of 

Publication],[insert 2005 of Publication].Lincoln, Y. and Denzin, 
N. (Eds) (2003), The Landscape of Qualitative Research: 
Theories and 
 
Zellner, G. (2011), A structured evaluation of Business  
Process Improvement Approach, Business Process  
Management, Vol. 17, No. 2, pp. 203-237. 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

1

 

 

 
www.arpnjournals.com 

 

Stock Market Direction Prediction Using Data Mining Classification 

 

Pujana Paliyawan 
Independent Researcher, Thailand 

E-Mail: Pujana.P@gmail.com 
 

 
ABSTRACT 
The key of success in stock trading is to buy and sell stocks at the right time for the right price. “Buy Low, Sell High” 
sounds easy, but it is so difficult to carry out since the direction of stock market in the near future is almost unpredictable. 
With the advances in data mining, it has now become possible to predict the future market direction based on historical 
data. In this study, different approaches are used to predict the future market direction of the Stock Exchange of Thailand 
(SET). Time series forecasting is conducted and a suitable span of time for the stock market data is examined. A novel 
approach to predict future market direction has been introduced based on chart patterns recognition by using data mining 
classification. Models are built through different methods including neural network, decision tree, naïve Bayes and k-
nearest neighbors. Results were obtained, compared and discussed in details. Important chart patterns to support decision 
making in stock trading had been found out. In order to visualize the result, a visualization technique is also introduced. 
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INTRODUCTION 

“You can’t create a duplicate of yourself to 
increase your working time; so instead, you need to send an 
extension of yourself—your money—to work [1].” 

Investment is the science and art of growing 
money by putting money to work. Stock market has been a 
center of attraction for the investors for a long period of 
time. It historically provided the highest returns of any 
financial asset which was close to 10% over the long term 
[2]. In stock market, it is possible to make multiple returns 
as well as to lose the principle and go bankrupt. The major 
key to success is to buy and sell the stock at the right time 
for the right price 

Basically, an investor makes a decision by 
measuring of company financial statements; for example, 
earnings per share (EPS), net profit margin, price-to-book 
(P/B) ratio, and price-to-earnings (P/E) ratio [2,3]. 

 P/E ratio is one most commonly used 
measurement for assessing stock prices, it has been used in 
deciding if a stock is undervalued and should be bought or a 
stock is overvalued and should be sold, as well as in 
estimating the payback period on a given investment. A 
stock with a lower P/E ratio seems to be cheaper and more 
attractive; however, since the stock price also reflects the 
growth and investors’ future expectation in a company, the 
stock that is traded undervalued may imply an unbright 
company future. [2,3]. Moreover, the study on factual 
analysis of each cycle’s winning stocks had shown that P/E 
ratio was not an important cause of the most successful 
stock moves and it was recommended not to buy a stock 
solely because the P/E ratio looks cheap [3]. 

Similar to P/E ratio, many stock measurements can 
change drastically based on uncontrollable factors such as 
interest rates, investor sentiment, or government actions 
[3,4]. Even though there are several measurements to assess 
stock prices, in fact, factors on which buying or selling 
depend on cannot be quantified and it is nearly impossible 
to correctly predict a price direction in the near future [5,6]. 

Several studies have been conducted to find out the 
way to predict the future stock price and the market 

directions. Several methods from financial analysis as well 
as data analysis were applied. In recent years, neural 
network (NN) become a widely method used for stock 
forecasting. Unfortunately, even results from NN models 
were appreciated in term of accuracy; many of them were 
not put into practice. This problem happened due to 
inability of neural networks to explain its reasoning; results 
were opaque to human interpretation [7]. In addition, 
proposed systems as well as discovered knowledge were not 
reachable to retail investors. 

In this study, time series forecasting models are 
constructed to forecast the future market index by using a 
back propagation neural network (a wildly used approach). 
Models are built in several workflows in order to examine a 
suitable span of time for the stock market data.  

After that, a novel approach for predicting future 
market direction is proposed based on chart patterns 
recognition by using data mining classification. 
Classification methods [8,9] include neural network, 
decision tree, naive Bayes and k-nearest neighbours; the 
model aims to predict whether the market index will go up, 
go down or stay in the next 1, 6 and 21 days. In addition, 
important chart patterns are found out and a visualization 
technique for visualizing them is introduced. The case study 
is applied to the Stock Exchange of Thailand (SET) [10]. 
 

STOCK MARKET 
 

Investor Types 
There are two major types of investors which are 

value investor and speculator [1,2,4,11]. 
Value investors view stocks as its original purpose, 

a share of ownership of the company. They look for stocks 
those are traded at discounts to book value, have high 
dividend yields and low P/E ratio. Concerning on safety of 
principal and an adequate return, they generally hold stocks 
for a long period of time, as long as there is no change in the 
business fundamental. 

On the other hand, speculators optimize their profit 
by taking risky financial transactions. They buy and sell 
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stocks dynamically to speculate on the volatility of the stock 
price. Concerning less on the business fundamental or the 
dividend yield, they focus on the short term trend of the 
price using news and technical analysis. 

 
Technical analysis 

Technical analysis [1,3,12,13] is a process of 
forecasting the future direction of prices or market indexes 
through the study on historical data. While fundamental 
analysis focuses on the financial statements and potentials 
of the business (e.g. the health of the company, 
management and competitive advantages), technical 
analysis mainly focuses on the chart and quantitative data 
(e.g. price and volume) with the belief that the history tends 
to repeat itself. 

Technical analysts use either computational or 
non-computational analysis. Statistics or analytical methods 
can be performed on the past market data to analyze the 
price direction (e.g. RSI, MACD, DMI, Stochastic 
oscillator) and to estimate support & resistance (e.g. 
Fibonacci retracement). Graphical methods can also be used 
instead of complex computation, and it is widely used due 
to simplicity. One well-known method called “Candlestick 
pattern” is to predict the price direction based on patterns 
observing of a candlestick chart. Another method called 
“Elliott wave theory” is to predict the movement of the 
stock market by observing and identifying a repetitive 
pattern of waves.  
 
Stock Market Prediction Theories 

1. Efficient Market Hypothesis (EMH) 
Efficient Market Hypothesis was an idea 

developed in the 1965 by Fama [14,15]. EMH states that the 
price of a security will reflect the whole market 
information.  As soon as there is any information indicating 
that a security is underpriced and therefore offers a profit 
opportunity, investors will immediately buy it and its price 
will rise up to a fair value.  

Fama had introduced three forms of financial 
market efficiency: weak, semi-strong and strong. In weak-
form efficiency, future prices cannot be predicted by 
analyzing prices from the past; hence the technical analysis 
was unreliable. In semi-strong-form efficiency, the price 
will rapidly adjust to publicly available new information; 
neither fundamental analysis nor technical analysis 
techniques are able to reliably produce excess returns. And 
in strong-form efficiency, the price will reflect all 
information including insider information; no one can earn 
excess returns. 

EMH had been criticized for years. No one knows 
how much efficiency the market is, but one acceptable 
context is that the price of a security is already reflected by 
related information about that security. 

2. Behavioral Finance 
Behavioral finance [16] explains why and how 

markets might be inefficient. It is to study the influence of 
psychological, social, cognitive, and emotional factors on 
the security and the markets. The historical patterns and the 
current market circumstance can psychologically affect the 
investor, and their respond will lead to a predictable market 
trend.  
 

METHODOLOGIES 
 

Time Series Forecasting (TSF) 
Time series forecasting [8,17] is a process of 

analyzing time series data and predicting the future 
outcome. It uses statistical techniques to model and explain 
time-dependent series of data points. TSF is a widely used 
technique in financial forecasting. 

 
Back Propagation Neural Network (BPNN) 

Neural network (NN) [8] is a computational model 
that is capable of estimation (TSF) and pattern recognition 
(Classification). It is robust with respect to noisy and 
erroneous data, and is able to learn and adapt to the 
environment. Neural network is applicable to the problem 
that algorithm is indefinable or exhaustive search is 
infeasible. NN is in consideration as long as the optimal 
solution is the first priori, not the interpretable result.  

In this work, the neural network is multi-layer 
perceptron (MLP) and uses a back propagation (BP) 
algorithm in its learning. 

 
Data Mining Classification  

1. Decision Tree (D-Tree) 
Decision tree [8,9] is a classification method which 

yields output as a flowchart-like tree structure. The result 
from D-Tree is highly interpretable, but the outcome must 
be represented in categorical data. In this work, D-Tree 
algorithm called “J48” is applied to classify future stock 
market direction. 

2. Naïve Bayes 
Naïve Bayes [8,9] is a simple probabilistic 

classifier based on Bayes’ theorem, with a naive assumption 
of independence between every pair of features. 

3. k-Nearest Neighbors (KNN) 
KNN [8,9] is a non-parametric lazy learning 

algorithm that predicts class of the object based on the k 
closest training examples in the feature space. An object is 
classified by a majority vote of its neighbors; the object will 
be assigned to the class most common amongst its k nearest 
neighbors (k = 15 in this study). 
 
Evaluation Methods for TSF  

There were three methods used for evaluation of 
forecasting accuracy in this study, which are mean absolute 
error (MAE), root mean squared error (RMSE) and 
direction accuracy (DAC) [17]. 

 
ŷ   = predicted value of j 
y  = actual value of j 
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RELATED WORKS 
 

In 2000, Kim and Han [6] mentioned that NN a 
limitation in patterns recognition since the stock market 
data had tremendous noise and complex dimensionality. 
Previous studies tried to optimize the controlling parameters 
of NN, yet they were less concern on reducing 
dimensionality and eliminating of irrelevant patterns. So 
they focused on feature discretization in NN by using 
genetic algorithms. The proposed model (GA approach to 
feature discretization (GAFD), outperformed other two 
conventional models, which were the linear transformation 
with BPNN (BPLT) and the linear transformation with NN 
trained by GA (GALT). 

In 2001, Gencay and Min Qi [18] conducted a 
study to improve prediction accuracy in pricing and hedging 
derivative securities (S&P 500 index call options). It was 
mentioned that NN was accurate and computationally 
efficient, but it had a tendency to be overfitted when the 
data contain irrelevant information or noise. Bayesian 
regularization, early stopping, and bagging were applied for 
preventing overfitting. They found that feed forward 
networks with Bayesian regularization generated smaller 
pricing and delta-hedging errors than baseline NN models. 

In 2003, Cao and Tay [19] conducted a study on 
financial time series forecasting by using support vector 
machine (SVM). The case study was applied to the Chicago 
Mercantile Market. Results from SVM, BPNN, and radial 
basis function neural network (RBFNN) were compared; 
they found that BPNN was likely to minimize the training 
error rather than the generalization error. It did not converge 
to global solutions and stuck in the local minima. Setting 
the training time also needed much care, otherwise it would 
not fully learn the complexity required for prediction and 
would result in overfitting. On the other hand, performances 
from SVM and RBFNN were similar and both of them were 
better than BPNN; they were robust to overfitting and 
provided a better generalization performance. 

In 2009, Sutheebanjard and Premchaiswadi [20] 
proposed a method for predicting future SET index using a 
function that its coefficients were found by evolution 
strategies. They conducted experimental studies on short-
term and long-term prediction, and then measure the result 
using MSE and Mean Absolute Percentage Error (MAPE) 
measures. The proposed method showed lower errors than 
well-known approaches. 

In 2010, Sutheebanjard and Premchaiswadi [21] 
applied BPNN for TSF of SET index. Input data consisted 
of six attributes which were the SET index, the Dow Jones 
index, the Straits Times index, the Nikkei index, the Hang 
Seng index, Minimum Loan Rate from the Bank of 
Thailand and gold price data from Gold Trader Association. 
The result showed that BPNN returns an MSE of 243.68 
and MAPE of 1.96% on the test data.  

In 2011, Omidi et al. [22] studied on the 
performance of NN models in the future stock price 
prediction. Instead of the stock price, the stock prices 
increment ratio was used. Models were built through 
different techniques, and then results were compared by 
using MSE. They also provided logical results to support 
decision making, by generating suggestions for stock 
trading (i.e. buy, sell or do no action). 

Olatunji et al. [23] proposed NN models to predict 
stocks’ closing price in the Saudi stock market. Their model 
used only the closing price, and a training data set covered 
historical data with a large span of time (7 – 17 years 
approximately, 2132 – 3894 records). The optimal window 
of past days for prediction was investigated. NN models 
were built with different parameters (number of neuron, 
learning rate); results were compared by using correlation 
coefficient and RMSE. 

In 2012, Iuhasz et al. [24] developed a hybrid 
system to compute stock price liquidity, predict next day 
price, trigger buy and sell signals, and forecast the direction 
of the market trend. The system includes 4 neural network 
methods along with technical and fundamental analysis. The 
case study was applied to the Bucharest Stock Exchange 
Market indexes. 

Abhishek et al. [25] predicted a stock price by 
using BPNN model constructing by one year historical data. 
The network was successful in prediction the trends of stock 
market. 

Yang, Gao and Zhao [26] proposed a system to 
support decision making in short-term stock trading. They 
improve traditional BPNN by using conjugate gradient 
method. The improved model had a faster convergence 
speed and higher precision in short-term stock decision. 

In 2013, Khirbat, Gupta and Singh [27] constructed 
TSF models using BPNN. The optimal NN architecture was 
acquired through empirical studies on the number of epoch 
and neuron in the hidden layer. 

Al-Radaideh et al. [28] presented an approach to 
help deciding the right time for buying and selling stocks 
based on knowledge extracted from the historical data. The 
predictive model was developed as a D-Tree classifier with 
CRISP-DM methodology. The classifier analysed 5 
predictive attributes which are previous day close price and 
current day open, minimum, maximum and close prices of 
the stock. All attributes were transformed into discrete 
values (Positive, Negative and equal) by comparing the 
targeted price with the previous day closing price. The 
predicted outcome is called “Action,” which is a suggestion 
whether the stock should be bought or be sold. On the 
training dataset, Action is derived from how biggest brokers 
dealt with the above mentioned stocks in the past. 

 
TIME SERIES FORECASTING 

 
TSF models are constructed to forecast the future 

stock market index by using traditional BPNN. The input 
data is historical records of SET index. The lag length is 
determined by literature reviews and experiments. Five days 
lag length was suggested by Cao and Tay [19], and 
Thomason [29]. Through experiments, this number has been 
proven and the lag length is set at 5 in this study. So the 
model uses 5 previous days’ indices to predict the index in 
the next day.  
 
Input Data 

The input data contained 2 attributes which are 
date and closing price. Several models are built by using 
data sets with a different span of time ranging from 20 years 
(20Y: 08/03/1994 – 08/03/2014) to 1 years (1Y: 08/03/2013 
– 08/03/2014). The bigger data set (the wider span of time) 
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tends to help the model in learning general market 
behaviors; on the other hand, using too old data may result 
in obsolete patterns recognition. This experiment is to find a 
suitable span of time for stock market data. 
 
Results 

The evaluation is performed by using MAE, 
RMSE and DAC. The training times are set at 500 and 
5,000 epochs.  Results are shown in Table 1. The models 
are more accurate when the number of epochs is high. MAE 
and RMSE are obviously lower on bigger data sets, 
indicates that a historical data set with a wider span of time 
can decrease the error rate of forecasting. 

 

Table 1: Forcasting accuracy rate. 

 

 
Figure 1 and Figure 2 show SET index forecasting 

on the most recent year (08/03/2013 – 08/03/2014), the 
model in Figure 1 is built on the 20Y data set over 5,000 
epochs, when the model in Figure 2 is built on the 1Y data 
set over 500 epochs. The first model is the optimal model 
with the highest precision and the lowest error rate (MAE, 
RMSE). On the other hand, the relative between predicted 
values and actual values are clearly seen in the second 
model; the model cannot keep up with the market trend on 
the last 80 records where there is a political crisis in 
Thailand. 

Anywise, the overall DAC is achieved at an 
average of 50% approximately, indicating that TSF by using 
traditional BPNN is not effective at SET market direction 
prediction (because randomizing whether the market will go 
up or go down already has 50-50 outcome probability).  
 

 

Figure 1: The most recent year forecasting  
by using model built on 20 years historical data. 

 

 

Figure 2: The most recent year forecasting  
by using model built on 1 year historical data. 

 

PREDICTION OVER GRAPH PATTERNS 
 

A novel approach for predicting future market 
direction is proposed by using data mining classification. 
The concept is derived from technical analysis—a chart 
pattern on previous days can be used to predict the future 
outcome. The workflow overview is shown in Figure 3. 

 

 
Figure 3: Workflow Overview. 

 
Data Transformation I 

Twenty years historical data is transformed into a 
new data set, which consists of 8 attributes (5 predictor 
attributes and 3 target attributes). Predictor attributes are 
past 5 days’ indices and target attributes are the next 1, 6, 
and 21 stock business days’ indices (approximately to the 
next day, the next week, and the next month). Let’s T is an 
index on a given date, 8 attributes are calculated as 
percentage changes from those dates’ indices to T as in 
equation (4).  

The result is shown in Table 2. Each record is 
calculated as an example in Figure 4 and a result can be 
represented as in Figure 5. Note that the first 5 records and 
the last 31 records will be cut out. 



Table 2: First-transformed data set. 
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Figure 4: Calculation of the 6th record. 
 

 

Figure 5: The graph representing the 6th record. 
 
Exploratory Data Analysis (EDA) 

In order to perform classification, target attributes 
must be discretized into categorical data. Before that, 
exploratory data analysis is conducted to understand more 
on the distribution of the data set. The results are shown 
Table 3 and Figure 6.  

 

Table 3: Exploratory data analysis of target attributes. 

 

 

Figure 6: The normal distribution curve of target attributes. 
 

The distribution of percentage changes for all 
future indices (T+1, T+6, T+21) are nearly normal. Five 
classes are declared to represent the future market direction 
including dramatically go down (Down2), go down 
(Down1), stay (Stay), go up (Up2) and dramatically go up 
(Up2). Threshold values are determined using SD as shown 
in Table 4.  

 

Table 4: Threshold values indicating Direction. 

 
 
Data Transformation II 

From the first-transformed data set, values of T+1, 
T+6 and T+21 are replaced with Direction class labels. The 

result is shown in Table 5 and each record can be visualized 
as shown in Figure 7. 

 

Table 5: Second-transformed data set. 

 
 

 
Figure 7: The graph representing the 6th record. 

In second-transformed data set, there are 4,869 
records and numbers of records for each class are shown in 
Table 6. The researcher then sorts data randomly and 
created 3 balanced data sets for predicting T+1, T+6 and 
T+21 separately. Each data consist of 2,500 records (500 
for each class). 

 

Table 6: Numbers of records for each class. 

 
 
Market Direction Prediction (over 5 Classes) 

From the second-transformed data set, the 
researcher performs data mining classifications by using 
several methods including BPNN (5,000 epochs), D-Tree, 
naïve Bayes and KNN (k = 15). Classifiers are built through 
4 methods to predict 3 targets attributes; there are 12 
classifiers in total. Training and testing are done using the 
10-fold cross validation. The result is shown in Table 7. 

 

Table 7: Classification accuracy rate of market direction 
prediction (5 classes). 

 
 
In overall, prediction seems to be most accurate 

when predicting tomorrow’s market index. The most 
accurate method is KNN for T+1 prediction with 26.60% 
accuracy, which is better than 5-class randomization by 
33.33%. However, KNN will become the worst method 
when predicting T+6 and T+21. The following accurate 
methods are Naïve Bays and BPNN; both achieve the closed 
rate of accuracy.  
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Data Transformation III 
Another experiment is performed by pruning class 

labels from 5 classes to 3 classes. The process is done by 
merging Down1 with Down2 into Down, and merging Up1 
and Up2 into Up. The result is called the “Third-
transformed data set”.  

Again, three balanced data sets are created for 
predicting T+1, T+6 and T+21. Each data consist of 3,000 
records (1,000 for each class). 
 
Market Direction Prediction (over 3 Classes) 

The results from classification over 3 classes are 
shown in Table 8. The highest rate of accuracy rate is 
achieved when predicting tomorrow’s market index by 
using BPNN. The highest rate of accuracy is 42.30%, which 
is better than 3-class randomization by 26.91%. 

 

Table 8: Classification accuracy rate of market direction 
prediction (3 classes). 

 
 

Results and Discussion 
According to the finding, an input of 5 previous 

days’ market indices will be most effectively used when 
predicting the next day’s index. KNN is considered 
preferable only in T+1 prediction, indicating that a type of 
instance-based learning (lazy learning) should be applied 
only if the prediction is lying in the very near future. 

The overall performance of BPNN, D-Tree, and 
KNN are closed. To determine the optimal method, 
confusion matrixes are further looked into. 

If the model is used for supporting decision 
making in stock trading; an investor will buy when the 
market index is predicted to go up, and will sell when the 
market index is predicted to go down. According to Table 9 
and Table 10, the green color represents Right Buying, 
which results in capital gain, the red color represents Wrong 
Buying, which results in capital loss, the blue color 
represents Right Selling, and the orange color represents 
Opportunity Loss. 
 

Table 9: Confusion matrix of KNN in T+1 prediction over 5 
classes (Horizontal = Predicted, Vertical = Actual) 

 
 

Table 10: Confusion matrix of BPNN in T+1 prediction 
over 3 classes (Horizontal = Predicted, Vertical = Actual). 

 
 

Probabilities of each outcome are calculated by 
using formula 5 – 8; the results were shown in Table 11. 

 

 
Table 11: Probabilities on T+1 prediction. 

 
 
According to Table 11, the probabilities of Right 

Buying are totally lower than the probabilities of Wrong 
Buying in all models; the approach is not significantly 
useful to support decision making on buying stocks. 

On the other hand, by comparing Right Sell with 
Opportunity Loss, the approach is very effective at 
supporting decision making on selling stocks. The investor 
can take this advantage in “Shorting”; to speculate on the 
downturn of the market. D-Tree with 3 classes is considered 
as the optimal model; when the model encourages an 
investor to perform shorting, there is 51.60% chance that an 
investor will gain benefits with only 14.10% chance of loss 
(and the left 34.30% is a chance of a draw). 

 
CHART PATTERNS DISCOVERY 

 
It is considered that buying and selling stocks 

frequently is less meaningful than doing it once at the right 
time. Instead of using the model all the time and relying on 
the overall rate of accuracy, it is better to use the model 
when the confidence of prediction is high. With this 
principle, the overall rate of accuracy is not the matter; the 
emphasis is put on discovering valuable parts of the model. 

One great advantage of D-tree is that the result is 
interpretable. So we will drill down into the model and find 
valuable patterns which could be easily used in a decision 
making. 
 
Patterns Discovery 

Examples of discovered patterns are shown in 
Figure 8 – 10. Confident is the accuracy rate of a pattern 
calculated by dividing the number of correctly classified 
instances with the number of total classified instances. 
Support is the frequency of occurrence calculated by 
dividing the number of total classified instances with the 
number of total instances (#instances = #records = 3,000). 
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Figure 8: Bullish Patterns. 

 

 
Figure 9: Bearish Patterns. 

 

 
Figure 10: Sideways Patterns. 

 
According to Figure 8, Pattern #U1 and #U2 are 

closed in terms of confident and support. But #U1 is 
considered more complex and more specific, as it has 2 
more conditions than #U2. These patterns has frequency of 
occurrence at about 7%, which is high; once it occurs, an 
investor will has 65% chance of getting benefits by 
following this prediction. 

Compared to #U1 and #U2, Pattern #U5 is rare, 
but every single occurrence of this pattern will lead to the 
bull market with 100% confident. 

Pattern #S1 is an example of sideway pattern, it 
predicts that the market will experience neither an uptrend 
nor a downtrend. #S1 has 4 conditions and seems a little bit 
complex, but the support at 45.93% indicating that this 
pattern occurs almost every other day. 

Patterns Visualization 
A visualization technique is introduced for 

visualizing discovered patterns. Pattern #U2, #U5, #D2 and 
#S1 can be visualized as shown in Figure 11. The colored 
areas represent the possibility area of input and output. Blue 
areas are past five days’ indices and a purple area is the next 
day’s predictive index. This visualization can be used by 
matching pattern as shown in Figure 12. 
 

Figure 11: Visualized Patterns. 
 

 
Figure 12: Cases those match pattern #U5. 

 
CONCLUSION 

 
  Models for SET index forecasting have been 
constructed based on TSF by using traditional BPNN. It is 
found that a historical data set with a wider span of time can 
decrease the error rate of forecasting. Anywise, TSF is 
considered not effective at SET market direction. 
 A new approach for predicting the stock market 
direction is proposed by using data mining classification. 
Models are built through several techniques and results are 
discussed in details. The optimal model is achieved by D-
Tree over 3-class classification; the model is highly 
effective in predicting market downturn. When it suggests 
an investor to perform shorting, there is 51.60% chance that 
an investor will gain benefits, with only 14.10% chance of 
loss. 
 To discover important patterns, a D-Tree model is 
drilled down into. Eighteen example patterns are presented, 
which any investor can practically use it to support decision 
making in trading. The visualization technique for 
visualizing these patterns is also provisioned. 
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ABSTRACT 
 

This paper presents performance analysis of high availability concept based on traffic segregation over Multi-
Protocol Label Switching (MPLS) Traffic Engineering (TE). Recent years presents many deployment of Virtual Public 
Network (VPN) over Multi Protocol Label Switching (MPLS) network. This deployment benefits an organization or 
group of business for their own private network at a much lower costs compared to traditional point-to-point (P2P) 
private link. Hence, enterprise benefits from the VPN in reducing cost, increasing scalability and increasing productivity 
without costing the security of their network. Basic requirement of today systems on the design enterprise network is high 
availability. Deployment of high availability in load balancing and redundancy on existing service provider backbone 
network is still a challenging task. This paper presents ensured implementation on the network traffic. It immediately 
segregates and transparent to customer when the network edge device or access circuit was failures. Virtual Router 
Redundancy Protocol (VRRP) is configured to support high availability. Two gateways are provided at customer edge 
router, where one router elected as primary gateway, and another as a standby gateway. This situation presents the 
backup link which is not fully utilized. Traffic diversity concept is used where Policy Based Routing (PBR) handles the 
traffic segregation to utilize the traffic at both links. Results on analyzed implementation of high availability concept 
based on traffic segregation over MPLS-TE are presented. 
 
Key words: Multi Protocol Label Switching (MPLS) * Virtual Private Network (VPN) * Virtual Router Redundancy Protocol (VRRP) 
* Traffic Segregation, Policy Based Routing (PBR) * Load Balancing 
 

 
 

INTRODUCTION 
 

Over the past few years, several studies are done on 
the effect of load balancing and redundancy in MPLS 
network. One of it is maintaining the load balancing and 
redundancy by using traffic segregation to meet Service 
Level Agreement (SLA). Thus, the implementation of TE in 
MPLS is proven many benefits in tele-traffic and network 
engineering management. This helps network engineers 
improves network planning, implementation and managing 
network. 

Most of the enterprise customer in Malaysia demand 
for higher bandwidth usage for their applications access like 
video streaming, voice over IP phone and streaming 
technologies. Even though the high bandwidth offered by 
service provider, the issue still concerns with the cost. 
Hence the optimal bandwidth needs to cater with demand of 
traffic. A limited capacity link between Customer Edge 
(CE) router and Provider Edge (PE) router can cause 
congestion and bottleneck issues on the network. 
Introducing traffic management in the network can help IT 
engineer to manage their traffic and utilize the entire 
available link in the network. One method is by 
implementing Policy Based Routing (PBR) to provide load 
balancing and redundancy solution. This method is not 
costly as buying bandwidth management tool. 

This paper implements Multi-Protocol Label 
Switching (MPLS) Traffic Engineering (TE) traffic 

management to avoid congestion from outbound traffic to 
Internet Service Provider (ISP). The study on this subject 
helps to overcome bottleneck issue on network managemen 
which is due to congestion. The congestion occurred in the 
network because of the unparallel increased of the 
bandwidth used between the LAN and WAN connections. 
Simulation presents ensured implementation on the network 
traffic. Traffics are immediately segregates and transparent 
to customer when the network edge device or access circuit 
failed. The study presents a configuration of Virtual Router 
Redundancy Protocol (VRRP) to support high availability. 
Two gateways are provided at customer edge router, where 
one router elected as primary gateway, and another as a 
standby gateway. This situation presents the backup link 
which is not fully utilized. Traffic diversity concept is used 
where Policy Based Routing (PBR) handles the traffic 
segregation to utilize the traffic at both links. Results on 
analyzed implementation of high availability concept based 
on traffic segregation over MPLS-TE are presented. 
Outbound traffic is divided and routed via different link. 
Hence, this increases the throughput at both available links 
and at the same time reduces bottleneck issue. The 
implementations of traffic management is improved in 
better performance in load balancing and redundancy 
protocol mechanisms.  
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RELATED WORK 

 
Previous related works are discussed. 
 
Multiprotocol Label Switching 

Multiprotocol Label Switching (MPLS) is an 
evolution algorithm of forwarding packet through data 
network by using information in labels attached in each IP 
packets (Alwayn, 2001). The router will route to next node 
based on the labels instead performing a route lookup based 
on next destination IP address from the routing table. This 
algorithm saved a lot of spending time. MPLS does not 
intent to replace the IP address. It is designed to insert 
additional set of labels to IP address and the traffics are 
classified, marked and policed (Azher, Aurengzeb, & 
Masood, 2005). MPLS is stated as multiprotocol because it 
can support multi range of access technologies such as 
Internet Protocol, T1/E1, Asynchronous Transport Mode, 
Digital Subscriber Line and frame relay network protocols. 

Many researches are done on VPN MPLS studies 
over the past few years. VPN concept is to provide 
communication within business function that geographically 
dispersed over a shared public backbone network (De 
Clercq & Paridaens, 2002). Instead of using dedicated 
connection, it can be done by using virtual network 
connection. Research also mentioned that although different 
VPN are connected to the same PE router, the traffic from 
specific VPN is not advertised via others VPN because the 
route is separated using router distinguish (Ben-Yacoub, 
2000). 
 

High Availability 

High Availability (HA) is introduced for a protection 
against network downtime and data loss during single on 
failure. Various successful techniques have been discovered 
to implement HA by providing redundancy and fast 
recovery when failures occur at any part of the Enterprise 
Network. Research was discussed on redundancy by 
providing dual gateway routing protocol (Singh & Raju, 
2012). This research focuses on gateway redundancy which 
overcomes a single point of failure and load balancing. Both 
gateways of routers are responsible to forward the traffic to 
overcome utilization of traffic. 

 
Virtual Routing Redundancy Protocol 

Virtual Routing Redundancy Protocol (VRRP) is 
designed to eliminate single point of failure which provides 
network redundancy for multi-homing setup. This protocol 
is assign in one of the routers on multi-access LAN as 
virtual router to forward the receiving packet and other 
routers standby as backup when its goes down (Blanken & 
Menten, 2002; Hinden, 2004). It is stated that VRRP can 
eliminate the router failure and support load-balancing 
concept by applying multi-subnet using single VRRP 
groups (Naseer, Bashir, & Hussain, 2009). This paper 
presented a control mechanism on traffics by forwarding 
critical traffic to Router A and backup by Router B. Non-
critical traffic is forward to Router B and backup by Router 
A. Hence, by controlling the outgoing traffic, it manages 

and balances the outgoing traffic. This utilized the 
mechanism by controlling both link. 
 
Traffic Segregation 

In network telecommunication, traffic management 
is the practice to manage, prioritize, control or reduce the 
packet traffic. In general, traffic management techniques 
include traffic segregation, traffic policing, traffic shaping, 
scheduling algorithms and others. The concept service 
availability is by using traffic segregation (Kyandoghere, 
1996). This support impact on equipment failed and fiber 
cuts by divide and outgoing traffic from LAN customer to 
different two or more router gateway. A failure of single 
point of router will not affect the other route on traffic 
which is under consideration. This mechanism can be done 
by segregate the traffic to two types of traffic only which 
are critical traffic and non-critical traffic. Example of non-
critical traffic is email application which does not requires 
real-time transmission and it repeats recovery. The 
applications which are not able to handle any transmission 
loss will be considered as critical traffic. By using traffic 
segregation, we can provide load balancing and route the 
critical traffic via high service level guarantee and non-
critical traffic via the link that have low reliability to control 
the bottleneck of the link. 

Another study related to traffic segregation was done 
by Tantipongsakul and Khunkitti(Tantipongsakul & 
Khunkitti, 2009) using Policy Based Routing (PBR)on CE 
router to control ingress and egress traffic by using the 
firewall rules. PBR is a technique to make decision based on 
policies and override the routing protocol decisions. By 
using PBR, the routing of packet can be set up either to 
allow or deny the paths based on the proposed network 
design. This concept is applied to route the congestion 
traffic to lightly loaded link.  
 

Throughput 

The rate of successful data delivered across the link is 
important to measure the quality of MPLS network in a 
given period time. Throughput rate is calculated by using the 
formulas show in Eq. 1 (Dixit & Prasad, 2003). 

 

 
 
 

RESEARCH METHODOLOGY 

This paper presents research method in several 
phases of scope of work, experimental and analysis. 

Scope of Work 

The scope of work starts with running a test-bed by 
using the production of ISP MPLS network. A dedicated 
Metro Ethernet lines is use and evaluates the performance of 
High Availability. The flow chart of the research of this 
project is as Figure 1. Three phases of the flow is presented. 
 
 Phase 1: Literature Review 
In the first phase, identification on the industrial standard 
and problem in MPLS VPN on high availability architecture 
is done. Method to implement a high availability in load 
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balancing and redundancy network is identified. 
Comprehensive study needs on the MPLS VPN is done to 
fully understand the MPLS technology, Virtual Private 
Network (VPN) architecture, high availability, load 
balancing, redundancy and traffic segregation before 
designing experimental lab setup.  
 
 Phase 2: Experimental Lab Setup 

The second phase of this project focused on the 
experimental lab setup based on the design of MPLS 
network topology to support load balancing and 
redundancy. This includes implementing all the appropriate 
attributes to the network element in order to achieve 
network design using a production ISP MPLS network by 
TM IPVPN. Once network setup completed, experimental 
lab was conducted with traffic segregation and captured all 
the results which are throughput of the link, path of traffic 
and end-to-end delay is collected and analyzed. 
 
 Phase 3: Analysis and Discussion 

The final phase presented all the data collection from 
previous phase is discussed and analyzed. The important 
parameter evaluations are network bandwidth performance, 
packet loss, round trip time and TCP throughput. The 
comparison performance based on improvement load 
balancing and redundant traffic is analyzed and the 
optimum topology implementation is decided. 
 

 
Figure 1: Flow chart of the research 

Experimental Test bed Setup 
A real lab that connecting to an ISP MPLS IPVPN is 

used in this research. Simulation on multi homing site for 
HQ and also the branch is done. The network design is as 
per Figure 2. The lab was setup based on the equipment and 
specification as Table 1. PCs installed with SolarWind 
Application to monitor the network performance. For 
application end-to-end testing, two servers are running at 
HQ which is FTP FileZilla Server (PC1) and HTTP File 
Server (PC2). The Customer Edge (CE) router is using 
Cisco 2811 and connected to TM MPLS. Two customer 

edge routers at HQ (HQ1 and HQ2) are directly connected 
to Layer 2 Cisco switch (SW1) and 2 PCs connecting to the 
switch. These routers are connected to provide edge router 
at Shah Alam and Kelana Jaya via 2Mbps Metro-Ethernet 
line. For Branch site, PC3 is directly connected with Layer 
2 Cisco Switch and acting as client user. Another 4Mbps 
Metro-Ethernet line is connecting CE routers (BR) to PE 
routers in Cyberjaya at branch site. Both Layer 2 switch 
connected to CE router using straight-through cable and 
configure as 2Mbps. For PBR setup, crossover cable is used 
between HQ1 and HQ2 to avoid congestion. 

Border Gateway Protocol (BGP) is the configured 
routes between CE routers to PE routers. Two different 
applications are sets as HQ site to do the traffic segregation 
by route the FTP packet via HQ1 link and divert the HTTP 
packet to HQ2 link. Both applications are transferred with 
20MB file. 

 
Figure 2: Experimental Test Lab Setup 

Table 1: Requirement of Lab Setup 
Equipment/Application/Link Quantity 
PCs at HQ to generate traffic/application 2 
PC at Branch to receive traffic/access application from 
HQ 

1 

HQ Router – Router Cisco 2811 2 
Branch Router – Router Cisco 2811 1 
ISP Router in TM IPVPN –  
Shah Alam, Kelana Jaya and Cyberjaya 

4 

2Mbps Metro-Ethernet line 2 
4Mbps Metro-Ethernet line 1 
SolarWind Application 1 
FTP FileZilla Server/Client 2 
HTTP File Server 1 

 

Traffic flow 

The flow of the traffic is derived as Figure 3 where 
any outbound traffic to MPLS network is inspected by route 
map before forward to destination. From the flow chart, the 
traffic is either forwarded based on the policies statement or 
routed protocol decision. A series of experiment by using 
the same test bed setup is done. This is proved by the 
effectiveness in the implementation of high availability but 
without applying traffic segregation. Both applications are 
running on the same time and the packet is pump into the 
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network. After a while, failover test is done by disconnect 
the link between CE-PE for HQ1. 
 

 
Figure 3: The traffic flow chart

RESULT AND DISCUSSION 
Results present before and after Traffic segregation 

in evaluating the traffic performance by configuring policy 
based routing. 

 
Before implementing Traffic Segregation 

Figure 4 and Figure 5 show the utilization result of 
link CE-PE router without configure policy based of 
routing. The figure represent the utilization of link at axis y 
and forwarding time at axis x. The high utilization is 
defined when the traffic is over than 2.0 Mbps.

 

Figure 4: The result before implementing traffic segregation for HQ1 router 

 

 

Figure 5: The result before implementing traffic segregation for HQ2 router 

After disconnect 
link between 
CE-PE HQ1 

Router 

After disconnect 
link between 
CE-PE HQ1 

Router 
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HQ1 router is responsible to forward the traffic to 
MPLS network due to VRRP protocol. Only one gateway is 
utilize at single time, and the second router (HQ2) comes in 
engage when the existing router (HQ1) is goes down. For 
this architecture, only one gateway is an action, which is 
inefficient used of the available link.  Figure 4 presents 
congestion is occurs between the links of CE-HQ1 router 
and PE router due to high traffic generate from LAN to 
MPLS network. The packet is possible to drop during 
transmission due to overfilling of packet. 

 

After implementing Traffic Segregation 

Figure 6 and Figure 7 shows the performance 
utilization result of link CE-PE router which uses both 
available gateway by configure policy based of routing. It is 
clear from the figures that the utilization of the link is 

improved. Traffic segregation is done by routing the traffic 
based on application where FTP packet is forward via HQ1 
router and HTTP packet is route via HQ2 router to MPLS 
network. All the resources are forward and the utilization 
was reduced to half.  

Failure occurs when a failure router affects and 
diverts to active router. Thus, only a piece of the total traffic 
under consideration is affected. The standard Service Level 
Guarantee (SLG) offer by TM IPVPN for multi homing is 
99.99% where the Mean Time to Repair (MTTR) is equal to 
3 hours. Result is refers from service provider website. 
Thus, the customer experiences on the high utilization when 
a failure occurs are not the main issue for enterprise in 
handling problems.  

 

 

 
Figure 6: The result after implementing traffic segregation for HQ1 router 

 

 
Figure 7: The result after implementing traffic segregation for HQ2 router 

 
Table 2 presents the test bed on comparison of traffic 

segregation which best implements on enterprise network. 
This method also is proved based on previous works done by 
Fazl-e-Hadi (Naseer et al., 2009). This method controlled the 
outgoing traffic from the LAN to MPLS traffic engineering 
network. The proposed scheme efficiently allocates the 
available links by scheduling the route according to 
applications. The routing is manipulates by configuring 
policy based routing at customer edge router.  

Policy based routing is configured to manipulate the 
traffic and support load balancing across the available link. 
Research present, traffic management is used to support load 
balancing and prevent network overload (Guo, Lee, Metke, 
& Bansal, 2006). 

 
Table 2: Summary Test-bed 

The Average 
of Link 

Scenario 1 Scenario 2 

Without Traffic Segregation With Traffic Segregation 

After disconnect link 
between CE-PE HQ1 

Router 

After disconnect link 
between CE-PE HQ1 

Router 
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Utilization HQ1 Link 
UP 

HQ1 Link 
DOWN 

HQ1 Link 
UP 

HQ1 Link 
DOWN 

CE HQ1 – PE 1.97Mbps - 0.91 Mbps - 

CE HQ2 – PE 0.001 Mbps 1.95 Mbps 0.89 Mbps 1.85 Mbps 

 
Round trip time, packet lost and TCP throughput are 

directly important mechanism to qualify the video 
conferencing, voice IP (VoIP) and streaming application 
where: 

 Round trip time to show how smooth is the link to 
accept more packets of data at a time. In the same 
time, it will show how much other traffic travel 
across the link. 

 Packet loss is important to ensure all packets of data 
are successfully reached the destination. Packet loss 
can occur due to link failure or high level of 
congestion.  

 Throughput is represent how wide is the ‘road’ 
which the network can move data in bits per second 
from source to destination.  

Typically, low latency, zero packet loss and high 
TCP throughput can lead to better quality of applications. 
The accepted value is varied and depends on product 
manufacturers. Continuous ping command output is applied 
to analyze the performance of network. The average of 
packet loss, round trip time and throughput is captured as in 
the Table 3 

 
Table 3: The Average of Packet Loss, Round Trip Time 

and Throughput 

 Packet Loss 
Round Trip 
Time (ms) 

Throughput 
(MB/s) 

Before implementing 
traffic segregation 

20.10 % 549 ms 0.933 MB/s 

After implementing 
traffic segregation 

0 % 261 ms 1.962 MB/s 

 Implementation of traffic segregation able to achieve 
lower round trip time from 549 ms to 261 ms and at the 
same time maintain zero packets lost, where all packets were 
successfully received at destination. The average of 
throughput in Table III represents the value of throughput 
which achieved to 1.962 MB/s compared to before 
implementing traffic segregation is 0.933MB/s. 

Based on the result gathered, traffic segregation can 
resolve bottleneck and avoid the congestion link occur 
between CE router and PE router. With this type of 
architecture, it becomes easier for enterprise customer to 
efficiently control the traffic across the link. 

 

FUTURE WORK 

Based on the foregoing findings of the research, the 
following recommendations are to be explored as an 
extended from this research. Future enhancement of network 
performance over MPLS Traffic Engineering (TE) is listed 
as below: 

 Implementation of wireless connection for redundant 
link to service provider network to eliminate issue on 
physical connection of failure. A comprehensive 
study will identify the potential physical of failure 

and investigate how can be mitigated. Redundant 
architecture provides alternative solution to route the 
packet data to its destination via 3G, Wimax, VSAT 
or Microwave network. Some of future works on 
router configuration to be explored and at the same 
time support MPLS concept.  

 Manage and segregate the available bandwidth on 
the network based on application demand to cope 
with congestion. Further study on bandwidth 
segregate for outbound traffic to MPLS network can 
be done to utilize the available bandwidth. This 
concept will allow particular application to obtain its 
guarantee bandwidth. 

 Apart from that, further studies on load-balancing 
between two or more LAN segments by applying 
Enhanced Virtual Router Redundancy Protocol. This 
mechanism more efficient to do load balancing 
between a few LAN segments without running 
multiple VRRP on each router. Network 
administrative can control and manage their LAN 
segment advertisement to utilize the link. 
 

CONCLUSION 

This paper implements Multi-Protocol Label 
Switching (MPLS) Traffic Engineering (TE) traffic 
management to avoid congestion from outbound traffic to 
service provider network and overcome bottleneck issue. 
The congestion occurred because unparallel increased of the 
bandwidth between the LAN and WAN connections. The 
implementations of traffic management in overall has 
improved network performance in load balancing and 
redundancy protocol mechanism.  

From the result, we wrap up that traffic management 
and load-balancing are the best solution for network 
architecture design. By having traffic diversity at the multi-
homed branches, it can be used to fully utilize the lightly 
loaded link. The result presents the outbound traffic is 
divided and route via different link. Hence, this increases 
the throughput at both available links and at the same time 
reduce bottleneck issue. 
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ABSTRACT 
The use of serious games in various areas is promising these days. In the early version of digital games, it is only used as 
entertainment tools. To date, digital or serious games are not only utilised in education but also in training, medical, and 
as military simulation. The popularity of serious games has grown extensively and is broadly accepted by various age 
groups ranging from children to adults. Given the wide popularity and benefits that can be obtained from using serious 
games, this has increased the interest of researchers and health professionals to use serious games in treatments as 
assistive tools. Hence, the purpose of this paper is to report on an ongoing study, which intends to propose a therapeutic 
game design model to be used in psychotherapy. Two comparative analyses on selected models are also presented in this 
paper as part of the process in proposing steps or phases that can be considered in therapeutic game design model. In 
addition, this paper also discusses the potential of utilising serious games in psychotherapy. 

 
Keywords: Therapeutic Games  Adolescents   Game Design Model  

 
INTRODUCTION 

Mental health disorders have become a major 
social and economic challenge worldwide (Doherty, Coyle, 
& Sharry, 2012). The number of people suffering from 
mental illness keeps growing in recent years and has 
currently become a global burden. The total cost spent to 
improve the current mental health system is also increasing 
drastically today (Myhr & Payne, 2006). Hence, it is 
important to provide efficient and cost-effective mental 
health treatment and this requirement is becoming a concern 
for public healthcare systems all over the world (Matthews 
& Doherty, 2011).  

Serious games can be utilised to deliver 
psychotherapy intervention among young patients. This is 
because it can attract young patients and they can immerse 
easily in the treatment. To date, diverse studies and 
therapeutic game developments have been implemented in 
this field to complement current psychotherapy methods. 
The utilisation of serious games as assistive tools is widely 
practised in several types of health treatments, for instance 
during psycho-education in chronic disease management 
(Ceranoglu, 2010), physical therapy (Geurts et al., 2011), 
and mental health psychotherapy interventions (Stallard, 
Velleman, & Richardson, 2010). In addition, serious games 
could also offer low-cost interventions as well as are 
effective in several mental illnesses such as anxiety, 
depression, mood disorders, and phobia (Fernández-Aranda 
et al., 2012; Newman, Szkodny, Llera, & Przeworski, 2011). 

THERAPEUTIC GAMES 
 The use of serious games as effective tools in 

therapy sessions has already been proven to promote 
recovery, especially for adolescents. It can make them more 
immersed in and engaged with the treatment session 
(Clough & Casey, 2011; Coyle & Doherty, 2009). Several 
advantages gained by utilising serious games in 
psychotherapy are listed below: 

i. Serious games may facilitate positive relations 
between therapists and patients. Therapists can also 
clarify existing problems easily during the treatment 
process (Szczesna et al., 2011). 

ii. Games allow engagement with patients and reduce 
stigma during treatment (Coyle et al., 2005). 

iii. Therapists could easily discover children’s 
behaviours and skills while playing games. Serious 
games can also contribute to flexibility as activities 
and homework can be formed based on a game’s 
concepts (Clough & Casey, 2011). 

iv. Games provide improved accessibility, greater 
convenience, increase privacy, and reduce 
embarrassment from meeting a mental health 
specialist while at the same time maintaining the 
treatment’s fidelity (Stallard et al., 2010). 

However, the lack of therapeutic games has led to the 
utilisation of regular games as therapeutic games such as 
using Super Mario Bros. in a psychotherapy programme to 
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assist and assess various abilities of adolescents (Annema et 
al., 2010). Not only there is a lack of serious games for 
psychotherapy, but there is also a lack of supporting 
literature or specific examples in using games as 
psychotherapy tools (Hull, 2009; Kostoulas et al., 2012). 
Applying regular games in game therapy can lead to the 
failure in achieving the main objectives for psychotherapy 
session. This is because a regular game cannot fulfil the 
needs of target users for psychotherapeutic purposes.  

In addition, most of the researchers in this area are 
also too focused on enabling the use of a serious game in 
psychotherapy but forget about the needs of target users 
(Alankus, Proffitt, Kelleher, & Engsberg, 2010). This can 
contribute to poor activities during the psychotherapy 
session, which then leads to the failure in achieving the 
objectives in the psychotherapy session. There is also 
evidence that most of the researches that are involved with 
therapeutic games have been largely uncoordinated (Coyle 
et al., 2005). 

Besides the lack of therapeutic game availability, 
there are also several other hurdles that prevent the use of 
therapeutic games in therapy offices such as game system 
requirements and low computer specifications in clinical 
settings to support therapeutic games. Most of the 
researches in therapeutic games did not fully utilise the 
clinical settings but remained in experimental settings 
(Clough & Casey, 2011). Mental health professionals also 
claimed that it is quite difficult for them to use therapeutic 
games due to a lack of familiarity and there is still no rule of 
thumb available in the game selection for specific illness 
during psychotherapy sessions (Ceranoglu, 2010; Clough & 
Casey, 2011). Furthermore, serious games have also 
received negative views where most of them are too focused 
on the negative impact of playing serious games such as 
violence. However, there is little evidence that supports this 
scenario (Olson, 2004). Therefore, it is important to further 
research on the development of serious games as an 
alternative approach in clinical settings. 
 

REQUIREMENTS OF DESIGN GUIDELINES IN 
THERAPEUTIC GAMES 

Although there are researchers who have 
developed their own therapeutic games for use in treatment, 
research in therapeutic games is still conducted in an 
unsystematic way. Most of the researches involved only 
psychotherapeutic point of view but lack contribution from 
the computer science area. Furthermore, there are many 
issues in the design process for therapeutic games (Coyle et 
al., 2005). It is important to develop a good game design 
specifically for therapy to ensure that the psychotherapy 
goals can be achieved for the target users. Various game 
design models have been proposed by a number of 
researchers and are available in different genres of games 
(Akilli & Cagiltay, 2006; Calleja, 2007; Hunicke, Leblanc, 
& Zubek, 2004). However, when developing serious games 
for psychotherapy purposes, the game developers should 
consider design as the main element. Design guidelines 
have played a critical factor in human-computer interaction 
(Nielsen, 1993). 

As mentioned before, regular games are widely 
used in clinical settings. The lack of design guidelines that 
exists in therapeutic games also contributes to this usage. 

Therapeutic games are highly different from regular games, 
which have been designed for entertainment purposes. 
These two types of games also have different groups of 
target users and goals. The differences are not only 
dependent on the target users, but also on game content 
(Fuchslocher, Niesenhaus, & Krämer, 2011). Apparently, 
there is a high demand for systematic design guidelines for 
therapeutic games. Moreover, the design guidelines for a 
regular game cannot fully support the demands of a 
psychotherapy session. Instead, a therapeutic game needs a 
specific game design methodology to ensure the objectives 
of the psychotherapy session can be achieved. To date, the 
utilisation of therapeutic games has grown exponentially for 
various mental illnesses but the systematic guidelines for 
designing and developing therapeutic games are still fairly 
under-researched (Doherty, Coyle, & Matthews, 2010; 
Kostoulas et al., 2012).  
 

METHOD 
The methodology in this study involved two main 

activities initiated by comparative analysis on selected game 
design models and ended with an analysis of elements in 
game design models as described in Figure 1. 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 

Figure 1: Methodology 
 
In the first phase, 10 game design models that were 

most relevant to this study were selected. As mentioned 
before, there are no existing game design models for 
therapeutics yet, hence in order to propose a therapeutic 
game design model, comparing the existing game design 
models could provide the suggested steps to be included in 
the proposed model later. A comparative analysis was 
carried out in this phase to identify the weaknesses and 
strengths of each model. Through this analysis, suggestions 
for required elements in gaming perspectives could be 
identified.  

Meanwhile, in Phase 2 the expected outcome 
which is the main phases or activities that could contribute 
to the game dimension in the proposed model could be 
achieved by a comparative analysis of game design model 
elements. The next section explains in detail the process of 
the methodology in this study. 

Phase 1: Comparative Analysis of Game Design Models  

In order to develop guidelines on the design model 
for therapeutic games, a comparative study has been carried 

Identified the 
limitations in 
each model 

Identified the 
main phases for 
game dimension 

1 
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out. Ten game design models were selected in this 
comparative study to obtain the information needed. These 
models ranged from various types of game design models 
such as educational, experience, and instructional. The 10 
models are listed below: 

i. Expanded game experience (EGE) model (Kultima & 
Stenros, 2010) 

ii. Classroom game design framework (Echeverría et al., 
2011) 

iii. Serious game instructional systems design model 
(Kirkley, Tomblin, & Kirkley, 2005) 

iv. MDA framework (Hunicke et al., 2004) 

v. Contextual gameplay experience model (CGEM) 
(Engl & Nacke, 2012) 

vi. Input-process-outcome game model (Garris, Ahlers, & 
Driskell, 2002a) 

vii. Integrated model for educational game design 
(IMEGD) (Paras & Bizzocchi, 2005) 

viii. The fuzzified instructional design development of 
game-like environments (FIDGE) model (Akilli & 
Cagiltay, 2006) 

ix. SCI model (Ermi & Mäyrä, 2005) 
x. EFM model (Song & Zhang, 2008) 

 

 
Table 1: Comparative Analysis of Game Design Models 

Models/Frameworks Descriptions Strengths/Limitations 

Expanded game 
experience (EGE) model 

(Kultima & Stenros, 
2010) 

The model concentrates mainly on game 
experience as an important element during the 
game design process. 

This model is suitable for casual and social game 
experiences. However, the model only concentrates 
on the process of game experience but does not 
provide any guidelines for other process in game 
design. 

Classroom game design 
framework (Echeverría et 

al., 2011) 

This model is designed for educational games 
and consists of two main dimensions; ludic 
and educational. Ludic dimension focuses on 
the gaming aspects that should be stressed on 
during game designing. 

This model suggests four elements for games and it 
could help in designing a good game since the 
suggested elements are the important elements that 
should be in a game. However, this model could not 
assist in establishing positive communication between 
therapists. Clearly, there is no element focusing on the 
players in the model. 

Serious game 
instructional systems 

design model (Kirkley et 
al., 2005) 

A model born by a combination of several 
elements from selected models such as 
ADDIE, Waterfall, iterative design, rapid 
prototyping, and other models in order to 
produce a high-end level composite process. 

Although this model provides the phases for game 
design, it does not provide clear activities that should 
be involved to improve the player engagement. 

MDA framework 
(Hunicke et al., 2004) 

MDA framework formalises the consumption 
of games by breaking them into three 
different components (rules, system, and fun), 
and then establishes their design counterparts 
with mechanics, dynamics, and aesthetics. 

Even though MDA framework emphasises the 
connection between the developer and the player 
which is a good approach to understand the player, it 
is still lack of activities in producing a good serious 
game.  

Contextual gameplay 
experience model 

(CGEM) (Engl & Nacke, 
2012) 

This model represents three layers of 
abstraction; game system’s playability, player 
experience, and the contextual gameplay 
experience. The contextual gameplay 
experience model is utilised to understand the 
players in terms of cognitive and emotional. 
In addition, the components proposed in the 
model could assist in player engagement. 

The suggested model emphasises several elements of 
game and player experience. These elements are 
suitable to be applied in a therapeutic game, which 
can capture player interest. However, this model only 
focuses on the components of player experiences and 
does not consider the specific processes of game 
design. 
 

Input-process-outcome 
game model (Garris et al., 

2002a) 

The model is developed for designing 
instructional games, which is based on input-
process-outcome. The main component in this 
model is the iterative game cycle involving 
user judgements, user behaviour, and system 
feedback. 

Through the suggested game cycle, it can contribute 
to the player interest, enjoyment, involvement, and 
confidence in the game context. Although this model 
provides the elements that should be considered for 
designing a game, the process is not clearly described. 

Integrated model for 
educational game design 

(IMEGD) (Paras & 
Bizzocchi, 2005) 

This model involves five elements; games, 
play, flow, motivation, and learning. The 
model emphasises the combination of flow 
and motivation to support learning process, 
which is initiated by games that foster play. 

This model involves the elements that could be 
adopted to improve the player engagement in 
psychotherapy but the process involved for designing 
a game content is not included. 

The fuzzified 
instructional design 

development of game-like 
environments (FIDGE) 

model (Akilli & Cagiltay, 
2006) 

The model is based on dynamic and concept 
of fuzzy logic that focuses on non-linear 
process. In addition, the model combines the 
design principle and instructional principle 
since the model is developed for educational 
games. 

The steps in the process of designing a game are not 
clearly defined. 

SCI model (Ermi & 
Mäyrä, 2005) 

The SCI model is derived from sensory, 
challenge, and imaginative immersion. This 
model also involves several elements of 

This model is good to establish positive interaction 
between therapists and patients in mental health 
treatments. This is because this model also considers 
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When considering the aspect of engagement as a 

part of the guidelines in therapeutic games, five models 
were selected to fulfil this criterion; EGE, CGEM, IMEGD, 
SCI, and EFM. Initially, the EGE model has been 
introduced in two versions. The EGE model is very suitable 
for casual and social game experiences. This model mainly 
concentrates on game experience as an important element 
during the game design process. The final version of this 
model was presented in a more systematic way, focusing on 
the user’s state in each level without ignoring design rules. 
This model gives opportunities for the game designers in 
understanding the players when designing a game. Thus, 
this model was selected to support the elements of 
engagement when patients are playing therapeutic games. 
The second model selected in the aspect of engagement is 
the CGEM. Engl and Nacke (2012) have proposed a design 
model that focuses on player and game experience in 
serious games. Although this model is developed for mobile 
experience, it could support various game platforms. 

IMEGD suggests the use of Csikszentmihalyi’s 
flow theory as a medium for understanding and 
implementing motivation in educational game environment. 
Flow theory could connect the instructional design and 
motivational design theory, hence could support the learning 
experience. Meanwhile, the SCI model is developed based 
on observation among game-playing children and non-player 
parents, which then leads the researchers to the nature of 
gameplay experience. The final model that was selected to 
support engagement in psychotherapy is the EFM model. 
This model is designed especially for educational purpose 
through linking the internal connection of motivation, flow, 
effective learning environment, and educational games. 
Similar with IMEGD, this model also utilises flow theory to 
support player motivation in the game. 

Another five models were selected to provide basic 
guidelines in designing and developing therapeutic games; 
classroom game design framework, serious game 
instructional systems design model, MDA framework, input-
process-outcome game model, and FIDGE model. 
Classroom game design framework provides the basic game 
elements that should be considered by the game designers. 
The model also supports the classroom multiplayer games. 
Serious game instructional systems design model combines 
the elements of game design and instructional design in a 
model. Thus, this model could assist instructional designers 
and game designers as well. 

MDA framework formalises the consumption of 
games by breaking them into three different components 

(rules, system, and fun), and then establishes their design 
counterparts with mechanics, dynamics, and aesthetics. 
Input-process-outcome game model may also support 
intructional designers in designing serious games while 
integrating selected features or characteristics of games. The 
FIDGE model has similar components as the traditional 
models but this model is structured in a different way. The 
model involves several dynamic phases that utilise fuzzy 
boundaries and support instructional designers in a non-
linear manner. 

Thus, considering and analysing elements that exist 
in 10 selected models could assist this study as part of the 
process in proposing a therapeutic game design model. The 
summary of comparative analysis for each model is 
tabulated and exhibited in Table 1. This comparative 
analysis was performed to identify the strengths and 
limitations of each model. Therefore, the selection of 
required elements would be easy to execute. 

Phase 2: Analysis of Game Design Models Elements 

In this phase, an analysis of elements that exist in 
each model was conducted in order to identify the essential 
elements that should be in the proposed design model. 
Elements with similarities to each other were listed out as 
considered elements and categorised into five main 
elements as shown in Table 2.  

Based on the analysis, three models identified have 
similarities on Analysis elements. The analysis varied from 
various aspects such as player, need analysis, game 
analysis, and content analysis. Models suggested by 
Hunicke et al. (2004), Ermi & Mäyrä, (2005) and 
Echeverría et al. (2011) also have commonalities in game 
elements. Game mechanics, rules, and game story are listed 
under game elements. Meanwhile, game aesthetics is 
suggested by nine models; (Akilli & Cagiltay, 2006); 
(Echeverría et al., 2011); (Engl & Nacke, 2012); (Garris, 
Ahlers, & Driskell, 2002b); (Hunicke et al., 2004); (Kirkley 
et al., 2005); (Kultima & Stenros, 2010); (Paras & 
Bizzocchi, 2005); (Song & Zhang, 2008). This strengthens 
the needs to include game aesthetics in the proposed model. 
Four out of 10 models suggest player experience to improve 
the engagement level. The significance to comprise the 
process of evaluation is stressed by Akilli and Cagiltay 
(2006) and Kirkley et al. (2005). It is relevant to adopt this 
element and thus evaluation from the beginning until the 
end is necessary to find defects during the designing 
process.

gameplay experience, which is more focused 
on the use of immersion. 

the elements of player (motorics, cognitions, and 
emotions). However, this model lacks the guidelines 
for designers to design a good game. 

EFM model  (Song & 
Zhang, 2008) 

The EFM model is solely developed as a 
guideline for educational games. This model 
suggests four main phases, which are 
effective learning environment, educational 
game, flow experience, and motivation. 

The suggested model could provide effective learning 
environment by adopting nine components of flow 
experience and four strategies to boost up the 
motivation. These elements could be embedded in the 
proposed therapeutic game since it can help to 
provide effective psychotherapy environment. In the 
aspect of game content design, this model does not 
clearly define the essential steps that need to be 
considered. 
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Table 2: Analysis of Game Design Model Elements 

 
 

FINDINGS AND DISCUSSION 
This section presents the findings achieved in 

Phase 1 and Phase 2 based on the methodology performed 
in this study. In Phase 1, a comparative analysis on 10 
selected models leads to the findings of identifying the 
strengths and limitations in each model. Identifying these 
characteristics could assist the study in adopting essential 
characteristics into the proposed model later. Combining the 
strengths from these models could enhance the effectiveness 
of the proposed model. 

Based on the outcome in Phase 2, it is suggested 
that the main phases that could be considered for the 
proposed therapeutic model are Analysis, Game Elements, 
Game Aesthetics, Player Experience, and Evaluation. These 
main phases cover almost all elements in the 10 selected 
models that were discussed in the methodology section.  
Analysis will require the designers to obtain reliable data 
about the players (patients) and subjects (type of mental 
illness) before starting to design a therapeutic game. 
Meanwhile, game elements, game aesthetics, and player 
experience will focus on the game content and how to 
engage the patients through player experience. Evaluation is 
needed to evaluate the overall process of designing from the 
beginning until the end. 

 
FUTURE WORKS AND CONCLUSION 
Based on the findings derived from this study, it 

will guide this study in determining the additional elements 
for every main phase that have been suggested previously. 
Comparative analysis on therapeutic model is also vital and 
should be conducted as well. This step will identify the 
psychotherapy approach to be embedded into the proposed 
model as the therapeutic dimension. 

Existing researches have shown methodological 
weakness in therapeutic games and there is a strong 
evidence for future work to provide more guidelines for 
game design and development to support specific illnesses 
using therapeutic games (Doherty et al., 2010; Kostoulas et 
al., 2012). Although there are many works related to 
psychotherapy games, to date, research in this area is still 
lacking and there has only been a limited number of 
research projects on game design. Therefore, it is necessary 
to develop a specific game design methodology for 
therapeutic purposes. 
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ABSTRACT 
BYOD is a growing trend in corporate environments, where employees bring their own devices to work. Factors that 
have led to the growing popularity of BYOD include the benefits of work flexibility, increased productivity, and 
efficiency of employees. Despite these benefits, there are concerns over information security and privacy. Since BYOD 
allows employees to access organisational data anytime anywhere, it is necessary to ensure the confidentiality and 
integrity of organisational information resources and assets. This paper will review BYOD, and information security 
and privacy in BYOD environments. Three different cases study organisational practices for BYOD security and 
privacy. Finally, advice on how to handle security and privacy in BYOD environments, using explicit policies, is 
presented. The paper will assist organisations, information technology and information security/privacy professionals to 
understand risks associated with BYOD, and policy development to mitigate them. 
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INTRODUCTION  

The rapid advancement in information technology 
systems brought about the emergence of mobile 
computing, and later “Bring Your Own Device (BYOD)”. 
The latter simply denotes private or personally owned 
information technology resources (such as computer 
hardware devices or software) that are used for business 
purposes (Niehaves, Koffer, & Ortbach, 2012). BYOD 
refers to the use of smart phones, tablets, and personal 
laptops which are not supplied or owned by the business 
organisation/employer, but are owned by the employees. 
Although the devices can either be mobile or non-mobile, 
some organisations allow employees to bring their own 
desktop devices to work, as long as the organisation can 
gain full control of that device. However, most 
organisations that have chosen to embrace BYOD prefer to 
allow mobile devices, because the organisation benefits 
from lower corporate cost, less technical training for 
employees, and increased productivity (Gens, Levitas, & 
Segal, 2011).   

The drive behind BYOD can be traced back to the 
1980s when many organisations identified the ideal 
employee as one with creativity, initiative and 
determination, who could get things done by any means 
across geographical borders (Dawson, 2012). This 
recognition by organisations caused employees to harness 
new and quicker ways of working, in order to prove 
competence to their employers. The launch of the iPhone in 
2007, coupled with the increasing availability of wireless 
networks, re-initiated the idea of BYOD. The BYOD trend 
was first fully embraced in a corporate scenario in 2009 by 
Cisco, when they acknowledged the benefits of allowing 
employees to use their own devices to access network and 
business resources (Harkins, 2013). It was not until 2011 
that the term BYOD came to the forefront, due to reported 
benefits by IT service providers. 

Today, BYOD is common in corporate environments, 
and is re-organising ownership and control of 
organisational information systems and resources. Gens et 
al. (2011) noted that BYOD is changing the way businesses 
primarily operate, due to an increase in the number of 
organisations opening their networks and data to consumer 
handheld mobile devices, such as iOS or Android-based 

devices. According to a survey recently conducted by 
Cisco, approximately 95% of the participants said their 
organisation allows employees to use their personally 
owned devices for work in one way or the other (Cisco 
Networks, 2012). The survey also found that companies 
report an increase in employee productivity and efficiency. 
On this basis, many other companies began modifying their 
IT systems to integrate BYOD. Nevertheless, despite the 
benefits of BYOD, information security and privacy are 
realised as key concerns (Miller, Voas, & Hurlburt, 2012). 

INFORMATION SECURITY IN BYOD ORGANISATIONS 
     At corporate levels, information security concerns the 
protection of valuable assets of organisations. These assets 
are information that is either processed, recorded or stored, 
and owned by the organisation (Parker & Sarup, 1995). 
Information security concerns in BYOD are mainly 
centered on the confidentiality of data, since it is the 
organisational asset at risk. Other security concerns 
revolve around the risk introduced by mixing of personal 
and work data, and applications. Unlike organisation-
owned devices that only have IT approved software on 
them, BYOD devices may have different applications 
downloaded and installed. There is also a chance for data 
exfiltration from one app to another on BYOD devices. 
Another matter of concern is the lack of adequate 
safeguards implemented on devices, retainment of 
confidential organisational data on devices by employees, 
and stolen, lost or hacked devices. These all could easily 
introduce malware and viruses that can infect devices and 
potentially lead to compromise and exposure of 
confidential data. Seven types of BYOD security threats 
are examined in the section to follow. Although many of 
these threats exist, they are exacerbated by the mobility of 
devices. 
 
1) Malware and BYOD: Mobile malware is a well-
known threat to mobile devices and is rapidly growing as a 
result of BYOD adoption (Felt, Finifter, Chin, Hanna, & 
Wagner, 2011). The aim of malware is to break-in to a 
mobile device to spy or steal users’ information, and 
damage the device. Mobile users are often deceived by 
attackers to install malicious software applications on their 



 

device. In some cases the hackers wait for opportunities 
when the mobile device is vulnerable to remotely access 
the device. Malware threats can consist of viruses, worms, 
Trojans, and botnets. It is noted in a report by Alcatel-
Lucent (2013) that 11.6 million mobile devices are 
infected at any given time with malware. Malware 
deployed on mobile devices, has the ability to 
communicate non-stop with remote “command and 
control” sites, avoiding many corporate security measures.  

2) Phishing, social engineering and BYOD: These 
attacks are well thought-out methods of deception that a 
hacker uses to collect or force mobile device users to send 
confidential information about themselves (Dodge, 2007). 
This can be used to trick BYOD users to download 
malware onto their mobile device. Other planned methods 
of deception can be email messages sent from persons 
recognised by the recipients asking them to reply with 
confidential information. Invitation to register personal 
details on a website, or persuading individuals to install 
software (malware) or to download an attachment which 
runs a hidden key-logger program to their BYOD device, 
is also another method used by hackers.  

3) Direct attacks and BYOD: Hackers can use their 
intellectual skills to identify and analyse a particular 
mobile device system, and then launch attacks against it. 
The aim of the attack is typically to access, destroy, 
rewrite/modify, and extract confidential information, or to 
publicise the hackers for their exceptional talents. Direct 
attack with the intent of stealing, destroying or modifying 
confidential data can have huge effects on organisations, 
particularly those providing services to customers through 
the Internet. The well-known “Anonymous” have 
launched direct attacks on many organisations all over the 
world (Imperva, 2013). Some of their attacks 
compromised mobile devices to access or expose 
confidential financial information. 

4) Data communication interception/spoofing and 
BYOD: These can be major threats to wireless networks 
used by BYOD devices. If a mobile user sends 
information over the Internet and it is intercepted, this 
becomes a serious concern, because of the risk that the 
data can be accessed, modified, or even destroyed. At the 
same time if a mobile device can be spoofed through a 
wireless network and deceived into sending information to 
a wrong recipient or receiving any kind of malicious data, 
this can result into an even greater security concern. Even 
if the network is encrypted, there is still the risk of 
someone (i.e access point owners or malicious insiders) 
having something physically attached to the network that 
could attempt to exploit a VPN tunnel. The continuous 
interception and spoofing of wireless data streams, and the 
use of deceptive ways to attract mobile device users to 
fraudulent wireless access points, have become a major 
threat to mobile technology itself, and a big security 
challenge to BYOD organisations (Ashford, 2012). As an 
example, a vulnerability called “Hole 196” has been 
discovered by security researchers in the Wi-Fi security 
protocol (WPA2) the majority of organisations use to 
secure their Wi-Fi networks (AirTight Networks, 2010). If 
organisations are connected via Hole 196, attackers could 
exploit this vulnerability to access personal data of others, 

as well as inject malicious threats into the wireless 
network.   

5) Loss/theft of devices and BYOD: Mobile devices loss 
and theft is an increasing concern, as they are more likely 
to occur with mobile devices than traditional computers. 
While mobile devices have brought increased flexibility, 
they can be easily lost or stolen. Over 2 million mobile 
devices were stolen in the United Kingdom during 2005 
(Braue, 2007). Similarly, it has been reported by the 
Australian Mobile Telecommunications Association that, 
almost every year, there is over 100,000 mobile devices 
reported stolen or lost (AMTA, 2013). When mobile 
devices are lost or stolen, valuable information can easily 
fall into the wrong hands, and may be used for fraudulent 
and other illegal purposes. In the majority of cases, the 
cost of the device to the owners or the organisations is 
nowhere as important as the value of the information 
stored on the device. 

6) Malicious insider actions and BYOD: Government 
and other large business organisations have long been 
reporting how malicious insiders have exposed 
confidential data. Malicious insiders are one of the most 
challenging and problematic security issues to handle. 
Insiders have direct access to organisational information 
resources and networks; hence it is easier for them to steal, 
modify or destroy data. With BYOD, malicious insider 
threats are easier to realise, since mobile device users have 
access to organisational systems and resources anytime 
anywhere. BYOD employees who are malicious insiders 
have the possibility of executing malware attacks, 
phishing, data interception and spoofing, and easy theft of 
mobile devices can occur without notice in the 
organisations.  

7) User policy violations and BYOD: A user policy 
violation is one of the easiest ways to expose a BYOD 
device to vulnerabilities. BYOD users do not require any 
malicious intent. Ignorance and carelessness, such as 
accessing and downloading untrusted web content that 
might contain malware, and disabling antivirus and 
firewall applications to increase speed and performance, 
can expose BYOD devices to vulnerabilities and threats. 
The Citigroup financial company experienced a breach 
that exposed the data of over 5000 of their customers, due 
to one of their employee’s using a peer-to-peer (P2P) file-
sharing application from a BYOD laptop device on their 
network (Masin, 2013). Vance and Siponen (2012) noted 
that organisations are constantly faced with challenges of 
ensuring their employees comply with user policies. No 
matter how well developed and structured organisational 
policies are, they are rendered useless if not used 
adequately by employees.  

 
       Trend Micro (2012) reported that 93% of BYOD 
tablet computers and 84% of BYOD smartphones 
accessing corporate data do not have any form of security 
installed on them. BYOD does not only reduce 
organisational control of systems that employees conduct 
business on, but the mobile nature of devices makes it 
difficult for organisations to enforce policies and 
restrictions on employees working with BYOD devices. 
Moreover, contemporary studies by mobile security 



 

researchers indicate that attackers will continue to exploit 
vulnerabilities and issue threats to mobile devices to 
modify or destroy organisational data, particularly using 
malicious software (Goode, 2010). Traditional security 
methods and processes, such as host-based firewalls and 
content filtering, are becoming outdated against the 
emerging threats in mobile devices (BeyondTrust, 2013), 
mostly because they take up system resources. Hence, 
organisations need to make security and privacy of BYOD 
devices a top priority. 

INFORMATION PRIVACY IN BYOD ORGANISATIONS 
     Information technology systems have long threatened 
information privacy. Technological advancements, like 
mobile computing devices and the boosted increase in 
computing power, have made it easier and cheaper for 
personal information to be compromised (Joinson & 
Paine, 2007). At an organisational level, information 
privacy is a critical problem for businesses, and is 
exacerbated by the introduction of BYOD. Organisational 
information privacy is the behaviour or attitude of firms 
towards protecting their information resources and their 
customers’ personally identifiable information 
(Greenaway & Chan, 2005). There is a growing concern of 
how individuals’ personal information is exposed by 
organisations either intentionally or as a result of their 
information systems being hacked due to usage of mobile 
devices by employees (Ashford, 2012). 
     In BYOD, information breaches are a key issue that the 
majority of organisations are facing worldwide (Ashford, 
2012). As a result, organisations are implementing control 
measures that allow them to remotely wipe personal data 
on BYOD devices, force-install apps, and monitor device 
usages. Such measures can lead to private data retention, 
and privacy exposure. Also, from BYOD organisation 
employees’ standpoint, the fact that they own their devices 
does not exempt the devices from forensic reviews in 
cases of litigation. This will require all personal 
information such as browsing history, pictures, 
movies/songs played and downloaded, personal contacts, 
calls, emails, text messages, and other social networking 
activities stored on the devices to be accessible. Employers 
who use mobile device management tools also have the 
ability to deliberately track and monitor employees’ online 
activities and the real time location of their devices. 
According to a study by Fiberlink (2012), 82% of the 
employees surveyed considered tracking their devices as 
an invasion of their privacy. Another 76% of the 
employees disagree with their employers having access to 
applications installed on their devices. Over 80% showed 
concern about the possibility of their employers tracking 
websites and browsing history on their devices during off-
work periods. More than 86% were worried about 
unauthorised remote wipes/deletions of their personal data. 
The legal implications are also worrying (Kaneshige, 
2012).  
      As many organisations around the world continue to 
shift towards BYOD based environments, a considerable 
attention should be given to information privacy and 
security. A research survey conducted as part of a project 
undertaken through Murdoch University reveals the status 
quo of BYOD usage/perception in several organisations, 
and its potential impact on organisational confidential 
information resources and assets. 

METHODOLOGY 
     The study employed a qualitative research 
methodology, applying a case study approach. Because of 
their ability to help study cases effectively, interview and 
web-based questionnaire instruments were developed and 
used to collect data. The surveys were administered at 
three organisations that consented to take part in the study, 
with a total of 62 participants taking part. Face- to-face in-
depth interviews were held with 10 executive staff, and 
web-based questionnaires were administered to 52 general 
employees of the organisations. Detailed notes and the 
recorded interview sessions were transcribed. Descriptive 
statistics and thematic content analysis using NVivo and 
SPSS analytical software were two major techniques that 
have been extensively used to analyse the data collected 
from the study.  

CASE STUDIES: TECHNOLOGY GIANT, EDUCATIONAL 

INSTITUTION, AND FINANCIAL ORGANISATION 
This study underwent review by the Murdoch 

University Human Ethics Research Committee and was 
granted approval (No: 2013199). The study was conducted 
across three organisations from different industries related 
to technology, education, and finance, to determine BYOD 
proliferation, potential impact, and how the organisations 
are currently addressing BYOD issues.  

The Technology Giant organisation has been among the 
first to embrace BYOD, and takes information security and 
privacy very seriously. Over 100,000 of their employees 
access the organisation’s network through mobile devices, 
with 80% of them supplying their own devices. When 
loosening restrictions on personal devices, the organisation 
realised new problems: employees’ devices were full with 
applications they couldn’t control.  

The Educational institution is a leading research and 
higher educational organisation. Based on the nature of the 
organisation’s operations and type of services delivered, it 
is heavily reliant on IT systems and allows BYOD, whilst 
considering information security and privacy to be critical 
elements.  

The Financial organisation is highly dependent on IT 
systems and resources for conducting its day-to-day 
business. As a result, it allows BYOD in the belief that it 
enhances work flexibility and productivity. A key part of 
the organisation’s goal is to maintain confidentiality in its 
affairs and its customers, citing information security and 
privacy its top priority.  

Throughout the case studies, information was obtained 
on each organisation’s operational activities, principally 
with the aim of understanding BYOD usage and 
perception, as well as BYOD information security and 
privacy in the organisations.  

A. BYOD perception and usage patterns 
The findings obtained across the three cases revealed 

that BYOD is both prevalent and highly utilised in the case 
organisations. Slight variations were observed in the degree 
of adoption and integration of BYOD due to the nature of 
their industry and operations, but, nevertheless, they all 
hold the same assumption that BYOD information security 
and privacy is an integral aspect to their businesses.  

The Technology Giant and Financial organisation have 
specific device requirements for BYOD, but the 
Educational institution allows any device to access their 



 

network and resources. Table 1 illustrates additional 
findings which revealed that smartphones were the most 
highly used as BYOD across the three organisations, 
followed by laptops, then tablet PCs. 

Table 1: BYOD devices usage frequencies in the 
organisations 

 Smartphone Tablet 
PC 

Laptop Percent 
of 

Cases 
Technology 
Giant 35.7% 28.6% 35.7% 100% 

Educational 
Institution 34.8% 34.8% 30.4% 100% 

Financial 
Organisation 

42.9% 25.7% 31.4% 100% 

Total 
Average 37.8% 29.7% 32.5%  

 
 Generation X, defined as workers between the age of 
37-52 were more dependent on BYOD, followed by 
generation Y (18-36 years), and the baby boomer (over 52 
years) generation. BYOD usage was seen to be a key 
element that impacted positively on the performance of the 
organisations and their employees’ productivity. More 
flexibility to carry out work, increased information sharing 
and collaboration, and high level of convenience due to 
ability to work remotely was noted from users of 
smartphones, tablet PCs, and laptops. The users pointed out 
that: “BYOD gives us the choice to use devices and 
technologies which we are more familiar and comfortable 
with, making us very happy, and much more productive 
and efficient.” 

B. BYOD support 
The Technology Giant organisation allocated the most 

resources to support BYOD. The organisation has 
developed and implemented BYOD policies, procedures, 
network and application management infrastructure that 
integrates into their overall ICT infrastructure. However, it 
is lacking a distinction between support for BYOD and the 
organisation owned devices, resulting in negative effects on 
users’ experience. The respondents indicated that: “there is 
no differentiation between private and organisation owned 
devices, and any information on BYOD devices belongs to 
the organisation.”     

The respondents of the Educational and Financial 
organisations indicated that their organisation did not 
allocate adequate resources for BYOD, and have no 
specific policies, procedures, nor sufficient infrastructure 
for BYOD. These organisations do not provide any support 
to BYOD users and their devices. 

C. BYOD information security 
Threat of confidential information loss has emerged as 

the greatest BYOD information security concern for the 
three organisations, all citing that, securing corporate 
information is their primary goal. The Financial 
organisation officially allows BYOD only at mobile phone 
capability, but employees used laptops and tablet devices to 
access resources without the organisation’s consent. 

In the Technology Giant organisation, the objectives of 
its information security policy were defined with respect to 
BYOD. The organisation has adopted information security 
standards and tailored them to accommodate BYOD in 
order to ensure maximum security for its information 
resources and assets. Technical controls like mobile device 

management tools to manage and audit devices, and 
enforce security policies to ensure BYOD users are in full 
compliance, were also implemented. However, the 
organisation lacks a unified approach to auditing all BYOD 
devices. Some executives reported that their devices have 
never been audited, while others mentioned that their 
devices are constantly audited.  

In contrast, both the Educational and Financial 
organisations have not defined their information security 
policy objectives with respect to BYOD, with the 
Educational institution specifically lacking confidence that 
its employees would comply with BYOD information 
security policies and procedures if they were in place. 
Although there is an indication that both organisations are 
in compliance with information security standards, it 
seemed that the standards have not been personalised to 
include BYOD. The organisations also appear to lack 
adequate technical controls to manage and audit BYOD 
devices. However, the Financial organisation was noted to 
have a secured application management system for 
accessing corporate emails from BYOD devices. Table 2 
provides the summary of the participants responses 
concerning the BYOD security controls and measures used 
in the organisations. 

Table 2: BYOD security controls and measures used by 
the organisations 

 Technology 
Giant 

Educational 
Institution 

Financial 
Organisation 

Ensure 
employee 
personal 
devices are up-
to-date (OS, 
and apps 
updates) 

70.0% 0.0% 0.0% 

Install security 
software (i.e 
antivirus, anti-
malware) 

80.0% 4.0% 0.0% 

Encourage 
employees to 
immediately 
report lost or 
stolen devices 

90.0% 8.0% 7.1% 

Discourage 
employees 
from 
downloading 
unverified and 
untrusted 
applications 

80.0% 12.0% 7.1% 

Limit or block 
mobile device 
access to 
networks 

40.0% 4.0% 42.8% 

MAM (Mobile 
application 
management)

80.0% 0.0% 7.1% 

Ensure 
employees 
activate lock 
screens 

10.0% 0.0% 0.0% 

No control 
measures used 

 72.0% 35.9% 



 

The Technology Giant mandates the use of passwords, 
screen locks, and ensuring unverified and untrusted 
applications are not downloaded or installed by BYOD 
users. The Educational and Financial organisations do not 
facilitate the use of sufficient control measures by BYOD 
users, but the Financial organisation, in particular, tends to 
limit or block BYOD devices access from their networks. 
Additionally, both the Educational and Financial 
organisations lacked dedicated information security 
personnel for BYOD.  

 In all three organisations, participants were asked to 
identify BYOD security incidents that have occurred in 
their organisation. The Technology Giant and Educational 
institution admitted that BYOD devices were at least once 
or more often lost or stolen, infected with malware and 
viruses, subjected to network attacks, personal data loss, 
and data exposure through hacking. The Financial 
organisation reported no awareness of any BYOD security 
incidents that have occurred within their organisation.  

D. BYOD information privacy 
Although all three organisations have acknowledged 

that information privacy is important for BYOD, they all 
seem to lack sufficient knowledge of how to achieve 
privacy in BYOD environments. Management of all the 
organisations has at least indicated that they are in 
compliance with privacy principles and regulations. 
However, the organisations have not used these principles 
and regulations to implement any privacy frameworks that 
address issues relating to BYOD. Likewise, the majority of 
the employees across the organisations show no familiarity 
with what information privacy principles exist. Table 3 
presents the employees’ level of awareness of information 
privacy principles. 

Table 3: BYOD employees knowledge of information 
privacy principles 

 Technology 
Giant 

Educational 
Institution 

Financial 
Organisation

I don’t know 
what 
privacy 
principles 
are 

40.0% 52.9% 54.0% 

I don’t know 
what 
privacy 
principles 
exist in my 
organisation 

60.0% 41.8% 23.0% 

I am only 
aware of 
Australian 
privacy 
principles 

0% 5.8% 23.0% 

  
The results in Table 3 imply that the organisations have not 
educated employees on the level of BYOD privacy they are 
entitled to, as well as other associated privacy risks in 
BYOD. This is more evident in the Technology Giant 
organisation, because an executive indicated that the 
company treats all BYOD devices as organisation-owned, 
making employees’ personal data their data. Additionally, 
due to full BYOD devices management and auditing in the 
Technology Giant organisation, there is clear visibility to 
their employees’ personal data, leaving the employees with 
little or no entitlement to BYOD privacy. In contrast, the 
Educational and Financial organisations’ private corporate 

data can easily be exposed due to lack of support and 
control of BYOD devices.  

The Technology Giant and Educational institution have 
admitted being victims of data interception, cyber-stalking, 
identity theft, and the exposure of confidential files and 
information. The Financial organisation showed no 
awareness of any privacy issues that have resulted from 
BYOD practices in their organisation.   

E. BYOD information security and privacy knowledge 
All the case study organisations have a common belief 

that information security and privacy for BYOD is the 
responsibility of everyone dealing with critical confidential 
information resources in their organisation. The BYOD 
information security knowledge in the Technology Giant 
organisation appears to be almost comprehensive. There 
was a positive perspective of sharing information security 
knowledge across the entire organisation. Most of the 
employees exhibited knowledge of who to contact when 
BYOD security and privacy incidents occur, as well as how 
to protect sensitive data in BYOD devices. Additionally, 
some level of security awareness programs and training for 
BYOD was present, although, the organisation seems to be 
lacking any formalities for BYOD privacy: there were no 
formal mechanisms for education and sharing 
knowledgeable information related to privacy. 

On the other hand, the Educational and Financial 
organisations exhibited no signs of having security and 
privacy awareness programs and training concerning 
BYOD. Even though the employees of both organisations 
showed understanding of how to secure data on BYOD 
devices, several of them shared their BYOD devices 
passwords with work colleagues, friends and family, which 
is a major security issue of concern for the organisations.  

In order to build in-depth knowledge about how to 
reduce potential BYOD security and privacy incidents 
across all the organisations, further data analysis was 
conducted in regards to Liability, Device Management, 
Monitoring and Tracking Devices, and Self-Incident 
Handling, to identify behavioural intention patterns of 
employees in each of the organisations. Figure 1 provides a 
summary of the results.  
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Figure 1: Employees behavioural intent for BYOD 
across the organisations 



 

Likert-scale measurement levels using a minimum of 1 = 
strongly disagree, to a maximum of 5 = strongly agree, was 
used to understand the employees intention. The results 
showed that while there were similarities across all the 
organisations in terms of their employees’ behaviour to 
accept the BYOD information security and privacy 
processes, there were also variations. In all the 
organisations, the employees have a tendency to accept 
liability for security and privacy incidents that occur 
through their BYOD devices, as well as having little or no 
desire to manage these incidents themselves. The 
Technology Giant organisation employees were neutral 
concerning full device management, but the Educational 
and Financial organisations employees to some extent 
disagree with BYOD devices being managed by their 
employers. The survey of the users revealed that 63% and 
60% of the employees in the Educational and Financial 
organisation respectively, believed that the organisation 
should not be able to control their BYOD device. It is 
possible that there are differences in organisational culture 
in comparison to the Technology Giant. All respondents 
from all organisations disagree with monitoring and 
tracking of their BYOD devices.  

SUMMARY OF CASE STUDIES 
      In general, the Technology Giant organisation 
maintained a proactive approach to information security, 
and has implemented policies, technical controls, 
awareness programs and training for BYOD. However, the 
organisation is quite dormant when it comes to BYOD 
privacy, particularly for their employees. The Educational 
and Financial organisations seem to reserve a reactive 
approach, and therefore have inadequate security and 
privacy policies, controls, awareness programs and 
training for BYOD.  
      All three organisations share common issues relating 
to achieving information security and privacy in BYOD 
environments. The findings obtained revealed that, of the 
three organisations, only the Technology Giant has a high 
level of commitment towards BYOD information security, 
with no significant efforts been made by the Educational 
and Financial organisations towards BYOD information 
security. Moreover, all the three organisations have poor 
or no commitment of any kind to BYOD privacy.  
       Finally, the findings from the three organisations 
demonstrate that lack of sufficient and explicit BYOD 
policies, procedures, and awareness training programs can 
influence the information security and privacy practices of 
organisations. Therefore, effective security and privacy 
measures comprising of policies, techniques, and 
awareness training programs specifically relating to 
BYOD need to be implemented by organisations to 
combat potential threats and vulnerabilities in BYOD 
environments. The next section highlights the importance 
of an effective BYOD security and privacy policy.   

MANAGING BYOD USING EXPLICIT POLICIES 
       While many vendor-based technical solutions to 
manage BYOD exist, explicit policies and procedures that 
address security and privacy to support these technical 
solutions are lacking (Acronis, 2013), (Guan, 2012), 
(ZixCorp, 2013). Heimerl (2012), and Culnan and 
Williams (2009) stress that information security and 
privacy in an organisation should be a complex system 
which consists of technical systems, as well as policies, 
procedures, and other aspects that support the technical 

systems. Various research articles have emphasised 
information security and privacy policies as effective 
means of dealing with information security and privacy 
problems in organisations, as well as supplementing 
technical security and privacy controls. 
       An explicit and well-written BYOD policy can be the 
first step in bringing control to security and privacy in 
BYOD environments. BYOD users should follow some 
general guidelines when accessing and using 
organisational information resources. A starting point in 
drafting BYOD policies should involve the consultation of 
information security policies and standards manual, 
information privacy principles, mobile and portable 
computing policy, information asset ownership policy, and 
HR policies/code of conduct (IsecT, 2012). The BYOD 
policy detailed requirements should state that: 
 

a. The organisation and BYOD employees share 
responsibilities for information security and 
privacy.  

b. The policy does not affect organisational 
ownership of corporate information on BYOD 
devices, likewise the ownership of personal 
information by the BYOD users.   

c. Jailbroken and rooted devices are not allowed to 
be used as BYOD. They are considered as 
security and privacy compromised devices, 
therefore exposed to threats and vulnerabilities.  

d. Corporate information should only be accessed, 
modified, processed, stored and communicated 
on BYOD devices subject to successful device 
enrolment/on-boarding. 

e. Information that is classified as highly 
confidential, as well as data in large quantity (i.e. 
5 Gigabyte or more) is not permitted to be 
accessed, modified, or stored on BYOD devices.  

f. BYOD employees should only use the methods 
of authentication such as user-ID, and passwords 
approved by the IT management of the 
organisation. 

g. All BYOD devices must use a password lock-
screen pattern that automatically locks the device 
when idle.  

h. The organisation has the right to control its 
information on BYOD devices, and to limit or 
block BYOD devices access to corporate 
information resources and assets.  

i. BYOD users are encouraged not to download, or 
install any malicious content or apps on their 
devices. In a case whereby a security or privacy 
incident occurs as a result of downloaded 
malicious content/apps, the device owner is fully 
liable.   

j. Mobile antivirus software should be properly 
installed and fully running on all BYOD devices. 

k. BYOD users are responsible for backing up their 
device data, but only using encrypted hard drives. 
Users are also liable for exposure of their backed-
up data.   

l. IT help desk may not always have the available 
resources to support different devices with 
different operating systems, therefore BYOD 
users will only be able to receive the support and 
expertise available at any given time.  



 

m. Lost or stolen BYOD devices should be reported 
to the IT help desk, or the information security 
department within 24 hours maximum. 

n. BYOD devices may be remotely wiped, usually 
with the consent of the owner when he/she 
reports his/her device is vulnerable/infected, or 
lost/stolen, or terminates his/her employment. 
Likewise, BYOD devices may be remotely wiped 
without the consent of the owner when IT 
suspects or detects a data or policy breach, a 
malware or virus threat, or an attack launched 
on/through the device.  

o. To maintain BYOD users’ privacy and avoid 
organisational management access to personal 
information on devices, BYOD users are advised 
to separate personal data from work data in 
separate folders/directories on their devices using 
identifiers.  

p. BYOD users are required to take extreme caution 
not to infringe the organisation and other 
employees’ privacy rights, by taking pictures or 
making audio/video recordings at work.  

q. For all BYOD users, appropriate disciplinary 
action, which includes the termination of 
employment, can result in the event of non-
compliance with the BYOD policy. 

 
     Security and privacy is a continuous process that 
requires attention, administration, review, and flexibility. 
For BYOD security and privacy to be successful in 
organisations, each organisational entity needs to 
understand and execute their duties adequately and in a 
timely manner. The information security and privacy 
management or personnel in organisations should be 
responsible for maintaining the BYOD security and 
privacy policies, including raising awareness/training 
among employees, and advising on counter-measures. In 
addition, they should be responsible for authenticating and 
authorising BYOD devices, as well as the monitoring of 
networks for unauthorised access, traffic and other threats. 
The IT Department should be responsible for managing 
corporate data security and privacy, and also configuring 
and enforcing technical security and privacy controls on 
authorised devices to minimise the risks of data loss or 
exposure. The IT help desk should be responsible for 
providing support to BYOD devices on work-related 
matters only.  
    Overall, information security and privacy incidents 
affecting BYOD devices should be reported promptly to 
either the information security and privacy 
department/personnel, or the IT department or help desk. 
All employees using personal devices should be 
responsible for complying with BYOD policies at all 
times, and internal audits should be conducted regularly to 
assess compliance. 

CONCLUSION 
     Preventing employees from bringing different types of 
devices into the workplace is difficult and will only 
worsen with computerised wristwatches and glasses 
proposed in the near future. With more than half of BYOD 
organisations reporting a variety of security and privacy 
threats, information and security polices require re-
evaluation. Management, employees, policies, standards, 

procedures, and best practices, all play an important role in 
organisational information security and privacy. 
Organisations allowing or intending to permit BYOD must 
take a holistic approach with information security and 
privacy, and incorporate it diligently into each of their 
processes and methods. As discussed earlier, one of the 
major factors that can positively influence, and potentially 
reduce BYOD security and privacy incidents in 
organisations is a information security and privacy policy 
that accommodates BYOD. An understanding of how to 
weave different aspects of information security and 
privacy functions and processes to protect confidential 
information in BYOD environments is highly 
recommended for organisations. 
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ABSTRACT 
Researchers have proposed several content dissemination techniques for addressing the massive growth in content 
exchange. Named Data Networking (NDN) is one of the novel ideas in which networks use named data for content 
dissemination instead of host identities. In NDN, the content itself is presented in the network layer based on user 
interests. The use of NDN in Vehicle-to-Vehicle (V2V) communication has numerous potential due to the advantages of 
named based data retrieval against host based data searching. This paper presents an in-depth review of the potential uses 
of NDN in V2V environment with special emphasis on their advantages and disadvantages. The paper also provides future 
research direction that could be undertaken on the subject. 
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INTRODUCTION 

Named Data Networking (NDN) (Jacobson, 2009) 
is a new Internet architecture which focuses mainly on 
name-centric networking, in lieu of the traditional host-
centric approach. Recently, numerous Vehicle-to-Vehicle 
(V2V) applications based on NDN have been proposed 
(Baid, 2013) (Grassi, 2013). Intuitively, the multi-source 
nature and in-network caching features of NDN are 
supportive of the information dissemination in widely 
covered regions and intermittent contact challenges which 
are difficult with traditional IP-based networks. For 
instance, a data retrieval failure due to intermittent contact 
will be able to recover more quickly via the advantages of 
distributed caches. 

Vehicular Networking (VN) is one of the most 
important technologies in the widespread network, also as 
of now; technologies are prepared for implementation and 
distribution. The use of vehicle sensors for environmental 
monitoring, space, logistics industry, and so many other 
applications is therefore an advantage. The most prone 
question that researchers have in their minds is, what is the 
connection between vehicle platform and information 
dissemination? 

This paper focuses on improving the timing and 
promptness of information delivery among vehicles, to 
bring Intelligent Transportation System (ITS) based on the 
concept of NDN to the vehicular network. ITS combine the 
advances of information system, sensors, communication, 
and algorithms to improve the outstanding performance of 
transportation. A new research area in wireless 
telecommunication has opined of ITS application by 
creating communication between vehicles such as V2V, 
which support data collection and exchange of data 
information. 

The paper is further organized as follows: V2V 
communication requirements and some functionality are 
covered in the next section. Further details on V2V 
motivation and challenges are discussed. NDN 
architectures, Layered protocol model, and research 
challenges are also presented in the paper. Features and 
advantages of NDN for V2V were exposed in the remaining 

parts of the paper. Conceptual design of Named Data 
Vehicular Networking (NDVN) as contribution and other 
recommendations concludes the paper.   
 
V2V Communication Requirements  
 In vehicular network, due to the restrictions on the 
available spectrum and wireless networks, the requirements 
aimed at better usability of bandwidth, low latency. These 
will enhance stability of the network (Puvvala, 2012). Since 
the entire network poses unpredictability of the vehicles on 
the network, hazards, dangers and safety information need 
adequate delivery in time. The system needs almost a 
perfect deployment in the environment so as to function as a 
V2V to actualize message delivery as when needed 
(Bhuvaneshwari, 2013). In V2V, due to its flexible structure 
through topology, messages and information are predestined 
from a vehicle to another. Once a vehicle has information, it 
forwards the information to a nearby vehicle with the hope 
of concurrently re-forwarding until it gets to the final 
destination. For the purpose of the mentioned 
communication fashion in V2V, all vehicles need to have 
the V2V enabled accessories to engage in the practice. 

The underlining technology behind V2V 
communication is Dedicated Short Range Communications 
(DSRC). Devices installed on vehicles allow high speed 
communication between vehicles and infrastructures make 
up the DSRC. In order to have an operating communication 
in V2V, one needs spectrum, an attribute enables people to 
develop application with low latency. The primary goal of 
choosing this application can provide the prioritization of 
information such as safety applications. 
            V2V communications mainly are performed with the 
Wireless Access Vehicle Environment (WAVE) 
technologies. WAVE technology is incorporated with 
system architecture, different interfaces, and services it 
provides such as the wild card Basic Service Set (BSS). 
WAVE allows the transmission and reception of data 
frames with the wildcard BSS. This feature enables 
communication-group setup without much of the overhead 
needed in nomadic IEEE 802.11a/g. According to Puvvala 
in (Puvvala,  2012), WAVE standard to an acceptable score 
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transmit on 5.9 GHz band with the transmission range of  
about 100-500 meters on frequency. The global standard in 
US/Europe that uses this mechanism is presented as a 
summary on Figure 1. 
 

 
 
 Figure 1: US/Europe Standard for Short Range 
Communication (Puvvala, 2012) 
 
            As a result, it clearly poses the particular 
requirements in every aspect of the system. DSRC and 
WAVE are the major requirements needed to vend into 
V2V communication. A unified V2V framework operates 
on some important requirements, namely Naming, 
Scalability, Mobility, Storage and Cache, Traffic 
characteristics, Security and Privacy which are outlined as 
follows. 
 
Naming 
           Naming sees as an open research gap of challenges 
in issues such as flat, hierarchical and distributed forms in 
designing NDN-based V2V application. The first action to 
realize in a unified V2V communication framework is the 
ability to assign unique names within the scope of each 
vehicle. Data information exchange generated by vehicles 
or a group of vehicles, needs proper naming approach in 
design to enable traffic message sharing  when needed 
(Wang & Wakikawa, 2010). Firstly, names must be unique 
as an application-centric, so as to provide the principle of 
application and services. Secondly, the names must be 
carefully designed to meet safety ways to secure based on 
application requirements. Naming in NDN is chosen as at-
types and hierarchies; however, Distributed-Hash Tables 
(DHT) are also used in some architectures of NDN e.g. 
Seen in (Grassi, 2013), (Jacobson, 2009). 
 
Scalability 
          A major challenge in V2V is posed by the enormous 
growth of vehicular advancements in future when a large 
number of vehicles are equipped with sensors as regards to 
scalability and growth of the network. The challenge posed 
is how can this technology gives successful communication 
that shows great promise for a large-scalable deployment of 
V2V cooperative safety systems (Puvvala, 2012) and 
(White, 2009). An integrated V2V communication concept 
needs to name every item, such as data and devices, etc. 
Moreover the system must be able to insert, update, and 
introduces a name with low latency so as to aid the 
efficiency of the V2V communication. With the 
aforementioned challenges, NDN-V2V seems to be the 
suitable paradigm to handle large vehicular communication 

against highly scaled network on the road due to its 
advantages of name-centric nature. 
 
Mobility 
             For V2V communication, mobility is managed via 
road discovery, recovery, and maintenance. Efficient 
mobility in the V2V framework consists of topology 
control, location, and handoff. Commitment to support 
mobility is to be able to deliver V2V information, data 
exchange based on an application acceptable delay 
constraint on all of the above three cases (topology control, 
location and hand-off). The fixed assets into dynamic V2V 
environment seek to improve speed and ability to make 
decisions by users effectively. In addition to unifying the 
network architecture, protocol stacks and service, 
Application Programming Interface (API) that migrates 
smoothly from fully connected to weakly connected ad hoc 
network environments must be associated with vehicular 
systems  (Baid A., 2013). Putting into consideration that 
vehicles move in-and-out of the network almost 
exponentially. 
 
Storage and cache 
            Storage and caching both play an important role in 
V2V communication (Wang, 2007). Based on the content 
caching requirements (Xu, 2010), information can be 
disbursed at will or at service licensed points resulting in 
not requiring sending frequent content request to the 
originator (publisher). Instead, the content will be served by 
the cache based stations. The operation of caching takes the 
forms of in-path or off-path design. Without an adequate 
caching, V2V would not be possible as every car (node), 
requires cache and send information and data on request or 
operation. 
 
Traffic Characteristics 
            V2V communication traffic can generally be 
classified into two types, local and wide areas traffic. Local 
area traffic is between neighboring vehicles; For instance, 
cars can work together to detect potential hazards on the 
highway; more so, sensors are used to detect and mitigate 
collision rates as a preventive device. Sensors in cars on the 
same road may act as a team to determine how to adjust the 
hitting level on the road (Wang & Wakikawa, 2010). For 
the purpose of traffic control, data aggregation and filtering, 
cover real time constraints, and require data service for 
discovery and association. This makes it necessary for the 
V2V framework to support wide area communications. For 
instance, consumers can locate a real-time traffic and road 
usage information, after that a car may choose which way 
(path) to take. Wide area communications, therefore, need 
efficient data and service detection form with extremely 
high resolution services to curtail the menace of traffic on 
the road. 
 
Security 

 The V2V communication system is prone to huge 
data generation which is subject to privacy and security 
guidelines lapses. The lack of a centralized control structure 
in a dynamic network and weak wireless communication 
would be a key factor to increase the number of possible 
security breaches and intruder threats in V2V 
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communication (Zhu1, 2013). Therefore, there is a strong 
need to use good and appropriate security measures to 
safeguard the information transmitted. 
 
Privacy 
  Privacy, as it relates to the V2V, can be defined as 
the acceptance and un-acceptance of the rights of using 
information about a person, vehicles and other related 
information by another party. It also defines the forms of 
information acquiring about a person and a vehicle 
(Puvvala, 2012). Therefore, the NDN-V2V concept can be 
used to curtail and prevent publishes of controlled 
information. 

 
V2V Communication Architecture   

The current available system architecture of V2V 
communication is in Vehicular Ad-hoc Networks. Vehicular 
Ad-hoc Networks (VANETs) used alongside Road Side 
Units (RSU) are yielding positive research results by 
making communication feasible through their closed 
interaction. Vehicle sensors exploit the short range wireless 
communication to transform collected data to the remote 
control center. V2V communication is thus considered to 
handle the technology which allows the vehicles on a 
network to talk/communicate with each others as a public 
network. 

 V2V communications, analyze the usability of 
different wireless technologies, and the ability to transfer 
information between vehicles in order to maintain constant 
communication. Movement is an important task that ensures 
the success of vehicular communication technology in V2V. 
Some of the solutions proposed for wired and wireless V2V 
cut across the idea of using a proxy server as a gateway 
between the two domains. All the aforementioned 
techniques can extend this model to vehicular technology to 
work as a vehicle to other vehicles on the same road, 
primarily for direct connection, and then allow indirect 
relations through several vehicle nodes. However, the focus 
of this paper is to adapt the existing structured of V2V 
architecture features of the vehicular environment to better 
the performance using the NDN concept. There are three 
parts of applications research area in connecting vehicles as 
shown on Figure 2. 

Recent and modern developments in appliances, 
compact in cars such as cars equipped with sensing and the 
rapid integration of new wireless technologies has made 
communications with stations easier. Thus allowing the 
introduction of several vehicular applications and services 
based on VANET context to efficiently cooperate between 
terminals and fixed infrastructures available en-route. V2V 
communications are new generation of driver assistance and 
environment monitoring technology. The advantages of 
VANETs aims to improve environmental monitoring 
activities, traffic efficiency, minimize road accidents and 
enable new applications. Information technology networks 
in V2V communication technologies include fixed networks 
and wireless networks. With the architecture of VANETs, 
can further be termed based on following three concepts: 
cellular/WLAN, ad hoc and hybrid. These categories allow 
vehicles to be in contact with V2V communication or fixed 
infrastructure (Wang, 2007). Figure 3 shows the general 
architecture for vehicular networks in V2V communication. 

 

 
 

Figure 2: A Research Direction of Vehicles 
Communication 

 

 
 

Figure 3: V2V Communication Architecture 
 
 

V2V Motivation and Challenges   
To exploit the potential use of NDN in V2V, an 

efficient road network is extremely important to support 
reliable transport service and make vehicular ad hoc 
networks (VANETs) applicable for many applications. The 
recent trend, however, is to evolve towards a globally V2V 
framework, in which vehicle and objects connect to the 
Internet, available for interactions among themselves. 
        During the past decade, many standalone V2V 
communication systems have been developed in different 
domains (Xu, 2010),  (Hassan & Habbal, 2013). The recent 
trend, however, is to evolve towards a global V2V 
framework, in which vehicle and objects connected to the 
Internet will be available for interactions among themselves. 
V2V supports a variety of vehicle en-route applications. A 
major requirement to efficiently transmit information is 
radio resource management strategies. This includes 
bandwidth, Quality of Service (QoS) control, packet loss 
reduction, packet scheduling, interference control, capacity 
enhancement, and Call Admission Control (CAC) (Kumar, 
2012). To accomplish different uses of applications in a 
V2V communication environment, sophisticated 
configurations are needed for efficient V2V communication. 
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There are many challenges facing the V2V 
communications. Some of the most important ones as 
presented in (Puvvala, 2012) are discussed below with the 
addition of Number of Messages, Heterogeneous and Hop 
Distribution. 
 
Radio 
          Radio is one of the most popular issues based on the 
spectrum and congestion (Puvvala, 2012); this is due to the 
nature of the radio access network throughout the trip 
because of its heterogeneous nature. Thus a seamless 
connection for ubiquitous communication is a major 
challenge.  
 
Positioning 
          Positioning is often determined using differential 
Global Positioning System (GPS). It is difficult to know the 
exact positions of moving vehicles which may create 
uncertainties in the messages received as well as transmitted 
(Kumar,  2012). 
 
Hop Distribution 
          In reality, vehicles are not uniformly distributed in a 
certain area (Zhu1, 2013); a large population prone area 
usually faces more hop distribution against a less populated 
one. The population may be as a result of trading, offices, 
schools, recreational centers and bars etc. 
 
Number of Messages 
          A key evaluation metric is the total number of 
messages sent. Distribution is usually calculated between 
nodes and the total number of hops the messages across 
during message distribution. 
  
Heterogeneous Distributions 
         The heterogeneous distributions of vehicles increases 
the challenges for designing new applications, Intercontact 
time and arrival time (Zhu1, 2013), distribution interval, 
then becomes distinctive in communication between 
vehicles, the network connection is extremely better if the 
time between the contacts is less. The duration of a contact 
decides the total data that can be transferred within a 
contact and finally the security with certificates challenge. 
         The paper aims to improve the communication for 
better environmental and highly mobility structured net- 
work between vehicles. Today's cars use TCP/IP 
communications with the current back-end server. Figure 4 
shows the scientific, technical challenges based on V2V 
communication. 
        The limitation of existing system nowadays, most of 
the vehicles are equipped with a variety of wireless 
communication interfaces such as 3G/LTE, WiFi, WiMAX, 
IEEE 802.11p (DSRC/WAVE), and Power Line 
Communication. A car should be able to take advantage of 
any and each of these interfaces to communicate with other 
vehicles as long as it is needed by other applications such as 
basic safety message (BSM). A study conducted by Wang 
& Wakikawa, (2010), used a context-aware V2V 
application as an example to display messages from one 
vehicle to another traveling at an estimated speed of 60 
miles per hour (mph). However, the study concluded that 

the ability to exchange at least 10 messages per second with 
3Kbits in each message was achieved. 
  
 Additionally, vending into Name Data Vehicular 
Networking (NDVN) could curtail and mitigate the existing 
challenge of message linear sending by adopting a 
broadcasting scheme. The broadcast is done using N-array 
structure where a source (Publisher) sends out the 
information using a broadcast. Once the message is 
broadcasted, the neighboring vehicle pulls the information 
which is then cached for subsequent forwarding.  
 

 
 
Figure 4: Technical Challenges 

 
         Unfortunately the traditional mechanism type and the 
fundamental networking do not efficiently support the core 
functions that the budding applications demand such as 
wide area coverage. However, installing access points in 
every 500m will be too costly in practice. This scenario 
therefore introduces recent research efforts that address the 
issues under NDN technology. 
 
NDN Architecture   
  At NDN, users and applications have a lesser 
concern about where the address information is located. 
Rather, NDN has more emphasis on the data. This makes it 
a unique paradigm of content-centric as against the IP 
addressing paradigm. NDN architecture is built upon 
neighbor node communication of information sharing. In 
NDN communication, packets are known as interests which 
are requested by a subscriber (consumer) and the data 
packets which are in-turn created by the publisher 
(producer) ends of the consumer. 
           Information in NDN are lodged in a special store 
known as the Content Store (CS); which store all contents 
and respond to the interest packet when requests (interests) 
are sent by subscribers. Pending Interest Table (PIT) is a 
special forwarding table in NDN that saves interests on its 
feature when message interests are not met. PIT 
immediately forwards the interests from the CS when 
subscribers request. In case where interest packets are not 
saved previously in the CS, or unsatisfied requests, the PIT 
stores that interest. PIT has the functionality of decision 
making on whether to store the interest or to forward to the 
Forwarding Information Base (FIB) for forwarding 
operation. The FIB can as well be related to the IP 
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forwarding operation with a distinction of using names 
against the IP addressing in the traditional Internet. IP 
sometimes produce redundant links during packet 
forwarding while in NDN operates more using loops to 
reduce redundancy links. 

NDN architecture will function better when most 
nodes (routers) are cached-enabled. The negativity and lack 
of cache-enabled routers will cause packets drops and loss. 
From Figure 5 below, when an interest is sent out by a 
consumer, on Host A, the interest is placed in the PIT. The 
cache-enabled router (Router X) is the first to be served 
with the requested interest.  CS from Router X is the first 
name resolution site. In the event that the object is not 
found, the interest is placed in PIT and FIB then forwards 
interest in the network.  
        Moreover, after the interest is matched from the 
producer, the data object is forwarded back via the route as 
depicted in Figure 5. Data A was cached by Router X for 
subsequent feeding of interest from other nodes. 
 

 
 
Figure 5: Sample NDN Architecture (Jacobson, 2009) 

 
            The main concern of the network revealed, is to find 
and provide the information that cannot be accessed using 
some parameters and the content of their conversation. 
Information of influence, and retrieval of information, 
which can be divided into two functional areas as low level 
with respect to NDN, and network, which is a collection of 
related pieces of information, also known as the objects 
name content/information. Data for direction and control 
applications of services at a higher level and intermediate 
are serviced by the functional areas. 
           In NDN, information is produced by publishers and 
consumed by subscribers, while none of them has any 
knowledge of the each other's existence. The data sent 
through the network, passes from a number of other 
elements that determine the correct path they should follow. 
NDN uses dynamic content caching content distribution 
which is fast, reliable and scalable with a maximum 
capacity to avoid congestion. 
          Router (placed along the way from the sender to the 
receiver), for example, saves the contents of the cache for 
objects that intersect so that they can guarantee subsequent 
requests for the same objects quickly with a router. Thus, 
this avoids much load across the original publisher. This 
means that the introduction of the NDN is a search and 
display of copies of data objects according to the effective 

receiver in the network. With NDN cache also, content has 
the ability to translate the movement of traffic within the 
operator's network, provided that there is an incentive to 
publish Application Layer Traffic Optimization (ALTO). 
         Mobile NDN can be defined as an NDN that supports 
elements in the network path, consumer and/or provider 
mobility. Consumer mobility is more frequent in mobile 
NDN, when requests are not fully granted due to consumer 
mobility; it can re-issue any packets sent by interests that 
are not satisfied yet. This can happen without notice 
because there is no need to make any new registration, etc. 
With these advantages, CCNx can handle up to 97 percent 
of the queries in the high mobility (Wang & Wakikawa, 
2010). 
 
Layer Protocol Model 
        The work in this paper turns its attention to the 
current new and enhanced protocol for V2V that hopes to 
replace presentation, session and transport layers of the 
legacy OSI framework to provide the functionality in a 
more efficient way. The IP (Network Layer) will be 
replaced by the NDN Platform i.e. NDN architecture would 
stand in for more efficient and robust routing (see Figure 6). 
Routing is maintained using the unique names of contents 
instead of IP addresses as shown in the figure below, but the 
mechanism to choose the best route with the longest prefix 
match will remain the same as in traditional Internet in 
particular, with reference to the model of TCP/IP 
communications architecture during different methods. 

 Receiver-based communication model: Receivers 
pull information by sending an Interest message. 
At most one data message is delivered in response 
to an interest. Communication is initialized by 
publishing interest on the network by the 
subscriber which in-turn is handled at the receiver 
based nodes. The applications on the receiver side 
have to re-express interest for content if previous 
interests have timed out due to non delivery. 

 Hierarchical content naming scheme: NDN does 
not address hosts, but location independent content 
objects. Content is given arbitrary, user-defined 
names organized in a hierarchy similar to URLs. 
Interests are matched with content or with routes 
to, content, by doing longest-prefix matching. 
Because of these properties, receivers can express 
interest in names that do not yet exist. These 
Interests will be routed to a content source capable 
of generating the corresponding content. 

 Cache-based architecture: Every participant in the 
system, such as end nodes and routers, may cache 
content objects and use them to serve future 
requests. However, the caching is done according 
to the forms and algorithms to avoid collision of 
information and reduce redundancy of information. 

 Content Security: Every content message 
exchanged in NDN is digitally signed. In this way, 
the content publisher certifies the binding between 
the content and its name to ensure integrity and 
authenticity. Encryption can be used if 
confidentiality is required. 

 Stateful, more powerful routers: Content routers in 
NDN need to keep per-interest state to avoid 
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routing loops, and to send back data responses on 
the same path that the corresponding Interests took. 
Routers can verify the content objects signatures to 
avoid content spoofing attacks. NDN also supports 
a limited query language for Interests that routers 
must implement. 
 

 
 
Figure 6: NDN Model (Jacobson, 2009) 
 
 Research Challenges 
        In this section, research challenges for various network 
layer protocols are discussed, which has the unique 
characteristic of V2V communication that raises a number 
of design challenges. These characteristics generate a good 
opportunity to solve ITS problems from a different point of 
view. 
 
Application layer 
        In the application layer, the main challenge lies in the 
effective expression, discovering, storage, and updating all 
the information over the network. This technology is facing 
the main challenge which includes naming and addressing, 
and the most recent applications are incapable of utilizing 
Geo-location. If any vehicle wants to encode 
multidimensional information in the form of names as an 
example of Information Traffic data, name must carry 
location and time of information. Addressing is considered 
as a problem which needs to be solved as regards to V2V 
communication network (Xu, 2010). Addressing faces the 
challenges of how to index the information from the 
physical world for efficient storage of information 
dissemination. 
  
Transport Layer 
          In the transport layer, the functions such as error 
detection, congestion, flow control, lost data retransmission, 
and bandwidth management are implemented at the end 
host as an end-to-end communication process. This is 
harmonious with the NDN paradigm which is the role of 
end hosts making it extremely different as compared to the 
traditional IP networks. This is because the communication 
sessions are only information-centric. Moreover, transport 
layer should completely remove the dependence on 
endpoints. For more clarity, senders and receivers are 
decoupled in NDN, and due to caching advantage, a 
consumer can receive queried interest (data) from multiple 
different sources in an unexpected way  (Arianfar, 2010). In 
this case, the challenges are how to carry out transport 
control per data source under uncertainty since the 

communication does not make sources of data or 
information known in advance. Furthermore the challenge 
of providing consumers' details with authenticated data 
without exposing the producer identities becomes vital. 
 
Network Layer 
           Information dissemination in V2V has also a number 
of challenges in the network layer. Literature study in the 
last decade has proposed and proven many protocols in ad 
hoc networks, such as Mobility-Centric Data Dissemination 
algorithm for Vehicular Networks (MDDV)  (Wu, 2004) 
and Vehicle Assisted Data Delivery (VADD), which 
considerably improve the packet delivery in V2V mobility 
with the aid of Global Positioning System (GPS) 
positioning and road layout  (Zhu1, 2013). Even though in 
the context of NDN, the source and destination for certain 
applications are not known for routing the packet. Another 
open issue is, information may be combined when 
traversing through different vehicle destined without the 
prior knowledge of the vehicle's position. 
 
Link Layer 
         Link Layer is responsible for functionalities such as 
receptiveness, reliability and scalability to adopt changes in 
V2V mobility (Xu, 2010). The interrelated concept of 
reliability and scalability become vital in safety, security 
and immediate data transmission while looking into the 
parameter access point selection. Address Resolution 
Protocol (ARP), MAC management issues with respect to 
timeout are all challenges in NDN; because of all these 
issues, increase start-up delays and underutilization of 
bandwidth leads to inefficiency in a mobile environment. 
Hence, they are open ended issues for researchers. 
 
Features and Advantages 
         NDN has features categorized in three as mentioned in 
the previous section. The features are CS, PIT and FIB; 
however, similar to the Domain Name Server (DNS) that 
generates the IP addresses and the forwarding information, 
FIB provides the routing information using the names as 
what is seen in a host-centric network paradigm. 
Additionally, FIB performs functions almost similar to the 
routing operations on IP Internet. Security features such as 
the Secure Sockets Layer (SSL) are represented in the FIB 
using different encryption and hash functions; therefore no 
routing loops occur in communication. Inclusion of special 
feature for self-identifying mechanism in NDN enables 
NDN in removing the need of spanning-tree. This results in 
better optimized and enhanced routing functionality. Part of 
the advantages in NDN is the use of simultaneous 
messaging in different scenarios of routing interests in case 
of different changing condition. 
          NDN is envisioned as a future Internet for addressing 
some inefficient use cases of operation in the Internet such 
as content retrieval, mobility, Internet of Things (IoT) etc. 
The features of NDN make it easy to understand in 
internetwork functions in cloud computing, multicasting 
information, mobility and scalability support etc. Part of 
NDN operations are that in a network, objects/interest are 
identified by their names not by IP addresses as practice in 
the traditional Internet. Additionally, objects like mobile 
devices, services and contents are seen as a node of 
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publishers and subscribers. Secondly, routing uses a hybrid 
name or addresses from the FIB. Routing could be reactive 
or proactive depending on the interests and the best routes 
to deliver the requests. Third, delay tolerant transport is 
seen as a feature in NDN with the advantage of the nearest 
node providing the information. 
          Technological shifts through innovation have 
envisioned the wide sharing and usage of information 
among V2V. In the NDN architecture in V2V, Road Side 
Units (RSUs) provide the intermediary service of the 
communicator in the middle and a server-like station. This 
aids in acquiring information from moving and stationed 
vehicles in the V2V environment.  Authors in (Baid, 2013) 
(Bhuvaneshwari,  2013), (Wang & Wakikawa, 2010) at this 
point, consider the preliminary investigation of the NDN 
model in vehicular environments as beneficial. The use of 
V2V communication for traffic information sharing and 
other data outstands NDN for Interest with data 
broadcasting. NDN has therefore been proposed and 
evaluated for its efficiency and better coverage. The output 
of the researchers in different studies shows that situated 
timers to coordinate transmissions and minimize packet 
collisions on the shared wireless medium has been 
addressed. The dissemination of safety information on 
vehicles is applied in NDN framework and equipped with 
several radio interfaces (Arnould, 2011). A prototype for 
vehicular communication has been designed and developed 
so that consumers consume all available communication 
technologies to search and route named data (Grassi, 2013). 
 
Conceptual Named Data Vehicular Networking (NDVN) 

 
V2V and VANETs follows the same principle and 

apply these principles to the highly dynamic environment of 
surface transportation (Wang & Wakikawa, 2010). Data 
sharing in V2V environment has become large to handle 
thereby increasing the need for better computing service to 
handle the data object. V2V with the adoption of the NDN 
is thus seen as solution direction of the aforementioned data 
size issue for handling large-scale data sharing, object 
content distribution, and application-level multicast 
application etc. Figure 8 shows an example of VANETs and 
V2V communication. 
        The paper presents the concept of V2V 
communication; the concept will be referred to as Name 
Data Vehicular Networking (NDVN) formal 
communication action. The work contends that NDVN is 
very important. This is because focusing on content sharing 
between vehicles is an aspect of NDN that has not yet been 
fully analyzed and understood. The concept of NDN based 
V2V is becoming more and more significant in day-to-day 
activities due to the increasing number of interaction and 
communication on the road. This proposal is based on the 
NDVN framework which present three important roles 
played via vehicles and RSUs. The work describes the 
following: data publisher, data mule and data consumer 
with layer protocol model as seen in Figure 7. 
 
 NDVN Scenario 
  NDVN environment defines the combination of 
ICN-able vehicle scenario. Information sharing use name 
for referral in lieu of the IP addresses in host-centric 

network. From the Figure 7 below, vehicles are enabled 
with sophisticated cache node abilities that make it possible 
for Vehicle 1 to share information with Vehicle 2. This is 
possible in the scenario with the functionalities of the 
Content Store (CS), Forwarding Information Base (FIB) and 
Pending Interest Table (PIT) for storage, route forwarding 
and interest checking for presentation respectively. NDVN 
operation as depicted starts its initiation from the Publisher 
which is usually a vehicle as a source. The information is 
then pushed into the network through the neighbors which 
are cache-enabled. In the Road Side Unit (RSU), 
information is fetched by the vehicles in the network.  
 

 
 
Figure 7: NDVN Framework 
 
This paper shows V2V message/data communication 
between vehicles that in close proximity or in large 
distances away to demonstrate how V2V can be potentially 
used. The scenario will be based on mobility of content in 
V2V communication to serve the future drivers warning 
with potential crash avoidance, traffic information as safety 
application and efficiency or with any other potential 
message in commercial applications and entertainment 
support such as content sharing of V2V communications. 
 
NDVN Fundamentals and System Operations 
        In this part, the paper provides a scenario of the 
operation of NDVN in order to clarify the thought of 
sharing information of content such as message/data 
communication. The basis of NDVN framework which 
classify the system into three different roles as shown in 
Figure 8, where data consumer, data publisher, and data 
mule are in communication. 
 
        The system operations are as follows, a vehicle as a 
publisher produces a data (message) and stores it in its 
cache by Content Store (CS), which makes it available, 
actives and offered for distribution. The interest reaches the 
first vehicle. This is then looked up if similar or the same 
interests are requested by other vehicles. In this particular 
case, the message will be sent at the same time by using an 
N-array of solution of sending messages on Multicast 
application. A vehicle might send a message to N number of 
vehicles which are nearer to it or far by some distance. 
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Figure 8: NDVN Framework Architecture 
  

Second a data mule is a vehicle that collects 
information from another vehicle in addition to its own data. 
Messages can be transferred away from the producer's 
location, whether by interest or through vehicle movements, 
which in turn can carry the content to wider areas, content 
can be carried by the vehicles while they do not have a 
network connection. 

Finally, a data consumer sends Interest (message) 
to retrieve data information from publishers and data mule. 
Practically, in NDN model content has a unique name. 
Furthermore, data consumers can be fully served their 
requested data name in the Interest (message). 
 

CONCLUSION 
        This paper discussed about the potentials of using 
NDN for V2V in a wider perspective, a first step for 
identification of information communication based on 
NDVN which is used for remote V2V communication. 
Numerous challenges of V2V and NDVN combinations 
were discussed, which are open to be addressed by the 
research community in different applications and scenarios. 
The contribution of the paper can be categorized into the 
following. Namely: reviewing emerging V2V applications 
with the existing of V2V networking, studied the existing 
challenges of network models in V2V communication and 
the introduction of the conceptual design of a proposed 
NDVN framework which was missing in (Wang et al, 
2012). The paper concludes by exposing the possibility of 
increasing the total number of messages sent using the N-
array, and also the use of multicast against the common 
practice of the linear messaging. N-array therefore, 
enhances more messages sent per unit time. Its usage 
improves the overall enhancement in message delivery at a 
better time as compared to the linear messaging in ordinary 

V2V. The paper also exposed a concept of broadcasting on 
route as all vehicles are equipped with the cache-enable 
routers for subsequent dissemination of information. This 
will reduce the total communication by lowering the load at 
the publisher end. 
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ABSTRACT 

This paper describes an ongoing study related to design model development which specific to youth in assisting them making 
study and career decisions. Studies show that there is lack of decision aid provided specifically for youth that combines 
personal personality along with the type of multiple intelligences in the decision-making process. For that reason, this study 
focuses on the intelligent aspects in the development of intelligent decision aid application. The aid apparently integrates 
Personality Traits (PT) and Multiple Intelligence data (hybrid) in development of a computerized personal decision aid for 
youth named as Youth Personal Decision Aid (YouthPDA). Therefore, this study aims at development of precise design 
model of intelligent YouthPDA as guidance before a helpful decision aid will be utilized. Accordingly, this paper proposes an 
initial Design Model of Hybrid Intelligent Decision Aid. There are two main phases involved in the design model 
development; requirement analysis and model development.  

 
Key words: design model  hybrid decision aid  multiple intelligence  personal decision aid  personality traits  

 
 
INTRODUCTION 

Personal decision aids (PDA) found to be very 
helpful in making everyday decisions. There are various 
areas which can be assisted by the existing decision aids in 
the market. Most of the literatures show a list of options or 
alternatives provided by the decision aids are based on the 
list provided by the user only. However, the list does not 
necessarily correspond to a person's individual personality. 
Therefore, the type of personality and intelligence level of a 
person must be assessed prior to giving them a list of 
suitable alternatives for decision-making process. 

Meanwhile, the development process for the 
decision aid uses several methods, ranging from simple to 
most complicated calculation. However, the process appears 
to be lacking at the preparation of alternatives or 
suggestions at the recommendation stage. Most of 
literatures show  intelligence and the knowledge 
management aspects are not present in mostly decision aid 
whereas  knowledge management mostly used in 
organization decision support system (Bolloju, Khalifa, & 
Turban, 2002; Oduoza, 2010; Patrizia Ribino, 2011; Sim et 
al., 2001). This process is needed to help the youth in terms 
of identifying their personality traits and intelligence level. 
It may not be used in all areas, but it is needed to be applied 
for important areas such as education and career, as 
requested by the youth (Norfiza et al., 2013) with necessary 
standards included. This is because the education system 
has set a number of criteria that must be followed before 
one may pursue to further their education. 

Youth generally defined as a group of age 15 to 24 
year old. In the society, youth plays an important role 
because not only they are valuable asset to their family but 
also to development of the country. Hence, their personal 
decisions particularly relating to education and career 
should be taken into stern consideration. Study by Norfiza 
et al. (2013) found that  youth tends to make decision with 
guidance from their parents or from professional advisors. 
In most cases, youth will face uncertainty and low self-

confidence in making their own decision due to parental 
expectations (Khasmohammadi (2010).  

Youth tends to make decision on their own 
following the manual process (e.g., asking close friends, 
parents’ involvement and the influence of advertising) 
without knowing their own personality traits. Abbas, 
Hoffmann, Howard, and Spetzler (2007) indicated that the 
decision process will be affected if it involves incomplete 
information and assumptions. Furthermore, one will have 
the possibility to make an inaccurate decision if there are 
deficiencies in the decision-making system (Payne & 
Bettman, 2002). 

The development of an ideal personal decision aid 
is very much needed for a person to manage personal 
matters by providing constructive suggestions (Zhang, 
Miao, & Luo, 2011). Thus, clear guidelines before building 
a decision aid is very essential to avoid erroneously that will 
give a long-term impact especially to the youth. So, the 
development of the decision aid structures needs to be 
refined.  

Therefore, this study chose to hybrid both theories 
of Personality Traits (PT) and Multiple Intelligence (MI) to 
provide appropriate recommendations for the youth to 
consider in making decisions. Prior to the decision aid 
development, one comprehensive guideline should be 
provided to help the designer to ensure that the aid will have 
all the necessary components. The proposed design model is 
a model containing the relevant decision-making 
techniques, criteria and theoretical foundation for youth 
PDA. 

This paper emphasizes on the development of 
youth PDA design model. Several areas have been 
identified to apply this PDA. However, for the development 
of a prototype, two key areas that needed by the youth is 
study/learning and career decision aids. As explained 
earlier, the main focus is on the development of the design 
model which is the technique of creating intellectual 
elements that combines two main theories.  

Hence, YouthPDA is aimed to help youth make 
decision in a particular field (e.g., study and career) by 
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presenting options as a result of their personal background 
that has been processed. This is explained in Ule (2009) that 
decision-making is a process of making a choice by 
individuals, groups and institutions among many possible 
courses of action, evaluation, thinking and feeling in a given 
situation. It is also in line with the opinion of Hayes and 
Akhavi (2008) which is the important part in a decision aid 
is the technique that is understandable to solve a problem. 
This shows that the technique also provides a role in the 
development of the decision aid as well as a pleasant 
interface. Accordingly, YouthPDA design model 
incorporates smart feature called hybrid intelligent system 
that combine the theories of Personality Traits and Multiple 
Intelligence before the decision-making process takes place. 

Thus, the main focus of this paper is to identify the 
required elements of relevant decision-making techniques, 
criteria and theoretical foundation in the development of a 
design model for hybrid intelligent YouthPDA. In addition, 
a comparative study between the decision aids is also 
essential to help in finding and determining the decision 
aid’s trends and current needs in developing the design 
model. 

 
METHODOLOGY 

As illustrated in Figure 1 and 2, there are two main 
activities involved in Phase 1 which are comparative 
analysis and questionnaire analysis. While, Phase 2 
concentrates more on the development of the design model, 
this phase also involves comparative analysis in order to 
gather more information on the decision techniques, 
decision criteria and related theories as well as user 
interface design principles. The outcomes of Phase 1 and 2 
are the main focus of this paper, while Phase 3’s is intended 
to be discussed in a different study. Next sections will 
discuss more on these two phases.  

 
 
Figure 1: Main Activities in Design Model Development 

 
 
Figure 2: Processes in Design Model Development 
 
Phase 1: Requirement Analysis 
 The development of the YouthPDA design model 
extends the idea of Siti Mahfuzah (2011) where the theories 
of PT and MI will be added and hybrid in the decision-
making process. In contrast, the decision-making style or 
process differs from the previous study which the former aid 
emphasizes more on method with formula calculation. As 
for this study, the hybrid YouthPDA design model is 
developed by integrating two main theories which are PT 
and MI into the solution design. 
 
A. Questionnaire Analysis (Preliminary Study) 

A preliminary study was carried out by making a 
survey using an online questionnaire that were given to a 
group of youth to determine their styles of decision-making, 
awareness, as well as their required areas of decision-
making. Figure 3 shows the screenshot of conducted online 
questionnaire. 

 

 
Figure 3: The Screenshot of Online Questionnaire 
 

From the preliminary survey, the study found that 
majority of the youth is inexperience with decision aid. The 
outcome from the survey also revealed that, two most 
wanted areas of decision-making by youth are study and 
career. 

 
B. Comparative Analysis 
As mentioned earlier, Phase 1 also involves a comparative 
study of decision aids. Thirteen samples of decision aid 
have been compared and reviewed in terms of the decision 

Phase Activity Output 

Phase 
1

Phase 
2 

Phase 
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Requirement 
analysis 
Method: 
Document Study 
 Questionnaire 
 Comparative 

Analysis 

 

Model 
Development 
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Prototype 
development 
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decision making 
techniques, 
criteria and 
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YouthPDA 
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techniques used, decision criteria, and its theoretical 
foundation.  
 

Table 1: Comparative Analysis of the Decision Aids 
Decision Aid Description MCDM/Focus 
1. Personalized 
Decision Aid for 
Mobile Phone 
Selection 
(D.-N. Chen, Hu, 
Kuo, & Liang, 
2010) 

Mobile phone selection 
Method: 
 Ranking analysis 
 Equal weight based 

system 

Analytical 
Hierarchy 
Process (AHP)  
 
Personality (No) 
Intelligence (No) 

2. MCDM in 
Lightweight 
Concrete for 
Floating Houses 
(Nekooie, 
Mohamad, & 
Mahdinezhad, 
2011) 

determines the most 
resistant lightweight 
concrete mixtures  
Method: 
 Fuzzy linguistic 

variables 

Multi-criteria 
Optimization 
and 
Compromise 
Solution Method 
(VIKOR) 
 
Personality (No) 
Intelligence (No) 

3. MCDM 
System using 
AHP Method 
(Al-Azab & Ayu, 
2010) 

Assist decision makers 
sort out decision on 
certain problems. 
Method: 
 Ranking user 

preferences 

AHP 
 
Personality (No) 
Intelligence (No) 

4. An Enhanced 
Hybrid Fuzzy 
MCDM for 
Vendor Selection 
(Vahdani, Alem-
Tabriz, & 
Zandieh, 2009) 

Selecting vendor in 
supply chain 
Method: 
 Weightage decision 

matrix 
 Ranking preference 

order 

Technique for 
Order 
Preference by 
Similarity to an 
Ideal Solution 
(TOPSIS) 
 
Personality (No) 
Intelligence(No) 

5. MCDM to 
Evaluate Mobile 
Phone 
Alternatives 
(Isiklar & 
Buyukozkan, 
2007) 

Evaluate mobile phone 
selection 
Method: 
 Identify relative 

weights 
 Rank mobile phone 

alternatives 

 AHP 
 TOPSIS 
 
Personality (No) 
Intelligence (No) 

6. SMART 
Decision Support 
System 
(University 
College Dublin) 

Evaluate many areas 
Method: 
 User ranking their 

preference attributes 
 System weightage 

attribute’s ranking 

Simple Multi 
Attribute Rating 
Technique 
(SMART) 
 
Personality (No) 
Intelligence(No) 

7. Hunch Website 
(Mukherjee, 
2009) 

Online personal decision-
making tool 
Method: 
 Suggest alternative for 

the user 

Ranking 
 
Personality (No) 
Intelligence (No) 

8. Let Simon 
Decide 
 

Online personal decision-
making web 
Method: 
Combines  user  
qualitative  input  with  a  
weighted,  
mathematical formula 

Weighted 
decision analysis 
 
Personality (No) 
Intelligence (No) 

9. Choose It! business, financial, and 
personal life decisions 

Decision Matrix 
Personality (No) 
Intelligence (No) 

10. Decision 
Oven 

personal and business 
decisions 

Decision Matrix 
Personality (No) 
Intelligence (No) 

11. DEXi Incorporates  qualitative  
multi-attribute  models  
for  the evaluation and 
analysis of options 

Qualitative 
multi-attribute 
model 
Personality (No) 
Intelligence (No) 

12. Logical 
Decision v6.1 

let  decision  maker  
organize  the  information  
they  have collected about 
the choices from 
spreadsheet and database 

 simple rank  
 tradeoffs 
 AHP 
Personality (No) 
Intelligence (No) 

13. Super 
Intuition 

considers  alternative  
list,  decision  table,  
facts,  value  
rankings and ratings 

Decision table 
 
Personality (No) 
Intelligence (No) 

 

 Table 1 summarizes the findings of thirteen 
decision aid samples with their features. The chosen 
samples of decision aid represent different modes of 
application; online application, software and spreadsheet. 
Some of the samples focusing on one area of decision-
making, however there are also samples that able to provide 
assistance in many areas of personal decision-making. The 
sample aids are representative of available decision aids, 
and the analysis shows that none of the decision aids 
integrate the theories of PT and MI in their decision-making 
process.  
 
Table 2: Comparative Analysis of Types of Design Model 

Title Design 
Model 

Description 

Measuring 
Helpfulness of 
Personal Decision 
Aid Design Model 
(Siti Mahfuzah & 
Norshuhada, 2010) 

Conceptual •Illustrates elements of 
PDA (decision-making 
process) 
•Shows the interaction, 
behavior and technique 
used for the proposed 
system 

Designing 
Architectures from 
Problem 
Descriptions by 
Interactive Model 
Transformation 
(Alebrahim, C, 
Heisel, Choppy, & 
Hatebur, 2012) 

Architectural •Models context 
diagram for Patient 
Care System 
•Describes relationships 
among major structural 
elements, derived from 
the class-based 
elements and flow 
oriented elements (data 
flow diagrams, control 
flow diagrams, 
processing narratives) 

Ontology Models 
for Interaction  
Design: Case Study 
of Online Support 
(Butler, Hunt, 
Muehleisen, 
Zhang, & Huffer, 
2010) 

Working/ 
procedural 

•Shows procedures for 
modeling the user’s 
problem space in 
Ontology Management 
Tools (OMT).  
•Shows user interface 
technology and 
integrated design effort 
with the user interface, 
information 
architecture, and 
implementation factors. 

Designing 
Parameterized 
Signal Processing 
IPs for High Level 
Synthesis in a 
Model Based 

Model-based •Describe the design of 
a parameterized bit-true 
Intellectual Property 
(IP) that using C code 
•An approach for 
establishing a common 
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Design 
Environment 
(Butt & Lavagno, 
2012) 

framework for 
communication 
throughout the design 
process and support 
development cycle 

Real–Time Design 
Models to RTOS-
Specific Models 
Refinement 
Verification 
(Mzid, Mraidha, 
Babau, & Abid, 
2012) 

Real-time •Depicts real-time 
response triggered by 
event 
•Integration between 
design and 
implementation phases 
•As instance of the 
verification-oriented 
meta-model 

 
Table 2 depicts the comparative analysis on 

different types of design model. This process is necessary 
for understanding the whole idea and concept of the design 
models. In this study, the proposed design model for 
YouthPDA has adopted the development of conceptual 
design model. This is because of a conceptual design model 
acts as an advanced description of how a system is prepared 
and functions. The model requires and defines the main 
design descriptions and similarities engaged in the design. It 
also consists of the system that exposes concepts to users 
which comprising the task-domain data objects for users to 
create and manipulate, their attributes, relationships 
between these concepts and the operations that can be 
performed on them. In addition, Johnson and Henderson 
(2002) have listed six basic requirements along the 
development of conceptual design model which are;  
Lexicon, Task scenarios, User-interface, Implementation, 
Documentation, and Design process. 

Having completed the comparative analysis in 
Phase 1, a number of significant aspects of Human-
Computer Interactions (HCI) components start to emerge. It 
is believed that sound considerations of the HCI 
components are also important in the development of the 
decision aid (Zhang et al., 2011). Therefore, this study is 
considering the inclusion of HCI components that will be 
used as additional components for decisional guidance in 
the YouthPDA design model. 

 
HCI Components  

There are four HCI components derived from the 
comparative analysis in Table 1 that will be the added in the 
YouthPDA design model. The components are user 
interface, graphic design principles, interaction styles and 
design elements. As far as the development of the 
YouthPDA design model is concerned, each components 
have implications over the proposed decision aid content 
and each of the components is determined by certain 
principles (Te’eni, Carey, & Zhang, 2006) and have their 
own justifications.  
 
A. User Interface 

i) User familiarity 
The interface should be based on user-oriented terms 
and concepts rather than computer concepts. For 
example, provide youth with interface items that relate 
to their real world. 

 
ii) Consistency 

The aid should display an appropriate level of 
consistency. Commands and menus should have the 
same format, command punctuation should be similar, 
screen layout, and makes more predictable on the 
process 

 
iii) Minimal surprise 
If a command operates in a known way, the youth 
should be able to predict the operation of comparable 
commands 

 
iv) User guidance 
Some user guidance such as help systems, on-line 
manuals, etc. should be supplied 

 
v) User diversity 

Interaction facilities for different types of user should be 
supported. For example, some users have seeing 
difficulties and so larger text should be available 
 

B. Graphic Design Principles 
i) Metaphor 
Tying presentation and visual elements to some familiar 
relevant items 

 
ii) Clarity 
Every element in an interface should have a reason for 
being there. White space will allows eye to rest between 
elements of activity. It is used to promote simplicity, and 
strengthens impact of message 

 
iii) Consistency 
In layout, color, images, icons, typography, text, should 
be constant within screen or across screens, and stay 
within metaphor everywhere 

 
iv) Alignment 
Allows the users’ eye to parse display more easily. It is 
“Read-flow” principle where the grids horizontal and 
vertical lines help to locate window components. Only 
one alignment either left, center, or right is 
recommended to be choose and to use it everywhere in 
the application. 

 
v) Proximity 

Items close together appear to have a relationship such as 
between one label and its text box. Therefore, distance 
implies no relationship 
 
vi) Contrast 
Able to pull and guides the eyes around the interface. 
Supports skimming and can be used to distinguish active 
control, to set off most important item. The advantage is 
to add focus or to energize an interface. 

 
C. Interaction Styles 

i) Menu 
Set of options displayed on the screen, shortens learning, 
permits use of dialog management tools and allow easy 
support of error handling 

 
ii) Windows, Icons, Menus, Pointers (WIMP) 
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Default style for majority of interactive computer 
systems, especially PCs and desktop machines 

 
iii) Form fills 
Primarily for data entry or data retrieval, may simplifies 
data entry and requires good design and modest training 

 
iv) Pull-down 
A sub-menu that appears as a superimposed drop-down 
menu on the screen. Always available to the user by 
making selections on a top menu bar 

 
v) Point & Click 
Used in multimedia, web browsers, hypertext, icons, 
text links or location on map. Requires minimal typing 

 
D. Design Elements 

i) Text 
Characters and symbols such as titles, descriptions, 
instructions and captions.  

 
ii) Colors 
A good contrast color between foreground and 
background is advisable, a way to call attention to 
extreme data values, differentiate among items and 
speedily convey information  

 
iii) Images 
Use meaningful graphics, representation of outcome and 
explanations with pictures 

 
iv) Icons 
Represent object or action in a familiar and recognizable 
manner 

 
v) Hypermedia 
Documents that could contain several types of media 
which allow information to be linked with association. 

 
vi) Hypertext 

Way of handling text and graphic information by 
allowing users to jump from a given topic whenever they 
wish, to related ideas 
 

Phase 2: Development of YouthPDA Design Model 
This study emphasizes on context aware approach 

which is based on users’ environment and follows to 
adaptive context task as illustrated in Figure 4.  

 

Figure 4: YouthPDA model with context aware approach 
(Norfiza et al., 2014) 

 
Three main components are derived from the 

context aware approach, namely intelligence, design, and 
choice. As mentioned earlier, the proposed design model in 
this study has adopted the development of conceptual 
design model. This sub-section highlights the main 
structures of the design model which are the decision 
technique, decision criteria as well as the theoretical 
foundation.  

 
i) Intelligence 

 User profiling is introduced in the intelligence 
process by capturing data from multiple intelligence and 
personality trait questions. This is the part where youth 
problems were identified. 
 

ii) Design 
The YouthPDA application needs user input which 

are; youth’s academic achievement and their characteristic 
value in both personality traits and intelligent for profiling 
purposes. Threshold setting should be setting up prior to the 
user profile that has been normalized, followed by storing in 
user profile database.  

After that, the results from user will be calculated 
right after the extraction of context aware information. The 
output (recommendations) will be retrieved and directly will 
be displayed to the user. Therefore, the results will go 
through the threshold re-evaluation process if they are 
unable to satisfy the user and will undergo the user profiling 
once again. This process generally will change the result 
such as insincerely reading and answering the PT and MI 
tests or the aging factor that might change the interest or 
habit of the user that might affects their personality.  

The results that have been generated will be 
updated in the database and the recommendations will be 
displayed to the user. In this case, the pointed out areas for 
YouthPDA which are study and career will notify the 
youth’s personality type as well as their multiple 
intelligence level. User profiling including youth’s 
personality and intelligence level will be setting up based on 
the test given followed by recommendation results that 
provided for youth to choose the best selection out of 
multiple alternatives given. 
 

iii) Choice 
 The last process involving the options of either 
accepting or rejecting the recommendation while updating 
the knowledge repository with new case. The knowledge 
repository is also referred to in situation where 
recommendation is rejected or deadlock takes place.   

Process of identifying contents through literature 
studies, comparative analyses and survey have found that 
there are some important components are missing in the 
solution process of decision-making aid. Those components 
are necessary to gratify the youth’s needs by assist them in 
making better decision.  

This initial concept of design model is designed to 
be ease of understanding. Yet, the design model has to 
stress on the intelligence part which is the problem solving. 
The underlining section which satisfies the Phase 2 of this 
study needs special features for the youth by including 
techniques, criterion, as well as decision theories in 
development process.  
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A. Techniques 
i) Multi-criteria Decision-making (MCDM) 

MCDM is a study of decision-making for problems 
which has multiple objectives, is one of a general class of 
Operations Research models (Pourjavad & Shirouyehzad, 
2011) and one of the best techniques to solve problems 
considering various criteria for decision-making. It is a set of 
methodologies which is used to compare, rank and select 
multiple alternatives having multiple attributes. MCDM is a 
famous decision-making process using technique and 
procedures of multiple conflicting criteria (Habiba & 
Asghar, 2009). In general, MCDM creates predetermined 
options in different criteria in the problem solving. 

 
ii) Case-based Reasoning 

There are many prominent artificial intelligence 
techniques across literatures, but Rule-based System (RBS) 
or  Rule-based Reasoning (RBR) is one of mostly used 
technique to analyze data structure of knowledge-based 
approach, and thus provide the necessary solutions (S. 
Chen, Jakeman, & Norton, 2008). 

 Two types of RBS are Forward Chaining and 
Backward Chaining. YouthPDA uses Forward Chaining 
method in the development stage which applies inference 
that creates step-by-step logic rules for achieving 
appropriate solutions based on facts. In this AI approach, 
RBR utilizes the “if-then” rule statement (Buchanan & 
Shortliffe, 1984) and the solutions are based on gathering 
knowledge of literature that has been form as bunch of 
rules. 

This technique is used since the classification 
made (known as the knowledge base) from set of rules as 
suggested from previous studies about relation between MI 
and PT in career and study. In other word, this type of 
reasoning method could classify the solutions by using 
those facts (MI and PT) to be integrated as new solutions. 
Forward Channing contains rule statements that create 
patterns for each of given solutions.  

These patterns are used for inference engine to 
match the users input towards database as provided 
solutions. In particular, the “if” statement here means 
“when condition is true”, the “then” means “perform action 
A” and the “else” means “if the condition is not true take 
another actions”. Inference engine are programs that can 
process those rules based on facts of a certain condition. 

 
B. Criteria 

i) Education Level 
Study area which is the main finding in previous 

preliminary investigation involves the programs selection in 
Higher Education Institute (IPT). This process of selection 
requires Sijil Peperiksaan Malaysia (SPM) results from the 
education system in secondary school. 

 
ii) Intelligence level 

Each and every person has a quite high level of 
intelligence in one or more areas from the nine's type of 
multiple intelligence that has been clarified by Gardner 
(1983; 1993; 2011)'s theory. These intelligence levels are 
different from one person to another and it is unable to be 
detected with the naked eye, even if they are siblings, lived 
with, or obtain the same SPM results. 

The nine’s type are; Linguistic (finding right words 
to express what its’ mean), Logical-Mathematical 
(quantifying things, making hypotheses and providing 
them), Musical Rhythmic (discerning sounds, their pitch, 
tone, rhythm, and timbre), Bodily-Kinesthetic (coordinating 
your mind with your body), Spatial (visualing the world in 
3D), Naturalist (understanding living things and reading 
nature), Intrapersonal (understanding yourself, what you 
feel, and what you want), Interpersonal (sensing people's 
feelings and motives) and Existential Intelligence (tackling 
the questions of why we live and why we die).  

 
iii) Personality Style 

Personality of each individual is unique that will 
discern their behaviors and thoughts from one to another.  
One of the approaches that will immerse into multiple 
aspects of individuals is Personality Traits. The reaction of 
individuals behavior might affected by trait that is a 
recognized characteristic (Cherry, 2013). There are a few 
types of personality indicator that able to measure each 
individual including Myer Briggs Type Indicator (MBTI) 
and Big Five personality traits. In particular, MBTI is used 
as assessment of personality theories.  

 In the meantime, Robbins and Langton (2007) have 
categorized individuals in 16 differences personality traits 
group. Formerly, MBTI started with 8 indicators namely 
Extroverted (E), Sensing (S), Thinking (T), Judging (J), 
Introverted (I), Intuitive (N), Feeling (F) and Perceiving (P). 
The merging personality into 16 types then produce four 
categories of person including i) NF: valuing (manifesting 
universal values and valuing people), ii) SF: relating 
(including and building trustworthiness), iii) NT: visioning 
(pulling people with ideas to an optimistic future), and iv) 
ST: directing (action from a strategic perspective). These 
characteristic are easily differentiating a person with the 
profession that the youth will be attached with. 

 
C. Decision Theories 

Besides the Personality Traits and Multiple 
Intelligence Theory, five other decision theories that act as 
the guide in constructing the initial design model for Hybrid 
Intelligent YouthPDA are Behavioral Decision, Cognitive 
Psychological, Utility, Preference, and Dominance. The 
theories were connected with the structure of hybrid decision 
aid. 
 
D. Technology 

The completed YouthPDA construction will be 
packaged in the form of execute file that is able to be run on 
desktop or over the Internet which is able to be downloaded 
by youth. This decision aid is specifically designed for youth 
and may possibly be used in schools and IPT.  

Based on the deliberated techniques, criterion, and 
decision theories, additional components (user interface, 
graphic design principles, interaction styles and design 
elements), the design flow is setting-up. This design section 
has been discussed in previous sub-section which applies the 
context aware approach.  The details of proposed initial 
Hybrid Intelligent YouthPDA Design Model are displayed in 
Figure 5.  
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Figure 5: Proposed Initial Design Model of YouthPDA 
 

CONCLUSION AND FUTURE WORKS 
 The main objective of this paper is to discuss the 
development process of the YouthPDA design model for 
study and career decision-making. Most of the developed 
decision aids do not have an intelligence element in the 
selection process, where the user themselves will give the 
list of options for the decision-making process.  

YouthPDA is a system that was deliberately 
designed to help young people in making decisions relating 
to study and career based on integration of both PT and MI 
data. This profile serves as a context aware, work on rule-
based reasoning in the decision support process. It is known 
that each individual is unique. Therefore, the intelligence 
level and personality of each individual must be considered 
before they make important decisions for their future. The 
decision aid can be used to help young people make 

decisions based on their interests, background and ability 
rather being influenced by the people around them.  

Generally, this study reports an ongoing research 
regarding the development of Design Model of Hybrid 
Intelligent YouthPDA. Comparative analysis and survey 
analysis have been carried out in identifying the techniques, 
criterion and theory as the main components; user interface, 
graphic design principles, interaction styles and design 
elements as additional components of the proposed design 
model.  

Future works of this study is to validate the 
proposed design model through expert review and 
prototyping method in order to measure the helpfulness of 
the decision aid. Also, this study also considering in 
expanding the decision-making area associated with young 
people. 
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ABSTRACT 
In Malaysia, various efforts have been made by the government and language researchers in improving student’s ability 
of mastering Malay language (BM) due to their poor ability in grammar and sentence structure. In terms of technology, 
to date, there is no computer software or a prototype that is available that can help students in learning the BM sentence 
structure. Thus, BMTutor is introduced as a solution to this problem. BMTutor is a prototype for visualizing Malay 
sentence combined with sentence checker, sentence correction and word attribute components. BMTutor is intended to 
facilitate the learning process of sentence construction and grammatical structure in BM. It is also to enhance the 
learning process in BM that can be used by communities, especially students. An algorithm in designing BMTutor is 
discussed in this paper. The algorithm of the software is done sequentially as followed: 1) tokenizing 2) checking the 
number of words, 3) searching and comparing process to check the spelling or conjunctions, 4) assigning each word with 
a certain word class, 5) matching with rules, and 6) delivering/producing output (sentence correction or parse tree 
visualization, word attribute components, and parse tree from sentence examples). Based on the testing conducted, 
output from the development process shows that the prototype can correct all 15 invalid sentences and can produce parse 
tree visualization for all 20 sentences. 
 
Key words: BMTutor BM sentence structure  parse tree visualization  sentence checker  sentence correction  word attribute 
components 

 
INTRODUCTION 

 In Malay language (BM), lack of proficiency in 
understanding grammatical sentences among the 
community is nothing new, especially among students 
(Zaharani, 2012; Nor Hashimah, 2010). As described by 
Bagavathy (2005), the issue of poor understanding of BM 
grammar among students (especially school students) is 
caused by the difficulty in understanding the grammatical 
structure of the sentence. Moreover, Daing Melebek (2004) 
stated that school students are facing a problem in 
understanding BM sentence structure because they do not 
understand and do not know how to use the correct 
combination of phrases and word classes. There are some 
students that do not understand grammar until they have 
graduated. The students also faced a problem in forming a 
correct sentence and they cannot differentiate the type of 
word classes which can be seen from the assigned essay 
writing (Daing Melebek, 2004; Nawi, 2003). In terms of 
technology, to date, there is no computer software or a 
prototype that is available that can help students in learning 
the BM sentence structure. 

 Therefore, BMTutor is introduced to help Malay 
speakers, especially secondary school students, to  
undertstand BM sentence structure and word classes. 
Having the BMTutor, students have the opportunity to 
explore and learn about the structure of BM sentences by 
learning the phrase structure formation and the word 
attribute through a computerized visualization method.  

 BMTutor is a prototype for visualizing a BM 
sentence in parse tree combined with sentence checker, 
sentence correction and word attribute components. Parse 

tree visualization is used in explaining a sentence structure 
because this method is also used by linguists in 
understanding the structure of a sentence. It is a tool to 
increase the correct use of BM, as well as to help the 
community to enhance their BM, especially among the 
students. 

 The BMTutor only focuses on declarative sentence 
that does not exceed 14 words. Sample of such sentences  
were collected from the secondary school BM textbooks 
used by the Form 1 until Form 5 students. The collected 
sentences were analyzed to determine the BM syntax rules 
for the development of BMTutor. The scope of this study is 
limited only for a sentence that does not exceed 14 words 
The number of words is  based on the recommendation by 
Abdullah (2008) who mentioned that an understandable 
sentence is made up of no more than 14 words. 
Furthermore, the prototype is intended to help students in 
understanding the sentence structure from the most basic 
level.  
 

BMTUTOR COMPONENTS 
 

 BMTutor is a parse tree visualization package 
combined with sentence checker, sentence correction, parse 
tree visualization, word attribute components and parse tree 
visualization for sentence examples. The sentence checker 
needs to be included to produce a parse tree only for 
grammatical sentence. After the checking process, a 
sentence correction will be proposed for any invalid 
sentence entered. On the other hand, for each correct 
sentence, a parse tree visualization will be displayed. Each 
node in the parse tree has a hyperlink, which will display 
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the word attribute components (word class, word derivation, 
translation, image and sentence examples) for each elected 
word. Each sentence example will also have a hyperlink to 
visualize a new parse tree. An error message will be 
produced for any incorrect sentence entered before a new 
sentence is produced, and the error message will also be 
produced if there is any unmatched word with the database. 

 The BMTutor comprises of five components: 1) 
parse tree visualization, 2) sentence checker, 3) sentence 
correction, 4) word attribute components, and 5) error 
message. 

1) Parse tree visualization 
 The parse tree is divided into subject and predicate 

in a hierarchical design. There are two categories of parse 
tree visualization which are through input sentence and 
through sentence examples. 

A.  Parse tree for input sentence 
  Parse tree will be visualized only when the 

entered sentence is correct according to the BM sentence 
rules for declarative sentence that does not exceed 14 
words. The processes involved in visualizing a sentence 
are: 

1. Sentence checker will start by counting the 
number of words according to the rules provided. 

2. Each word will be matched with an appropriate 
word class. 

3. For any unmatched word, the spell checker will 
check the word according to the rules provided. If 
the spell checker failed to find the appropriate 
solution, an error message will be displayed. 

4. Sentence condition will be checked for each word 
and its appropriate word class to ensure that the 
sentence received for further analysis is only for 
declarative sentence. If not, an error message will 
be displayed. 

5. Syntax checking is performed by matching each 
syntax in the input sentence with the appropriate 
rules provided.  

6. Matched syntax will display parse tree 
visualization, otherwise a sentence correction will 
be displayed. 

7. Each node in the parse tree will have a hyperlink to 
view word attribute components. 

B.  Parse tree from sentence examples 
 A list of sentence examples is included in the word 

attribute components page. The sentences are retrieved 
according to the words choice in the parse tree for input 
sentence. Each sentence has a hyperlink to make new parse 
tree visualization. 

2) Sentence checker 
 To ensure that the sentence received is under the 

research scope, the sentence checker will play its role by 
performing word class and rules match. 

3) Sentence correction 
 If the entered sentence does not match with the 

appropriate rules provided, a sentence correction will be 
proposed. The combination of rules used in the input 
sentence will be matched with the rules provided in the 
database, and there will be some changes in the input 
sentence. 

4) Word attribute components 
 As mentioned previously, each node in the parse 

tree visualization for the input sentence will have a 
hyperlink to the word attribute components page. The 
attributes include word class, word derivation, translation, 
image and sentence examples. Each attribute is displayed 
according to the word choice in the parse tree. Sentence 
examples will also be retrieved according to the word. From 
the sentence examples, user may view different types of 
sentences in different context for each word in the input 
sentence. Each sentence has a hyperlink to make new parse 
tree visualization. 

5) Error message 
 Error message will be displayed for any invalid 
sentence entered, such as when the input sentence is not 
within the research scope, and if the word entered is not 
available in the database. 
 

BM SENTENCE STRUCTURE 
 

 The Malay language is a context-free grammar, 
where there is a subject and a predicate in a sentence (Mohd 
Juzaiddin, 2005). It requires a set of grammar rules, also 
known as context-free grammar (CFG) in English or phrase 
structure rules (RSF) in BM (Mohd Juzaiddin, 2007). Every 
sentence used in a language is constructed according to the 
CFG, especially in BM. For this reason, there is a lot of 
researches that have been conducted in language studies to 
produce a good sentence structure, especially in BM. 
Sentence parser or sentence checker is one of the 
technology tools that can be used to validate a sentence in 
order to produce a good sentence structure. The tool parses 
the sentence according to the CFG provided. Its function is 
to validate the construction of words used in a sentence as in 
BMTutor. If a sentence is structured according to the rules 
of CFG, the parser will classify the sentence as true. In the 
BMTutor, the basic CFG rules for BM provided by Nik 
Safiah, Farid, Hashim and Abdul Hamid (2009) are used as 
a reference. 

 Based on the basic rules, this study conducted 
several activities in gathering specific rules according to the 
research scope. The activities were collecting sentence, 
sketching the parse tree for each collected sentence and 
verifiying the validity of the rules collected. 

B. Collecting sentence 
 Sentences were collected from the BM textbooks 

for Form 1 until Form 5 students according to the research 
scope. The sentences were then divided into several 
categories based on the number of words. 

C. Sketching parse tree 
 For each collected sentence, a parse tree was 

sketched on the paper as shown in Figure 1. The rules were 
then collected from the sketching process. An example of 
how BMTutor collects the rules is shown in Figure 2. 
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Figure 1.  Parse tree. 

 
A- S P 
S- FN 
FN-KN KN 
P-FK 
FK-KK FSN 
FSN- KSN FN 
FN- KN KN 
 
Figure 2.  CFG for a sentence. 

 
 The sketch was designed by the parse tree in a 

hierarchical display. Similar to the parse tree, the display 
divided the sentence into subject and predicate. Each 
subject and predicate would have different combination of 
phrases and word classes. The display of the phrase 
structure and word classes depends on the rules involved in 
a sentence. After the CFG was collected, each phrase and 
word classes were separated as shown in Figure 3. The rules 
collected in Figure 3 were coded into a programming style 
(Python was used in this study) so that the BMTutor can 
analyze the sentence. 

 
Phrase structure:  
FN- KN KN, FK- KK FSN, FSN- KSN FN 
Word class: KN, KK, KSN 
 
Figure 3. Rules for a sentence. 

 
D. Rules validation 

 The collected rules were validated by a member of 
the Dewan Munsyi (DM). The member of the DM is an 
expert in BM as approved by Dewan Bahasa dan Pustaka. 
The expert analyzed the collected sentences, parse tree and 

rules to ensure that the collected rules were correct. The 
BMTutor was developed based on these rules. The 
following are the processes of performing the validation 
method: 

1. Checking the type of sentences for all the collected 
sentences within the scope of the study, namely the 
Malay declarative sentences. There are some isolated 
sentences which are difficult to analyze as well as 
other clauses and sentences with no subject and 
sentences containing discourse within the scope of 
this study. 

2. Reviewing the part-of-speech (POS) tagging for each 
word in the sentence as sketched in the parse tree.  

3. Reviewing the structure of the parse tree sketches 
(subject-predicate division, phrase, word and word 
class), especially in terms of the distribution of 
phrases in order to comply with the formation of 
correct sentence structure. 

4. After reviewing the parse tree sketches and 
sentences, the results of the review are sent back to 
the researcher. Once the researcher had made the 
necessary corrections, the expert will review the 
order of the collected rules by the division of phrases 
in accordance with the BM sentence patterns such as 
a noun phrase + noun phrase, noun phrase + verb 
phrase, noun phrase + adjective phrase and noun 
phrase + prepositional phrase. 

5. Confirming the order of the collected rules according 
to the BM sentence patterns in the correct order of 
BM CFG. 

 
 

BMTUTOR DESIGN ALGORITHM 
 
 Figure 4 shows the algorithms used in the 
development of the BMTutor. The algorithms are divided 
into three phases; parsing process, suggestion process and 
parse tree process. After receiving the input, the parsing 
process will start by tokenizing the sentence into words until 
the rules matched. The suggestion process will play its role 
when there is a problem in matching the syntax structure. 
Lastly, a parse tree will be produced for any correct 
grammatical sentence, as well as the word attributes page 
and parse tree visualization for the sentence example. 

 
 
 
 
 
 
 
 
 

 
  
 

Figure 4. BMTutor design algorithms. 
 

A = Sentence 
S= Subject 
P= Predicate 
FN= Noun phrase 
FK= Verb phrase 
FSN= Prepositional phrase 
KN-Noun 
KK= Verb 
KSN=Preposition 

Word tokenization 

Count the number of 
word 

Check sentence condition Matching word class 

Check spelling 

Matching with rules Parse tree visualization 

Sentence correction 

Word attribute components 

Parse tree visualization for 
sentence examples 
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 The algorithm for designing the BMTutor as 
shown in Figure 4 can be described according to the 
following  pseudo code: 

  
Steps: 

1. Input (sentence) 
2. Token each word in the sentence 
3. Count the number of word 
3.1 If the number of word less than two, print 

"Please enter a sentence", Back to (1)” 
3.2 If the number of word is more than 14, print 

“Sentence with more than 14 words are 
accepted”, Back to (1) 

3.3 If not, proceed to (4) 
4.Check sentence condition 
4.1 If there is a conjunction, print "compound 
 sentences are not analyzed", End. 
4.2 Else, proceed to (5) 
5. Matching word class 
5.1 Match each word with CFG 
5.1.1 For unmatched word, proceed to (5.2) 
5.1.2 If it is a success, proceed to (6) 
5.2 Check spelling 
5.2.1 Matching with format (address/date/special 

noun), token as noun, repeat step (5.1) 
5.2.2 Else, print “Sorry, the word " " is not in the 

database", End. 
6. Matching with rules 
6.1 Match each word class with CFG 
6.1.1 If it is a success, display parse tree 

visualization with a hyperlink 
6.1.1.1 Give suggestion to the user to click on the 

node. If user click the node, Proceed to (7) 
6.1.2 Else, print error message. 
6.1.2.1 Give sentence suggestion 
6.1.2.1.1 Check CFG-like matching 
6.1.2.1.2 Change the input words according to the 

 CFG 
6.1.2.1.3 Print new sentence suggestion 
6.1.2.1.4 Else, print error message, End. 
7. Word attribute components 
7.1 Print all the components for the selected 

word. 
7.2 Give suggestion to the user to choose the 

sentence examples. 
7.2.1 If user click the sentence, go to (8) 
7.2.2 Else, end. 
8. Parse tree visualization for sentence examples 
8.1 Repeat step (6.1.1) 
9. End. 

 
 The algorithms used can also be described in 

details as follows: 
 
1.   Token and Count the number of words 
 

 A = P2 ≤ Pn ≤ P14     (1)
    

 A sentence (A) is accepted for more than one word 
and must not exceed 14 word (P) based on the research 
scope. Otherwise, an error message will be produced. Then, 
the tagging step will proceed. 

2.  Check sentence condition 
 
 KK = {KN, KK, KA, KS, KT} 

JA = {AP, AT, AS, APE, AM} 
SA = {KK5 ϵ JA \ AT, AS, APE, AM}  (2) 
 

 The word class (KK) is divided into noun (KN), 
verb (KK), adjective (KA), preposition (KS) and others, 
named as function words (KT). The types of sentence (JA) 
in BM consist of declarative sentences (AP), interrogative 
sentences (AT), exclamation sentences (AS), command 
sentences (APE) and compound sentences (AM). To check 
the sentence condition (SA), all words that are matched with 
KK will be accepted except (\) for those that matched with 
the word class under AT, AS, APE and AM. 

 
3.  Tagging or matching word class 
 

Pi ϵ KK5, i = 2,...,14  (3) 
 
 The words in a sentence (P), which are between 2 

to 14 words, must be within the word class (KK) as 
provided in the database.  

 
4.  Spell checker  
 

date {dd/mm/yy} 
address {no, kg..00000,..} 
proper noun {‘capital letter...’} 
KN = {address, date, proper noun, number} 
SE = {Pi € KK5 ∩ Pi ϵ KN}, i = 1, ...14  (4) 

 
 The spell checker (SE) will analyze a word (P) 

which is not in the word class (KK) list. The word will be 
matched with four formats in the spell checking process. If 
it matched with any format specified, the word will be 
categorized as a noun (KN). Otherwise, an error message 
will be displayed.  

 
5.  Matching with rules 

 
RSF = {514} 
SS = {SA ϵ RSF}, where n(RSF) = 514  (5) 
 

 There are about 514 rules (CFG) collected. In 
performing the syntax checking (SS), the sentence condition 
(SA) must be within the rules stated in the database. After 
the syntax checking, the output in the parse tree 
visualization will be produced for correct sentence 
identified in the syntax checking process. Otherwise, the 
output for the sentence correction is produced as shown in 
equation (6). In the parse tree visualization, user can choose 
each of the parse tree node to visualize a set of word 
attribute components and do the parse tree visualization for 
sentence examples. 
 
 6.  Sentence correction 
 

RSF = {514} 
A ϵ (KK5 ∩ RSF)         (6) 
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Each word with its associated word class (KK) will 
be matched with RSF or CFG as listed in the database. Any 
relatively close RSF with the order of KK will be retrieved 
and the words associated with the KK will be changed. 

 
OUTPUT FROM PROTOTYPE DEVELOPMENT 

 
 To test the developed prototype, a total of 50 

sentences types were selected randomly from the Form 1 
Malay textbook for the purpose of collecting the related 
rules. The rules were obtained through the paper-based 
parse tree sketch of each sentence.  

 
A.  Test invalid sentence 

 The prototype was tested by using 15 invalid 
sentences. The words in the collected sentences were 
repositioned in order to create invalid sentences. The results 
indicated that the prototype can produce a good output with 

correct sentence correction for all the 15 sentences. This 
study does not focus on the semantic issues. A sentence 
with invalid use of semantic element is considered a correct 
sentence if it follows the rules provided. The results are 
shown in Table 1. 
 
 
 
 
 
 
 
 
 
 
 

 
TABLE 1. Suggested Sentences Produced to the Users for Invalid Sentences Entered. 

No. Input sentence Sentence correction 
Rules for 
sentence 
correction 

Correct 
(), 
Incorrect 
() 

Target sentence 
Rules for 
target 
sentence 

1.  di sana baginda baginda di sana KN KSN 
KN 

 baginda di sana KN KSN 
KN 

2.  di baginda sana sana di baginda KN KSN 
KN 

 baginda di sana KN KSN 
KN 

3.  baginda sana di sana di baginda KN KSN 
KN 

 baginda di sana KN KSN 
KN 

4.  ditangkap 
penjahat 

penjahat ditangkap KN KK  penjahat ditangkap KN KK 

5.  membantu kami 
sedia 

kami sedia membantu KN KK 
KK 

 kami sedia membantu KN KK 
KK 

6.  membantu sedia 
kami 

kami sedia membantu KN KK 
KK 

 kami sedia membantu KN KK 
KK 

7.  saya ayah dengan ayah dengan saya KN KSN 
KN 

 saya dengan ayah KN KSN 
KN 

8.  dengan saya ayah ayah dengan saya KN KSN 
KN

 saya dengan ayah KN KSN 
KN

9.  itu makmal saiz saiz makmal itu KN KN 
PENT 

 saiz makmal itu KN KN 
PENT 

10.  di sini baru saya saya di sini baru KN KSN 
KN KA 

 saya baru di sini KN KA 
KSN KN 

11.  sini saya di saya di sini KN KSN 
KN 

 saya di sini KN KSN 
KN 

12.  saya sini di saya di sini KN KSN 
KN 

 saya di sini KN KSN 
KN 

13.  di saya sini sini di saya KN KSN 
KN 

 saya di sini KN KSN 
KN 

14.  berpengalaman 
Mahzan 

mahzan 
berpengalaman

KN KK  mahzan 
berpengalaman  

KN KK 

15.  berpengalaman 
Datuk Mahzan 

datuk mahzan 
berpengalaman 

GEL KN 
KK 

 datuk mahzan 
berpengalaman 

GEL KN 
KK 

 
 The abbreviations used in Table 1 are shown in 

Table 2. 
 

TABLE 2. Abbreviations and Their Meaning. 
Abbreviation Meaning 
KN Noun 

KSN Prepositional 
KK Verb 
KA Adjective 
PENT Determinant 
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 When comparing the number 2, 3, 7, 8, 10, and 13 
sentences to the sentence examples, the output indicate that 
the sentences differed in terms of the words positions. 
However, in terms of the sequence of the word classes, the 
respective suggested sentences did meet the rules, thus they 
are considered correct. Nine of these sentences proposed 
sentence correction according to the target sentence, while 
the other six produced sentence corrections that are different 
from the target sentence. The weakness of these sentences is 
that it can confuse users if the word substitution produces 
incorrect sentence structure especially in terms of the 
meaning because semantic aspect is not considered. 

 
B.  Parse tree visualization 
 20 testing sentences were collected randomly from 

50 collected sentences. The purpose of testing these 
sentences is to ensure that the prototype is able to analyse a 
sentence by producing a parse tree if the sentence entered is 
classified valid. The testing showed that the prototype can 
produce a good output, and all the sentences entered were 
successfully analyzed. As an example, Table 3 gives 5 out 
of 20 parse tree visualizations done by the prototype. 

 
TABLE 3. Parse Tree Visualization. 

No. Test 
sentence 

Parse Tree Visualization 

1 Harganya 
tentu mahal 

2 Saya puan 
Julia 

3 Saya bukan 
Kevin 

4 Pak Usu 
menurut 
sahaja 

5 Pak Usu 
ketawa 
berdekah 

 

 The abbreviations used in Table 3 are shown in 
Table 4. 

 
TABLE 4. Abbreviations and Their Meaning. 

Abbreviation Meaning 
A Sentence 
S Subject 
P Predicate 
FN Noun phrase 
FA Adjective phrase 
FK Verb phrase 
KN Noun 
KK Verb 
KA Adjective 

 
CONCLUSION 

 
 Researches in the language field have grown in 

popularity among researchers from various countries. 
Therefore, the algorithm used in the development of 
BMTutor can be utilized to undertake studies related to 
language processing for any language. It will be useful as a 
sub-tool needed in semantic processing, machine translation 
and others. Even though research in BM processing is still 
at a moderate level relative to other languages as stated by 
Mohd Juzaiddin (2007) and Zuraidah (2010), there is a 
possibility of BM becoming one of the languages to be 
focused by future researchers.   
 Therefore, it can be concluded that this study has 
highlighted the algorithm and components involved in 
developing the BMTutor. BMTutor is intended to facilitate 
the learning process of sentence construction and 
grammatical structure in BM. It is also to enhance the 
learning process in BM that can be used by communities, 
especially students. 
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ABSTRACT 
Software Defined Networks (SDN) is an emerging new network paradigm which enables network programmability and 
break the network vertical integration by separating network intelligence from underlying network devices such as 
routers and switches. SDN promotes the logically centralized control to program the network. SDN decouples data plane 
and control plane of the network devices to simplify the network management and great innovation by network 
programmability, using OpenFlow as a communication protocol between SDN controller and network elements.   This 
paper presents a comprehensive critical survey on SDN and OpenFlow. The main aim of this paper is to give a brief 
introduction of SDN, the basic architecture of SDN and to show the control plane and data plane separation. The building 
blocks of SDN as layers are provided with study of infrastructure, southbound, controllers, northbound and network 
applications. Later research challenges and distributed computing in SDN are discussed to provide future researcher's 
brief idea about the future scope in the field.   
 
Key words: Software Defined Networks OpenFlow Controllers Distributed computing 
 

INTRODUCTION 
 SDN is an emerging network approach to design 

the network with software programs. This programmability 
and automation greatly reduces the time spent by staff 
provisioning and maintaining the network device-by-device, 
effectively increasing network agility. SDN is a 
programmable network, where behavior of network 
elements and their flow of control to enable the 
implementation of SDN concepts in both hardware and 
software. These software programs operate independently 
of network hardware. SDN uses Openflow (McKeown et 
al., 2008)  as a communication protocol between SDN 
controller and network elements. The controller is used as a 
center of programmable control. Having centralized control 
makes a whole network run efficiently and effectively.  
SDN and OpenFlow simplifies network management by 
decoupling the control plane and data plane of the network 
(Kreutz, Ramos, & Verissimo, 2013) 

SDN is a “programmable network”, proposed to 
facilitate evolution of networks and is a paradigm where in 
control decisions decouple from forwarding hardware. The 
network intelligence in SDN is logically centralized and 
called as control plane and forwarding devices are 
programmed to forward packets through open interface and 
is known as data plane. Recently SDN is growing with very 
fast pace and there are many research challenges which 
have to be addressed. 

In SDN, a centralized single controller managing 
all the forwarding devices inside the network may show 
Singled Point Of Failure (SPOF) and sometimes the 
network is overloaded due to heavy traffic which leads to 
scaling limitations. One controller is not enough to manage 
any data center network with large number of forwarding 
devices. A centralized cluster node system offers high 
throughput inside the data center network. 

The main inspiration of SDN is to make use of 
network devices with standard application program 
interface (APIs) to allow 3rd party operators to control the 
data flow through the network.  SDN reduces complexity of 
networks by providing up to date network view to the 

programmers. This signifies the development, management 
applications are simplified. Control layer of SDN handles 
tedious work like synchronization and distribution.   

The main objective of this paper is to provide a 
critical survey on SDNs with OpenFlow. Distributed 
computing has a common goal to solve computational 
problems by sharing the existing resource in heavy 
workload. Each controller will have its own task and, 
coordinates with other controllers to provide the desired 
service. A distributed computing system scales up to meet 
the requirements of any environment. These controllers may 
be centralized cluster nodes or physically distributed 
elements. Distributed controllers have a property of fault 
tolerance, when any node fails in the network; the adjacent 
node will take the in-charge of the failed node. Even 
controllers will have a property of tolerating crash failure. 

This paper is organized as follows. In the next 
section SDN architecture is discussed. Later some issues on 
SDN layers are explained briefly. Data center network and 
Research challenges are discussed in the subsequent 
sections.  

 
SOFTWARE DEFINED NETWORK ARCHITECTURE 

SDN is a new emerging architecture in which 
control plane and data plane are decoupled and controllers 
are programmable. In this architecture network intelligence 
is centralized which controls the whole network. The 
network appears as a single logical switch to the 
applications. By the centralization of control plane, network 
admins are getting flexibility to manage, configure and 
optimize network resources through SDN programs 
(Beheshti & Zhang, 2012). SDN architecture supports APIs 
that implement common network services, which include 
access control, multicast, routing, bandwidth management, 
storage optimization, traffic engineering, energy usage and 
different types of policy management. The SDN 
architecture defines consistent policies on both wireless and 
wired connections. It supports network virtualization to 
enable scalability in the data center, bandwidth optimization 
and server utilization. 
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SDN is developed to enable simple and 
programmable control to manage and control data path in 
forwarding devices. The SDN architecture is flexible and 
control plane handles the forwarding of packets through 
switches. 

When the first packet enters the network, the 
network element, switch forwards this packet to SDN 
controller, then the controller takes a decision to add the 
flow in the forwarding table or drop the packet for security 
purpose. As per the controllers dictation switch forwards the 
packet to its appropriate destination. 

 

 
Figure 1 Software Defined Networking Architecture 

According to Open Networking Foundation (ONF) 
(Wasserman & Hartman, 2013) SDN architecture consists 
of three planes, as shown in Figure 1, where the first plane 
is Application plane, Second plane is control plane and third 
plane is Infrastructure plane or forwarding plane. In the 
network all the planes are mapped with interfaces to 
communicate with other planes. 

Application plane is the top most layer of the SDN 
architecture. It contains the applications like access control, 
security monitoring, and energy efficient networking and so 
on. The application layer and control layer are connected 
through an API known as north bound API. The main 
objectives of the north bound interface are loop avoidance, 
security, routing, path computing, management and policy 
requirements. In SDN, information flows from the SDN 
controller to SDN application which is used for services or 
for the applications. SDN application controls the SDN 
orchestrator by modifying the routing within the network 
(Gurbani, Scharf, Lakshman, Hilt, & Marocco, 2012) . 

Control plane contains the software-based SDN 
controllers. These controllers control all the network 
devices which are presented in the infrastructure layer. This 
controlling mechanism is handled with Open Flow 
protocols and open flow switches. The control layer is 
connected to the infrastructure layer by an application 
program interface (API). This API is known as southbound 
application program interface. This gives the 
communication between the controller and the network 
devices. The actual management and configuration within 
the network is carried out through the south bound 
interface. 

Infrastructure plane contains all the devices of the 
network like switches, routers and so on. This layer is 
nothing but the data plane or the forwarding plane of the 
network. These network devices are programmed and 
controlled by a controller with OpenFlow protocol. 
 

SOFTWARE DEFINED NETWORKING LAYER 
SDN uses bottom up approach with five main 

layers as shown in Figure 2. Each layer has its own 
functionality. The following sub section explains each layer 
based on different technologies, concepts and properties. 

 
Network Infrastructure Layer 

Network infrastructure involves different network 
elements such as switches and routers. These are known as 
forwarding devices. SDN represents these forwarding 
hardware elements accessed by an open interface by control  
logic. Always SDN considers switches as simple 
forwarding devices. Nowadays virtualized networks and 
data center infrastructure are using these software switches 
and are emerging as a promising solution to data center 
networks because data center contains more virtual access 
ports than its physical access ports (Casado, 2013). The 
ancient technology, Network Virtualization is the driving 
force for this technology. 

The data plane elements have specialized in data 
forwarding based on forwarding rules or flow rules. Flow 
rule or forwarding rule is a combination of more than one 
matching fields. We can divide these rules into two 
categories; processing forwarding rules and installing 
forwarding rules. 

Inside the forwarding elements, flow tables are 
defined sequentially. These flow tables will have flow rules, 
which tell how the packet is handled. An OpenFlow  
forwarding switch is based on flow tables, each entry in the 
flow table consists of three categories (Kreutz et al., 2014).  

 A matching rules 
 Set of instructions 
 Statistics (statistics of matching packet) 

 
When a packet enters the data plane element,  then 

lookup process is carried out to find the match. If no match 
found, then this will contain a default rule. This rule tells 
the forwarding element to send that packet to the controller 
to set new rules. The majority of the rules follow table 
sequence number and row order in the table. Forwarding 
device is flexible to take any action on the arrived packet. 
Some of the example actions are to forward packet to port, 
forward  packet to controller, drop packet and send  packet 
to the next table. 
 
Southbound Interface 

South bound application program interface is the 
link between controller and forwarding devices. Forwarding 
devices are controlled by application program interface 
(open interface). OpenFlow protocol is the best example for 
south bound interface, it shows execution of the switch to 
controller communication and vice versa (McKeown et al., 
2008).  

OpenFlow is widely deployed and accepted open 
southbound interface standard. The OpenFlow provides 
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information sources to controllers such as, when port 
change or link is triggered messages are sent by forwarding 
elements to the controller, forwarding elements generate 
flow statistics and controllers collect. When the new 
incoming packet having action “send to controller” in 
matching entry of the forwarding table, then forwarding 
devices send this packet to controllers. This gives 
interoperability between OpenFlow equipments to different 
vendors. 

OpenFlow defines set of instructions exchanged 
between the forwarding device and a controller through 
secure channel. By this remote controller can update, delete 
or add flow entries from flow tables. This can be done in 
two ways Reactively and Proactively. Reactive means each 
time a decision is made, forwarding element should consult 
to controller. In a proactive way controller push policies to 
switches.  

 

 
Figure 2: SDN layers 

Network Operating System/ Control layer 
In a decoupled system (data plane and control 

plane), control layer supports for the programmatic interface 
inside the network. On centralized control plane 
applications are written to see the network as a single 
element. The controller communicates with forwarding 
elements through OpenFlow protocol. 

SDN promises to manage the network by logically 
centralized controller, which is provided by Network 
Operating System (NOS) to ease the burden of network 
problem. NOS provides services such as network topology 
information and network state generic functionality, 
distribution of network configuration and device discovery. 
There are three layers of the control platform 

 The application, Orchestration and service 
 Core controller functions 
 South bound communication elements 

The controller should provide a base network 
service function, like base service operating system, input, 
output operations control, program execution, protection 
and communication. Other operating service uses these 
services.  

Network applications use control functionalities 
management, security mechanism and shortest path 
forward. Then the notification manager will process, 
forward events and receive. 

 
Northbound Interface 

A northbound interface allows any lower level 
component to communicate with a higher level component. 
This is the communication interface between the application 
layer and the control layer in the architecture of SDN. In 
data center network northbound application program 
interface manages orchestration and automation, and 
actively shares data between the systems. 

North bound application program interface can 
support for network functions like loop avoidance, security, 
routing, load balancing, computation and many other 
network functions. 
 
Network Application layer 

Management applications execute the control logic 
to install commands in the data plane and dictate the 
operations of the forwarding elements. SDN is deployed in 
the data center for management applications to perform 
network functions such as load balancing, routing, reducing 
power consumption and security enforcement. The main 
goal of management application is to maximize network 
utilization, optimization of load balancing, engineer traffic 
to minimize power consumption and optimization of traffic. 

Load balancing is the one of the goals of the 
SDN/OpenFlow, it emerged for increasing scalability of the 
network. When a new server is installed in the network, 
Load balancing will take automatically by distributing the 
traffic, network load and computing capacity. This provides 
flexibility to network and it will simplify network 
management.  

Traffic optimization in large service providers for 
dynamic scaling out and some other applications are video 
streaming (Jarschel, Wamser, Hohn, Zinner, & Tran-Gia, 
2013) and multiple packet scheduling to improve Quality of 
Services (Ishimori, Farias, Cerqueira, & Abelém, 2013). 

 
SDN FOR DATA CENTER NETWORK 

The data center is a place or it is the area of 
resources like storage, computation and network, which are 
implemented by a communication network. Data center 
network is the interconnection of all data center resources. 

Nowadays companies build their own data centers 
to minimize operational expense. Administrator of the 
company always invest expensive servers instead of low 
cost commodity hardware because data center requires 
thousands or more commodity servers for high performance 
demand. Data center network is always shared by more than 
one tenant. It has two main challenges, 

 
1. Topology and Routing: Traditional network 

topology follows a hierarchical method which 
requires high performance hardware. There is a 
lack of powerful devices, which leads to failing of 
adequate capacity in data centers. But data center 
follows the parallel paths for high performance 
demands and fault tolerance. At the same time it is 
necessary for balancing the traffic on parallel links 
for total utilization of the network with limited 
capacity of switch forwarding tables. 
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2. Multi Tenancy: To reduce the economic scale, 
data center networks place a different set of tenants 
on the shared network, minimizes the 
infrastructure investments. But it is necessary for 
the data center administrator to distinguish their 
tenants from traffic individually. As the tenant’s 
traffic increases, switches require multiple flow 
table entries to represent tenant’s tasks. 
 
By the above limitations data center network 

requires controller platform for automation of scalable 
resources. 

Recently all the IT centers and the services are 
dependent on highly efficient and scalable data centers. 
Still, there are challenges in this area regarding storage, 
network king, computing, flexibility, resilience, resource 
utilization, latency, agility to provide a network resource 
(e.g. Network function storage) and orchestration in 
computing   (Kant, 2009), (Bari et al., 2013). 

Evolution of SDN meets the higher and challenge 
demand of data centers. Due to the dynamic complexity 
adapting to application needs, data center networks provide 
rapid service for higher workloads in less capacity. Data 
center network with SDN can solve many problems, such as 
improved network management (Arefin, Singh, Jiang, 
Zhang, & Lumezanu, 2013), network utilization 
optimization (Raghavendra, Lobo, & Lee, 2012), network 
migration (Blenk & Kellerer, 2013). 

SDN data centers satisfy high traffic conditions 
and switches are turned off when they are not in use. This 
saves the energy 25-62% with changing traffic condition. 
Virtualization of network functions increases further energy 
savings. 

In 2012, Google represented the real application 
and need of SDN in data centers, presented at Open 
Networking Summit (Foster et al., 2013) implementation of 
SDN network connections in data centers. 

Now there is a need for traffic engineering, custom 
routing and level of scalability in data centers. Still, there 
exist the challenge like bottleneck problem in between data 
plane and control plane communication. These are the some 
of the issues which should be considered as future research 
by the authors.  

SDN allows infrastructure providers custom 
addressing, middle box placements, isolation of virtual 
networks and virtual cloud applications to expose 
networking functions to its customers (Benson, Akella, 
Shaikh, & Sahu, 2011), (Calyam et al., 2013). The SDN 
detects abnormal behavior of network operation in the data 
center. By using different behavioral model and gathering 
the required information from elements of data center like 
infrastructure elements, operations and application to 
capture the control traffic.  
 

CENTRALIZED VS DISTRIBUTED CONTROLLERS 
SDN specifies switch is always controlled by a 

controller, in this manner it is not necessary that the 
controller must be centralized; some time it may be 
distributed controller. OpenFlow defines only controller to 
switch communication or vice versa. But controller to 
controller communication is not defined by OpenFlow. The 

Internet Engineering Task Force (IETF) is currently 
working on inter controller communication and developing 
a protocol  SDNi (Stallings, 2013), to interface different 
domain controllers of SDN. SDNi plans to elaborate on 
maintaining flow setup time originated by information like 
service level agreements and path requirements applications 
Reach ability information exchange to support inter domain 
routing. 

 

 
Figure 3: Single controller SDN 

 
We can further define SDN as the seperation 

control plane and data plane and control intelligence is 
removed from network devices, which will be a simple 
packet forwarding device. This OpenFlow based SDN 
architecture (Figure 3) shows the master client architecture, 
which will not be suitable for large data center networks. A 
single, centralized controller that cannot manage large data 
center network. It represents Single Point Of Failure 
(SPOF) and have scaling problem. Therefore 
SDN/OpenFlow supports for multiple controllers, to handle 
large  networks. 
There are two types of organizations for distributed 
controllers. 

 Hierarchical organization of controllers (Hassas 
Yeganeh & Ganjali, 2012) . 

 Flat organization of controllers (Tootoonchian & 
Ganjali, 2010). 
These two types of distributed controllers are 

designed for large data centers to share huge workload and 
information among themselves. 

Hierarchical organization of controllers: In 
hierarchical organization, there is no interconnection 
between the individual local controllers in the first layer of 
the architecture. Bottom layer takes care of local control 
applications and all these local controllers are handled by 
main controller at the top level. 

Flat organization of controllers: In flat 
organization, network is partitioned into several smaller 
domains and each domain is controlled and managed by 
individual controllers. And each individual controller is 
interconnected with other controller by an interface to 
exchange the routing information. 

(Phemius, Bouet, & Leguay, 2013) worked on 
multi domain networks. They placed to interconnect 
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enterprise network, data center network, and mobile 
network and customer sites. They divided the network into 
domains, interconnected with network technologies with 
high capacity lines to low bandwidth links, costly and 
highly secured links to unsecured and cheaper ones. They're 
distributed multi domain network controllers are robust to 
failure. This gives motivation to think about the 
communication cost of the network as a whole, either inter-
communication cost or it may be intra-communication cost. 

HyperFlow (Mendonca, Nunes, Nguyen, 
Obraczka, & Turletti, 2013) (Tootoonchian & Ganjali, 
2010), and Onix (Koponen et al., 2010) are physically 
distributed controllers but are maintained logically by 
centracontrollers, butr. This reduces the communication 
overhead within local controllers. Kandoo, used the idea of 
hybrid approach for design, local controllers will maintain 
local applications and global controller will maintain all the 
local controller, acts like centralized controller. This 
minimizes the load of the global controller. FlowVisor, 
proxy controller, adds network virtualization, and allows 
multiple controllers concurrently control the set of switches. 
A distributed control plane can be group of control nodes in 
one place or physically distributed control nodes. Cluster of 
control nodes is used in data centers to get high throughput. 
Physically distributed control plane nodes are used in Wide 
Area Network (WAN) to interconnect data centers. There 
may be with group of controllers inside data centers. 

Distributed controllers have a property of fault 
tolerance. It's natural in any network, node failure occurs, 
and then adjacent node takes over the charge of the failed 
node and does not disturb the network application. The 
same is continued for controller failure, fault tolerance in 
controller crash failure. Multiple controllers are used to 
minimize the latency and maximize the fault tolerance. 

(Heller,2012), focused on determining the number 
of controllers are needed in the network and location of the 
controller in the network topology, by choosing the 
optimization of worst case and average case latency. Due to, 
network conditions change with respect to time, fixed 
location of controllers may not be a solution forever.  (Bari 
et al., 2013) proposed dynamic deployment of controllers 
within Wide Area Networks (WAN). They considered a 
number of controllers and the location of the controllers to 
place the controller dynamically, by reducing flow setup 
time and communication overhead. 

There are three main reasons to go for a distributed 
control plane. 

Scalability: A Single controller can feasible to 
manage a limited number of network devices due to its 
limited capacity. So there is a need to distribute the control 
plane to manage large networks. 

Privacy: Network administrator may select 
different privacy policies in logically different controller or 
domain. 

Interconnected deployment: A data center 
network may contain both SDN and Non SDN network 
infrastructure. So dividing the network into individually 
manageable domains allow for network flexibility. 

 
 
 

DISTRIBUTED COMPUTING IN SDN 
Distributed computing is an area in Computer 

Science, in which computational problems are solved by 
distributing the problem into many modules; each module is 
solved by one or more resource.  

In distributed computing, the networked computer 
components communicate and coordinate with each other 
by passing messages. When a program needs to cooperate 
with each other they coordinate by exchanging the 
information among them. The main motivation of using 
distributed computing in SDN is to share the existing 
resources and workload. The controllers communicate with 
others to achieve a common goal. Same time each controller 
will have its own task, but coordinating with other 
controller to provide communication service.   

The main property of distributed computing is 
local memory and message passing among themselves. All 
the autonomous computational systems, controllers will 
have their own local memory. An autonomous system 
communicates with each other by passing messages. The 
main challenge of distributed computing in SDN is, 
controlling the cost of resource such as computing cost, 
storage cost and network. As the member of forwarding 
element increase controller should support to extend the 
system by increasing the number of controller at reasonable 
cost. 
The main characteristics of distributed computing in SDN 
are as follows,  

 Concurrency of controllers 
 Lack of a global clock 
 Independent failure of controllers 

Any controller or network forwarding device may 
fail independently any time. The controller hides the faults 
from application programs to complete the given task in 
spite of failure of forwarding elements. As a whole 
distributed computing will improve the scalability and 
resilience of the control plane.  

 
 

 RESEARCH TRENDS 
There are still many research problems to make SDN 

optimize across the network and more efficient. In the 
following subsections research trends are briefed according 
to SDN layers.  

Infrastructure Layer: OpenFlow matching rules 
are installed in flow tables inside switches. These 
OpenFlow rules are very complex compared to the 
forwarding rules in traditional network devices. These flow 
rules consist of three components  

 Flow matching rules: Flow matching rules, are 
used for matching incoming packets. 

 Counters: Counters, are used for collecting 
statistics for one particular flow. It may be duration 
of flow or the number of bytes. 

 Actions: Actions or Set of Instructions, take the 
actions on matching packets, such as forward the 
packet to the next device normal procedure for 
forwarding, or if the match is not found in the 
matching table is sent the packet to controller to 
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take further action, or dropping the packet 
according to the instruction given by the controller.  

One of the challenges is to provide flow tables 
with high capacity and storage to store the flow rules 
(Appelman & de Boer, 2012).  TCAMs are used to store the 
flow tables, but are expensive and more power consuming. 
This represents more power consumption in switch (Kannan 
& Banerjee, 2013).  

The limiting factor that shall be addressed during 
switch design is to provide clean feature planning during the 
design process of the switch because; the throughput of the 
OpenFlow switch is from 38-1000 flow_mod/Sec.  The 
achievable throughput is less than 500 flow_mod/Sec 
(Stephens, Cox, Felter, Dixon, & Carter, 2012). 

Control layer: Controllers are the backbone of the 
SDN architecture. Nowadays, research work is carried out 
to increase the scalability, modularity and operator friendly 
software. Controllers are distributed to share the workload 
among themselves. These distributed controllers face many 
challenges such as fault tolerance, consistency, 
synchronization, load balancing and  latency between 
controller and forwarding elements (Schmid & Suomela, 
2013) (Berde et al., 2014) (Koponen et al., 2010). 

A controller communicates with its neighbor’s 
controller by east/westbound API’s. (Shin, Nam, & Kim, 
2012). These are used in hierarchical designs of the 
controller in inter and intra data center networking. This 
enables to increase modularity and scalability of the 
controller in hierarchical design of the controller. It is very 
important to have interoperability between all the 
controllers, east/westbound API’s between controllers e.g. 
SDNi (Yin et al., 2012). Research is going on in this field 
very rapid.   Low latency and high availability of controllers 
work well in small networks. When it comes to large 
networks, distributed controllers will take care of high 
availability of controllers by distributing the workload 
among the controllers. In interconnection of large network 
controller location plays an important role (Levin, 
Wundsam, Heller, Handigol, & Feldmann, 2012). This high 
availability is achieved by improving southbound API’s and 
by placing controller heuristically. The only goal is to 
increase the scalability to accommodate more forwarding 
devices to connect to many controllers with cost efficient 
and cost effective way (Daniel Philip & Gourhant, 2014). 

Application layer: Management system externally 
extracts information about network devices and network 
functions. We can get lots of work in controller switch 
interaction or communication by southbound API. There is 
still very less work in Application layer. Like southbound, 
controller and application layer communication is through 
northbound API. So researchers will have lot of scope in 
between the application layer and control layer 
communication, with northbound API.    

SDN decouples control plane and data plane. Some 
network configurations are reactive where, the first packet 
of the network is sent to the controllers by forwarding 
elements. The main aim of applications is to build traffic by 
optimizing load balance, minimizing power consumption, 
maximum network utilization and traffic optimizing 
concept. Load balance is envisioned application for 

SDN/OpenFlow (Wang, Butnariu, & Rexford, 2011),  
(Handigol et al., 2011), (Handigol, Seetharaman, Flajslik, 
McKeown, & Johari, 2009). Researchers (Wang, Butnariu, 
& Rexford, 2011) provided wildcard–based rules for 
proactive balancing of load. These wildcard is utilizing 
client requests on the basis of IP prefixes, allows directing 
and distributing group of requests without interference of 
the controller. The flow requests or the controller 
applications are required to manage and monitor network 
traffic, especially in the case of bottleneck. 

In data center network topology, to avoid 
bottlenecks from incoming packets to compute the path 
Linear Bisection bandwidth technique is adopted (Al-Fares, 
Radhakrishnan, Raghavan, Huang, & Vahdat, 2010). 
Similarly, one more application is, traffic optimization for 
dynamic scaling the network. Monitoring the network by 
improving the OpenFlow features reduce the control plane’s 
overload with respect to data plane statistics.  

Cloud computing is globally distributed for its 
services and experiences. Dynamically it manages and 
optimizes computing infrastructure. Cloud supports for 
distributed computing. Managing distributed application is 
really hard. To handle this task Open Application Delivery 
networking is proposed (Paul & Jain, 2012). In which 
application service provider (ASP) is allowed to express 
and enforce traffic management and application delivering 
policies whenever required. 

To get the performance required within the multi-
domain heterogeneous networks like interconnected data 
center networks, social networks, enterprise networks, 
programmability of the network is necessary. By doing this 
some of the queries are solved within the nodes, which 
reduce the communication between the controllers. This 
helps to get full scalability in multi domain networks. 

 
CONCLUSION 

SDN has been the new network paradigm in distributed 
computing in recent years. To enable SDN to be adopted 
fully, several issues have to be addressed comprehensively. 
In this paper,  critical review has been carried out on SDN 
and OpenFlow. The basic architecture of the SDN is given 
and layers of the SDN are discussed to highlight some open 
issues to readers. The distributed computing paradigm has 
been explored to avoid the controller failure, such as SPOF 
and for heavy workload distribution. The contribution of the 
paper can be categorized into; reviewing emerging SDN 
technology with existing traditional technology. Current 
challenges of the SDN are introduced and discussed. The 
paper concludes by exposing the possibility of employing  
SDN framework in data centers. For future works, it is 
proposed that SDN technology can is combined with NFV 
for virtual use of the network to reduce the investment cost 
in hardware appliance.  
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ABSTRACT 
Nowadays, crowdsourcing becomes trend that eventually affects the way of a project is managed. The success stories of 
crowdsourcing are noticeable, and so are the failures. Crowdsourcing provides access to diverse and abundant talent 
pools with relatively low cost. A project manager can easily recruit a geographically separated unknown individual or 
group to perform a task. However, a project manager should understand the benefits and risks of crowdsourcing as the 
considerations for adopting it. Moreover, the position of recruited individual or group should be clear, whether they are 
part of virtual project team or just another form of outsourcing. This research reviews the current literatures on 
crowdsourcing and project management to study the benefits and risks of crowdsourcing, its relation to project 
management and how the recruited workers should be positioned in the project. The discussions of crowdsourcing and 
project management are specifically focused on project attributes.  
 
Key words: Crowdsourcing  Benefits and risks  Project management   

 
INTRODUCTION 

In recent years, the way of managing project has 
faced changes with the Internet as the enabler for accessing 
abundant relatively cheaper resources pool, specifically 
human resources. For a project, team members are easily be 
sourced from the so-called “crowds” and expected to 
complete certain tasks. The person can be from any 
countries as long as registered to certain ad-hoc website, 
such as Amazon Mechanical Turk (Amazon 2014), 
InnoCentive (InnoCentive 2014; Marjanovic, Fry et al. 
2012), or freelancer.com (Freelancer.org 2014).  There are 
many different web-based platforms as the intermediary 
between requesters –the individual or group that contracts 
person to participate in a project– and workers –hired 
persons– available in the Internet. Howe (2006) coined the 
term “crowdsourcing” in an article referring to the activity.  

Crowdsourcing has many evidence of successes 
and failures (Simula 2013). This raises questions of what 
are the benefits and risks of a project that is completed 
using crowdsourcing. By understanding its benefits and 
risks, a project manager can equip himself/herself with 
proper knowledge in order to gain the success of adopting 
crowdsourcing in a project. In term of project definition, 
Gido and Clements (2012) has explained a set of attributes 
that construct a project. These attributes help as guidance to 
manage projects. As to project resources utilization 
attribute, the benefit of having lower worker costs and large 
options of available talents can attract the decision to use 
crowdsourcing  (Mason and Suri 2011). The implication is 
that the way of managing the workers is different from the 
traditional project management, in which the workers are 
internal staff. There are issues that emerge, such as result 
quality (Kazai, Kamps et al. 2013) and security (Mason and 
Suri 2011). It needs to further discuss on how 
crowdsourcing affects other project attributes.  This 
research aims to answer question regarding the implications 
of crowdsourcing on project management based on a 

literature review. First, the author wants to find out what are 
the considerations for a project manager before deciding to 
use crowdsourcing in a project. Next, the discussion 
focusses on the topic of the position of the recruited 
individual or group from crowdsourcing platform. Should 
the individual or group be part of virtual project team or 
considered to be another variant of outsourcing? This study 
is conducted in systematic review to have better 
understanding on how crowdsourcing can be used and 
positioned in a project. 

The next section of this paper explains the 
methodology used to systematically answer the research 
questions. In the third section, the author presents the 
findings on crowdsourcing and project management from 
the collected articles. The fourth section contains discussion 
on the findings and finally answer the research questions. 
The last section has conclusion of the research and 
suggestion on future research. 

 
METHODOLOGY 

In order to answer the question, the author conducts 
systematic review by collecting information on 
crowdsourcing and project management topic. First, 
answering the first research question requires information 
gathering process. The decision on whether to adopt 
crowdsourcing or not is influenced by the knowledge had by 
a project manager on the benefits and risks of 
crowdsourcing. If it is decided to be adopted, a project 
manager can use the knowledge for considerations on what 
project attributes that should be adapted to match the nature 
of crowdsourcing.  The information gathering process has 
three activities, in which each activity is a searching process 
using different search strategy. The main difference is in the 
second keyword used for retrieving the reviewed literatures. 
After that, the author can answer the question about the 
position of committed individual or group in a project is 
from the findings discussion.  
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In this research, the information collecting process 
is conducted by searching and gathering literatures from a 
major academic database: Scopus. The reason is that the 
author only uses publications that have been cited at least 
once in other publications and Scopus academic database is 
considered to be able to accommodate the needs because it 
offers citation analysis capability (Falagas, Pitsouni et al. 
2008). At the first step for answering research questions, the 
author uses “crowdsourcing” as the primary keyword.  As 
stated before, the difference between the steps is the usage of 
second keyword in the search strategy. Firstly, the searching 
process is conducted in which the first keyword combined 
with the second keywords “benefits”. After having the result, 
the author runs another search that has the first keyword 
been combined with “risks” keyword. Thirdly, the keyword 
“crowdsourcing” is entered along with “project 
management” as the second keyword. The results of search 
process are constrained by using only published journal 
articles written in English. Moreover, the literatures are 
published starting from 2006 as the term of “crowdsourcing” 
is coined at that year despite the facts that crowdsourcing-
like activities that existed before that term was created have 
been reported in many articles such as neogeography 
(Goodchild and Glennon 2010).  After applying the search 
strategy, the authors get 28 published journals for the 
combination of “crowdsourcing” and “benefits” keywords, 
18 published journals for “crowdsourcing” and “risks” 
keywords and 5 published journals for “crowdsourcing” and 
“project management” keywords combination. Finally, there 
are 12, 8, and 2 articles, respectively for each search 
strategy, that has been selected for further analysis after 
reviewing the abstract of each article. 
 
LITERATURE REVIEW 
Trends of Crowdsourcing in Scopus Academic Database 
from 2006 – August 2014 

 When conducting literature search in Scopus 
academic database, the author identified the trends in three 
search strategies which were that of combining 
“crowdsourcing” keyword with (1) “benefits”, (2) “risks”, 
and (3) “project management” keywords. After run the 
search, but only by entering the keywords and not having 
other constraints applied, the author found 145, 65, and 44 
articles and conference papers for each search strategy, 
respectively. Referring to Figure 1, we can see that there is 
no evidence of studies conducted on crowdsourcing topic in 
2006 and 2007. Not until the year of 2008 this topic entered 
Scopus academic database and the figures show that there is 
an increasing trend for this topic interests at least until 2013. 
The number published articles and conference papers in 
2014 is not final yet as this study is conducted in August 
2014. The studies on the topic of “crowdsourcing” and 
“benefits” particularly have noticably increased from 19 
articles and conference papers in 2011 to 40 articles and 
conference papers in 2012. The number increased 
approximately 100%.  Meanwhile for the topic of 
crowdsourcing risks, significant increasing number of 
published articles and conference papers with more than 
100% increase can be seen from 2010 to 2011 and from 2012 
to 2013.   

 

 
Figure 1: Trends of Crowdsourcing Topics in SCOPUS: 
2006 – August 2014 
 
Crowdsourcing 
 As mentioned before, crowdsourcing is coined by 
Howe (2006) and describes it as the situation where 
“hobbyists, part-timers, and dabblers suddenly have a 
market for their efforts” and  “smart companies in industries 
… discover ways to tap the latent talent of the crowd”. 
Borrowing the term used by Amazon’s Mechanical Turk 
(AMT), the hobbyists, part-timers and dabblers are referred 
as “workers” and “requester” as the term to refer to the other 
side of the activity. As Figure 1 has shown, there is 
increasing trend of crowdsourcing. However, the effort to 
have formal integrated crowdsourcing definition is available 
by the article of Estellés-Arolas and González-Ladrón-de-
Guevara (2012). Many web-based platforms that act as 
intermediary between workers and requester are available in 
the Internet. Crowdsourcing platform uses Web 2.0 
technology and applies user generated content concept. As 
for the different groups of crowdsourcing, Schuurman, 
Baccarne et al. (2012) divided it into five types. The 
workers usually complete certain tasks for a small amount 
of money (Mason and Suri 2011) or only for social status 
(Franzoni and Sauermann 2014).  
 
Benefits and Risks of Crowdsourcing 
 The summary of benefits gained from adopting 
crowdsourcing in this study’s collected literatures can be 
seen in Table 1. The identified benefits are: 

 Workers skill pools. The requester can have access 
to large number of people with different skill set 
that can be matched with the tasks needed to be 
completed.   

 Workers diversity. In a project that requires a 
diverse data  input, crowdsourcing can give the 
benefits for accessing groups of people with unique 
background, different cultures and languages. AMT 
claimed the requesters can have access to more than 
500,000 workers from 190 countries (Amazon 
2014). 

 Low cost. The acquisition of workers requires 
relatively low cost and so is the payment. For 
example, the requester only pays a minimum of 
$0.005 commision in AMT and can set the price as 
low as $0.01 per HIT. Franzoni and Sauermann 
(2014) give cases in which the participants only 
require social recognition as the “payment” in 
crowdsourcing. 
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 Faster result delivery.  As crowdsourcing platform 
opens access to many potential workers, the tasks 
can be completed in relatively shorter period. 
Franzoni and Sauermann (2014) has one example 
on how Galaxy Zoo gained remarkable results. A 
project for single researcher to classify galaxies 
pictures into roughly 50 million classifications 
could take more than 83 years of full-time efforts. 
However, the crowds were able to complete about 
200 million classifications in three years after the 
site was launched. 

 Results quality relatively equals as the tasks 
performed by professional workers or in laboratory 
setting (Mason and Suri 2011; Franzoni and 
Sauermann 2014) 

 
Table 1: Summary of Literatures Discussing 
Crowdsourcing Benefits 

  Benefits 
No Articles B1 B2 B3 B4 B5 

1 Mason and Suri 
(2011) 

X x x x 
2 Goodchild and 

Glennon (2010) 

x x 
3 Poetz and Schreier 

(2012) 

x 
4 Chanal and Caron-

Fasan (2010) 

x 
5 Kazai, Kamps et al. 

(2013) 

x 
6 Schuurman, 

Baccarne et al. 
(2012)     

x 

7 Barbier, Zafarani et 
al. (2012) 

x x 
8 Franzoni and 

Sauermann (2014) 

x x x 
9 Satzger, Psaier et al. 

(2013) 

x x 
10 Thaler, Simperl et 

al. (2012) 

x 
11 Blohm, Leimeister 

et al. (2013) 

x 
12 Way, Ottenbacher et 

al. (2011)     x 

Note 
B1: Workers Skills 
B2: Workers Diversity 
B3: Low Cost 
B4: Faster Result Delivery 
B5: Result Quality 

 

In term of risks, crowdsourcing also has many 
potential challenges. Table 2 summarizes the findings on 
crowdsourcing risks gathered from the collected literatures. 
From the table, we can see that potential risks in using 
crowdsourcing on a project are dominated by result quality 
issue. All the literatures have discussion on this topic and 
report how usable the produced results. This is an interesting 
fact as one of the benefits of crowdsourcing that is discussed 

in collected literatures is result quality. In further discussion, 
Behrend, Sharek et al. (2011) for example, explain that there 
are risks especially for using crowdsourcing to get survey 
data. It would be relatively difficult to ensure the random 
sampling and make sure that one person has not done a 
survey multiple times as the requesters can find it hard to 
verify the person. Hence, the data produced by 
crowdsourcing can be bias. 

  
Table 2: Summary of Literatures Discussing 
Crowdsourcing Risks 

Risks 
No Articles Result 

Quality 
Confidentiality Security Social 

Risks 
1 Behrend, 

Sharek et 
al. (2011) 

x 
   

2 Shapiro, 
Chandler et 
al. (2013) 

x    

3 Marjanovic, 
Fry et al. 
(2012) 

x    

4 Vivacqua 
and Borges 
(2012) 

x    

5 Trottier 
(2014) 

x   x 

6 Wagner 
(2011) 

x    

7 Poetz and 
Schreier 
(2012) 

x    

8 Kazai, 
Kamps et 
al. (2013) 

x  x  

 
Furthermore, there are also several papers from 

Table 2 which also discuss the risks of using crowdsourcing. 
The risks are unexpected result quality (Mason and Suri 
2011; Goodchild and Glennon 2010; Schuurman, Baccarne 
et al. 2012; Barbier, Zafarani et al. 2012; Franzoni and 
Sauermann 2014; Blohm, Leimeister et al. 2013). Mason 
and Suri (2011) discuss the confidentiality and security 
issues that emerge from adopting crowdsourcing. The 
requesters are not able to hide its identity as the there is 
need for workers to make the requesters are reliable. 
Moreover, requester must make sure the security of 
requester’s internal network or web server if tasks that will 
performed by workers are done there. Putting HIT in AMT, 
for example, means that the requester open the job and its 
detail publicly; Hence, it opens for malicious attacks. 
Finally, Marjanovic, Fry et al. (2012) argue that further 
studies are needed to be conducted to find crowdsourcing 
variables that determine the successes and failures 
especially in particular crowdsourcing models. In addition, 
to maintain the result quality particularly on project that 
generates information from the crowd, the project team has 
to identify the potential noise in the data (Barbier, Zafarani 
et al. 2012) and personal biases (Schuurman, Baccarne et al. 
2012, Trottier 2014). One of the solution is by performing 
the recommendation by Blohm, Leimeister et al. (2013) in 
which the crowd is involved to improve the quality of data, 
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such as by giving data structuring and filtering tasks, or data 
evaluation and aggregation. 

 
Crowdsourcing and Project Management 

 The result of the author search strategy to study 
current literatures that discuss project management in 
crowdsourcing activity or report real-life cases is very 
limited. The process only produces two articles: (a) Ebner, 
Leimeister et al. (2009) that gives an example of real life 
case on how crowdsourcing be used for getting ideas from 
the crowds and developed framework for that purpose, and 
(b) Shao, Shi et al. (2012) that discuss empirically the factors 
that influence the involvement of solvers in crowdsourcing, 
specifically in China. 

Despite the limited amount of literatures that 
specifically discuss crowdsourcing and its relation to project 
management, other collected literatures from previous search 
strategy briefly report or discuss the findings on this topic. 
One of the challenges in crowdsourcing is to find the right 
people to work on a project (Franzoni and Sauermann 2014). 
This challenge is true as there are many available potential 
workers that can be chosen to finish a certain project task. 
The other challenges are how to divide the tasks into well-
structured smaller tasks and integrate the results, and 
leadership on project, such as making decision and provide 
resources. In term of project management, Mason and Suri 
(2011) explains how an experiment should be conducted in 
which the participants are contracted from crowdsourcing 
web. One of the suggestions is that to restrict participant’s 
population in order to have qualified workers. The restriction 
involves screening process.  Kazai, Kamps et al. (2013) 
discuss how a tasks should be breakdown into smaller units 
that can be easier to be finished by workers. Then, these 
micro-tasks can fit crowdsourcing model such as of 
Amazon’s Mechanical Turk. Additionally, Blohm, 
Leimeister et al. (2013) recommend that the tasks should be 
precise and understandable. Furthermore, Barbier, Zafarani 
et al. (2012) also suggest five conditions in which 
crowdsourcing should not be employed to work on a certain 
project and recommends to overcome coordination barriers. 
These conditions can help project manager to decide whether 
to adopt crowdsourcing in its project part or not. 
 
DISCUSSION 

The literatures collected in this study (refers to 
Table 1 and  Table 2) have shown that crowdsourcing is 
mainly used to gather innovative ideas on particular topic 
(Chanal and Caron-Fasan 2010; Wagner 2011; Marjanovic, 
Fry et al. 2012; Schuurman, Baccarne et al. 2012; Blohm, 
Leimeister et al. 2013) or new product development idea 
(Poetz and Schreier 2012). Beside that, projects which of the 
area of research use crowdsourcing to gather data (Behrend, 
Sharek et al. 2011; Shapiro, Chandler et al. 2013). Several 
articles also discuss the of crowdsourcing to perform micro 
tasks (Mason and Suri 2011; Kazai, Kamps et al. 2013; 
Thaler, Simperl et al. 2012). There is no particular article 
that discuss the adoption of crowdsourcing spesifically in 
software or information system development projects.     

Gido and Clements (2012) explains that a project 
has attributes such as a project has objective, is completed by 

conducting a series of interdependent tasks, utilizes resources 
to the project, has a completion period, can be a one-off 
project, has clients and involves a degree of uncertainty. 
Related to crowdsourcing, the project attributes that can be 
affected by the adoption of this activity are the completion of 
interdependent tasks, resource utilization, project life span 
and the degree of uncertainy. In term of series of 
interdependent tasks, a project manager can have the tasks to 
be completed by workers available in crowdsourcing 
platforms. However, the attention should be on the task 
complexity (Franzoni and Sauermann 2014, Kazai, Kamps et 
al. 2013). When giving the tasks to workers, they should be 
should be well-structured  and easy to understand. For 
resource utilization, the project manager should be aware that 
the workers may have no contract involved and with no 
association with company or organization (Barbier, Zafarani 
et al. 2012) and they come from unverified skills 
background. Chanal and Caron-Fasan (2010) suggests that 
incentive model affects the contribution of people to a 
project. Moreover, choosing the right intermediary or 
platform that connects the project owner and innovation 
communities is important as each of the platforms offers 
different services and communities. Kazai, Kamps et al. 
(2013) observe the task conditions (pay, effort, and 
qualifying criteria). It shows that higher payment lead to 
higher result quality, especially of qualified workers. They 
also recommend making price estimation based on unit of 
efforts in order to set the right pay for certain efforts. It can 
help first requester in which Mason and Suri (2011) has 
discussed in their article to set the correct pay. Nonetheless, 
there is auction-based crowdsourcing system designed by 
Satzger, Psaier et al. (2013) in which the requester do not 
have to specify the exact price, but set the maximum price. 
Wagner (2011) discusses and gives tips on how to give 
rewards on certain tasks done by crowdsourcing, especially 
to gain innovation. To answer the question on whether to 
position the workers as other form of outsourcing or virtual 
projects team, the decision can be based on the complexity of 
the tasks and the level of confidentiality. For tasks that has 
been breakdown into smaller tasks can be outsourced to the 
workers in crowdsourcing platform. This task may require no 
specific technical skill, such as images classification or 
product categorization. For tasks that requires 
confidentiality, the recruited individual or group can be 
positioned as a virtual project team. However, there are 
organizational challenges that need to be considered when 
position the workers as virtual project team (Chatfield, 
Shlemoon et al. 2013). Considering the discussion about 
resources acquisition and positioning, the degree of 
uncertainty can be minimized. 
 
CONCLUSION 

Literature review was conducted in Scopus 
database to study the current view on crowdsourcing and 
project management. Crowdsourcing is already part of some 
reported completed projects in literature review gathered in 
this study. The topic gives insight on how crowdsourcing 
can leverage a project, what part of project attributes that 
are affected by the adoption of this activity, some case 
studies in which the successes and failures of a project are 
discussed and eventually provide knowledge on risks that 
crowdsourcing potentially have for a project. However, the 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

5

 

 

number of papers that mainly discussing crowdsourcing and 
project management is very limited in Scopus academic 
database. In the future study, the literature reviews can use 
other academic database such as Web of Science or IEEE to 
enhance the knowledge on this topic. Despite the fact that 
there is effort to make integrated crowdsourcing definition, 
further study on different crowdsourcing models is needed 
to be conducted in the near future. By having understanding 
on the models, a project manager can choose appropriate 
crowdsourcing models that can satisfy the project 
requirements. Research is also suggested to have more 
focus on how the uncertainty in using crowdsourcing in a 
project can be diminished and prevent the failure of a 
project.  
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ABSTRACT 
Shortage of medical professionals in the rural area has been one of the reasons why maternal mortality is still very high. 
Midwife family program had been introduced to overcome the shortage but the lack of skills in recognizing high risk 
pregnancy becomes another factor of high maternal mortality rate. A good prenatal care program will help to identify the 
danger in time and provide early management. Therefore, this paper provides solution by introducing a new architecture 
of clinical decision support system (CDSS) in the domain of high risk pregnancy. The proposed architecture is composed 
of seven main components. The ontological approach was used to develop the knowledge repository in the CDSS 
architecture. The need for CDSS was investigated through interview session, questionnaire distribution and observation. 
In addition, the comparison with other CDSSs approach is also highlighted in the paper.  
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INTRODUCTION 

Midwives in Indonesia play an important role in 
improving maternal health and reducing maternal mortality 
rate. Although the introduction of safe motherhood 
programme has successfully increased the rate of safe birth 
handled by midwives, maternal mortality rate in Indonesia 
is still very high especially in the rural areas (Rita, 2010). 
Due to the large population of Indonesia, midwives is 
having large amount of work to do.  

Besides that, the limitation of their job scopes has 
restricted their ability in identifying significant medical 
conditions. It was reported in Lancet maternal mortality rate 
that substandard diagnostic capability is part of the 
explanation to those unknown maternal death (Ronsmans, 
2006). The large amount of work scopes and restriction on 
managing complication of a midwife triggers the need for 
the development of software exclusively in diagnosing. 

Clinical diagnosis process is not a process where 
the decision can be made based on purely the medical 
knowledge itself. A combination of wide-ranging medical 
knowledge, observation of patient, laboratory investigations 
and advanced analytic skills is needed to confirm the 
medical condition. However, every clinician has different 
level of expertise and skills that even the most experienced 
clinicians might have the possibility to diagnose medical 
condition incorrectly (Reddy, n.d.). Therefore, researchers 
have been trying to develop clinical decision support system 
(CDSS) that assists healthcare provider in diagnosing 
clinical condition to minimize the human error and wrong 
diagnosis. 

Clinical Decision Support System (CDSS) is 
“active knowledge systems which use two or more items of 
patient data to generate case-specific advice” (Wyatt & 
Spiegelhalter, 1991). Clinical decision support system 

(CDSS) has long existed in the medical field since 1950s to 
improve the health care quality. Generally, there are two 
types of CDSS which are knowledge based and non-
knowledge based (Berner, 2007).  

Non-knowledge based system like Bayesian 
networks and Artificial Neural Network is by far having less 
popularity when compared to knowledge based system. This 
is due to the limitation of the technique where the data are 
not well-structured enough to be learned from them and the 
reasoning behind the technique cannot be explained and 
understandable by the experts. The limitations have caused 
the biomedical community to barely acknowledge and 
evaluate the technique (Robert, 2007).  

Knowledge based system using rules and logical 
conditions are preferable to the experts since these method 
matches with the human’s natural reasoning process. The 
disadvantage of these methods is the challenge in 
programming the knowledge into rules when the data is 
large (Liljana, 2010).  

Structural representation is the most resent 
knowledge representation methodology where this method 
is able to overcome both of the methods presented 
previously. The advantages of using structural 
representation are that the knowledge can be inserted and 
expanded easily and it is based on human’s natural 
reasoning. If the system is constructed meticulously using 
this method, the knowledge can be well-expressed and 
easily understand.  

There are three types of potential advantages using 
CDSS mentioned in Sintchenko et al. which are improved 
patient safety, improved quality care and improved 
efficiency in health care delivery (Coiera quoting 
Sintchenko et al., 2002). Several systematic reviews had 
been carried out to investigate the effectiveness of CDSS 
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and the benefits on patients and health care providers (Hunt 
et al, 1998; Kawamoto et al., 2005; Garg et al., 2005). 
Rapidly growing CDSS had been proved to enhance clinical 
performances and its quality is improving as stated in Hunt 
D.L. et al. In Kawamoto K. et al., the review reported that 
decision support system has significantly shown 
improvement in clinical practice.  

The systematic review by Garg A.X et al. said that 
many CDSSs improve practitioner performance. In 
Sintchenko et al, 2004, it is shown in the study that by using 
CDSS decision quality was significantly improved and the 
clinicians is more likely to choose CDSS over manual 
guidelines when CDSS is able to provide useful assistant to 
them. Although there have been evidences showing the 
advantages of CDSS, this technology is still facing great 
challenges especially in the recognition of the development 
and maintenance difficulty (Greenes, 2014).  

The introductory of Integrated Prenatal Monitoring 
System (IPMS) and how CDSS is related to this system will 
be discussed in the next section. Then, the process of 
investigating necessity of integrating CDSS into IPMS and 
the results were presented. The structure of High Risk 
Pregnancy Ontology used in the CDSS was explained 
followed by a detail explanation about the newly proposed 
CDSS architecture.    

 
INTEGRATED PRENATAL MONITORING SYSTEM 

 
Introduction of IPMS 
 Integrated Prenatal Monitoring System (IPMS) is a 
research project currently proceeding in Universiti 
Teknologi Malaysia. The motivation of this research project 
is to reduce the maternal mortality rate and to improve 
health care services in Indonesia. This research project is 
intended to be developed for midwives in Indonesia. There 
are three main sub-projects under in the proposed IPMS 
which are Midwife Prenatal Kit, Clinical Decision Support 
System, and Teleprenatology. These three sub projects are 
interrelated with each other and will be integrated together 
as a whole when finished. 
  

 
 Fig 1: Overall scheme of midwife prenatal kit 

Midwife Prenatal Kit is a research project where a set of 
toolkits related to prenatal care are integrated as one 
package (Aditya & Pahl, 2014). The purpose of developing 
this kit is to provide optimum toolkit for midwives who 
have limited access to health care facilities. By utilizing this 
toolkit, the obstacle of access limitation can be greatly 
reduced.  
 The main feature in this toolkit is that it is 
equipped with a low cost B-scan ultrasound machine with 
integrated electronic medical record and clinical decision 
support system. This toolkit will also incorporate other 
essential equipments such as blood analyzer, stethoscope, 
fetal Doppler etc. This toolkit aims to provide a low cost 
and complete prenatal examination system consist of 
prenatal care development kit and respective software.  Fig. 
1 shows the overall scheme of midwife prenatal kit. 
 Teleprenatology is one of the imperative parts in 
IPMS. The web-based teleprenatology system consists of 
workstation for electronic medical record, prenatal data 
assistant and a server (Jalil & Pahl, 2014). In this research 
project, the highlight is the teleconference system integrated 
in the system. With the availability of teleconference, 
midwives are able to communicate with doctors in different 
places. This is believed able to help improving the 
communication quality between health care providers. The 
teleprenatology system also enables information to be 
shared among doctors and midwives. The overall scheme 
for web-based teleprenatology system is shown in Fig 2. 

 

 
Fig 2: Overall scheme for web-based teleprenatology 

system 
 
 Clinical Decision Support System (CDSS) is the 
third component integrated in IPMS. This feature is an 
additional feature integrated in IPMS as it is designed to 
assist midwives in early detection of high risk pregnancy 
and provide crucial step in handling complications. The 
development of Midwife Prenatal Kit and Teleprenatology 
helps to improvise the architecture of CDSS. The structure 
of CDSS will be discussed in the next section. 
 

THE NEED OF CDSS 
 

 The necessity of integrating CDSS into IPMS 
needs to be investigated before proceeds to the design and 
development phase. Interview study, experienced survey, 
and observation are the most common methods in collecting 
community view on specific subject (Caplinskas et al., 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

3

 

 

2004). In this research work, interview, distribution of 
questionnaires and observation had been carried out to 
gather the midwives opinion on the necessity of CDSS in 
IPMS.  
 Data collection had been carried out at Kampar, 
Riau, Indonesia for two weeks with the permission from 
Department of Health, Kampar. Questionnaire for this study 
was developed by analyzing existing questionnaires that 
have similar purpose. The questionnaire was divided into 
three parts: general, information management and other. 
General part contains questions for basic information of 
midwife. Second category asked about the management of 
basic information regarding antenatal care and high risk 
pregnancy. Then the last part consists of question on the 
topic of maternal diseases and their thought on CDSS.  
 The questionnaire was made of 30 questions. A 
total of 48 questionnaires had been distributed to midwives 
but only 32 came back. The researcher personally 
administered and guided midwives in answering the 
questionnaire. The questionnaires were given to midwives 
in Puskesmas Bangkinang Kota, Puskesmas Kampar Timur, 
Puskesmas Perhentian Raja and Rumah Sakit Norfa 
Husada. These were the only clinics that were able to reach 
due to distance and time limitation. Not every midwife were 
there when distributing the questionnaires, some of them are 
working in very rural area which is hard to reach. The idea 
of IPMS was presented to midwives before distribution of 
questionnaires.  
 In the questionnaire, midwives were asked to 
arrange the information they would like to have in 
preferences order if hospital computer system is available in 
the future at the place where they are working. The result 
was shown in Table 1. Based on Table 1, review patients’ 
history of diseases becomes midwives first choice because 
their main job task is to judge the well-being and risk 
factors of a patient in basic antenatal care. This is extremely 
important to them as any high risk pregnancy case must be 
referred to the medical officer as soon as possible.  
 One of the reasons of choosing to review patient’s 
history of diseases as first is because there is still no 
electronic medical record currently in the working places. 
Midwives have to go through a pile of file to search for 
patient’s medical file and worse if the patient does not even 
have medical record. This problem is solved with the 
development of Teleprenatology in IPMS.   
  

Table 1: Results of information preferences order 

Information Options Rank 
Review patients’ history of diseases 1 
Diagnosis suggestion 2 
Review patients’ medicine records 3 
Prescription network 4 
Check drug interaction 5 
Medical suggestions 6 
Getting warning on potential misdiagnose 7 

 
 As we can see from the Table 1, diagnosis 
suggestion is the second highest of information preferences 
if hospital computer system is available for them in the 
future. Midwives explained that this is because they would 
like to compare their own diagnosis with the computer if 
possible. They believe if the computer is able to show 

diagnosis suggestion to them, their confidence level on the 
diagnosis is higher if it matches and the system can prevent 
any misdiagnosing being made. Their workload can also be 
shared if the computer system is able to show possible 
diagnosis to them. With this, the need to integrate CDSS 
into IPMS is proven. 
 After the questionnaires were collected, interview 
session was conducted with 8 midwives, 4 midwife 
supervisors and Head Section of Family Health. Midwives 
who involved in the interview process are divided into three 
categories: those whose working experience is less than 3 
years, 3 to 10 years and more than 10 years. Midwives 
supervisors are those who in charge of managing a group of 
midwives working in one clinic. Head Section of Family 
Health is responsible to the affair of health promotion and 
family health. The interview session were recorded and 
conducted face to face individually. The interview sessions 
were time challenging since they have a very tight schedule. 
 In the interview process, all the interviewees 
unanimously agreed that implementing CDSS in health care 
systems will definitely improve the current health care 
services. The midwives said that by implementing IPMS 
especially CDSS in the health care service; their daily 
burden will be reduced and their work will be more 
organized. With the possible diagnostic and 
recommendations displayed in the antenatal care report, 
they believed fewer mistakes will be made and prompt 
actions can be taken before it is late.  
 The Head Section also expressed that if developed 
properly CDSS will absolutely improve the quality of 
midwifery care. He also mentioned that currently there is no 
computerized hospital system in the health care system 
including CDSS. He said that although the system may be 
costly and may take some time to develop, it will be worthy 
and promising to health care services.  
 Observation was executed when visiting all the 
clinics. The infrastructures and facilities of the clinics were 
also carefully examined. The observations revealed that 
there is no hospital computer system available in the place. 
All the information is still documented in paper. Each of the 
patient bring along their paper-based medical record for 
each antenatal care. If the medical book record is missing at 
the hand of the patient, there is no second copy of the record 
and midwives have to provide a new one to the patient. So, 
if the old medical record is missing and it is difficult for 
midwives to check patient’s medical history. Since 
diagnosis is made based on many factors for example 
obstetrics history, family history and so on, midwives may 
have chances in misdiagnosing the patient without that 
important information. 
 

ONTOLOGY 
 

Introduction of Ontology 
 Ontology is a formal structural representation 
describes the concepts and relationships in a specific 
domain interest (Horridge, 2011). Ontology is increasingly 
popular in health informatics. There are some reasons why 
ontology is developed and integrated in a system. The main 
reason is for its powerful features: vocabulary and 
taxonomy (Gasevic, 2009). These two features have enabled 
the knowledge to be machine accessible. Vocabulary is used 
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to describe the definition of terms and relationships between 
terms while taxonomy helps in organizing the hierarchy of 
the concepts (Fernandes, 2010).  
 Knowledge sharing and knowledge reusing are 
another motivation of using ontology. Since the ontology 
provides common understanding of information structure, 
each party is able to share and discuss information from the 
domain with each other. Reusing the knowledge has 
become a convenient to software developer because they 
can either further extend the ontology or integrating several 
ontologies into one for applications development (Noy and 
McGuinness, 2001).  
 Other driving forces in using ontology are the 
convenient in changing the knowledge base and the benefits 
of dividing the domain knowledge and operational 
knowledge. If our knowledge towards real world has 
change, the ontology can easily be change without 
interrupting the operational knowledge (Noy and 
McGuinness, 2001). 
 
Ontology Data Collection 
 Knowledge in high risk pregnancy ontology was 
collected through interview, clinical observations, and 
literature review. Interview sessions were conducted with 
five clinicians (1 O&G specialist, 2 doctors and 
2midwives). During the interview, clinicians were mainly 
asked for the concept of antenatal care, information about 
high risk pregnancy, their job scopes and limitation as well 
as the interaction between each clinician. The interviewees 
also contributed their ideas into the considerations of the 
system design and the knowledge to be included in ontology 
file.  
 Clinical observation (Becerra-Fernandez,  
Gonzalez, A., & Sabherwal, R., 2004) is vital for the 
development of ontology and CDSS because what is 
observed from the real world can be very different from the 
descriptions in the documents. Thus, clinical observation 
helps us to have a better understanding of clinical diagnosis 
process. During this process, all the medical information 
such as obstetric history, pregnancy status, personal status, 
laboratory tests were collected. This information is crucial 

to the collection of ontology vocabulary.  
 Literature search was on high risk pregnancy 
domain was also carried out to extract information. Huge 
amount of information related to high risk pregnancy has 
been available in the form of published paper, guidelines, 
and books. Main keywords that had been used to search are 
“high risk pregnancy”, “pregnancy complication”, and 
“maternal diseases”. Guidelines from WHO entitled 
Managing Complications in Pregnancy and Childbirth: A 
guide for midwives and doctors” was a large source of data 
for information extraction. A book by John T. Queenan with 
title “Protocols for High-Risk Pregnancies” was another 
valuable source in constructing the ontology concept. 
 Based on the data obtained from these three 
methods, the basic concepts of high risk pregnancy was able 
to be established. After the data collection, the information 
gathered was coded into formal language: Web Ontology 
Language (OWL) using the Protégé open source ontology 
editor. 
 
Structure of High Risk Pregnancy Ontology 

The ontology was designed based on the step by 
step approach from “Ontology Development 101: A Guide 
to Creating Your First Ontology”. This guide was developed 
in Stanford University. Protégé, an open access and free 
editor ontology editor that has been widely used in medical 
informatics is also developed by Stanford Medical 
Informatics group. This group has been very active in 
bioinformatics and medical research.  

The ontology consists of four main classes which 
are ClinicalFinding, RiskFactor, Testing and Treatment. 
Under the concept of ClinicalFinding, there are sub-classes: 
Effect, MaternalDisease, PregnancyStatus,and 
Sign&Symptoms. This class mainly covers the clinical 
finding of patient. A snapshot of High Risk Pregnancy 
Ontology was shown in Fig 3. 

Then the class RiskFactor has six sub-classes 
which are FamilyHistory, MedicalAttention, 
MedicalHistory, MedicalPractice, ObstetricHistory, and 
PersonalStatus. This class is for describing any criteria of 
patient that might endanger the well-being of patient. As for 

Fig 3: Snapshot of High Risk Pregnancy Ontology 
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Treating class, it contains information for further diagnosis 
needed to be done in establishing the decision. It has three 
sub-classes called Radiography, LaboratoryTest and 
PhysicalExamination. 

Treatment class is responsible for the medical care 
and treatment related concept. Under the hierarchy of 
Treatment class, there are five subclasses: 
MedicalDevicesAndSupplies, MedicalProcedures, 
PharmacologicalTreatment, SocialCare and 
SurgicalProcedures. The ontology was constructed within 
the job scope and capability of a midwife. 
 

PROPOSED NEW CDSS ARCHITECTURE  
 

 The proposed new CDSS architecture consists of 
seven main components: knowledge authoring environment, 
electronic medical database, case database, machine 
learning, inference engine, query engine and user interface. 
Each of the components has its own function in the system. 
The first step in building CDSS is the construction of 
knowledge base. The success of CDSS is influenced heavily 
by the construction of the knowledge base (Liljana, 2010).. 
Hence, knowledge authoring environment requires special 
attention throughout the development process.  
 In the knowledge acquisition environment, we 
need to design the workflow carefully so that the knowledge 
acquisition and translation process are able to be performed 
in a systematic way. On completion of the knowledge 
acquisition and translation, knowledge editor and 
verification tool are necessity. There are many knowledge 
editors available in the field now; one of the common use 
software is Protégé which is software to develop the 
ontology in semantic web. Protégé also provides an 
automatic reasoner to verify the knowledge base build in 
owl file. Query engine is an engine helps to retrieve the data 
from the owl file. It does not involve in any inference 
process. 
 Having medical knowledge base alone is not 
enough to decide the result of a decision making process. 
The knowledge base together with machine learning system 
will complete the whole decision making process. There has 
been much successful research in machine learning for 
medical diagnosis (Magoulas, 2001; Wasan, 2006). The 
proposed decision algorithm in this system is based on 
hybrid approach of Bayesian Network and Case Based 
Reasoning. The component of decision algorithm in this 
CDSS architecture was named machine learning. The 
function of machine learning system is to find long term 
observation whether the rule in semantic is true or false and 
update the rules relationship to the highest probability of 
true/false when new data is added into the system. The new 
data is illustrated as case database in the CDSS architecture.  
 Another important element in the CDSS 
architecture is electronic medical record (EMR). EMR in 
this system acts as the input of the inference engine and 
smooths the process of entering patient information. EMR 
has been widely implemented in most of the hospitals 
information system nowadays for its benefits in health care 
(Menachemi, 2006). Study had also shown that EMR is able 
to improve the quality of care when integrated with CDSS 
(Agrawal, 2002).  Therefore electronic medical record is 
selected to be included in the CDSS architecture. The main 

function of this component is to facilitate the process of 
retrieving the patient data.  
 The last component in CDSS architecture is user 
interface. User interface is where the interaction of the user 
and the system occurs. Users enter the data through the 
interface and the interface will display the result on the 
interface after the inference process is complete.  The 
architecture of proposed CDSS is shown in Fig. 4.  

 
 
 
 
 
 
 
 
 

 
 
 

Fig 4: CDSS architecture 
 
Reasoning mechanism 
 One of the most vital parts in CDSS is the 
reasoning mechanism. Researchers have been working very 
hard to try mimic human reasoning in making decision as 
close as possible. The reasoning mechanism used in the 
proposed system would be a hybrid of case–based reasoning 
and Bayesian Network.  
  Bayesian Network method works in calculating 
the occurrence probability of the medical conditions to 
decide the outcome. The limitation of using this method is 
the probability of data is fixed and difficult to change. Case-
based reasoning approach is similar to the human reasoning 
where it is based on experience. This approach collects old 
information and updates the information when new 
information is inserted into system. The information 
becomes dynamic in this approach. 
 First, the probability of each relationship between 
terms in ontology is saved in percentage contributing to the 
occurrence of disease. When new patient data presents, the 
data is added to the percentage of occurrence in the 
ontology and thus update the changes to the probability of 
each possible term like sign symptom, complications and 
testing methods. The inference engine then matches the 
patient data from EMR with the updated probabilistic 
ontology to give suggestions on diagnostic and 
recommendations. The proposed CDSS model is shown in 
Fig 5. The proposed CDSS model was modified from the 
work of Liljana A. and  Loskovska. S.  
 
 
 
 
 
 
 
 
 
 

Fig 5: Proposed CDSS model 
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 Besides, this hybrid approach is able to provide 
long term observations in clinical finding. The observations 
can help to verify the rule of semantics. Mistakes of 
semantics rule can be identified if the percentage of 
occurrence does not match with the semantic rule. 
Furthermore, any new clinical finding from the observations 
can also contribute to medical knowledge discovery.  
  
.CDSS Workflow in IPMS 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 6: CDSS workflow in IPMS 
 
 Fig. 6 shows the general workflow of CDSS in 
IPMS. First, the user keys in the patient information into the 
Midwife Prenatal Kit. All information like signs and 
symptoms, pregnancy status, medical history, laboratory 
testing and so on is obtained from the antenatal care. All the 
information is saved in the system and sends the data to the 

database server. 
 The patient data is then stored in EMR and sent to 
CDSS environment. In the CDSS environment, the patient 
data serves as new data to the machine learning and update 
the information in ontology. The inference engine run the 
reasoning based on the patient data and ontology file to 
produce result. 
 The result from CDSS is returned to both Midwife 
Prenatal Kit and EMR. Then, the result in Midwife Prenatal 
Kit is shown to the user in a report for antenatal care. The 
CDSS result is also stored in the EMR as patient data. 
 From the workflow, it can be noticed that the 
patient data does not need to be inserted twice for the 
activation of CDSS. When the data is first entered on the 
system, the patient data will be sent to the CDSS 
automatically and present CDSS result to the user 
automatically in the final antenatal report. The user will 
prone to use CDSS when it is automatic since the system is 
more time efficient in this way. 
 Another unique feature in this system is that the 
ability of its decision algorithm to self updating. Very often 
when the decision algorithm is out of date, the system will 
no longer be used anymore. The decision algorithm’s self 
updating ability is shown when the new patient data is fed to 
the machine learning component and update the 
probabilistic ontology.  
 

DISCUSSION 
 Clinical diagnosis process is a very sophisticated 
process where it requires extensive medical knowledge and 
years of experience to be excellent in it. Each medical 
practitioner has different level of expertise depending on the 
situation to evaluate the medical condition of patient. 
Osheroff,  Forsythe et al had categorized  three 
comprehensive information needs which are currently 
satisfied information, consciously recognized information 
needs and unrecognized information needs. Misdiagnosing 
was categorized in the third category where the information 
that is important in evaluating the patient is deemed 
unimportant by the medical practitioner. Diagnostic mistake 
happens due to the expertise difference among medical 
practitioners. If CDSS is to be constructed with the right 
architecture, CDSS could be used worldwide without 

Table 2: Comparison with other CDSSs approaches 

Research Research Question Reasoning algorithm Domain 

Xiao et al (2012) How to create ruled-based knowledge 
repository in CDSS?  

Rule based Urinary Tract 
Infection 

Cho & Kim  (2008) How to centralize knowledge repository 
in specific application?  

Not discussed Hypertension 

Abas et al (2011) How to computerize the clinical paths and 
guidelines into machine-understandable 
format? 

SWRL rule based Acute 
postoperative pain 

Chen & Bau (2013)  How to computerize and execute 
guidelines with ontological approach? 

Fuzzy logic Diabetes mellitus 

Our approach How to provide a computerized system in 
formal structural representation for 
decision making? 

Hybrid approach : Bayesian 
Network & Case based 
Reasoning 

High risk 
pregnancy 
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varying in expertise.  
 Another reason is that human have limited memory 
to remember all the medical knowledge he has once learnt. 
One of the questions in the questionnaire distributed to 
midwives was to ask them listing out all the sign and 
symptoms, risk factor and management of eclampsia. There 
had been a pattern when the experienced midwives were 
able to answer that question very fast. Whereas for those 
who have little experienced midwives, they took some time 
to answer. Even though the experienced midwives are able 
to list out the answer very quickly, the answers are still not 
as complete the guideline. This has shown that human is not 
able to memorize all the things at one time. Unlike human, 
CDSS has no problem in remembering all medical facts that 
have been stored in it.  
 Table 2 shows comparison with other CDSSs 
approaches. In the research by Xiao et al, rule driven 
knowledge base had been used in the CDSS architecture. 
The disadvantage of using rule driven knowledge base is 
that it is difficult to change and update the knowledge in the 
future. As for the architecture of this study, ontological 
approach was used to develop the knowledge base. 
Ontology has the advantage where the knowledge can be 
changed easily if knowledge of the domain has been 
outdated. By using ontological approach, the knowledge 
repository becomes more flexible to changes. 
 In the previous architectures (Chen & Bau, 2013; 
Xiao et al., 2012; Abas et al, 2011; Cho  & Kim, 2008), 
they have not put self updating reasoning algorithm into one 
of the architecture considerations.  All decision algorithms 
in the studies are not designed to have the ability of 
updating the decision algorithm automatically. In our 
approach, we suggested hybrid approach using Bayesian  
Network and Case based Reasoning with probabilistic 
ontology. The advantages of having self updating decision 
algorithm is that it can be used for a long time and it can 
even provide long term observations assisting in clinical 
new findings. 

 
CONCLUSION 

 
 In this study, architecture for CDSS using high risk 
pregnancy ontology had been developed. The CDSS 
architecture was categorized into 7 main components which 
are knowledge base, inference engine, machine learning, 
case database, EMR, query engine, and user interface. The 
need of CDSS was investigated before designing the 
architecture. The results from data collection proved the 
need of CDSS for midwives. This paper also described the 
importance of ontology-based CDSS in assisting midwives 
in their daily job scope and improving the quality of health 
care service. Ontological approach had been used as a 
foundation in the development of CDSS. For the future 
works, CDSS will be developed based on the proposed 
architecture and the new architecture will be evaluated for 
its capability and usability.  
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Abstract 
Computer worms are self-propagating malicious entities that spread throughout a network or the entire internet, causing 
irreparable damage. More sophisticated worms emerged and a continuous race between attackers and defenders is ongoing. In 
order to detect the effects caused by these worms on a network, we have implemented an efficient algorithm that uses the 
Protocol Graph method for the detection and prevention of worm propagation. The system is implemented using C++ and a 
Perl wrapper, with a frontend. The system will be able to distinguish malicious traffic in real time based on effective statistical 
methods. Our algorithm is very efficient and we have included a survey of possible implementation methods and the reason as 
to why our method proves to be unique and efficient. 
Keywords: Intrusion detection Computer security, Computer network management, Graph theory, Algorithm design and analysis, IP 
networks, Data structures 
 
 

I. INTRODUCTION 

 Significance of Computer Worms 

Worms can cause disruptions such as a Denial of Service 
attack, and can lead to malicious activities such as 
information theft or abuse(N.Kawaguchi and et.al., 2006) . 
In the area of virus and worm modelling, Kephart, White 
and Chess of IBM performed a series of studies from 1991 
to 1993 on viral infection based on epidemiology models (J. 
O. Kephart and S. R. White. 1991), (J. O. Kephart and S. R. 
White. 1993).. Staniford et al. used the classical epidemic 
model to model the spread of Code Red right after the Code 
Red incident on July 19th, 2001. The Code Red worm 
managed to successfully compromise hundreds of thousands 
of Microsoft Windows IIS servers. Chen et al. presented a 
discrete-time version of a worm model that considered the 
patching and cleaning effect during a worms propagation 
(Chen, S., & Tang, Y.,2007). In this paper we have 
described a method of implementation for detecting the 
presence of HitList worms in an enterprise network. The 
basic idea for this implementation is derived from Mr. 
Reiter’s article about using Protocol Graphs for HitList 
worm detection. (Collins, M. P., & Reiter, M. K., 2007). 
 Implementation of a Worm Detection System 

In this implementation of a worm IDS, we use the Protocol 
Graph (Collins, M. P., & Reiter, M. K., 2007) method for 
analysis of flow records. The method describes that we 
should sample the records for a small duration, dur, say 
every 60 seconds. The number of vertices, V and the size of 
the largest connected component C are recorded. These 
records are then analysed to see if they satisfy certain 
conditions (6) and (7). Those that satisfy the conditions are 
considered NORMAL traffic and others are possibly 
malicious. This method offers a very low false positive rate, 
since it can be calibrated by fine tuning the threshold value 
t. In our system, we use our own graph search algorithm in 
order to detect V and C, for a mentioned dur. We verify our 
system, by feeding malware PCAP files from the Netresec 
group[13], and also the Wireshark Book website. After 

testing, suitable conditions can be set by modifying the 
parameters in equations (6), (7) and (9), and the system can 
be deployed for use real time. The system can be part of a 
NAT box, or on any system where the flow records can be 
collected and processed. 

 

Fig. 1. Our system in action on a Linux box. 
 
 Epidemiological Model for Worm Propagation 
 
[1] In order to understand the nuances of worm 
propagation, we need to look at literature relating to the 
earliest models of worm propagation. Monitoring and Early 
Detection for Internet Worms” by Cliff Zou et al. (Zou, 
Cliff C.; Gong, Weibo; Towsley, Don; and Gao, Lixin, 
2004). gives us an accurate description about the different 
models used for worm propagation. The paper introduces an 
idea of a non-threshold based detection system, which relies 
on trend detection rather than threshold detection. Various 
approaches have been taken as counter measures to worm 
propagation, such as the Epidemiological model. This 
model attempts to predict worm behaviour using differential 
equations. Assume I(t) denotes the number of infected hosts 
and N is the total number of suspicious (vulnerable) hosts at 
a time when worms break out. And Ω denotes the address 
space in the Internet (232)and worms scan rate is denoted as 
η. Now, the number of hosts that are infected at t is 
expressed as follows. The rate of infection, 
 



 
 

 
 

dI(t)/dt = ηΩI(t)[NI(t)] 

 
Solving this equation we get, 

(1)

I(t) = I(0)N/[I(0) + [N − I(0)]e−(η/Ω)Nt] (2)
 
Where I(0) is the number of initially infected hosts = 0. 
 

Fig. 2. Epidemiological Model of Worm Propagation 

When this distribution is examined over time, the number of 
infected nodes can be predicted at any given instant. The 
Epidemiological model can be used as a rough estimate to 
predict the trend of worm propagation throughout the 
network. The model assumes that the network is free from 
human intervention and counter measures and that all the 
nodes operating in the network are functional and are 
equally probable to get infected. The rate of infection is 
when plotted as a function of time approximates to the 
epidemiological model and hence when we observe this 
trend, then the network may be suspected of being infected 
with a worm. However, this model contained inaccuracies 
which were addressed by a discrete model proposed by 
Chen et al [10]. The AAWP model is a discrete form of the 
Epidemiological Model which takes into account that some 
machines will probably be non operational and thus cannot 
be infected, or the fact that there is a redundancy in the 
number of hosts marked infected. Thus it can be observed 
that the Epidemiological Model overestimates the number of 
hosts which are infected at any given time[6]. In this model, 
I(t + 1) can be expressed as, 
 

I(t + 1) = I(t) + [N − I(t)][1 − (1 − (1/Ω))ηI(t)] (3)  

Figure 2 shows a comparison between the estimated number 
of infected hosts, generated by the two models, and a 
simulation result which shows the variation of the number 
of infected hosts over time. 

 

 
 

 
 
 
 
 
 
 

 
Fig. 3. Comparison between AAWP and Epidemiological 

 
[1] However these models were not capable of 

accurately predicting new worm behavior because they 
were largely models(J.Jung and et.al. 2004) dependent on 
previously stored worm signatures for their analysis. A new 
and more robust method needed to be developed in order to 
effectively study worm behavior ( Zou, Cliff C.; Gong, 
Weibo; Towsley, Don; and Gao, Lixin, 2004), 
(N.Kawaguchi and et.al., 2006, ), (S.Staniford-Chen and 
et.al., 1996). 
 
GRAPH BASED METHODS FOR WORM 
DETECTION 
 
GrIDS - A graph based Intrusion Detection System 
 

GrIDS (Graph-Based Intrusion Detection System) is an 
excellent example of a graph based IDS that was first 
introduced by Santiford. GrIDS collects data about activity 
on computers and network between them. GrIDS is capable 
of analyzing network activity of TCP/IP connections on 
networks that have tens and thousands of hosts [6][7]. When 
a worm intrudes a network with GrIDS, the network activity 
associated with its propagation causes GrIDS to build a tree-
like graph. Previously detected data can recognize this tree-
like graph as a potential worm. This evaluation might count 
the number of nodes and branches in the graph. Recognition 
(detection) occurs when the counts exceed a user-specied 
threshold, thus reporting a worm. GrIDS is not a scalable 
model and hence it proves to be ineffective against silent 
worms, DoS attacks and disruptions or faults in the network. 

 Protocol Graphs 

This method of using protocol graphs in order to detect 
worms was pioneered by M. P. Collins (Redjack),from 
Software Engineering Institute, Carnegie Mellon University 



 
 

 
 

and the Department of Computer Science,and Michael K. 
Reiter (CERT), University of North Carolina at Chapel Hill. 
We have adopted this, and suggested an efficient 
implementation method and also designed a fully functional 
system which analyses input data in real time. 
A protocol graph is defined as a graph in which the vertices 
are IP addresses which are unique and the edges are 
comprised of sets of IP addresses which have communicated 
with each other. The sets of edges are undirected, therefore 
an edge from the source to the destination implies that there 
is an edge from destination to source as well. 
Protocol graph is a representation of traffic log for a single 
protocol, namely HTTP or FTP. It comprises of vertices and 
edges. Vertices represent a single IP address and edges 
represent communication between those addresses. Graph 
size and Largest Component size are two parameters which 
can be analysed which is extensively used in this 
methodology. An alarm is raised if the largest component or 
graph size exceed predicted sizes. An frr (false alarm rate 
can be set to either moderately or aggressively detect 
attacks. A visual representation of a Protocol Graph is 
shown in Figure 5. 

 

Fig. 4. A visual representation of a Protocol Graph with a 
largest connected component size of six. 

Consider a log file (set) A = A1,Anof traffic records. Each 
record A has fields for IP addresses, namely source 
addressA.sip and destination address A.dip. In 
addition,A.port denotes the address of the server in the 
protocol interaction(A.port < A.sip,A.dip >), though we 
emphasize that we require A.port it is crucial in our 
detection or attacker identification mechanisms. Given A, 
we define an undirected graph G(A) =< V (A),E(A) >, where 
V (A) are the set of vertices and E(A) are a set of edges, 

V (A) = setof < A.sip,A.dip > (4)

E(A) = setof < A.sip,A.dip > (5)
 
G(A) is sampled every 60 seconds or some pre-defined 

amount of time dur and the graph is thus constructed. One 
set of records is created for each half a day and is denoted 
by G(A)π; and the largest connected component for that time 
period is denoted by Cdurπ and the number of vertices is 
denoted by V durπ [8]. 
 

We denote the log file by Aπ. log file that is recorded during 
the interval π[00 : 00GMT,23 : 59GMT] on some specified 
date. 
 
NetFlow reports flow logs, where a flow is a sequence of 
packets with the same addressing information that are 
closely related in time. Flow data is a compact summary of 
network traffic and therefore useful for maintaining records 
of traffic across large networks. Flow data does not include 
payload information, and as a result we identify protocol 
traffic by using port numbers. Given a flow record, we 
convert it to a log record A of the type we need by setting 
A.port to the IP address that has the corresponding service 
port; e.g., in a flow involving ports 80 and 3946, the 
protocol is assumed to be HTTP and the server is the IP 
address using port 80. 
 
These scans are added to the graph and then they need to be 
rigorously filtered in order to eliminate any unwanted data; 
namely scans for addresses that don’t exist and other 
interferences from normal data. 

Analysis of Protocol Graphs 

Once the algorithm has completed finding the largest 
connected components and the number of vertices, then the 
results can be collected and tabulated. The mean and 
standard deviations for each C and V are plotted separately 
for each protocol and their corresponding normal 
distributions are plotted. After plotting these distributions, a 
threshold is set based on certain probability conditions that 
will be explained. 
After suitable thresholds have been set and the system 
trained, the system will not require any human intervention. 
Thus enabling an automated detection process. 
More precisely, we divide the day into two intervals, namely 
am = [00 : 00GMT,11 : 59GMT] and pm = [12 : 
00GMT,23 : 59GMT]. For each protocol we consider, we 
define random variables V 60sam and V 60spm. 
We raise an alarm for a protocol graph if either of these 
observations hold good: 

 

(6) 

(7) 

(8) 
 

The false (alarm) rate frr for a given threshold t: 

 Frr = 1 − Pr[Vdur ≤ µVπdur + tσVπdur]             (9) 

Similarly, we can evaluate the false alarm rate for the largest 
connected component variable C. A suitable threshold can 
then be determined based on the value of the false alarm 
rate. Additionally, suitable frr can be set by observing the 
network under normal conditions. 

Therefore, the threshold t is given by, 
 

√ t = 2erf−1[0.5 − (frr/2)]                                 (10)  
 



 
 

 
 

Note that the use of frr/2 in the - equation ensures that each 
of conditions 6 and 7 contribute at most half of the target frr 
and consequently that both conditions combined will yield 
at most the target False Negative Rate . 
 

 IMPLEMENTATION OF PROTOCOL GRAPHS 

The Protocol Graph HitList Worm detection scheme 
depends on two variables, namely the number of vertices in 
a graph and the largest connected component in the graph. 
Counting the number of connected components in the graph 
and hence finding the largest connected component. The 
Union Find Algorithm, which operates on a time complexity 
of O(mn) ](Wayne, Kevin, and Robert Sedgewick, 2014), 
and the rank optimized version which operates on a time 
complexity of O(mlog2n) ](Wayne, Kevin, and Robert 
Sedgewick, 2014). Here, m is the number of objects and n is 
the number of times the Union-Find operation is performed, 
which leads to a worst case of O(n2) and O(nlog2n) 
respectively. We would like to compare this one to our 
implementation, which is basically a modification of the 
Breadth First search Algorithm, which allows us to count 
the Number of Vertices and also the size of the largest 
connected component in each disjoint set. 

Union Find Algorithm 

There are two basic functions that are involved in the 
UnionFind algorithm, namely: 
Make Set: This function creates singleton sets of all the 
individual elements, initially. 
Find: This function is used to find which particular subset, 
an element belongs to in the collection of disjoint sets. 
Union: This function merges two disjoint subsets together to 
form a single set. 

1: find(int parent[], int i): 
2: if (parent[i] equals -1) 
3: return i 
4: end if 
5: return find(parent, parent[i]); 
 6:  end find 
 
1: Union(int parent[], int x, int y): 
2: xset = find (parent, x) 
3: yset = find(parent, y) 
4: parent[xset] = yset 
5: end Union 
 

Analysis of the Nave Implementation: 

The analysis of a nave union find algorithm is relatively 
easy, and the total worst case cost can be proven to be 
O(mn). Where m is the number of elements and n represents 
the number of times the Union-Find Operation is called 
(Wayne, Kevin, and Robert Sedgewick, 2014). Analysis of 
weighted union find with path compression: The total worst 
case cost can be proven to beO(m + nlog2n). Where m is the 
number of elements and n represents the number of times 
the Union-Find Operation is called. This algorithm can be 
improved using a technique called using weights or ranks, 
an a process called path compression. Path compression is 
just a flattening of the tree such that we set every nodes 

parent to its grandparent, and so on hence decreasing the 
depth and also the complexity of the algorithm (Wayne, 
Kevin, and Robert Sedgewick, 2014, CMU 15-451/651 
(Algorithms), 2014) 

2]. There are several methods to optimize the union find 
algorithm, the first way, called union by rank, is to always 
attach the smaller tree to the root of the larger tree. Since it 
is the depth of the tree that affects the running time, the tree 
with smaller depth gets added under the root of the deeper 
tree, which increases the depth if the depths were equal. One 
element trees are defined to have a rank of zero, and 
whenever two trees of the same rank r are united, the rank 
of the result is r + 1. 

1: Union(int a, int b): 
2: element x = find(a) 
3: element y = find(b) 
4: x.parentID = y.ID 
5: if (x.parentID equals y.parentID) 
6: return 
7: end if 
8: if (x.rank < y.rank): 

9: x.parentID = y.ID  
10: else  if ( x.rank > 

y.rank): 
 11: y.parentID = x.ID 
12: else 
 13: y.parentID = x.ID 
14: end if 
 15: x.rank = x.rank + 1 
16: end Union 

 
 
1: elementfind(element x): 

  2: if (x.parent equals -1) 
3: return i 
4: end if 
5: return find(x.parent) 
6: end find 
 

The set of elements can be represented as a linked list and 
each member of the list can have an ID and the ID of its 
parent. Initially all elements parent ID is set to the element 
ID itself. When two elements are merged, then the parent ID 
of the second element, is changed to the first elements ID. 
The first element then becomes the root of the tree. Thus, 
trees are formed and any element which is a member of the 
tree, has its parent ID set to the ID of the root element of the 
tree. 
 
Consider one element, x of any arbitrary setS. The MakeSet 
function runs in linear time as it just involves setting 
x.parentID = x.ID for m elements initially. The find function 
takes constant time, as the element being queried has to 
return x.parentID. The Union function on the other hand 
needs to merge two sets together to create a larger set. Let 
us consider the element x, and say that x and y should be 
operated by union. This leads to a formation of set x,y. The 
worst case scenario is that all elements of a set are initially 



 
 

 
 

paired with each other resulting in n sets of pairs of 
elements. (Considering an even number of elements). Next, 
the union function will be called n/2 times to merge the 
pairs into quads, and so on until all the elements have the 
same root, and are in the same large set. This takes log2n 
steps, and each step has to iterate through a possible n 
elements, hence giving an overall worst case complexity of 
O(nlog2n) for unions and a cost of O(m+nlog2n) for the 
entire algorithm  (CMU 15-451/651 (Algorithms), 2014). 
Now, this algorithm is not practical because once the tree 
structure is formed, the deletion of vertices or edges can be 
difficult. The functionality of being able to flexibly insert 
and delete edges without having to collapse and reconstruct 
the entire data structure is most important in the practical 
implementation of such a system. This criteria gave us an 
idea of using an actual graph data structure called the 
Adjacency List in order to implement a solution to this 
problem. 
Novel implementation of an Algorithm to Count 
Connected Components 

From the standpoint of the algorithm, all child nodes 
obtained by expanding a node are added to a FIFO (i.e., 
First In, First Out) queue. In typical implementations, nodes 
that have not yet been examined for their neighbors are 
placed in some container (such as a queue or linked list) 
called ”open” and then once examined are placed in the 
container ”closed”. We have modified this algorithm in 
order to facilitate the detection of the largest connected 
component in a Protocol Graph representation of a network. 

Algorithm (informal): 

1: Mark all nodes as undiscovered initially and mark one 
start node. 

2: If the element sought is found in this node, quit the 
search and return a result. 

3: Otherwise enqueue any successors (the direct child 
nodes) that have not yet been discovered. 

4: Repeat the process until all the nodes are marked as 
discovered. 

The pseudo code of our implementation is: 

1: PGraph(G,v) is : 
2: create a queue Q 
3: create a vector set V 
4: create an integer V counter , Ccounter, Ncomponents 5: 
create an array sizeOfDisjointComponenet[V.length] 
6: enqueue v onto Q 
7: add v to V 
8: while Q is not empty 
loop: 
9: Increment Ccounter, Ncomponents 

10: sizeOfDisjointComponenet[Ncomponents] = 
Ccounter 

11: t = Q.dequeue() 
12: if (t is what we are looking for then) 
13: return t 
14: end if 
15: for all edges e in G.adjEdges(t) loop: 

16: u = G.adjV ertex(t,e) 
17: if u is not in V then 
18: add u to V 
19: enqueue u onto Q 
20: increment V counter 
21: end if 
22: end for 
23: end while 
24: return none 
25: print Vcounter 
26: for all Ncomponents in 

sizeOfDisjointComponenet[V.length] loop: 
27: print sizeOfDisjointComponenet[Ncomponenets] 
28: end for 
29: end PGraph 
The time complexity of BFS can be expressed as O(E +V) 
since every vertex and every edge will be explored in the 
worst case.  

RESULTS 

In order to test our system we analysed a set of PCAP files 
from the Wireshark Book website and the Netresec group. 
These files contain data captured for less than 60 seconds, 
and hence are ideal for testing our system. 

1) Normal HTTP session: 

This test was done using a PCAP file which contained 
packets exchanged during a normal HTTP session for a time 
period of sixty seconds. We observed that there are no large 
connected components C, and the number of vertices V are 
low as well. Hence this kind of traffic will not trigger the 
detector. 

2) Port Scan: 

This test was done using a PCAP file which contained 
packets exchanged during a port scan being performed in 
the network in which a worm is present for a time period of 
sixty seconds. We observed that there are a large number of 
connected components C, and the number of vertices V is 
high and as well. Hence this kind of traffic will trigger the 
detector. 

3) A PCAP containing Malware NAPENTHES from NE-
TRESEC: 

This test was done using a PCAP file which contained 
packets exchanged in the network in which a worm is 
present for a longer time period. This file contains a 
moderately large no. of vertices, and one large connected 
component which has 14 nodes, this suggests malware 
activity. This was featured in Capture the hacker 2013 
competition (by Dr. David Day of Sheffield Hallam 
University). 

 

 

 

 



 
 

 
 

TABLE I 
SUMMARYOF RESULTS 

PCAP file No. of Vertices 
(V) 

No. of Disjoint 
Components 

httpbrowse.pcap 9 6 
portscan.pcap 58 29 
Ncapture.pcap 96 40 

 MERITS AND LIMITATIONS 

We can easily compare this system to similar 
implementations such as GrIDS (and D S.Staniford-Chen 
and et.al., 1996) discrete Anti Worm (DAW) System by 
Chen .S. [9]. The methodology of this algorithm was 
originally pioneered by Collins M.P. (Collins, M. P., & 
Reiter, M. K., 2007)  and they implement this methodology 
using union-find algorithms. 

Discrete Anti Worm System (DAW) 

A DAW agent is deployed on all edge routers of the ISP and 
a management station that collects data from the agents. 
Each agent monitors the connection-failure replies sent to 
the customer network that the edge router connects to. It 
identifies the offending hosts in the customer network and 
measures their failure rates.If the failure rate of a host 
exceeds a pre-configured threshold, the agent randomly 
drops a minimum number of connection requests. A 
temporal rate-limit algorithm and a spatial rate-limit 
algorithm are used to constrain any worm activity to a low 
level over the long term. A temporal rate-limit algorithm is 
designed to bound the maximum number of failed requests 
per day. The temporal rate-limit algorithm constrains both 
the maximum failure rate and the maximum number of 
failed requests per day. The spatial rate limit algorithm 
works in such a way that it thresholds the number of 
network addresses used. 

1) Slows down the network’s operation when a worm 
is detected. 

2) There is only one parameter which is used to 
determine if the connection is worm infested, which can be 
highly error prone. 

 Hierarchical Worm Defense Model 

This model assumes a tree structure where the internal 
nodes of the tree are rewalls and leaves are servers 
vulnerable to worm attacks. The rewalls are assumed to be 
immune to infections. It is also assumed that we have 
sensors at the vulnerable hosts that can detect an infection 
and report it. Once the number of infection reports amongst 
a nodes (rewalls) children reaches the threshold, the rewall 
turns on the lter rules protecting all of its children, and alerts 
its parent that the sub-tree below it is infected but now 
protected. This escalation of alerts from one level to the next 
higher level in the hierarchy and protection of sub-trees 
takes place successively as the threshold for infections is 
reached at each node. 

1) The model can be inefficient because the network 
has to be realized in the form of a tree. 

2) There is no clear indication of any detection 
methodologies. 

 
Limitations of our algorithm 

The system is highly robust, scalable and highly reliable. 
The idea of using Protocol Graphs for worm detection uses 
two variables and the joint probability of both the variables 
exceeding the threshold is calculated. However there are a 
few limitations of using this algorithm, namely: 

1) The system is not tuned to mitigate the spread of 
the worm. Only detection is possible after which further 
processing is required. 

2) Testing and deployment of the algorithm on the 
network can take significant time, as the thresholds need to 
be set carefully. 

3) The flow records of the network need to be 
streamed in at a constant rate, without interruption, as the 
system works real time. 

FUTURE SCOPE  
 

Polymorphic Worms: 

Network worms are malicious programs that spread 
automatically across networks by exploiting vulnerabilities 
that affect a large number of hosts. Unfortunately, worms 
can be polymorphic. That is, they can mutate as they spread 
across the network through self-encryption mechanisms or 
code manipulation techniques. 

Distributed Architecture: 

In order to be more effective, a distributed detection of 
Silent worms based on Protocol Graphs is needed. As the 
network size increases, it becomes more difficult to 
accumulate and analyse all network logs in the network to a 
single detection engine. In order to address these challenges, 
a more distributed architecture is advisable (Bin, L., 
Chuang, L., Jian, Q., Jianping, H., & Ungsunan, P. 2008) 
(Chen, S., & Tang, Y.,2007). 

Containing or Mitigating the Spread of Worms: 

Detecting the worm is fairly is simpler compared to 
containing the worm. The best way to contain the worm and 
block its access. Therefore, rate limiting algorithms or 
content blocking algorithms can be used to mitigate the 
rapid propagation of destructive worms(Chen, S., & Tang, 
Y.,2007) . 
 
CONCLUSION 
In summary, we have implemented a novel worm detection 
system which encompasses of a system which uses a graph 
search algorithm to detect largest connected component size 
and number of vertices in a Protocol Graph representation of 
the entire network. Suitable tests have been conducted in 
order to test the effectiveness of the system, and we have 
proved that it can clearly differentiate between records that 
contain worm activity and those that do not. This system is 
extremely flexible and robust, and can run on both Windows 
and Linux. 
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ABSTRACT 
Software testing is one of phases in software engineering process that has a very important role to 

determine the quality of software under test. In software testing, after generating and selecting test 
cases, and executing them, the outputs need to be checked against a test oracle to determine whether 
any failures detected or not. 

Oracle problem is one of the biggest problems in Software testing. It is a condition where a test 
oracle can not be obtained or too expensive to be used in testing. Metamorphic Testing is a new 
testing approach designed to alleviate oracle problem. This approach makes use the crucial properties 
of software under testing, to determine some Metamorphic Relations (MRs). MRs are used to 
generate follow-up test cases based on original test cases, known as source test cases. The relations 
are  also used to verify whether test passes or fails.  

This paper presents a use of Metamorphic Testing in testing a program implementing a matrix 
multiplication. Five Metamorphic Relations are identified and implemented to test five Mutant 
programs having intentionally bug inserted.  All Mutants have been successfully killed by test cases 
generated by the five Metamorphic Relations. It showed that the generated MRs have been effective 
enough in conducting Metamorphic Testing for this case study. 
 
Key words: Oracle Problem, Metamorphic Testing, Multiplication Matrix  

 
 
INTRODUCTION 

 
Computer-based application have been 

widely used all over the world. Hence, the role of 
software systems have been increased 
exponentially. This causes, at the same time, the 
increasing reports of software faults.  

To guarantee the quality of software used, 
is handled by software quality assurance process. 
It has become one of the most important areas in 
the software industry as well as in the academic 
sectors. Software testing, an important approach 
in software quality assurance, is widely reflected 
as a critical activity and now is one of main 
research focus in software engineering (Hailpern 
et al., 2002). One objective of software testing is 
to detect as quickly as possible, as many software 
faults as possible (Myers, 2004). 

Software testing is one of phase in 
software engineering process that has a very 
improtant role to determine the quality of 
software under test. The general steps in software 
testing is generating test cases, selecting 
appropriate set of test cases based on certain 
criteria, executing them, and checking the outputs 

against a test oracle to determine whether any 
failures detected or not. 

 A test oracle is a mechanism to check 
whether the output of executing a program under 
testing using a test case is according to the 
expected output or not. In other words, it is used 
to verify whether the progam has passed the  test 
or not  (Hierons, 2012).  

The presence of oracle testing is very 
important in conducting testing. However, in most 
situation, oracle testing is impractical to be found 
or too expensive which is known as an oracle 
problem (Manolache et al, 2001).    

Chen et al designed a new testing method, 
called Metamorphic Testing (MT) which was 
aimed to alleviate the oracle problem (Chen et al, 
1998). This method is approached based on the 
property of program under test. Based on the 
properties, tester is expected to generate some 
Metamorphic Relations that mainly have two 
functions: (i) to generate new test cases from the 
original test cases, and (ii) to verify whether test 
passes or fails based on the relations of the inputs 
and or outputs of original test cases and new test 
cases.   



 

 

 

This paper aims to introduce the use of 
MT in a case study of matrix multiplication. This 
case is chosen as matrix multiplication proogram 
can face oracle problem particularly when the size 
of matrices are large. However the case is quite 
common and widely used so that it will be easier 
to understand in explaining the concept used in 
MT.  
 This paperc consists of several parts as 
follows: (i) a literature study of MT, (ii) a 
presentation of the case study used in this paper, 
(iii) the explanation of the Metamorphic Relations 
identified in this study, (iv) the experimental 
design, (v) the experiment result, (vi), some 
discussions on the result, and ended by (vii) the 
conlusion of the paper.  
 
METAMORPHIC TESTING 
  

Metamorphic  Testing (MT) is property 
bases testing which aims to find some useful 
relations (called Metamorphic Relations) to 
alleviate the oracle problems (Chen et al, 2003). 
As explained by Asrfai et al. (Asrafi et al, 2011), 
a metamorphic relation (MR) is an expected 
relation of the program under test which should 
be valid over a set of distinct input data and their 
corresponding output for multiple executions. 
Figure-1 sumarizes the relations in MT which 
involve source and follow-up inputs  and 
outputs.MT checks the validity of MRs by 
multiply executing of the target program. The 
steps of MT are as folllowings: (i) determining 
specific properties of the SUT to construct MRs, 
(ii) generating  source test case by some 
traditional testing techniques (such as random 
testing), (iii) generating follow-up test cases 
based on source test cases according to the MRs, 
(iv) executing the test cases, and (v) verifing the 
outputs of the test cases against MRs. If the 
outputs of the source and follow-up test cases do 
not match their relations in corresponding MR, 
then the test fails.  

 

 

Figure-1. Relation in MT 
 
Asrafi et al (Asrafi et al, 2011) presented   

a simple example of MT in a sorting program as 
follows. The program sorts a set of integers in the 
ascending order. Suppose S is a set of numbers to 
be sorted. If the set S is rearranged in reverse 
order the output of the sorting program will still 
remain same. This MR can be denoted by Sort(S) 
= Sort (reverse(S)). Suppose S = {35, 15, 32, 25}, 
Sort(S) will yield {15, 25, 32, 35}.We reverse the 
set S to generate the follow-up test case 
reverse(S) = {25, 32, 15, 35}. If Sort (reverse(S)) 
�  {15, 25, 32, 35}, we can say a fault is detected. 
MT has been widely used in solving many oracle 
problems (Barus et al, 2009; Chen et al, 1998; 
Chen et al, 2009; Chen et al, 2004) 
 
 
CASE STUDY 
 

 In mathematics, matrix multiplication is a 
binary operation that takes a pair of matrices, and 
produces another matrix (Coppersmith et al., 
1990). As shown in Figure 1, if A is an n × m 
matrix and B is an m × p matrix. The matrix 
product AB is defined to be the n × p matrix, 
where each i, j entry is given by multiplying the 
entries Aik (across row i of A) by the entries Bkj 
(down column j of B), for k = 1, 2, ..., m, and 
summing the results over k.  

This operation is simple if the size of 
matrices are small. However, if the sizes are large, 
it may be difficult to verify whether the output of 
the operation is correct or not. A program 
implementing matrix multiplication is potentially 
facing oracle problem. Therefore, we choose this 
case study in this paper, to present the use of 
Metamorphic Testing as the concept can be easily 
presented and understood.   
 

 
 
 



 

 

 

 
Figure-2. The operation of matrix multiplication1 

 
 
METAMORPHIC RELATIONS 
 
 Below are some notations to be used to 
illustrate the metamorphic relations in matrix 
multiplication program: 
1. A, B: a pair of source inputs of matrices  
2. A’, B’: a pair of corresponding follow-up 

inputs of matrices 
3. O: output of multiplication of source inputs of 

matrices 
4. O’: output of multiplication of follow-up 

inputs of matrices 
 

In other words: 
O = A x B and 
O’ = A’ x B’. 

 
Based on the properties of matrix 

multiplication operation, some Metamorphic 
Relations are identified as follows: 

1. MR-1: if A’ is equal to B and B’ is equal 
to A then O’ is not equal to O. 
This MR corresponds to the property of 
matrix multiplication operation where A.B 
is not equal to B.A 
 

2. MR-2: if A’ is equal to A and B’ is equal 
to B multiplied by I (Identity Matrix) then 
O is equal to O’. 
This MR corresponds to the property of 
matrix multiplication operation where A.B 
is equal to A. (B.I) where I is a identity 
matrix. 
 

3. MR-3: if A’ is equal to  A * N where N is a 
positive integer and B’ is equal to B then 
O*N is equal to O’. 
This MR corresponds to the property of 
matrix multiplication operation where A. 
N. B is equal to A.B.N where N is a  
positive integer. 
 

                                                            
1 Source: http://en.wikipedia.org/wiki/Matrix_multiplication 

4. MR-4: if A’ is equal to  A * N where N is a 
negative integer and B’ is equal to B then 
O*N is equal to O’. 
This MR corresponds to the property of 
matrix multiplication operation where A. 
N. B is equal to A.B.N where N is a  
negative integer. 
 
 

5. MR-5: if A’ is a negative of A and B’ is a 
negative of B then O’ is equal to O.     
This MR corresponds to the property of 
matrix multiplication operation where A.B 
is equal to A’.B’ where A’ is (-1).A and 
B’ is (-1). B. 
 

 
DESIGN EXPERIMENT 
 

To conduct the experiment, two steps of 
preparation below are required to do: 
 

1. Creating Test Pools 
A hundred of test pools are randomly 
generated where each test pool contains 
100.000 ( a hundred thousand) of test 
cases. A test case contains a pair of 
matrices with random size of rows and 
columns. For each test pool, seventy 
percent of test cases are valid (the size of 
row of first matrix is equal to the size of 
column of the second one) and the 
remaining pairs are invalid (the size of 
row of first matrix is not equal to the size 
of column of the second one).   
 

2. Creating Mutant Versions 
A program implementing matrix 
multiplication is made by a programmer 
excluded from the author of the paper. 
Then five Mutant version of the program 
are generated randomly, using a technique 
intoruduced by Mu et al. (Mu et al, 2005). 
The generated errors for each Mutant can 
be seen in Table-1 below. 
 
 
 
 
 
 
 

 



 

 

 

Mutant  Correct Version  Mutant Version

Mut‐1  for ( c = 1 ; 
c  < p ; c++ ) 

for ( c = 0 ; 
c < p ; c++ ) 

Mut‐2  if ( n < p ) if ( n != p )  
Mut‐3  for ( d = 1 ; 

d < q ; d++ ) 
: for ( 
d = 0 ; 
d < q ; 
d++ )    

 
Mut‐4  If ( n <= p ) if ( n != p ) 
Mut‐5  sum = 1 sum = 0 

Table-1. Mutated Lines of Codes 
 

For each metamorphic relation, a new set 
of test cases (follow-up test cases) are generated 
from the source test cases generated in each test 
pool. Then the source and follow-up test cases are 
executed againts five different Mutants, and the 
results are recorded to see whether failures are 
detected or not. These steps are repeated 100 (one 
hundred) times for 100 (one hundred) different 
test pools.  
 
 
EXPERIMENT RESULT 
 

After conducting the experiments, the 
result can be found in Table-2 and Table-3 below. 
 
 
MR/ 
Mutant 

MR‐1  MR‐2  MR‐3  MR‐4 MR‐5

Mut‐1  32350.38  97239.49  97520.02  97742.12  15001.46 

Mut‐2  32359.93  29999.87  29999.63  29999.44  15001.46 

Mut‐3  32393.28  67285.10  67565.90  67788.20  67285.10 

Mut‐4  64753.21  82286.69  82567.49  82789.79  82286.96 

Mut‐5  32393.28  67285.90  67565.90  67588.20 67285.10

Table-2. Average number of pair test cases revealing errors. 
 
 
MR/ 
Mutant 

MR‐1  MR‐2  MR‐3  MR‐4  MR‐5 

Mut‐1  32,35%  97,24%  97,52%  97,74%  15,00% 

Mut‐2  32,36%  30,00%  30,00%  30,00%  15,00% 

Mut‐3  32,39%  67,29%  67,57%  67,79%  67,29% 

Mut‐4  64,75%  82,29%  82,57%  82,79%  82,29% 

Mut‐5  32,39%  67,29%  67,57%  67,59%  67,29% 

Table-3. Average percentage number of pair test cases 
revealing errors. 

 
Table-2 presents data of average number 

of pair test cases that are able to reveal failures for 
every Mutants. It means the corresponding 
relations of each MR cannot be verified by the 
pairs of inputs hence the failures are detected. 
Table-3 presents the same data however in 

percentage instead of in numbers. Figure-1 
displays the data in Table-3 grouped by each MR.  

 
Table-2 shows that the largest number of 

pair test cases revealing errors for Mutant-1 are 
ones generated by MR-2, MR-3, and MR-4. The 
largest number of pair test cases revealing errors 
for Mutant-2 are ones generated by MR-1, MR-2, 
MR-3, and MR-4. The largest number of pair test 
cases revealing errors for Mutant-3 are ones 
generated by MR-2, MR-3, MR-4, and MR-5. The 
largest number of pair test cases revealing errors 
for Mutant-4 are ones generated by MR-2, MR-3, 
MR-4, and MR-5. For Mutant-5, the largest 
number of pair test cases revealing errors are 
generated by MR-2, MR-3, MR-4, and MR-4. 

  
 
 

 
 

Figure-2. Average percentage number of pair test cases 
revealing errors. 

 
 
DISCUSSION 
 

Based on experiment results shown in 
Table-1 and Table-2, we can see there are a 
number of pairs of test cases revaling failures for 
each Mutant. This shows  that all Mutants can be 
“killed” by the five MRs. Or in other words,  all 
MRs are effective in detecting failures in all 
Mutants.  

By comparing the number of test cases 
revealing the failures, as shown in Figure-2, 
overall we can see that all MRs performs good as 
they are able to kill all mutated version. In 
particular, MR-2, MR-3, and MR-4 perform quite 
similar and are the best among all MRs. MR-1 
performs worse than others in testing Mutant-1, 
Mutant-3, and Mutant-5. MR-5 performs worse 



 

 

 

than others particularly in testing Mutant-1 and 
Mutant-2. 

The similar performance between MR-2, 
MR-3, and  MR-4 can be understood as their  
corresponding properties are relatively similar. 
This may cause the same response against the 
same mutated versions under testing.  

The effectiveness of MRs is indeed a very 
interesting study to be conducted. Relevant 
studies have been conducted by Asrafi et al 
(Asrafi et al., 2011) and Liu et al. (Liu et al., 
2014). There are some criteria can be assessed to 
see the performance of MRs, such as the excution 
behaviour of the pairs of source and follow-up 
test cases (Asrafi et al., 2011).  

This paper is a preliminary study of an 
application of Metamorphic Testing. It is good to 
be continued in the future to study the 
efectiveness of each MR introduced in this paper 
according to some assessment criteria such as 
been investigated in (Asrafi et al., 2011).   
 
 
CONCLUSION 
 

An implementation of Metamorphic 
Testing (MT) has been studied in this paper, 
particularly for testing a program implementing 
multiplication matrix. Five different Metamorphic 
Relations (MRs) have been identified and also 
implemented. Using 5 (five) different mutation 
versions of the program, MT has been conductes 
using a hundred set of test pools, each containing 
100.000 (a hundred thousand) of test cases. 

From the conducted experiment, it is 
found that all MRs have been successfully 
generating test cases that are able to reveal 
faliures of every Mutant. The performance of  
three MRs which are MR-2, MR-3. MR-4 are   
quite similar and the best among all MRs. MR-1 
performs worse than others in testing Mutant-1, 
Mutant-3, and Mutant-5. MR-5 performs worse 
than others particularly in testing Mutant-1 and 
Mutant-2. 

The similar performance between MR-2, 
MR-3, and  MR-4 are suspected due to their  
corresponding properties are relatively similar. 
This may cause the same response against the 
same mutated versions under testing.  
 
FUTURE WORK 
 

Currently the effectiveness of MRs are 
widely investigated. However it is not covered by 
this study. In the future, it is interesting to 
continue this study by investigating the 
effectiveness of all MRs identified in this study. 
One criterion of assessment such as the execution 
behaviour of the pairs of source and follow-up 
test cases, can be investigated as the causeof 
different performance of MRs in this study. The 
similarity performance of MR-2, MR-3, and MR-
4 are worth to be investigated further. It is as well 
as their differences to MR-1 and MR-5.  

 
In addition to the effectiveness of MRs, 

the increase number of MRs needs to be 
considered. Considering the operation of matrix 
multiplication, there will be a lot of potential MRs 
to be identified. This can be added in the future 
study of investigating the effectiveness of MRs of 
this study. 
  The expansion case studies to more 
operations in matrix can be also the extension of 
the future work of this study. 
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ABSTRACT 
The requirements for a software system set out what the system should do and define constraints on its operation and 
implementation. Traditionally, users express the requirement specification of system development by natural language. 
Natural language is ambiguous, thus the requirement specification statement may result in different apprehension among 
users, analysts and programmers. Anxieties have been raised by several relevant software developers about the weakness 
use of natural languages in documenting system requirements. Hence, one of the solutions to solve the problem in 
capturing user requirements is by using the formal specification approach. Formal specifications is an approach to solve 
the vagueness and contradiction in natural language descriptions by providing an unambiguous and precise specification. 
This approach can be validated and verified mathematically leading to the initial detection of specification errors. The use 
of a formal specification will reduces ambiguity between programmer and end-user while eliminates an errors during 
software development. If this is done, then we can carried out testing the system aligned to the user requirement 
specification. This work will discuss on how to implement formal specification approach in designing database system. 
 
Key words: Natural Language  Software Requirement Specification  Formal Specification   

 
INTRODUCTION 

Software specification is the process that beginning 
by defining the user requirement. User requirement is a 
statements that expressed in natural language plus diagrams, 
on what services are required from the system and 
determine the constraints on the system’s operation and 
development. While system requirement is a guideline of 
what functions that the system must provide. To reduce 
ambiguity, both requirements may be written in a structured 
form of natural language complemented by system models 
and tables. The statement of  the user requirements and a 
detailed specification regarding the system requirements 
usually documented in the software requirements 
specification (SRS).  There two cases in documenting user 
requirement and system requirement either both 
requirements are integrated into a single description or the 
user requirements are defined in an introduction of the 
system requirements specification. But, the detailed of 
system requirements may be presented in a separate 
document if there are a bundle of user requirements. In any 
software process model, the first phase is the requirement 
analysis. This phase describes on what the system are 
required to do and the constraints in the operation. At some 
stage in analysis, data are collected through interviews, on-
site observation and questionnaire  (Sommerville, 2011), 
(Pressman & Maxim, 2014).  

In a software development process, traditionally, a 
user may articulate the requirement specification of system 
by natural language. Natural language description is ideal 
for human communication, but it causes damage of the 
quality of requirements (Saeki & Enomoto, 1989) and 
ambiguous. Thus the requirement specification statement 

may result in dissimilar perception among users, analysts 
and programmers  (Jochen, 2003). Concerns have been 
raised by several relevant software developers about the 
poor use of natural languages in traditional documenting 
system requirements. One of the solutions to solve the 
problem in capturing user requirements is by using the 
formal specification approach  (Mohd Saman et.al, 2006),  
(Mohd Saman et.al, 2007).  

 

 
Figure 1: The Requirement Specification Process for 

Designing DNA Database 
 

The system must be designed based on the detailed 
analysis and the user requirements of a system. Normally, 
informal specification is turned out at requirement 
specification phase. Then this informal specification 
generally applied on software requirement specification  
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(Sommerville, 2011), (Pressman & Maxim, 2014). Software 
requirement specification considered as a complete informal 
description of system requirements and dependencies at a 
particular point in time prior to any actual design and 
development work. Figure 1 shows the proposed process 
from requirement specification to designing by 
implementing formal specification after informal 
specification.  

Formal specifications formally defined the 
vocabulary, syntax and semantics in a mathematical 
notation (Michael & Jeremy, 2014). Usually both the 
system requirements and the system design are expressed in 
detail and carefully analysed and checked before starts the 
implementation phase. Developing formal specification of 
the software usually comes after the system requirements 
have been specifying but before the detailed systems are 
design (Jusoh et.al, 2009). One of the main benefits of 
formal specification is its ability to discover problems and 
ambiguities in the system requirements. This work will 
analyse informal specifications for traditional DNA 
sequence database systems in order to identify the structure 
of the requirements and transform into formal specifications 
using Z language. The correctness of these specifications 
will be verified and validated focuses on requirement 
analysis of the system development. 
 

FORMAL SPECIFICATION 
 

Formal methods have been used in computer 
system development for decades. As mentioned in  (Man 
et.al, 2012), formal methods use the ideas and techniques 
from mathematical and formal logic to increase the design 
assurance and eliminate defects at the early stage to fulfill 
user requirements. Formal methods developed complete, 
consistent and unambiguous specification using set theory 
and logic notation to create a clear statement of 
requirements  (Saaltink, 1997), (Diller, 1994). In safety-
critical systems, a failure rate may be high. Lives may be 
lost or severe economic consequences can arise when 
computer software fails. In such situations, it is crucial that 
errors are exposed before software is put into operation  
(Spivey, 1989),  (Wordsworth, 1996). A formal method 
radically eliminate the specification errors and as a 
consequence serves as the basis for software that has very 
few errors once the customers begin using it. The primary 
concepts in formal methods are  (Diller, 1994):-   

 Data invariant – a condition true throughout the 
execution of the system that contains a collection 
of data. 

 State – the stored data that a system can access and 
alters.   

 Operation – an action of reads or writes data to a 
state. An operation associated with two conditions: 
a pre-condition and a post-condition. 

 
Some methods in formal methods are based on set theory 
and first order predicate calculus while other methods are 
based on temporal logic (Moller et.al, 2007). Set theory and 
logic notation are used to create a complete, consistent and 
unambiguous statement of  formal requirements. 
Nevertheless, its main benefit is in reducing the number of 
errors in systems and the main applicable area is critical 

systems. In this area, the use of formal methods considered 
as cost effective because more errors are detected before 
implementation phase (Sommerville, 2011). Formal 
methods includes formal specification, specification 
analysis and proof, transformational development and 
program verification.  

In computer science, formal specification approach 
declared as the specification of a program's properties that 
defined by a mathematical description. Most languages in 
this approach used to formally specify programs associated 
with operational semantics to allow execution of the 
specification and testing a program's properties. Formal 
specification describes on what the overall system should do 
and not how the system should do. It is possible to use 
formal specification to assist developer develop an accurate 
system with a few errors at the end of the system 
development’s phase. 

Formal specification usually reveals errors and 
inconsistencies in the informal requirement's specification 
(Man et.al, 2011). This error detection is probably the most 
potent argument for developing a formal specification. 
Fixing errors at this phase is inexpensive compared to 
modifying a delivered system  (Muhammad et.al, 2008). 
Formal specification can assist in overcoming the mismatch 
between users and programmers intention by providing an 
conciseness unambiguous specification in which the 
intentions of a design can be formulated  (Saeki & 
Enomoto, 1989). This reduces requirement errors as it 
forces a detailed analysis of the requirements.   

Formal specifications use mathematical notation to 
describe in a precise way the system properties. Formal 
specification languages consist of Vienna Development 
Method (VDM), OBJ, Larch, Communicating Sequential 
Processes (CSP), Lotos, Petri-Nets, Z and B. There are two 
fundamental approaches in formal specification that have 
been used to write detailed specifications for the systems 
(Sommerville, 2011). These fundamental approaches consist 
of algebraic approach and model-based approach. The 
language for model-based approach such as B  
(Wordsworth, 1996), Vienna Development Method  (Jones, 
1986) and Z  (Spivey, 1989) are currently used in a variety 
of industrial case studies and supported by commercial 
tools. Z, VDM and B are formal specification language that 
implemented in different logic and rule. Between that all 
those languages, Z is chosen as formal specification 
language to specify DNA sequences database system. This 
is because Z language has an available support tool, and it 
becomes acceptable in a software specification lesson and 
industry. However, the main reason in choosing Z language 
is because its specification is readable.   

In software development lifecycle, formal 
specification language implemented during requirements 
analysis, system analysis and designing phase. Normally, 
specification languages are not directly executed in a form 
of high level programming language. But most high level 
programming languages will executed formal specification 
languages as a complement to develop a system. Formal 
specification languages describe the system at much higher 
level compared to a programming language. Indeed, it is 
considered as errors if a requirement specification is 
cluttered with unnecessary implementation detail (Man, 
Mohd Rahim, Jusoh, & Zakaria, 2012).   
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In this work, most concern is given to model-based 
approach. Model-based approach modeled the system using 
mathematical notation such as sets and functions. It exposed 
the system state which simplifies some types of behavioural 
specification. Therefore, the system’s operations in a 
model-based specification are defined by pre-conditions and 
post-conditions on the system state. 

 
Z SPECIFICATION FOR DNA DATABASE SYSTEM 

 
DNA is recognized as Deoxyribonucleic Acid. It is 

string sequences consisting  4 letter alphabet of nucleotides 
(bases): A (adenosine), C (cytosine), G (guanine) and T 
(thymine)  (Mohd Saman et.al, 2006). DNA is a nucleic 
acid molecule that includes the genetic information used in 
the development and functioning of all living organisms. 
The DNA segments that hold this genetic information are 
called genes  (A Rahman et,al, 2007).  

Over the past century there has been a dramatic 
increase in the technology of databases. It incorporate both 
"public" repositories of gene data such as GenBank or the 
Protein DataBank (PDB), and “private” repositories which 
used by the work-groups that concerned in gene mapping 
projects held by biotech industries. These databases are 
accessible via open online platform likes Web. It is very 
significant since clients of bioinformatics data are preferred 
use a range of computer platforms. DNA defined as the 
proteins which we can trace the genetic information about 
an organism in it. DNA macromolecules have a fixed 
structure which can be analyzed by biologists assists by 
bioinformatics tools and databases. A few acceptable 
databases among biologists are GenBank from NCBI 
(National Center for Biotechnology Information), SwissProt 
from the Swiss Institute of Bioinformatics, BLAST and PIR 
from the Protein Information Resource. The motivation on 
utilizing DNA sequence files as a case study is based on the 
increasing scientific and societal need towards human 
genome data (Zhang et.al, 2011). In the next few years, 
various fields including academia, business, and public 
health will take advantage, of the huge information stored in 
the DNA sequence database system.  

There are three general types of DNA database 
consists of forensic, genetic genealogy and medical. Those 
DNA databases determined data that are related with 
computerized software designed which can be insert, 
remove, update and retrieve components of the data stored 
within the system. A simple database might be a single file 
containing numerous records which includes the similar set 
of information. For instance, a record regarding a nucleotide 
sequence database normally contains information such as 
contact name, a molecule of sequences, type of the 
molecule description and the scientific name of the source 
organism from which it was isolated. 

The DNA sequences have structural purposes that 
involved in regulating the use of genetic information. 
Genetic information and personal data are stored 
indefinitely on DNA databases. The DNA database system 
is a system that hold millions of  DNA sequences. The 
DNA database are designed to provide and encourage 
access within the scientific community to the most up to 
date and comprehensive DNA sequence information (Jusoh 
et.al, 2009). Nevertheless, the development in sequence 

databases and technology in solving a DNA sequences 
similarity search becomes vital issues nowadays.  

This section review on specification of traditional 
DNA database system. In order to develop a Z specification 
for DNA database system, a few related data set will 
determined. These data set are represented by id of DNA, 
type of DNA, name of DNA and sequences of DNA. The 
declaration of Z specification for DNA database system are 
clarified as follows:- 
 This specification makes use of the following given 

sets: 
    [ID, TYPE, NAME, SEQUENCES] 
 Database of Data : DNA 
 The type definition for the responses to the operations 

is as follows: REPORT ::= successs | alreadyKnown | 
notKnown  

 Note :   \Delta means there is a change in state schema 
 \Xi means there is no change in state schema 

 
The first step in designing Z specification is describing the 
state schema of the system as illustrated in Figure 2. It is 
similar as most schemas which consists of declaration part 
above the central dividing line and a predicate part below 
the central line which gives a relationship between the 
values of the variables.  
 

 
 

Figure 2: State Schema for DNA Databases 
 
Figure 2 depicted a state schema in latex format. There are 
the four variables declared in this schema. It represents 
important annotations as follows: 

 known is the set of ID with DNA recorded. 
 type is a molecule description which applied to 

certain ID, the system gives the DNA’s type 
associated with the ID. 

 name is a organism scientific name, the system will 
gives the DNA’s name associated to the ID that 
applied by biologist. 

 sequences is a DNA sequences, which once 
biologist key-in the ID, the system gives the 
DNA’s sequences associated with them. 
 

As presented in Figure 2, the predicate part of the schema 
below the line gives a relationship which is true in every 
related schemas of the system. In this case, it says that the 
set known as the domain of the function type, name and 
sequences - the set of ID to which it can be validly applied. 
This relationship is a condition that can be relied upon to be 
true during the execution of the system. This condition also 
called as an invariant. In this state schema, the invariant 
allows the value of the variable known to be derived from 
the value of sequences. The known is a derived component 
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of the state which is possible to specify the system without 
mentioning known at all. However, ID helps the 
specifications more readable because an abstract view of the 
state schema of the DNA databases are described. It can be 
done without any commitment to signify known explicitly 
in an implementation. One possible state of the system is 
the following: 

known = {001, 002, 003} 
sequences = {001  TTAGCCGAAAGGT, 
   002  AAATGCCTATGCC, 
   003  CAGTTTGCAAGGTT } 
   

There are three ID’s known to the system. The sequences 
function as associates a DNA sequence with related ID. In 
the state schema, there is no limitation on the number of 
DNA recorded into the database.  The second steps in 
designing Z specification is develop a formal specification 
of related operations in the database system. An operation 
schema represents the operation that the system will 
perform. The first operation is inserting a new discovered 
DNA data into the system. The Z specification schema for 
this operation illustrates in a Figure 3. 
 

 
Figure 3: AddDNA Schema 

 
The declaration of \Delta DNA means that this schema 
incorporates the state schema which permits as reference to 
the state variables before and after of this operation. Next, it 
is followed by the declarations of the four inputs key-in into 
the operation. As depicted in Figure 3, the names of inputs 
end with a question mark. AddDNA schema introduces four 
new variables; known’, type’, name’ and sequences’. These 
four variables are observations of the state after the change. 
Each pair of variables is unconditionally constrained to 
satisfy the invariant in the predicate part of this schema. It 
hold both condition before and after the operation. In 
predicate part, a pre-condition for the operation is check the 
new id to be added must not already be one of those known 
to the system that presented as  id? \notin known. If the pre-
condition is satisfied, the next three predicate shown that 
those three functions are added by mapping the new data 
related to the given new id. 
 

 
Figure 4: DelDNA Schema 

 
Figure 4 illustrated the delete operation to remove an 
existing DNA data from the database. Predicate id? \in 
known shows that given id? to be delete must already a 
member of known in the system. If the pre-condition is 
satisfied, hence, the next three predicates shown those three 
functions automatically will be deleted from the database. 
This situation also can be formulated as follows: 
 

 
 
The next operation in this database system is to retrieve the 
data from the database system. Next operation describes in a 
schema as depicted in a Figure 5. 
 

 
Figure 5: FindDNA Schema 

 
This schema declared two new notations. First notation is 
\Xi DNA, which indicates that this operation will not cause 
any changes in the state schema. The second notation is the 
use of a name which end with an exclamation mark for an 
output declaration.  FindDNA operation takes an id as input 
and yields the corresponding type, name and sequences as 
output.  
 

 
 

The pre-condition for this operation is same as previous 
operation which is presented as id? \in known. If this is so, 
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the output type!, name! and sequences! are the data of the 
three functions at argument id? as presented by last three 
predicates. The last operation this database system is to 
update the current DNA. This operation is described in a 
schema as provided in a Figure 6.  
 

 
Figure 6: UpdateDNA Sequence Schema 

 
As depicted in a Figure 6, there are four inputs given in this 
system. The first input, id?, means that all data associated 
with this id will be updated. The input  id? must already be 
one of those known to the system. If this pre-condition is 
satisfied, the last three predicates will updates to override 
the existed data associated to the given id?.  

 
CONCLUSION. 

Using formal specification in the software 
development of an information system will eliminate all 
ambiguity start from the interpretation of the need/ 
requirement (the model) and end by elaborating the system 
which realizes the specification in successive stages. The 
coherence of the model and the conformity of the final 
program in relation to this model are guaranteed by 
mathematical proofs. This work has described the 
mathematical notation in the state schema of DNA database 
system and the associated operations which can be 
performed on it. The related data that used in the system are 
described in terms of mathematical data types such as sets 
and functions. One of our future works shall deal with 
complete and precise specification for DNA sequences 
pattern scanning. 
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ABSTRACT 
An organization define rules in its business to achieve the organizational goals. Along with developments and changes 
facing the business environment, often an organization's business rules have to change. Those changing can infer the 
software system of the organization. This could lead to an inefficient and ineffective system changing, if the organization 
has to change the whole system, for every small change of the business rules. This paper discus one approach to separate 
the business rules from other components of the system, as the changing of the business rules will not influence others 
components. The approach is called the Business Rules Approach. The approach will be implemented in a case study, the 
registration process of the academic information system of Del Institute of Technology. In order to check the correctness 
of the specification, the specification of the system with business rules approach is represented formally, implementing 
RAISE methodology and using notation of the RAISE Specification Language (RSL). The formal specification has been 
successfully verified and meets the requirement of the implementation relation criteria. 
 
Key words: Formal specification  Verification  Business Rules Approach   

 
INTRODUCTION 

An organization define rules in its business to 
achieve the organizational goals. These rules are usually 
applied in the application of organizational software 
systems that is built to support the passage of an 
organization's business processes. Viewed from the 
perspective of software development, identifying the rules 
are part of requirements analysis process, which in turn will 
affect the design and implementation of applications. The 
rules and the organization's business processes are 
embedded into the application software as illustrated in the 
Figure 1.  

 
Figure 1. Hard coded business Rules 

 
Along with developments and changes facing the 

business environment, often an organization's business rules 
have to change. Here then problems arise, because of the 
merging of the organization's business rules and processes 
into the application system, changes in business rules will 
cause major changes in the system that has been built, 
especially if new rules are not in accordance with the design 
of software that has been built, so the system must be 
reengineered. Surely this will require no small effort and a 

long time. The more frequent changes occur within a short 
period of time, then the issue will be increasingly difficult to 
resolve. 

To resolve the above issues, a system that can 
adapt to changing business rules organization is needed 
(changeable system). One solution is offered by separating 
business rules from other aspects of the system. By 
separating the business rules of the system, and handle it as 
a separate asset, optimization of the rules and rule changes 
can be done without making changes to other aspects of the 
system. 

Separation of business rules from other aspects 
have been submitted by Ronald G. Ross (Ross, 2003) in his 
book “Principles of the Business Rule Approach” and 
Barbara Von Halle (Halle, 2002) in her book “Business 
Rules Applied, Building Better Systems Using the Business 
Rules Approach”. Ross and von Halle offers an approach in 
building a system with more emphasis on system 
development orientation of business rules (rules orientation) 
in order to facilitate its treatment in the future. The system 
architecture with the business rules approach can be seen as 
in Figure 2. 

Furthermore, to ensure the correctness of the 
separation of business rules on the approach, we need a 
verification process, both of these rules also to the 
separation. So far there has been no literature which 
specifically discusses how to perform formal verification 
against business rules separate from other aspects of 
software development. This paper will discuss how to 
perform the separation of business rules and how to conduct 
its formal verification. 



 
Figure 2 Business rules approach 

 
 

SUPPORTING THEORIES 
 

Definition of Business Rules 
 Ronald G. Ross (Ross, 2003) stated that, at the 
theoretical level, rule based directly on the predicate 
calculus. More specifically, the rule is IF-THEN connective 
on the predicate calculus, known also as the logical 
connective implication or implication. The general form of 
IF-THEN connective is: 
 
                   qTHENpIF                                              (1) 

Where p and q must be a Boolean expression, 
namely that they must have truth values. p is called the 
antecedent, and q is called consequent. The form above can 
also be read as p implications q. 

 
Business Rules Classification 

Classification of business rules vary depending on 
the purpose of presentation for different users. Von Halle 
summarizes some of the classification into a scheme, the 
business rules consist of three components: Terms, Facts, 
and Rules, with a brief description as follows: 

A term is a noun or noun phrase that was agreed to 
have a specific definition. It will be referenced by other 
types of business rules. More briefly, the meaning of terms 
is a value, variable, and function. 

A fact is a statement that connect or relate some of 
the terms, using a preposition and a verb phrase. The fact 
also be referenced by other types of business rules. 

A rule is a declarative statement that applying the 
rules of logic or computation on the values of information. 
Results of a rule may be the discovery of new information 
or a decision to take an action. Von Halle (Halle, 2002) 
classify rule into: constraint , guideline, action-enabler, 
computation and inference, as shown in Figure 3. 
 
The Business Rules Approach 

Von Halle (Halle, 2002) states that the business 
rules approach is a methodology in which the business rules 
expressed and presented (capture), tested, publicized, 
otomize, and amended in light of its business strategy. The 
results of this method is a business rules system, a system 
where the rules terotomisasi separated, the logical and 
perhaps even physically, from other aspects of the system 

and dividing by the data storage, user interface, and 
applications. 

 
Figure 3 Rule Classification scheme 

 
The business rules approach based on the 

following four principles, which was shortened by STEP: 

(S) Separate. This means that we do the separation of the 
rules from other aspects of the system. 
(T) Trace. This means that we handle every rule linkage of 
the two directions. The first direction is through the origin / 
source of the rule. The second direction is tracking the 
implementation of these rules. 
(E) Externalize. This means that the rule is expressed in a 
form that can be understood by those non-technical business 
party. 
(P) Position. This means that the rules are always positioned 
in a condition such that easy to make changes to it. 
 
 A business rule approach has six distinct phases, 
namely scope, plan, discover, analyze, design, and deliver, 
as shown in Figure 4. 

 
Figure 4 Business rules approach phases 

 
RAISE Methodology 
 RAISE is a software engineering methods, so the 
stages of development have in common with software 
engineering development methods in general. Stages of 
development in RAISE is a process of analysis, design, 
verification and translation. 

As a starting point for the analysis phase, the 
method can be used object-based software development. 
Stages of development on the basis of the object begins with 
an analysis of the use case diagram, then proceed with 
making the use case scenario, state-transition diagrams, and 
entity-relationship diagram. After making these diagrams, it 
can proceed with the specifications with RAISE 
methodology. 

The results of the analysis phase is the initial 
specification of software that can be written by using the 
RSL. This initial specification is a requirement for software 
written in a human language. Final specification can be 



written also using RSL. Then the final specification will be 
translated into programs in a particular programming 
language at stage of translation. 

In general, there are three approaches to 
distinguish the software specification techniques, namely: 
• Applicative vs. imperative.  
• Sequential vs. concurrent. 
• Abstract vs. Concrete. 

More complete descriptions of the RAISE 
methodology can be seen in The RAISE Specification 
Language, by The RAISE Language Group (1992). 
 
 RAISE Specification Language (RSL) 

RSL is a language to make a formal software 
specification. RSL is used for the manufacture of a modular 
software specifications, each specification with the RSL, is 
made in modules that are interrelated to one another. 
Detailed descriptions of the RSL can be found at [key-6]. 

In the tutorial RAISE [key-8] and [key-7] 
presented that the so-called Implementation relations are 
relations between classes built on the specifications using 
RAISE. Implementation relation is used to determine the 
correctness on the development steps of a module, from a 
more abstract modules into a more concrete modules. 

Class B implements class A, written as BA   if 

and only if: 
• The signature of B includes the signature of A, and 
• All properties of A hold in B. 
 

CASE STUDY 

 The following will be described the registration in 
the academic information system IT Del, following the 
stages that exist in the business rules approach, i.e. Scope, 
Plan, Discover, and Analyze. While the stages of Design, 
and Deliver is not addressed in this paper because it is 
related to the implementation of the analysis results. In this 
paper the focus of attention at every stage of the business 
rules approach are the rules tracks, in accordance with the 
main focus of the paper. 
 
Scoping 
 This stage aims to obtain an overview of existing 
systems. Based on existing documents, summarized the 
initial statement that explains what is included into the 
system and what is not included into the system. A scope 
statement includes the definition of objectives, the parties 
involved, business processes, location, subsystem, and data, 
which belong to the system to be built. 
The purposes of the registration is as follows: 
• Provide courses which opened to students. 
• Facilitate the submission of a plan of study by students. 
• Facilitate online consultation. 
• Facilitate the finalization of the registration, carried out by 
officers of academic administration. 
 

In the process of registration of students, actors 
involved are students, wali, and administrators. In addition 
to this process academic system also requires interaction 
with other systems, namely bursar for payment of the BPP, 
and the library for the information of books borrowed by 
students, so that there are other actors involved, the bursar 
and librarian staff. 

 
Plan 

This stage is more focused to project managers in 
managing software development to be built. This paper does 
not discuss the details of this phase. But as an illustration, 
for the scope of software development, at this stage the 
expected deliverables include: organizational structure of 
the team, a team of policy documents, documentation of all 
procedures (communication, sharing of knowledge, 
changes), and the detailed schedule of the project. 
 
Discover 

This stage is the most important stages in the 
discovering rules; it aims to discover the rules that will be 
applied to systems built. By observing the use-case and use-
case scenario, observed the scenario where the system make 
decisions based on certain criteria (rules). For the students 
proposed a plan of study, decisions and rules affecting the 
decision were presented in Table 1. 

 
Table 1. Decicion and rule of student submit the study 
plan. 
Decision Rule Rule 

number 
Is login  
accepted? 

Student ID must be element of the 
Student ID set 

R1 

 input password must be equal with 
the student password 

R2 

Do the course 
can be taken? 

If the prerequisite has been taken 
and the course is available 
then the course can be taken. 

R3 

whether the 
total of credits 
is valid? 

total credit = sum of course credit 
proposed by student. 

R4 

 If total credit > 0 and total credit < 
max total kredit then the total credit 
is valid 

R5 

 If GPA < 3.00 then max total credit 
= 20 

R6 

 If GPA   3.00 then max total credit 
= 22 

R7 

 If total credit valid then the study 
plan is valid, and send notification 
to student's wali 

R8 

 
Rules that have been identified then classified, for 

R1 and R2 are the constraints, R3 and R5 is inference, R4 is 
computing, R6 and R7 is a guideline, while the R8 is the 
action-enabler. 

From each of the rules that have been identified, 
further identified term and the fact of those rules. In 
accordance with the definition of the term is a noun or noun 
phrase agreed upon definition, for example of rule R3 the 
terms are the courses, curriculum and prerequisite. While 
the facts that can be revealed is that the student took the 
course, students follow a curriculum and courses have 
prerequisite requirements. 

Further identification carried out following any 
decision to be taken by the system, until re-registration 
process is completed, the students registered for the course 
in that semester. 
 
Analysis 

Based on the identification of the rules, terms and 
facts, for student registration, the entity that has the 
potential are: Mahasiswa, Wali, Rencana studi, Mata kuliah, 
Kurikulum, Pembayaran, Penundaan, Bebas pinjam, and 



MK_Lulus. The entity relation between componets are 
shown in Figure 5. 
 

 
Figure 5. Entity relation, students registration 

                  
The most important part of the business rules 

approach is that there is an entity Rule-sets are intended to 
keep all the rules that have been identified, separated from 
other components. 
 
Rule Enriched Data Model 
 Each rule associated with an entity are collected, 
the data model is modified to include attributes and any 
rules associated with each attribute, as shown in Figure 6. 
 

 
Figure 6. Rule enriched data model 

 
Rules Analysis 
 Rules that have been identified made into atomic, 
namely that each rule represents only one thought, one way 
is to ensure that each rule may lead to an outcome.  

As an examples, for R15: If the wali = agree, then 
status of study plan = approved and send email notifications 
to the student. R15 is an inference with two events which 
generate changes in study plans and delivery status 
notifications, so that it can be made into two rules: 
R15a: if approval wali  = agree, then study plan status = 
approved. 
R15b: if approval wali = agree, then send approval email 
notifications to students. 
 

Furthermore, the rules pattern are observed and 
interrelationships with other rules, and grouped according to 
attributes or entities that influence by the rules. The 
important thing is checking the completeness of the rule, if 
all possibilities of the premise has been defined the 
conclusions. 
 

FORMAL SPECIFICATION 
 
Based on the description of the entities on the 

submission of registration process of students and the rules 
involved, such as those modeled in Figure 5 and Figure 6, 
subsequently made a formal specification using the RAISE 
Specification Language, any entity created in one module, 
and given the name correspond with the name of the entity. 

The most important part is the separation of the 
rules into a separate module. This is possible because the 
RSL is modular, so that every specification of an entity 
stored in a module, and can be referred to or called from 
other modules. Fragment of the module specification for 
concrete rules applicable at this stage are as shown in Figure 
7. 

 
Figure 7 Specification of rule R1 

 
The rules associated with the provision to create, 

update, and delete (CRUD) on each entity remains pinned 
on these entities, while the rules between the entities is 
pulled out, the rules are stored on the module. Study Plan 
Specifications entities as shown in Figure 8. 
 
 
 



      
Figure 8. Study plan specification 

 
In a study plan specifications above, the module 

calls the rules associated with the addition of provisions 
subject to the plan of studies, validity rules, and rules of the 
credits. 

 
FORMAL VERIFICATION 

 
Verification of a formal specification of the 

application with business rules approach is done by 
checking whether the consistency maintained at each 
transition from one specification to the following 
specification in RSL specification stage. The checking uses 
the implementation relations. Checking assisted by using 
RSL Tools (rsltc). 

Each module that models the entities of each 
component re-written with the notation that is appropriate 
for RSL Tools (rsltc). To check the consistency of the type 
of each module we do the type checking, as shown in Figure 
9.  

 
Figure 9. Type Checking, students module. 

  
Then for each transition from a module, we made a 

theory to verify the implementation relation. As an example 
for the transition from A_WALI1 A_WALI0 to be made as 
follows: 

 
Figure 10 Module Wali implementation relation 

 
RSL tool will check whether the module 

A_WALI1 implemented module A_WALI0 in accordance 
with the implementaion relations criteria, the result of the 
checking the implementation relation of the above theory is 
shown in Figure 11. 
 

 



 
Figure 11. Implementation relation checking 

 
In the results above it appears there was one error 

which is that there is one identifier, RecWali, on A_WALI0 
is not implemented in the A_WALI1. This is because the 
RecWali identifier in A_WALI0, is a sort while in 
A_WALI1, is a map from ID_Wali to Name. This can be 
corrected by changing RecWali in A_WALI0 into an 
abstract type. 
 

CONCLUSION. 
 
Based on the study of the rules separation process on the 
construction of the system, which is examined through case 
studies the process of registration of students at the Del 
Institute of Technology, we concluded as follows: 

Separation of rules on the system can be done by 
following the steps of software development with the 
approach of Business Rules Approach. 

The rules that are identified from the system are 
separated and stored in a component, as an asset separate 
from other components in the system. 

By using RSL, the rule component is represented 
as a rule module (rules scheme), as well as general 
representation in RSL modules. 

Verification on the formal specification with rule 
systems as separate components has been done, and have 
met the criteria according to criteria of implementation 
relations, on the stage of software development using the 
RSL. 

In further development, a few things to note is that 
the study has not define the aspect of concurrency, is 
associated with the assumption that the course participants 
have no limit minimum and maximum number of 
participants. If the restriction is entered into the system, it 
needs to be made concurrent version of the specification 
because of the availability of courses to be taken by 
students, the courses as a resource that is accessed by many 
students.  

Also needs to be studied translation of research 
results into a form of specific programming language and 
do some test case, to complete the verification. 
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ABSTRACT 
In this paper, we evaluated the performance of OLSR routing protocol in ad hoc network by using test bed method. 
Evaluation was conducted to know and understand the performance of ad hoc network in certain conditions and 
scenarios. Ad hoc network nodes were implemented by using Raspberry Pi with USB Wireless TP-Link WN722N. We 
have done three types of evaluation, such as: evaluate the availability of ad hoc wireless networks in various distance, 
evaluate the performace of multi hop ad hoc network, and the mechanism of self healing. Each testing is carried out on 
different circumstances and different scenarios. Based on some testing that already done in this research, it is known that 
ad hoc network with OLSR routing algorithm can overcome the problem of unreachable link between two nodes. Two 
nodes in one hop can reach ±180 metres with line of sight condition. Through testing, it is also shown that OLSR can 
handle the data delivery failures and find a new route to forward the data packets. Finally, to facilitate users in the future, 
we have remastered raspbian operating system with OLSR packet. It is hoped that users will be easier and faster to 
implement ad hoc network node with the Raspberry Pi devices. 
 
Key words: Ad hoc OLSR Raspberry Pi self healing test bed 

 
INTRODUCTION 

An Ad Hoc Network is a temporary network connection 
and does not depend on the existing of the infrastructure (C. 
S. R. Murthy, 2004). An ad hoc network also can be defined 
as a wireless multi hop network consists of collection of 
mobile nodes that are dynamic, spontaneous, and spread. 
Different with the centralized network infrastructure, in the 
ad hoc network each host is responsible for the delivery of 
data from sender to destination.  

The utilization of ad hoc networks can be a solution 
when the network infrastructure cannot be used or 
infrastructure networks have limited services. For example, 
in the situation of natural disaster, when the infrastructure 
might be down or the capacity of the network overload so 
the temporary network as a replacement is needed. In 
addition, ad hoc network can also be applied for military 
purposes as shown in Figure 1 (Atacwireless, 2005). In the 
picture we can see that any vehicle or any person act as a 
node that can serve as hosts as well as routers.  

 
Figure 1. Ad hoc network for military network 

Ad hoc network has some characteristics such as: limited 
resources, frequent topology changes and the quality of the 
communication channel changing overtime. These makes a 
lot of paths between nodes become unstable and prone to 
error. Because of the characteristics of ad hoc network is 
very unique as mentioned above, ad hoc network topics still 
a hot topic to be discussed and researched until now.  

Many researchers contributed in the research of ad hoc 
network which includes research in the physical layer, data 

link layer, network layer, especially in the fields of routing 
protocol, transport layer, and application layer. In each 
layers, every researchers tried to give suggestions to the 
new protocol, an update to the existing protocols, the 
comparison study between two or more protocols, and 
others. 

In addition to many research which proposed new ideas 
about protocol or improvement of an existing protocol, there 
is also research area that is not less important in ad hoc 
network such as a research in evaluating the existing 
protocols either by simulation, mathematical analysis or test 
directly by using the real network devices which known as 
test bed. Specifically on test bed, research activities with 
test bed method aims to directly test the concept of ad hoc 
networks in a real network and to get the ad hoc network 
technologist closer commercial product development.  

In this study, we evaluated the ad hoc network which 
uses OLSR routing algorithms. Ad hoc network devices are 
realized by using the Raspberry-Pi. After installation and 
configuration of ad hoc network device, then testing process 
is done through experiments on several real case scenarios 
in campus IT Del. Several scenarios were conducted such as 
the different number of hops scenarios, the different 
distance between nodes scenarios, and self-healing 
condition. 

Furthermore, this paper is presented in several sections: 
Section 2 contains several studies related to our research. 
Section 3 contains the testing design. Section 4 contains the 
implementation, testing and analysis of testing results. 
Finally, the conclusions presented in section 5. 
 

RELATED STUDY 
As one of number of ad hoc network routing protocols, 

the optimized link state routing (OLSR) protocol (T. 
Clausen, 2003), was standardized by the IETF (RFC 3626). 
The OLSR protocol is a proactive routing protocol that uses 
an efficient link state packet forwarding mechanism. This 
protocol optimizes the pure link state routing protocol.  



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

2

 

 

Optimizations are performed in two ways: by reducing 
the size of the control packets and by reducing the number 
of links that are used for forwarding the link state packets, 
i.e., flooding. Each node will select a set of neighboring 
nodes that will serve as a multipoint relay (MPR). The node 
selected as the MPR will be responsible for forwarding data 
packets to another node. The existence of the MPR allows 
an efficient mechanism for flooding during overhead by 
reducing the number of transmissions. Figure 2 gives an 
overview of the functions of the multipoint relay. 

 
Figure 2. Multipoint Relay 

Like other ad hoc network routing protocols, the 
performance of the OLSR routing protocol is strongly 
influenced by the available bandwidth on the radio link, and 
the network topology changes due to the random movement 
of nodes. This makes each node vulnerable to a less reliable 
connection so that packet loss increases. Increased packet 
loss results in increased retransmission processes. These 
retransmissions significantly increase end-to-end delay and 
reduce throughput because the communication overhead 
increases significantly. 

Studies related to evaluation of ad hoc network using 
OLSR protocol and evaluation of ad hoc network with test 
bed method has been carried out by several groups of 
researchers. Studies by Makoto et al (Makoto Ikeda, 2008) 
perform performance evaluation of Optimized Link State 
Routing (OLSR) in Mobile Ad Hoc Network. In this 
studies, the performance of the OLSR in MANET in varies 
of data transferred was evaluated.  

In study by Viviek et al (Vivek Srivastava 2008), 
experiments carried out by several inter-university teams. 
This experiment is an annual competition between 
universities in the world. The topic of the competition is 
Characterizing Mobile Ad hoc Network–The MANIAC 
Challenge Experiment, focus on Mobile Ad hoc Network 
Interoperability and Cooperation. 

In research conducted by Megat Norulazmi et al (Megat 
N, 2013), community-based home security system using 
wireless mesh was developed. Prototype of community-
based home security system is realized by using wireless 
mesh router and computer open mesh using Raspberry Pi. 
Studies by Ferdian (Ferdian Yunazar, 2012), Wireless Mesh 
Networks for Wireless Weather Station in Campus LIPI 
Bandung was implemented. Nana R. et al developed 
Wireless Mesh Nodes by using Soekris.net4801(Nana 
Rachmana, 2008). In this study, wireless mesh node 
hardware which is a core component of wireless mesh 
networks was developed using Soekris net4801. OLSRd 
used as a routing daemon.  

In study conducted by Eric Erfanian (Eric Erfanian 
(2012), he outlined the steps to create a mesh network using 
the Raspberry Pi models. The device is built to support the 
mesh network that able to connect at speeds of 400kbps, 
where gateway is connected with 3 nodes. 

In this paper, the implementation of an ad hoc network 
using Raspberry Pi is carried out. After implementation, 

then proceed with the testing of the network availability and 
network performance. Testing of ad hoc network done by 
using 5 nodes, where 3 nodes is realized by using the 
Raspberry Pi and 2 nodes by using a laptop. The parameters 
tested are network availability, condition of self-healing and 
communication delay for a wide variety of distance 
communication. Compared with the previous studies, this 
study is more real in terms of communication distance and 
scenarios. 
 

PLANNING FOR TESTING 
This section describes the preparations for implementing 

and testing of ad hoc networks with OLSR routing protocol, 
consist of hardware preperation, i.e. Raspberry Pi, and 
software preparation, i.e. operating system that will be 
installed on the device and OLSR package. 
 
Testing Preparation 

Testing process starts by preparing hardware and 
software required for testing ad hoc networks. Software 
installation in hardware also became one of the preparations 
process. In this study, we use three pieces hardware 
Raspberry Pi with same specification. Those Raspberry Pi 
will serves as a node and as a router in routing process. Here 
is a list of the hardware needed to implement one node of ad 
hoc network. 
 

TABLE 1 LIST OF HARDWARE FOR ONE NODE 
Name of Device Description 
Raspberry Pi board with B 
type (Broadcom BCM2835 
SoC, processor 700 MHz,  
Low Power ARM1176JZ-F, 
512MB SDRAM) 

As a board that manages the 
entire activity, acts as a node in 
a mesh network. 

Wireless adapter (TP Link 
WN722N) 

As a signal transmitter and 
receiver so one node can 
interact with another node. 

SD card (4 GB) As a storage for software 

 
Physical display of device Raspbian Pi model B is shown in 
Figure 3. 

 
Figure 3. Device Raspberry Pi Model B 

For design and implementation of ad hoc network 
devices using the Raspberry Pi need several softwares. The 
operating system used in this device is Raspbian, an 
operating system developed based on Debian. Raspbian 
used to optimize Raspberry Pi hardware. In addition, 
Raspbian is more than pure OS; this operating system 
developed with many additional software packages in a 
good format for making installation of Raspberry Pi device 
become easier.  

For implementing and testing ad hoc networks, besides 
operating system, some software also needed such as OLSR 
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routing packets used olsrd-0.6.6.1, Win32 Disk Imager 
needed for extracting operating system files to SD card 
before installation of operating system into the SD card. 
 
Here is an ad hoc device installation phase: 
1. Devices assembly 
This phase is done by setting up Raspberry Pi boards and 
other supporting devices such as: wireless adapter, SD card, 
mouse, keyboard, monitor, and connecting cable. 
2. Operating system installation 
In this phase, raspbian operating system was installed on  
SD card.  
3. OLSR package installation 
In this phase, package olsrd-0.6.6.1 was installed on SD  
card.  
4. Configuration  
In this phase, the configuration of Raspberry Pi devices  
conducted such as OLSR package configuration and 
IP address configuration. If this configuration phase 
succeed, it will proceed to the stage of testing whether the  
device is functioning as a node for ad hoc networks. 
 
Testing Design 

In this section we will describe some scenarios to test 
the ad hoc network. Testing consists of three parts, namely 
testing the range of ad-hoc wireless network, Self-Healing 
testing and testing of multi-hop condition. 

Testing Design for Communication Range  

Topology used for testing the range of communication 
in ad-hoc wireless networks can be seen in Figure 4 below. 

R1

R2

Guest House Area

Entrance Hall

Plaza

Open Theater

GD516
GD515

GD514 GD513

GD513

Kantin

Asrama Putra

 
Figure 4. Topology for Communication Range Testing 

 
In Figure 4, testing is done in the campus area of Del 

Institute of Technology. The addressing of devices is done 
as follows: 

Device IP Address Subnet Mask 
Raspberry Pi 1 (R1) 172.29.9.1 255.255.255.0 
Raspberry Pi 2 (R2) 172.29.9.2 255.255.255.0 

Testing Design for Self-Healing 

Topology used for testing Self-Healing in wireless ad 
hoc is shown in Figure 5. In this scenario, it was designed 

that connection between R3-R1 will switched to R3-R2 
when R1 go down. 
 

Host A

Guest House Area

Entrance Hall

Plaza

Open Theater

GD516
GD515

GD514 GD513

GD513

R2

R3
Host B

R1

 
Figure 5. Topology for Self-Healing Testing 

In the Figure 5, testing is done in the campus area of 
Del Institute of Technology. The addressing of devices is 
done as follows: 

Device IP Address Subnet Mask 
Raspberry Pi 1 (R1) 172.29.9.1 255.255.255.0
Raspberry Pi 2 (R2) 172.29.9.2 255.255.255.0 
Raspberry Pi 3 (R3) 172.29.9.3 255.255.255.0 
Host A 172.29.9.19 255.255.255.0 
Host B 172.29.9.15 255.255.255.0 

 

Testing Design for Multi-hop 

Topology used for testing the multi hop condition of ad 
hoc wireless networks is shown in Figure 6. In this scenario 
we can see that ad hoc network consist of 5 hosts and 4 
hops.  

R1

Guest House Area

Entrance Hall

Plaza

Open Theater

GD516
GD515

GD514 GD513

GD513

R2

R3
Host B

Host A

 
Figure 6. Topology for Multihop Testing 

 
In the Figure 6, testing is done in the campus area of Del 
Institute of Technology. The addressing of devices is done 
as follows: 

Device IP Address Subnet Mask 
Raspberry Pi 1 (R1) 172.29.9.1 255.255.255.0 
Raspberry Pi 2 (R2) 172.29.9.2 255.255.255.0 
Raspberry Pi 3 (R3) 172.29.9.3 255.255.255.0 
Host A 172.29.9.19 255.255.255.0
Host B 172.29.9.15 255.255.255.0 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

4

 

 

TESTING AND DISCUSSION 
This section describes the test performed on the 

scenarios that have been designed in section 3. 
 

Testing 
Testing is carried out to ascertain whether ad hoc 

network that has been built by implementing the OLSR 
routing system able to carry out their task properly. Before 
testing the performance of OLSR routing protocol, it is 
needed to ensure the interconnection between nodes in ad 
hoc network. 
 
Testing of Hello Message Delivery  

Hello message delivery is done to determine the nodes 
that are close together and connected each other. This 
message is broadcast to all nodes to find its neighbour and 
also has function to make changes in the routing table. 
The delivery of hello message packet from one node to 
another node by using olsr routing protocol could be done 
with command: “olsrd –d 3”, so it will display the address 
of neighbor node as shown in Figure 7.  

 
Figure 7. Hello Message Testing 

  
Network Range Testing 

Testing the range of connections between nodes is done 
to evaluate the reach ability of connections between nodes. 
This is the first stage of testing before testing the OLSR 
routing implementation. This testing is done by sending 
ping from one node to another node with different 
distances. 

The result of range possibility testing between two 
nodes in term of delays is shown in Figure 8. 
  

 
Figure 8 Delay on Network Range Testing 

In each testing, with different distances, it was delivered the 
same number of packet, which is 20 packets. The graph in 
Figure 8 shows that there was no significant difference in 
the performance of the connection until at a distance 170 
meters. Packet loss in each testing process could also be 
seen in Figure 9. 

 
Figure 9 Packet Loss on Network Range Testing 

In the graph above can be seen that up to distance 120 
meters, there is no packets lost yet. However, from a 
distance 130 to 210, there are some packets lost. The 
tolerance of packets lost that can be received is 20%. So, it 
can be concluded that the wireless network is still works 
optimal up to a distance of 180 meters. Because at a 
distance of 180 meters, from 20 packets there are 4 (20%) 
packet loss, and 16 (80%) packet received. 
  
Self-Healing Testing 

Self-healing testing in OLSR is done to ascertain 
whether the node in OLSR ad hoc network can still send 
packets to the destination through other channels if one 
pathway is broken or the neighbor terminal is down. This 
self-healing mechanism aims to find a new route to send 
packet to the destination. Several steps to perform OLSR 
self-healing as shown in Figure 5:  
- Host B ping host A. By using trace route command, it 

can be seen the route to get to host A, as follows: 
root@fun-Lenovo-8460:/home/fun:# traceroute 172.29.9.19 
traceroute to 172.29.9.19 (172.29.9.19), 30 hops max, 60 byte 
packets 
1 172.29.9.3 (172.29.9.3) 4.488 ms 5.169 ms 5.152 ms 
2 172.29.9.1 (172.29.9.1) 31.594 ms 38.823 ms 38.814 ms   
3 172.29.9.19 (172.29.9.19) 35.594 ms 48.823 ms 38.814 ms 

- At the time of ping process running, node R1 was 
turned off. Event R1 was down, ping process is still 
running. We find that ping process can be interrupted 
for about 1 minute because OLSR has not update their 
routing tables yet, and it automatically connect again 
after the routing table is updated.  

- By using trace route command from host B to host A 
again, it was found that the routing has changed from 
R2 go to R3 and then to host A as follows. 
root@fun-Lenovo-8460:/home/fun:# traceroute 172.29.9.19 
traceroute to 172.29.9.19 (172.29.9.19), 30 hops max, 60 byte 
packets 
1 172.29.9.3 (172.29.9.3) 3.423 ms 5.169 ms 4.152 ms 
2 172.29.9.2 (172.29.9.2) 39.594 ms 38.823 ms 38.814 ms 
3 172.29.9.19 (172.29.9.19) 60.594 ms 68.823 ms 48.814 ms

 
Self-Healing Testing with Application  

In the previous testing, self healing testing done by 
using ping methode. In this section, testing was performed 
by acsessing the web server connected to ad hoc network as 
shown in Figure 5.   

Here are several tests to perform OLSR self-healing 
using application: 
1. One of the host acts as a web server and another host 

acts as a client to access the web server. Raspberry Pi 
devices serve as an intermediate node. When the 
connection from R3 to R1 being disconnected while 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

5

 

 

the host is requesting process to the web server, then 
the process will stopped temporarily. However, after 
refreshing process, then the web application on the 
server can be accessed again. This occurs because 
OLSR as routing protocols have found the new route 
from the host to the web server. 

2. One of the host acts as a chatting server by installing 
openfire and other hosts acts as a client which uses a 
spark application for chatting. When doing chat and 
routes between hosts with the server is lost due to one 
of the intermediate node is down, then chat application 
will be interrupted for about 1 minute and it will be re-
activated automatically. 

3. One host acts as a video server and another host acts as 
a client to access the video through the browser. Video 
playback will be interrupted if the routing is lost, and 
will reconnect automatically when a new routing has 
been discovered and video playback should work 
again. 

      
OLSR Multi-Hop Testing 

OLSR Multi-hop testing is done to ensure that a node 
can send packets to the destination through other nodes as 
intermediate node. Testing is done based on test scenarios 
as shown in Figure 6.  
Before conducting the test, it must be confirmed that:  
- Testing is done in real condition, not use a routing 
manipulation such as iptables.  
- Host A cannot ping directly to R3 and Host B  
- Host B cannot ping directly to the R1 and Host A 
Testing stage was performed as:  
1. Host A send ping to the adjacent node R1 with 1 hop 

connection. Trace route command done to see the route 
from node A to node R1. The results showed that host A 
directly connected to node R1. 

root@laban-Lenovo-8460:/home/laban:#traceroute 172.29.9.1 
traceroute to 172.29.9.1 (172.29.9.1), 30 hops max, 60 byte 
packets 
1 172.29.9.1 (172.29.9.1) 7.713 ms 7.674 ms 8.814 ms

2. Host A send ping to R2 which has 2 hop connection. 
The results showed that host A is connected to node R2 
through node R1 as shown below. 

root@laban-Lenovo-8460:/home/laban:#traceroute 172.29.9.2 
traceroute to 172.29.9.2 (172.29.9.2), 30 hops max, 60 byte 
packets 
1 172.29.9.1 (172.29.9.1) 4.488 ms 5.169 ms 5.152 ms 
2 172.29.9.2 (172.29.9.2) 31.594 ms 38.823 ms 38.814 ms

3. Host A send ping to R3 through intermediate node R1 
and R2. The results showed that host A is connected to 
node R1, R2, and then to R3. 

root@laban-Lenovo-8460:/home/laban:# traceroute 172.29.9.3 
traceroute to 172.29.9.2 (172.29.9.2), 30 hops max, 60 byte packets 
1 172.29.9.1 (172.29.9.1) 3.152 ms 3.110 ms 5.545 ms 
2 172.29.9.2 (172.29.9.2) 11.351 ms *  44.515 ms 
3 172.29.9.3 (172.29.9.3) 91.623 ms 91.633 ms 91.617 ms 

4. Host A send ping to host B through intermediate node 
R1, R2 and R3. The results as shown below: 

root@laban-Lenovo-8460:/home/laban:#traceroute 
172.29.9.15 
traceroute to 172.29.9.15 (172.29.9.15), 30 hops max, 60 
byte packets 
1 172.29.9.2 (172.29.9.2) 16.619 ms 16.546 ms 27.215 ms 
2 * * 172.29.9.3 (172.29.9.3) 193.727 ms  
2 172.29.9.15 (172.29.9.15) 303.213 ms 307.006 ms 

311.424 ms 
 

Discussion 
Through intensive testing process has confirmed that ad 

hoc network which implemented by using Raspberry Pi 
with OLSR routing protocol can be used properly for multi-
hop communication function or in communication with self-
healing condition. 

From testing that has been done can be seen that the 
self-healing capability to handle the network availability is 
very effective because there is no significant difference in 
term of connection speed between self-healing multi-route 
and a direct connection. In the experiment can be observed 
that the application browsing, chatting and video playback 
from the server is still running well when the intermediate 
nodes go down. The delay perceived relatively small and 
the communications can be resumed quickly. This situation 
is possible because in the OLSR routing protocol, every 
node send Hello Message periodically to update their 
routing table and maintain the connection. When there is 
any intermediate node broken, then the neighbor nodes will 
try to find another route quickly based on the up to date 
routing tables. This mechanism enables self-healing process 
running well, where user does not aware there is a problem 
in the intermediate node. 

Through testing has also confirmed that the multi-hop 
communication can be realized in ad hoc network. Through 
experiments it is known that the delay will increase when 
the number of hops increases. This delay comes from the 
accumulation of process delay, transmission delay and 
propagation delay. From the delay we can see that data 
communication which transmitting small size data, such as 
data text, can still be forwarded well on 4 hops 
communication. 

To determine path taken to a node, trace route sends 
three probe packets with UDP types from different source 
ports, with TTL values 1. When the packet reaches the next-
hop router, the TTL of the packets will be decrease so that it 
becomes 0, and the next-hop router will reject the UDP 
packet while sending ICMP Time-to-Live Exceeded trace 
route to the origin node. By this way, the sender knows the 
IP address of the first path taken. 

Then, the source of trace route sends again 3 pieces of 
UDP packet with TTL value is increased 1 become 2, so the 
first router in the path toward the destination of trace route 
will skip the UDP packet to the next router. The second hop 
router will see that the package has expired, TTL become 1 
after deduction by the first router. So same as the first 
router, that router will send the ICMP packet Time-to-Live 
Exceeded the source of trace route. 
As the source of traceroute already known the seccond hop 
in path to destination, source of the traceroute will send 
again 3 pieces of UDP packet with TTL value is increased 1 
become 3.  

The third hop router will respond with ICMP packet 
Time-to-Live Exceeded to the source of trace route, so the 
source of traceroute knows the IP address of third hop 
router. This process will be repeated for sending UDP 
packet to destination of trace route. Three packets of UDP 
trace route is the default packet from trace route 
applications.  

Each data packet has time to live (TTL). Time to live 
will decrease by 1 each data packet forwarding through one 
node. OLSR as a routing protocol will determine route 
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which traversed by packet. More hops are traversed by a 
packet to destination, then packets will require more time in 
transmission. In other words, packet delay will increase as 
number of hops increase. 
 
Remastering Raspbian Image 

Re-mastering of raspbian image is a process to 
duplicate raspbian operating system and saved as an image 
file. Re-mastering of raspbian image is needed to help 
researcher or developers who want to explore further about 
the Raspberry Pi and implement ad hoc networks using 
Raspberry Pi and OLSR as routing protocol. By using 
raspbian image, time for learning and implementing OLSR 
in Raspberry Pi will decrease. It is not neccessary anymore 
to do the same way of configuration because all of 
configuration and services features needed already installed 
and configured properly.  
  

CONCLUSION 
Based on testing result includes testing the availability 

of ad hoc networks with 3 and 4 hops, testing ad hoc 
network coverage, testing ad hoc network routing, it can be 
concluded that the implementation of ad hoc networks with 
OLSR routing by using Raspberry Pi devices as nodes can 
be implemented. Through several testing scenarios can be 
seen that the ad hoc network built can be used to overcome 
the limitations within range, by implementing of multi hop 
communication. 

By doing testing with scenarios such as range testing, 
multi-hop testing, and wireless adhoc network self-healing 
can be concluded that the Raspberry Pi by using USB 
Wireless TP-Link WN722N with OLSR routing protocol 
can work well with distances up to ± 180 meters between 
two nodes in one hop in line of sight communication. When 
the number of hops increase then it will decrease delivery 
ratio and increase the delay, but the system can still work 
well. Through testing we can also find that the self-healing 
mechanism performed successfully. Testing by using video 
access applications on the server shows that eventhough the 
intermediate node switch to another node, users can still 
access the video server properly. 
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ABSTRACT 
Information dissemination as the main objective of setting up the Internet has seen different folds to improve its course. 
Information centric networking (ICN) has been introduced with the aim of curtailing some future challenges posed at the 
traditional Internet in the nearest future.  ICN advantage of caching chunks of information on-path and off-path of the 
network stands the paradigm out as an alternative shift from host centric network to name centric. ICN caching approach 
can thereby significantly reduce amount of times a host is visited. Bloom Filter with its advantage of fast searching and 
false positivity characteristics are seen as form of message retrieval practice to improve interest serving on the network. 
This paper analyzed the advantages of vending and adopting Bloom Filters and Muxing as research directions to 
minimize excessive bandwidth consumption, lesser delays, prompt delivery of information, higher throughput and the 
ability to share information from troubled stations. Concepts are proposed and wider algorithms are pointed out to 
increase the overall ICN framework as related to caching and other network services. 
 
Keywords: Information centric network  Caching  Content centric network  Bloom Filters Muxing Scheduling 

 
INTRODUCTION 

ICN has been developing with various 
architectures and forms of design. These include Content 
Centric Networking (CCN) and Named Data Network 
(NDN) (Jacobson, et al. 2009), Data Object Network 
(DONA) (Tyson, et al. 2013), Network of Information 
(NetInf) (Ahlgren, et al. 2008) (Dannewitz, Herlich and 
Karl 2012) among others. However, for the purpose of this 
paper, the concentration will be more on information 
retrieval, forwarding and caching. 

Researches have presented quite a number of 
dividends of adopting ICN as future Internet. The ICN 
concept is best described as a neighbor aid communication 
through subscription of interest and the publishing of the 
required interest as information forwarding (Jacobson, et al. 
2009).  Jacobson, et al. proves that the information referred 
to by names stands the advantage of lesser host visitation.  

ICN has been envisioned as the future Internet. 
However, some open research issues exist particularly in 
naming, routing, scalability, mobility, scheduling, security 
and caching. Suggested works have submitted the potential 
use of flat naming, hierarchical and distributed hash naming 
schemes  (Jacobson, et al. 2009).  

Therefore, ICN as a future replacement of objects 
referral by name serves better advantages than IP addresses. 
Ciscos report on the huge amount of information on the 
Internet and mostly multimedia has thus necessitated the 
need for subscribing into Internet of names and object 
(Jacobson, Smetters, James D., & Michael F., 2009).  With 
the properties of the neighbor node caching a chunk through 
the Leave Copy Down (Psaras, Chai and Pavlou 2013); it 
makes ICN more beneficial to reduce bandwidth 
consumption by caching along the paths. Once a router or 
node has requested for information through subscription of 
interest, the interest is looked up on the entire network or on 

some parts of the network using the shortest path to the 
source of the interest.  

The major challenge here becomes that the interest 
is directly granted via retrieval from the special store known 
as Content Store (CS). Once the interest matches the 
information in the store, it is then served. Consequently, if 
the information is not hit (found), the interest is placed in 
the ICN Pending Interest Table (PIT). Additionally, on the 
event that the interest is met, Forwarding Information Base 
(FIB) forwards the interest through the route of 
communication as the interest comes (see Figure 1). 

Researches conducted on caching are yet to 
conclusively convince the optimal caching practice that best 
suit the ICN paradigm. Therefore, the need to propose a fast 
agglomerated concept of Bloom Filters (Bloom, 1970) is not 
off the track. Bloom Filters advantage of fast searching will 
necessitate its inclusion into ICN caching. When interest are 
sent out by subscribers of object using names as submitted 
by Jacobson et al.(2009) and Ahlgren, Dannewitz, et al. 
(2012), fast look-up are needed especially on highly loaded 
network. This would improve the overall throughput and 
bandwidth of the entire network activities. Psaras et al., 
suggested that a reserved memory chunk is needed for the 
farthest node so as to minimize redundancy and improve 
further request grants  (Psaras, Chai and Pavlou 2013).  

Cache placement on the network has also seen lots 
of active researches such as the proxy, active, reverse proxy, 
adaptive caching architectures (Nagaraj, 2004),((Psaras, 
Chai and Pavlou 2013), (Psaras, Chai and Pavlou 2012), 
(Wang, et al. 2013) and (Wang, Zhang and Bensaou 2013)). 
Without a proper caching in place, ICN cannot be 
achievable.  

For the purpose of this paper, proxy caching shall 
be used along Bloom Filter technique to enhance the 
lookup. A Longer Job First (LJF) scheduling algorithm 
(Abdullahi and Junaidu 2013) is proposed to enhance and 
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increase the overall number of caches on-path as the interest 
is served. Studies have tried to identify the problems of 
replacing the object contents cached on the nodes. 
However, searching a long shrubby network will demand a 
fast approach to return the results of the subscribed object.  

The next section of the paper will be discussing the 
motivation and related works on caching in ICN. Section 3 
shall introduce the major components of the ICN 
architecture while Section 4 shall suggest the possible 
researchable areas. Bloom Filter properties and cache 
placement shall be covered in Section 5. Section 6 will 
present a proposed algorithm while Section 7 concludes the 
paper. 

 
MOTIVATION AND RELATED WORK 

Caching is the main concept that underlines the 
ICN technology. Additionally, when caches are mentioned, 
due to its lower space management nature, the need to have 
an acceptable placement of frequently requested 
information posed a necessity. ICN fashions in a way that 
every router node that has information past, caches what 
passes? In the event that a request is sent and the spaces 
becomes exhausted, the placement must take place in this 
respect. ((Psaras, Chai, & Pavlou, 2013), (Wang, Zhang, & 
Bensaou, 2013), (Zhang, Wen, Xie, & Yu, 2013)  
 ProbCache as suggested in  (Psaras, Chai and 
Pavlou 2013) uses the probabilistic algorithm for content 
caching. The results obtained demonstrated the use of a 
length of the network and nodes, path capacity and 
monitoring. The results through simulation show that it is 
vital for contents to leave a space for path caching on the 
network and also to multiplex contents from server to 
clients. The placement policy used was Least Recently Used 
(LRU) for objects and content cahing. Using the LRU as 
demonstrated in the paper, proved to have reduced the 
redundancy of objects in the store and improved hit ratio. 
Part of the achievements of the work submitted the ideal 
number of hop crosses were lesser after the first initiation of 
the publish-subscribe.  
 In another study by (Wang, Li, Tyson, Uhlig, & 
Xie, 2013) in optimal cache allocation for CCN, cache 
allocation problem was addressed. The question that 
motivated this research was also captured as “how storage 
should be distributed? And where exactly should cache 
capacity be placed?” (Wang, et al. 2013). The conclusion 
from the work proves that heterogeneous allocation out-
performs homogenous cache allocation. However, it was 
noted that a mix of the placement policy serves the cache 
practice better. Most popularly used placement policies 
known as Least Frequently Used (LFU) and cache 
everything as studied in (Jacobson et al., 2009) yeild good 
results. Additionally, LFU with fixed caching probability 
also provided several results of importance.  
 Wang et al. in (Wang, Zhang and Bensaou 2013) 
and (Zhang, et al. 2013) studied caching in the Intra-
Autonomous System (AS) cooperative caching. The study 

proposed solution to redundancy request on path. The work 
made an inclusion of the autonomous neighbor nodes 
serving similar interest to another by collaborating. It was 
gathered that the work solved the problem of eliminating 
redundancy interest by the AS serving each other’s request. 
It was completely opposite of the work done by (Psaras, 
Chai and Pavlou 2012),  (Wang, Li, Tyson, Uhlig, & Xie, 
2013), and  (Zhang, Wen, Xie, & Yu, 2013). 
 Motivation in this papers is a quest of adding a 
faster look up in the network which could as well make ICN 
architecture faster in request delivery. This will also aid in 
minimizing excessive delays before a Pending Interest 
Table (PIT) respond. In order to address these issues, Bloom 
Filters introduced by Burton H. Bloom in 1970 for space 
management would be suggested. Bloom Filter technique 
(Bloom, 1970) aims to minimize the delay making this 
contribution entirely different from the aforementioned in 
other studies. Whereas Multiplexing (Muxing) concepts of 
circuits will categorize similar requests of interest coming 
from different nodes. By so doing, reducing individual 
request sending into the networks independently. This will 
definitely minimize loads and transportation costs on the 
network. 
 
OVERVIEW OF ICN 

The ICN proposed by Jacobson et al. in 2009. Also 
described in  (Ahlgren, D'Ambrosio, et al. 2008) and  
(Ahlgren, Dannewitz, et al. 2012) aims at pulling 
information from the neighbor nodes. This however reduced 
the general inter-communication of frequent posting of 
information. Redundancy of information is better minimized 
through caching. Thus saving a chunk or entire piece of 
what is important or most recently used or Recently 
Frequently Used (RFU) information. 

Figure 1 describes how ICN works.  Interests and 
data objects are subscribed and fed to the nodes through a 
neighbor channel. A user (Subscriber 1) starts by initializing 
a request known as interest at action 1. The interest is 
recorded into the content store and served immediately if 
the interests exist. This interest is forwarded via the same 
route and path where the interest came from using the 
special forwarding property in the Forwarding Information 
Base (FIB). A record of such interest is kept for an entry 
record in the PIT once the interest is not served thereby 
looking up the network to pull the object. At point (a) on the 
figure, a publisher at the other end publishes some objects 
into the network. Point (b) shows how the information is 
forwarded to a cache-enable router node. Thus, saving the 
object in its store for other interest from different sites to 
feed and pull.   

The operation continues in this fashion using 
names as discussed in the following section of the paper. 
From Figure 1, object from the required interest is first 
pulled at action point (d). This is only achievable as a result 
of the caching properties in router S1.   
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Figure 1 ICN Architecture 
 

However, like many other paradigms, this concept has 
its challenging points yet to be fully tackled. Amongst them 
are: 

1. Naming 
Information is required to be referred to by names in 

lieu of the IP addressing as in the traditional Internet. 
Hierarchical, flat and distributed hash functions have been 
proposed and used  (Jacobson, et al. 2009), (Tyson, et al. 
2013) (Zhang, et al. 2013), (Kubiatowicz, et al. 2000). 
Naming in ICN defines how a subscriber (requester) of 

Interest sends out interests/objects. Once a name of an 
interest is posted on the network, the name resolution 
function handles the next set of direction providing a match. 
It differs from the traditional Domain Name System (DNS) 
server and the Dynamic Host Configuration Protocol 
(DHCP) through some features. ICN dream sounds 
promising as the hurdles of sending interests to farther 
distances will definitely be minimized through the cache 
node ability.  

 

 
 

Figure 2 Naming and resolution in ICN 
 

2. Name Resolution 
Interests are sent out onto the network using names. As 

soon as the interests are delivered, cache-enabled nodes 
respond to the interest. This is used in all popular ICN 
architectures (NDN, NetInf, DONA, etc.) except the 
Publish/Subscribe Internet Routing Paradigm (PSRIP). In 
PSRIP also known as the Publish-Subscribe Technology 
(PURSUIT)  of the FP7 EU Project 2010, name resolution 
is usually settled on the special server-like station known as 
Rendezvous Node (RN). When subscriptions are posed by 
the requester, it is channeled into the local RN which in turn 
communicates to find a match in the Global RN. For other 
architectures such as CCN, DONA, NetInf, distributed hash 
functions are proposed to make the matching. An acceptable 
standard is yet to be reached on the matter for the most 
suitable form of matching and resolving names in ICN.  
 

 
From Figure, Client 1 sends out an interest using the flat 
scheme naming, this name is forwarded to router A as 
depicted on the figure. Once a match is found through 
resolution algorithms, the interest is served. From the figure, 
Router B had to use the FIB to forward the interest so as to 
obtain the object me/uum.irl published by the origin. It is 
clear to note that Client 2 would not need to travel down the 
lane as router B had previously cached the data requested 
for.  
 

3. Mobility 
Challenging as it may seem, mobility is the ability of 

serving nodes that consist the network or the ability to 
handle nodes going on and off the network (Tyson, et al. 
2013). As submitted earlier that mobile and multimedia 
information is becoming ubiquitous, mobility needs to be 
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properly handled. ICN technique, through the idea of the 
neighbor serving action, tends to solve the mobility issues 
without disrupting the application layer. Once a request has 
been served and cached on a node, regardless of who 
subscribed the information earlier, next demand by different 
subscriber on the same interest are usually served. This 
however is seen as one of the advantages of vending into 
the Internet of names of ICN since the DNS and DHCP 
does not need to be contacted. However, the issue of 
mobility is also open to research mostly when the cache 
contents are done off-path.  
 

4. Security  
ICN ability to forward cached information requires 

adequate security feature. Careful responses to interests are 
coordinated with some security functionality. Just like the 
traditional Internet, Secure Socket Layer (SSL) that checks 
the accurate matching of sent and receiving information is 
needed. When interests are published, the ICN concept gets 
the match of the senders name and path. If the interest is 
found in the content store, then the forwarding node through 
the FIB creates the routing for its delivery. Some security 
features have already been proposed such as unique key 
distribution, stale timing, digital signing, encryption, 
binding, hash key distribution among others  (Ahlgren, 
Dannewitz, et al. 2012), (Ahlgren, D'Ambrosio, et al. 2008), 
(Jacobson, et al. 2009).  To gaurantee the trust worthiness, 
confidentiality, authenticity and integrity of information 
objects, information-centric security measures are required.  
 

5. Scheduling 
Scheduling defines the form and order to which 

processes are assigned functions and operations  (Abdullahi 
and Junaidu 2013). In ICN, one will notice that all 
information as interest and objects need to be forwarded 
after discovery. This along several forms of information 
transport has yielded suggestions of scheduling schemes 
such as the Least Frequently Used (LFU) (Wang, et al. 
2013) and First Come First Served (FCFS) as describe in  
(Jacobson, et al. 2009) to avoid duplicates of interest in the 
PIT. The proper and acceptable means of scheduling is 
therefore needed to drive the ICN concept to optimum 
functioning. From the study by Psaras, Chai and Pavlou in 
2012, redundancy and bandwidth could be minimized if the 
interests are first served to the farthest requested. It is 
logical that if the subscribers are linear in nature, once the 
farthest node is served using the Longer Job First (LJF)  
(Abdullahi and Junaidu 2013), on path nodes and route can 
therefore cache to use the LCD submitted by  (Psaras, Chai 
and Pavlou 2013), (Psaras, Chai and Pavlou 2012) and  
(Jacobson, et al. 2009).  
  
 The aforemention points are vital and thus require 
further research to make ICN standardized.  
 
RESEARCH ISSUES  

ICN caching with its wide advantages of neighbor 
providing information as objects and interests is seen to be 
challenged by some issues. One of the top most among 
many issues is caching (Ahlgren, Dannewitz, Imbrenda, 
Kutscher, & Ohlman, 2012). Caching provides the chunk in 
the network or outside the network with the help of an 

additional registration or routing information. The issues 
affecting caching include: 
 

1. Placement policies 
2. Replacement policies 
3. Fast scan and search 
4. Cache device or site positioning 

 
For the purpose of this paper, few of the Placement policies 
will be mentioned as related to other studies. Popular 
contents and objects are cached and provided when 
demanded. Direct mapping of information objects could be 
refered to as Cache First Object (CFO). 
 

1. Placement policies in ICN are yet to present the 
optimal and the suitable time for object and interest 
to be cached. The advantage of CFO is to increase 
the hit ratio by automatically serving the interest as 
fast as possible from the content store. The 
disadvantage of CFO could be seen when the 
network grows spontaneously. Since cache sizes 
are always limited, it is therefore necesssary to 
vend into researching an optimal placement policy 
in ICN.  

2. Replacement policy defines the order of saving and 
discarding object out of the memory. Least 
Frequently Used (LFU) has served one of the top 
most repacement policies. It amounts and counts 
based on a predictory history of refering an object. 
In ICN, LFU could as well be computed and 
predicted from the amounts of interests served in 
the PIT. Random replacements and Adaptive 
replacement policies have also been used in several 
studies to create random space in the memory and 
balance between the LFU and MFU respectively.  

3. Quick scan within the network is very important as 
when interest are served. The advantage of proxy 
cache architecture provides the fastest result. In 
proxy positioning and cache architecture, the 
caching is done at the edge in order to closely 
place to the subscriber  (Nagaraj, 2004).  When the 
network grows large, it is logically conclusive that 
cache nodes placed in the middle (on-path) would 
serve the best result.  For this reason, the Bloom 
Filter  (Bloom, 1970) with its advantage properties 
of array and probability makes searching and 
interest serving easier.  

4. Cache device and positioning presents the form of 
caching either on-path or off-path using additional 
information and devices. Multiplexing as studied in 
(Huang & Leung, 2008) unarguably saves space, 
bandwidth and excess visitation to the producer 
station. It would be most beneficial to ICN to adopt 
the multiplexing of same request types and 
multiplex (mux) it as one to the PIT. This will 
reduce the amount of energy needed to send the 
interests in pieces.  Figure 3 presents the cache-
enable router (node) placement thereby muxing  
three similar interests from different subscribers. 
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PROSPECTIVE USE OF BLOOM FILTERS AND 
MULTIPLEXING (MUXING) IN ICN 

 
Bloom Filters 

Bloom Filters (Bloom, 1970) is introduced by 
Bloom H. Burton in 1970 have been used to solve various 
searching and architectural organisational problems. With 
Bloom Filters advantage of lesser error through the usage of 
its hash function and probability that an element or entity 
does not belong to a set would make interest searching 
faster. Bloom Filters can be incorporated in the search of 
Pending Interest Table (PIT).  In recent times Distributed 
Hash Tables (DHT) were used to resolve names and provide 
a fast look up. Bloom Filters will be demonstrated in the 
remaining sections of the paper. 

 
 

Properties of Bloom Filter 
Some of the properties of Bloom Filters include:  

1. Fast look-ups during search 

2. Returns false positive  
3. Easily identify a member of a set or not 

 
For the purpose of ICN, Bloom Filters make a fast search 
and a look-up by utilizing the probability functions that 
exist in the filter as pointed out by Crainiceanu in  
(Crainiceanu, 2013).     Multiplexing will be used to test the 
grouping and membership of interests in the PIT and CS. 
When the same interests are sent, the properties of the 
multiplexing will combine the interest as one to lesser the 
streaming and save bandwidth.  Figure 3 presents the 
pictorial representation of the proposed research direction 
using the multiplexing for similar group interest sending 
and Bloom Filters to aid in fast look-ups. 
From the figure, users 1-3 (Subscribers) send out interests to 
the network. Once the interests get to the first node (router), 
the content store makes a look-up to see if such interest is 
stored.  On the event that the interest is not found, the 
interest is then placed in the special pending queue known 
as the Pending Interest Table (PIT).  

 
Figure 3 Multiplexing interest

 
Subscriber interests are muxed from the first point of sending. The multiplexing algorithm work in the way of combining the 
same interests to minimize the sending and transport costs. This operation helps to minimize the overall bandwidth 
consumption, lower latency and overall immediate interest look up.

 
Multiplexing (muxing) 
  ICN adopting a technique of multiplexing 
interests is open to research of improving the overall 
message and information dissemination. From Figure 3, 
the first operation is initialized by Subscriber 1 with the 
action number 1. A router node m with the Bloom Filter 
and multiplexing algorithm is added to the network. The 
idea of using the Bloom Filter is to enhance the searching 
and make name resolution easier. Once the interest is 
placed in the PIT, FIB forwards the interest to the 
neighbor node with the intention of getting a feedback. 
Consequently, Subscribers 2 and 3 also demanded for the 
same data or object by Actions 2 and 3 respectively. Their 

individual interest is look-up by the filter to confirm if the 
interests belong to the same set.  
 The publisher on the other end, send out data 
objects into the network through action a. Once the 
interest are forwarded based on the ICN concepts, the 
interest are removed from the PIT to pave way and space 
for new interest. As submitted by Psara et al., the case of 
redundancy needs to be mitigated. Therefore, according to 
study on coordinated caching in  (Psaras, Chai, & Pavlou, 
2013) and  (Psaras, Chai, & Pavlou, 2012), farther look-
ups or interests needs to be served first before the closer 
nodes. When farther nodes are visited for the first time, 
there would be no need scheduling on the energy and time 
consumption to closer nodes.  
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Scenario test 

Consider an example of a populated ICN 
network with considerable size Z, with U as a set of 
information such that U={information}, Publisher P with 
data set elements X. Each element X has a unique interest 
i such that: 
 i =1,2,3,…,n ; that is used to satisfy the client request Y 
for S as Subscriber. Mapping and matching interest 
between Xi and Yi represents the Publisher and Subscriber 
respectively.  
Such that:  
ICN U= {Information, i}, P= {X1, X2, X3,…, Xn },  
S= {Y1, Y2, Y3, …, Yn}. Another Set of routers R are used 
as the medium of interconnection between the nodes and 
stations as R = {R1, R2, R3, …, Rn}.  
To apply the fast look up, Bloom Filter (BF) is introduced 
into the network. When interests are posted by 
Subscribers as request, the first node R looks into the CS 
for a match. The name of the object is forwarded to the 
PIT. The advantage of adding BF here is to serve as a 
catalyst for efficient result finding after name resolution. 
As a potential of handling similarities of interest, Muxing 

(Multiplexing and demultiplexing) interest are served in 
one route. This proves lesser bandwidth consumption, 
time to retrieve and present object is lessened. Muxing is 
possible when the interests from several Subscribers are 
AND or intersected. An intersection of a set A is the result 
of two or more sets having the same elements appearing in 
set B and C. Example:  

B AND C = A    …  (1) 
Where B={ 1,2,3,4} and C ={3,2,4,} 

Therefore, A={ 2,3,4}.  
Using the above result in ICN concepts, similar interests 
are therefore ‘AND’ and served as multiplexed.   
 The benefit of introducing BF as discussed above is to 
grant fast results of a set member element (interest) or not. 
Autonomous stations (AS) from Figure 4, is visited to 
grant a request. All pending interests placed in individual 
nodes are searched and added to the list. When the result 
becomes negative, the interest is followed up in another 
node or station. From Figure 4, Subscriber 1 sends out 
interest i. as Yi in action 1. It was observed that an 
intersection of interest exists between Subscribers 1-3. 
This necessitated the mux operation of the interests.  
 

 
Figure 4 Fast Look-up using Bloom and Multiplexing 

 
 
Bloom Filters are in-cooperated into the autonomous 
stations to provide a union of the interests in all stations. 
This makes the interest searching a lot more frequent, 
faster and forwarded easily. From Figure 4, action 1 as 
interest from subscribers checks the router (R1) station on-
path. R1 is cache enabled to reduce similar interest 
serving. When Subscriber 1-3 represented as Y1-Y3 sends 
out interests, action 2 is performed thereby looking unto 
the PIT to grant the interest. However, AS 2 demands 
some information i using the FIB. Assuming publisher Xi  

sends out a match of the requested information i , eight or 
more actions will be needed to benefit from the long 
routed network. Therefore, according to  (Psaras, Chai, & 
Pavlou, 2013) the longer interest require more traveling 

parts for delivery, a Longer Job First (LJF)  scheduling 
algorithm (Abdullahi & Junaidu, 2013)  needs to be used 
to access the interest/object source. When interest/objects 
are requested by Subscriber 1-3, the resulting objects will 
be cached on Router R2 and R3 on a reverse action 6 and 
6a respectively.  
The potential use of introducing BF thus reduced the 
interaction and interest look-ups within each AS. Intra-
nodes communications at AS are therefore used to 
agglomerate the results of available interests in each 
station of AS 1, AS 2, AS 3 and AS 4. Intra-cache  
(Wang, Zhang, & Bensaou, 2013) in AS makes the filter 
results easily obtainable and saving the excessive 
bandwidth that would have been used individually using 
inter AS searches. The concepts of caching on-path of R1, 
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R2 and R3 minimizes the cache object redundancy which 
are always seen as a major challenge in caching concepts  
(Psaras, Chai, & Pavlou, 2013),  (Wang, Zhang, & 
Bensaou, 2013). Researches  have been made in different 
studies to avoid caching objects with less popularity, or 
least recently used items. Caching objects that do not need 
frequent request consumes the bandwidth and the cache 
memory spaces. Blooming interest is thus seen as a 
predictor solution to the problems of redundancy of 
objects on-path.  
 
Scenario description 
Suppose a populated network is set as Z: 
1: Subscriber S request an  interest Yi, such that  i  is the unique 
identity of the interest 
2: i is placed on the PIT of the first node 
3: Look‐up  from the  first Router node R1 to get a match using 
Bloom Filters 
4:    serve the interest i from the Subscriber Yi 
5:  else move interest to the next router node 
6: Check to find the similar interests by intersecting  
7:  Combine  the  interest  (mux)  as  one  to  save  space  and 
bandwidths  
8: Check from the neighbor AS, the results in Bloom Filters 
9: Look into the entire network for the interest 
10: Publisher Xi sends an interest i , into the network 
11:  Cache  i,  for  the  subsequent  similar  request  on  the  first 
router node (Ri) 
12: Send resulting interest/object via the same route 
13: Cache results for next request 

 
Advantages of using Bloom Filters and muxing 

Prospective inclusion of the Bloom Filter and 
muxing practice on the ICN will yield better services in 
terms of message dissemination. Fast lookups are initiated 
intra node while the searching of a member element 
(object) belonging to an autonomous site is done between 
stations.  
Some of the advantages envisioned in the ICN include the 
following; 

1. Overall network latency is improved 
2. Delay jitter is lower than non-Bloom Filter and 

mux ICN architectures 
3. Objects and interest finding is much faster 
4. High inter-node communications to and different 

stations are minimized 
5. Object redundancy is mitigated 
6. Improved cache management through selected 

node caching 
7. Easily scalable 
8. Enhanced mobility due to the bloom element 

membership 
9. Better security 
10. Easy name resolution through Bloom Filter 

probability functions 
11. Higher throughput by AS specification 

 
CONCLUSION 

Bloom Filter and muxing are key concepts of 
data structures, architectures, and information system 
topics of great advantage. In this paper, the envisioned 
ICN as an optional paradigm to the traditional Internet 
was discussed. However, the main idea of ICN is 

channeled through fast delivery of information on the 
Internet using the mid-neighbor as an option. Caching 
therefore is the building block of the ICN architecture. 
Research open issues always remain in caching through 
the idea of fast lookups, what to cache? And how to place 
and replace the elements with lesser redundancy and 
effective bandwidth usage. So Bloom Filter as proposed in 
this paper is to aid in minimizing high linear searches that 
add high latency to the network. Categorizing and 
grouping interests in AS are the contribution in order to 
improve caching. Muxing as described is used to collate 
similar interest of objects thereby reducing the amounts of 
time and memory spaces available. Once interests are 
intersected, it becomes lesser and easier to save on the PIT 
for forwarding.  
 Therefore, ICN caching and message 
dissemination can be improved using Bloom Filter 
technology. The future works can further be pointed out 
by identifying the optimal sizes of the filters in each AS. 
Another issue that was not fully considered was the 
differences in interest from other stations without muxing. 
All of these issues are still open to further studies and 
testing. The paper thus concludes by exposing the 
potentials of Bloom Filters and muxing to improve 
caching in ICN. 
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ABSTRACT 
The number of student intake to the university has increased significantly for the past few intakes. In normal condition, 
newly registered student needs to go through various registration related processes before the registration process could 
be completed. The increment in the number of students has of student numbers affected the whole registration process 
that could take hours to complete due to bottle neck condition  at some counters. To expedite and smooth the registration 
process, tThe Queue Management System (QMS) which is used during the registration day hasd been revised to smooth 
the registration process. In order to increase the confidence level of QMS to be used in real environment setting, the 
system has been tested using an interaction testing technique to detect as many errors as possible due to interaction. 
Although the testing activity was done in limited time with inadequate requirement and design documentation, quiet a 
numbers of errors have been managed to be detected. During the real environment, no system error was recorded and as 
the result, the whole registration process takes less time compared to the previous years. The results obtained showed 
interaction testing is possible to be used in detecting many faultserrors as possible within given time limitation constraints 
and lack of requirement documentation. This paper reports how interaction testing is designed and conducted as well as 
discussing the challenges faced by the researches and strategies to overcome it.  
 
Key words: Interaction testing   Test Data Generator  Queue Management System   
 
 

INTRODUCTION 
In recent years, the university has seen a 

significant increase in student intake for each semester. In 
order to enhance and maintain customer satisfaction, the 
management has taken an initiative to improve the process 
flow of new student registration. The new students' 
registration process which involve various departments and 
various process, could last for  up for hours to be 
completed., which The process includes includes activities 
such as pre-registration process, document verification, 
accommodation invoice, payment process, issuing Student 
ID, briefing from the Student Council, taking a survey and 
ends withlastly students checking into their apartment.  

In order to maintain and enhance customer 
satisfaction, a new registration process flow has been 
designed and implemented for the upcoming session’s 
intake.  The improved process flow is intended to has 
increase the efficiency of the registration process. It is 
expected that This can be seen from the time taken for a 
student to complete the registration process has beenwill be 
significantly reduced to around only an hour compared to 
up to four hours previously. As a critical part of the new 
process flow, a new Queue Management System (QMS) has 
been developed.  

However, since the system is an ad-hoc system 
(i.e. rapid development)  by the university ITMS 
department, it has to be tested somehow to make increase 

the confidence level that the system will not fail during the 
registration day. The system QMS is categorized as critical 
since it will be the first system encountered by the new 
students. Failure of the system will portray a bad perception 
to the new students as well as their family and friends 
towards the university, thus could ruins the university 
reputation.  QMS will filter students, according to a set of 
conditions and produce a queue number which lead students 
to next specific counter for next process. Should the QMS 
fail to produce the correct queue number; student might be 
led to a wrong counter and this could cause a delay to the 
registration process. Worse come to worst, if the queue 
number cannot be produced due to system failure, the 
respective registrar’s officers may need to perform manual 
document checking before directing students to the correct 
counter. These failures could lead to bottleneck and cause 
significant delays in the whole registration process.  

To reduce the risk of failures, the QMS system 
needs to be tested adequately to ensure system reliability. 
The critical part of the QMS is to evaluate a set of 
conditions before producing queue number. These 
conditions  which are constructed from the a combinations 
of values of selected table fields from the system’s database 
tables. These conditions will become the basise for the 
system in producing a queue number for a particular 
student. Since QMS is an ad-hoc system, time allocated for 
testing activity was less than a month before the registration 
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day. Given constraints of time and resources, interaction 
testing is identified as one of suitable testing technique to be 
performed. This is due to the QMS that involves many 
combinations of values in order to produce the queue 
number. Interaction testing will detect faults due to 
parameters or input interaction [re(Kamal Zuhairi et al. 
2008)f]. By adopting interaction testing, Iit ensures QMS to 
cater all possible combinations of conditions. In order to 
achieve  this, an adequate test data need to be prepared. A 
simple script will be used to automate the interaction 
testing. 

 
 
INTERACTION TESTING 

Interaction testing detects faults dues to interaction 
between parameters (Kobayashi, Tsuchiya, and Kikuno 
2002; Nie and Leung 2011; Kuhn et al. 2009)(Kobayashi, 
Tsuchiya, & Kikuno, 2002; Kuhn, Kacker, Lei, & Hunter, 
2009; Nie & Leung, 2011). Testing all possible 
communication combination or interaction between the 
parameters may detect unexpected defects that may resuls 
from the interaction. It is also proposed that interaction 
testing is as thea suitable method to be used within a limited 
cost and constrained schedule, in order to fulfill the release 
time and ensure good testing coverage (Huller 2000; Hagar 
et al. 2014)(Hagar, Kuhn, Kacker, & Wissink, 2014; Huller, 
2000). 

 
The basis of combinatorial testing is the interaction 

rule between the parameters. The combinatorial testing is 
also known as Combinatorial Interaction testing (CIT) (Nie 
and Leung 2011)(Nie & Leung, 2011). CIT is claimed as 
the effective software testing technique and has been well 
studied and applied for over 20 years (Nie and Leung 2011; 
Cse 2014)(Cse, 2014; Nie & Leung, 2011). In CIT, not 
every parameter contributes to every failure (Kuhn et al. 
2009)(Kuhn et al., 2009). Most failures are triggered by a 
single parameter value or interactions between a relatively 
small numbers of parameters. 

Pairwise Testing claimed as the most basic 
combinatorial testing  strategy (Kuhn et al. 2009)(Kuhn et 
al., 2009).In this strategy,  a set of test cases is generated to 
covers all combinations of the values for each pair of 
parameters.  Pairwise testing normally is referred as all 
pairs testing,  all pairs testing, allpairs testing, pair testing, 
pair-wise testing and 2-way testing (Bach and Schroeder 
2004)(Bach & Schroeder, 2004). Number of test cases can 
be reduced by using this strategy since exhaustive testing 
might not be possible to conduct due to time and resource 
constraints. 

Compared to another popular method of CIT, 
Orthogonal Array (OA) strategy (Banerji 2012)(Banerji, 
2012), pairwise testing is considered better (Hunter 
2013)(Hunter, 2013). Fewer test cases are required 
compared to OA. Thus, this can reduce the testing effort 
and cost meanwhile ensuring the efficiency of testing. 

Several On top of that, results from empirical 
studies compareingd combinatorial testing with manual test 
case method shows that more additional defects were found 
using combinatorial testing. Large number of defects found 
in limited amount of time. Number of test case required for 
the testing coverage are also reduced. (Kuhn et al. 2009; 

Khalid et al.; Hexawise 2014)(Hexawise, 2014; Khalid, 
Shihab, Nagappan, & Member, n.d.; Kuhn et al., 2009)., 
Results obtained from the studies, claimed that  more 
additional defects were found using combinatorial testing. 
Productivity of tester using combinatorial testing is more 
higher compared to the manual. Large number of defects 
found in limited amount of time. Number of test case 
required for the testing coverage were also reduced. 

Several pairwise tools available commercially for 
developing the test case generation (Czerwonka 2014; 
Hexawise Team 2012; Udai 2014)(Czerwonka, 2014; 
Hexawise Team, 2012; Udai, 2014). Each of the tools 
differs from its characteristics and advantages. From the 
researchers’ knowledge, no evaluation has been done to 
know which tools works suitably for which settings.  

For this study, based on survey done by the 
researchers, Hexawise (Hexawise Team 2012)(Hexawise 
Team, 2012) was choosen as the test case generation tools.  
The choosen was based on empirical study conducted by 
IEEE (Hexawise 2014; Kuhn et al. 2009)(Hexawise, 2014; 
Kuhn et al., 2009) that using Hexawise test case can be 
generated faster compared to manual. The generated test 
cases are more detailed and efficient. Through Hexawise, 
minimum number of test cases are generated to achieve 
maximum test coverage. In addition, the tool is claimed 
being used widely by many Fortune 500 companies 
(Hexawise Team 2012)(Hexawise Team, 2012).  

The interaction testing works by matching all 
possible combinations of parameter values involved. For an 
illustration, should we have a system with four input 
parameters, A, B, C and D. Each parameter has 2 possible 
values indicated as 0 and 1. The parameters and its values 
are described as in Table-1 below.  

  
Table-1. A system with 4 input parameters and its values. 

 
 

 

Parameters A B C D 

Values 
a0 b0 c0 d0 
a1 b1 c1 d1 

 
 
If the test objective is to cover 100% pairwise interaction, 
for each parameter pair, all interaction sets for the pair need 
to be covered at least once as in Table-2 below.  
 

Table-2. Pairwise Interaction sets for 4 parameters. 
 

Parameter 
Interaction 

Interaction set to be covered 

AB a0b0, a0b1, a1b0, a1b1 
AC a0c0, a0c1, a1c0, a1c1  
AD a0d0, a0d1, a1d0, a1d1 
BC b0c0, b0c1, b1c0, b1c1 
BD b0d0, b0d1, b1d0, b1d1 
CD c0d0, c0d1, c1d0, c1d1 
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Finally the complete test cases for pairwise interaction test 
need to be generated. For each parameter value, it needs to 
be tested with all other parameter values at least once.  
Table-3 below illustrates the example of test cases (i.e. un-
optimized) for pairwise interaction for the illustrated 
system. 
 

Table-3. A system with 4 input parameters and its values. 
 

Test Cases A B C D 
TC1 a0 b0 c0 d0 
TC2 a0 b0 c0 d1 
TC3 a0 b0 c1 d0 
TC4 a0 b0 c1 d1 
TC5 a0 b1 c0 d0 
TC6 a0 b1 c0 d1 
TC7 a0 b1 c1 d0 
TC8 a0 b1 c1 d1 
TC9 a1 b0 c0 d0 

TC10 a1 b0 c0 d1 
TC11 a1 b0 c1 d0 
TC12 a1 b0 c1 d1 
TC13 a1 b1 c0 d0 
TC14 a1 b1 c0 d1 
TC15 a1 b1 c1 d0 
TC16 a1 b1 c1 d1 

 
 

As we can see, for a system with 4 parameters and 
each parameters has 2 possible values, in total there are 16 
test cases need to be executed for pairwise interaction 
testing. 
 
 
THE STUDENT REGISTRATION PROCESS FLOW 
 

Prior to the upcoming implementation of the new 
QMS, semester intake process, all new students have to go 
through a general counters for registration. In general, tThe 
registration process for students with incompletely 
documentsed is significantly longer that compared to those 
who come with complete documents (i.e. Completed 
payment, and all online procedures). In this scenario, should 
there be many students with incomplete documents; other 
students who have completed their document will also be 
affected in terms of long waiting queue before they will be 
served.  As the number of new students increase in every  

 
 intake, there is a need to improve the registration 

process to avoid long waiting time and create inconvenience 
among students and parents.   

In order to improve the process, several categories 
of students are studied to determine their conditions that 
will lead them to dedicate counters, based on their academic  
program, type of students (i.e. Local or international) and 
their registration status (i.e. Complete or incomplete).  
 

Multi-channel and multi-phases system concept 
(Stevenson and Hojati 2007)(Stevenson & Hojati, 2007) is 
used for this purpose. In this concept, there is one waiting 

line, but several counters  are provided specialize  for the 
service. For a particular customer, he or she receives 
services from several stations before ending the service.  
 

 
 

Figure-1. Multi-channel and multi-phases system concept 
(Stevenson and Hojati 2007)(Stevenson & Hojati, 2007) 

 
 
Back to the QMS, Ffive counters are identified to handle the 
registration process according to the scenario. 
 

Table-41. Counters for registration process 
 
Counter Name Scenario 

A Mainstream Express Students 
B Mainstream Normal Students 
C Walk in Students 
D International Students 
E Special Program  Students 

 
 

The registration process begins with checking the 
student’s record based on their National Registration 
Identity Card (NRIC) or passport number. TThe purpose of 
this step checking is to determines  on whichthe next 
counter that will serve  dedicated counterthe studentthat 
leads them in the next process. Students will be issued a 
relevant queue number based on their application record. 
The queue number leads the flow of the registration process.  

Forrom the newly designed systemregistration 
process flow, the target estimated maximum time for the 
whole registration process is less than one hour. Thus, to 
ensure the system work ingaccordingly on the actual day, 
thorough testing needs to be conducted. The smoothness of 
the process on the registration day will avoid customer’s 
frustration and enhanced the quality of administrative work 
itself. 

 
 

 
 
THE LOGICAL DESIGN OF QUEUE 
MANAGEMENT SYSTEM (QMS) 

QMS system is designed to handle five categories 
of students during UNITEN’s registration day. The 
objective of the system is to issue a queue number that leads 
to a dedicated counter based on certain condition of the 
system. The conditions are based on some combinations of 
data fields Data imported from UNITEN’s online 
application system is used to determine the scenario.  
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The database of the online application system 
consists of two main tables (i.e.  and one auxiliary table; 
ApplicantOnline (AO), ApplicantPayment (AP)) and an 
auxiliary table (i.e.  ApplicantPaymentType (APT)) 
respectively. Table APT stores the payment type ID which 
is used in table AP. Table AO contains applicants’ data, 
such as applicant’s personal information (e.g. Name, NRIC, 
address, contact information  
and etc.), academic details (e.g. Education background and 
exam results), programs applied by the applicant, program 
offered by the university, and status of the acceptance of the 
offer.  

Table AP stores applicant’s payment information 
and its status. In table AP, payments made by an applicant 
related to the application and registration process are 
recorded. Since table APT is an auxiliary table, only table 
AO and AP are considered in generating queue number. 
Both table AO and AP have one-to many relationship as 
illustrated in Figure 2. The applicant's record is unique in 
table AO, on the other hand, there will be many payment 
transaction records in table AP for any one applicant. 

From both tables, several attributes are identified 
as the QMS parameter to determine the scenario for each 
counter. A dedicated queue number will be issued based on 
the identified scenario. 

 
 

Figure-2. The one-to-many relationship between Table AO 
and Table AP 

 
 

For counter A, B and C, the same parameters are 
identified. However, values of each parameter will 
differentiate the counter that leads the student’s registration 
process. International students will be handled by counter D 
due to special conditions for them. The only attribute to 
differentiate this are the nationality ID. Counter E is 
dedicated to students for special academic programs since 
no payment will be involved during the registration process.  
 
 
 
 
 
 
 
 
 
 

 

Table-25. QMS parameters that are considered in 
generating queue number. 

 
Counter Table AO Table AP 

A (Express) Finalized 
Completed 

Offer 
Accept 

StudentID 

Finalized 
PaymentTypeID B (Mainstream) 

C (Walk In) 

D (International) NationalityID Not applicable 
E (Special 
Program) 

isFoundation Not applicable 

 
With regards to QMS, the system will receive 

either Applicant’s Online ID (AOID) or NRIC No as the 
input (Figure 3). Generation of the queue number will 
depend on the input. The queue number is in 4-digit form, 
where the first digit will indicates the counter (Figure 4).  

The ability to generate queue numbers is the 
critical part of the QMS. In order to ensure the system will 
not fail during the registration day, extensive testing before 
the registration day is needed for this purpose. Indirectly, 
the prior testing will facilitate the registration process and 
improve the customer services. Further details on the test 
design and test data generation process of the QMS 
discussed in the next section. 
 
 

 
 

Figure-3. QMS receives input 
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Figure-4. The generation of queue number 
 
 
TEST DATA GENERATION FOR QMS 

In order to generate test data for QMS, we must 
first identify the inputs involved in generating the correct 
queue number. Based on our analysis, we divided the 
system’s inputs into two categories. We refer the two 
categories as External and Internal inputs. The External 
inputs are inputs that are given by users via the system’s 
interface. There are two inputs/parameters involved, 
namely, AOID and NRIC number. A user has to key in 
either one or both through the system’s interface. Based on 
these inputs, the system will look into the database for a 
match and subsequently check which category does this 
student’s belongs to. Thus, we group the inputs obtained 
from the system’s database as Internal inputs. 
 
 

Test data for External parameters 

There are two External inputs for QMS: AOID and 
NRIC. The AOID is generated when applicants submit their 
application online, in the form of 6-digit number. The NRIC 
is the applicant NRIC or passport number. For both inputs, 
the expected results are either Found or Not Found. 

 
Table-36. External inputs 

 
 

Parameter Description Expected Results 
AOID The applicant 

online ID is 
generated when 
applicants 
submit their 
application 
online, in the 
form of 6-digit 
number 

Found 
Not found 

NRIC The applicant 
NRIC or 
passport 

Found 
Not found 

number 
 
 

In searching for an applicant, user can key in either 
AOID or NRIC. The system then will check whether there 
exist a record for the particular AOID or NRIC. Four test 
cases were derived, which covers valid and invalid 
situation.  
 
 

Table-74. Test Case for External parameters 
 
 
TCID Test case 
TC01 Key in a valid AOID  
TC02 Key in an invalid AOID  
TC03 Key in a valid NRIC 
TC04 Key in an invalid NRIC 
 
 

Test data for Internal parameters 

As discussed in previous section, we have 
identified seven parameters from table AO and two 
parameters from the table AP to be considered for 
generating test data for interaction testing. The selection of 
these parameters is based on the information given by the 
developer, the study of business rules as well as performing 
a simple review of an important part of the system’s source 
code. 

The parameters considered for test data from table 
AO are Finalized, Completed, Offer, Accept, StudentID, 
Nationality and isFoundation. Each of the parameters have 
their own values.  

 
 
 
 
 
 
 
 
 

 
 

Table-85. Internal parameters from table AO 
 
 

Parameter Values to be tested 
Finalized 0 or 1 
Completed 0 or 1 
Offer 0 or 1 
Accept 0 or 1 
StudentID Null or not null 
Nationality Local (100) or 

international 
isFoundation 0 or 1 
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The parameters considered for test data from table 
AP are Finalized and PaymentTypeID with their respective 
value, either 0 or 1. 

 
Table-96. Internal parameters from table AP 

 
 

Parameter Values to be tested 
Finalized 0 or 1 
PaymentTypeID 0 or 1 

 
 

The business rule on how applicants are being 
sorted according to values in both tables are shown in table 
7. 
 
 

Table-107. Summary of conditions to produce a queue 
number 

 
 

Counter Table AO value Table AP 
Value 

Express Finalized=1 
Completed=1 
Offer=1 
Accept =1 
StudentID not 
null 
 

Finalized =1 
PaymentTypeID = 
4 

Mainstream finalized=1 
completed = 1 
offer=1  

Don’t care 

Walk in isCFGS=false 
no record 
OR 
finalized =0 
completed=0 
offer=0 

Don’t care 

International Nationality=100 Don’t care 
Special 
program 

isFoundation=1 Don’t care 

 
 
 
 
Since there are five service counters and each 

service counter has its specific condition, the test data will 
be generated based on one counter at a time. Since the QMS 
is a critical system, we decided to generate the interaction 
test data at full strength. This is still practiced since the 
number of parameters involved for each service counter is 
low. On top of that, the possible values for each parameter   
 

are minimum (i.e. Maximum value is two).  
Besides that,  
 
since all inputs are internally obtained from the database the 
test execution will be done automatically using scripts.  

Based on these factors, full interaction strength is 
still practical for QMS. Furthermore, we can assure the 

effectiveness of the testing as full interaction is used, thus 
increased the confidence towards the system.  

Since each service counter has different conditions,  
test data was generated separately. Once all the test cases 
have been generated, the test case data are imported into the 
QMS database. At this point the QMS database consists of 
all test data (i.e. Students’ record) with all possible 
scenarios to be tested. From Table 5 and Table 6, the 
parameter configuration for interaction testing was 
produced. Subsequently, the interaction testing, test data is  
generated using online tools (Hexawise Team 
2012)(Hexawise Team, 2012)The parameter configurations 
as well as the number of test cases are shown in Table 8. 
 

Table-118. Configuration for interaction testing 
 

Counter Configuration 
Express 7 parameters, each parameter has 2 

values  
 
Total test cases: 32 

Mainstream 3 parameters, each have 2 values 
 
Total test cases: 32 

International 1 parameter with 2 values 
 
Total test cases: 7 

Special 
program 

1 parameter with 2 values 
 
Total test cases: 32 

Walk in Scenario  1 (online transaction not 
finalized) 
3 parameters, each have 2 values 
 
Total test cases: 16 
Scenario 2 (no record and  not 
Foundation program) 
1 parameter with 2 values 
 
Total test cases: 16 

 

Test Execution  

For the External parameters, the test is done 
manually. On the other hand, for the Internal parameters, 
we automate the test execution using scripts. Each test case 
represents a student’s record. Therefore, random NRIC (for 
local students) and passport number (for international  
 
students) are added to each test case. This will allow the 
script to simulate the QMS database lookup process. Figure 
5 below describes the logical flow of the script. The script 
starts by selecting all records from the respective tables (AO 
and AP). For each record, the script will invoke the QMS 
functions to evaluate the conditions. Based on the provided  
 
 
data, QMS produces the appropriate queue number for the 
students. This queue number is stored for comparison.  
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Figure-5. Logical flow of the script for test automation. 

 
 

After executing the test script, two interaction 
errors were found. The logical errors are related to the 
condition for producing queue numbers in the QMS. After 
the logical errors have been fixed, we run the test again for 
several more times and the results from QMS are similar to 
the expected results. Although no critical fault was found 
with regards to the QMS, the testing process has been very 
useful in increasing the confidence of the development team 
in deploying the system.  

Manual observation was conducted during the 
registration day to ensure no defects will occur in the real 
setting environment. From the observation, no defects were 
reported found. The registration process runs smoothly and 
without hiccups. As the result, the average time of the 
registration process need to be completed for a student takes 
only one hour compared to the timing for previous intakes.  
Indirectly, the results has validate the confidence level of 
QMS gained during the testing activity. 
 
 
 
 
 
 
RESULTS AND DISCUSSION 

Although there are many aspects of the QMS that 
could be tested, but due to time constraint (time to deploy)  
the researches only managed to perform interaction testing 
tests, to ensure faults due to a combination of conditions, 
that is the main part of the system, can be detected. On top 
of that, being an ad-hoc system, QMS is lack of proper 

documentation (e.g. Requirement and design documents). 
This limits the type of testing that can be performed to test 
the system due to there are no point of reference whether the 
system perform as it required or otherwise. In our case, the 
oracle (i.e. Expected output) is based on the business rules 
of the registration process. 

The strategies used by the researches to deal with 
the challenges are discussed as follows:  
 
Challenge 1: Inadequate test basis 
 

One of the challenges faced by the researches in 
this study is to understand the system requirement with 
inadequate test basis. The walkthrough technique(ISQTB 
2011)(ISQTB, 2011) was applied  to understands the 
business rules of the registration process. Several session 
were conducted between the development team and 
researchers, which are led by the author. During the session, 
researches gained better understanding on the business 
rules. The session had helped the researches in generating 
the test cases within limited time. The cooperation from the 
developer team also had contributed to the successfulness of 
this study. 
 
Challenge 2: Limited time to design test data 
 

Designing test cases using the pairwise testing 
strategy can be tedious and takes a lot of time and effort. 
Thus, selection of right testing tools to design a test data, 
plays an important roles.  Hexawise(Hexawise Team 
2012)(Hexawise Team, 2012)  was chosen in this study 
based on its features that can generate test data within 
limited time and at the same time ensure the good testing 
coverage. 
 
 
CONCLUSION 
 

This paper presented the researches’ work in 
generating test cases for interaction testing. The test data is 
to be used for testing the QMS, which is an ad-hoc system. 
The test cases were designed based on the business rules 
provided by the developer team. 

The pairwise testing was chosen as the test design 
strategy. The chosen was made based on its ability to 
generate test cases that cover all combinations of the values 
for each pair of parameter. Considering that the researchers 
were given limited time to complete the activity due to the 
short release time, several pairwise testing tools were 
considered to be used as the test data generator.  

Hexawise (Hexawise Team 2012)(Hexawise Team, 
2012), a web-based, free and commercial tool was selected 
as the test data generator tool. Test data covers all pair of 
interaction and ensure good testing coverage. The tools also 
helpeed the researches to generate test data within limited 
time.  
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The design of the test cases were also discussed in 
detail in this paper. A total of 153 test cases were generated.  
The execution of the test scripts showed that only two 
interaction defects were occurring. The logical errors only 
occurred related to the condition for producing the queue 
numbers in the QMS. After the logical errors have been 
fixed, the test script was executed again for several times. 
From the execution, results from QMS are similar to the 
expected results. No critical fault was found with regards to 
the QMS, thus this had increased the confidence of the 
development team in deploying the system.  

From the manual observation made by the 
development team during the real setting, no defects were 
reported found. The registration process runs smoothly and 
without hiccups. Indirectly, the confidence level of the 
QMS has been confirmed.  

Strategies used by the researchers to deal with the 
challenges during the testing activity were also discussed. 
On top of the challenges, the research team manages to 
complete the testing activity and increased the confidence 
level of the development team to release the system. 

 
 

ACKNOWLEDGEMENT 
 

This study was a collaboration of short-term 
project between College of Information Technology and 
Department of IT and Multimedia, Services (ITMS), which 
both teams are from Universiti Tenaga Nasional.  
 
 

REFERENCE 
 

Bach, James, and PJ Schroeder. 2004. “Pairwise Testing: A 
 Best Practice That Isn’t.” In Proceedings of 22nd Pacific 
 Northwest Software …, 175–92. 
 
Banerji, Shubhra. 2012. “Orthogonal Array Approach for 
 Test Case Optimization.” International Journal of 

Advanced 
 Research in Computer and Communication Engineering 1 
 (9): 613–21. 
 
Cse, UNL. 2014. “Combinatorial Interaction Testing 
Portal.” http://cse.unl.edu/~citportal/. 
 
Czerwonka, Jacek. 2014. “Pairwise Testing - Available 
Tools.” http://www.pairwise.org/tools.asp. 
 
Hagar, Jon, Rick Kuhn, Raghu Kacker, and Tom Wissink. 
2014. “Introducing Combinatorial Testing in a Large 
Organization: Pilot Project Experience Report.” 2014 IEEE 
Seventh International Conference on Software Testing, 
Verification and Validation Workshops, March. Ieee, 153–
153. doi:10.1109/ICSTW.2014.70. 
 
Hexawise. 2014. “Does Pairwise Testing Really Work? 
Evidence, Data, and Case Studies.” 
http://training.hexawise.com/m/7455/l/74099-9-does-
pairwise-testing-really-work-evidence-data-and-case-
studies. 
 

Hexawise Team. 2012. “Hexawise–Pairwise Testing Made 
Easy.” 
 
Huller, Jerry. 2000. “Reducing Time to Market with 
 Combinatorial Design Method Testing.” In Proceedings of 
 the 2000 International Council …. 
 
Hunter, John Hunter; Justin. 2013. “Which Is Better, 
 Orthogonal Array or Pairwise Software Testing?” 
 https://hexawise.com/posts/which-is-better-orthogonal 
-array-or-pairwise-software-testing. 
 
ISQTB. 2011. Certified Tester Foundation Level Syllabus. 
 
Kamal Zuhairi, M. I. Younis, Syafrul Afzal Che Abdullah, 
 and Zainal Hisham Che Soh. 2008. Software Testing. First 
 Edition. Kuala Lumpur: Open Universiti Malaysia. 
 
Khalid, Hammad, Emad Shihab, Meiyappan Nagappan, and 
Ahmed E Hassan Member. “What Do Mobile App Users 
Complain About ? A Study on Free iOS Apps”, 1–6. 
Kobayashi, Noritaka, Tatsuhiro Tsuchiya, and Tohru 
 Kikuno. 2002. “A New Method for Constructing Pair-Wise 
Covering Designs for Software Testing.” Information 
Processing Letters 81 (2): 85–91. doi:10.1016/S0020-
0190(01)00195-8. 
 
Kuhn, Rick, Raghu Kacker, Yu Lei, and Justin Hunter. 
2009. “Combinatorial Software Testing.” IEEE Computer 
Society, August. doi:10.1109/MC.2009.253. 
 
Nie, Changhai, and Hareton Leung. 2011. “A Survey of 
Combinatorial Testing.” ACM Computing Surveys 43 (2): 
1–29. doi:10.1145/1883612.1883618. 
 
Stevenson, WJ, and M Hojati. 2007. Operations 
Management. Pearson Education Limited. 
 
Udai, Shekhar. 2014. “A Literature Survey on 
Combinatorial Testing.” International Journal of Advanced 
Research in Computer Science and Software Engineering 4 
(4): 932–36. 
Bach, J., & Schroeder, P. (2004). Pairwise testing: A best 

practice that isn’t. In Proceedings of 22nd Pacific 
Northwest Software … (pp. 175–192). Retrieved 
from 
http://scholar.google.com/scholar?hl=en&btnG=Se
arch&q=intitle:Pairwise+Testing:+A+Best+Practic
e+That+Isn’t#0 

Banerji, S. (2012). Orthogonal Array Approach for Test 
Case Optimization. International Journal of 
Advanced Research in Computer and 
Communication Engineering, 1(9), 613–621. 
Retrieved from 
http://www.ijarcce.com/upload/november/5-
Orthogonal Array Approach for Test.pdf 

Cse, U. (2014). Combinatorial Interaction Testing Portal. 
Retrieved October 20, 2014, from 
http://cse.unl.edu/~citportal/ 

Czerwonka, J. (2014). Pairwise Testing - Available Tools. 
Retrieved from http://www.pairwise.org/tools.asp 

 

Formatted: Bibliography, Justified, Widow/Orphan control,
Adjust space between Latin and Asian text, Adjust space
between Asian text and numbers

Field Code Changed

Formatted: Widow/Orphan control, Adjust space between
Latin and Asian text, Adjust space between Asian text and
numbers

Formatted: Bibliography, Justified, Widow/Orphan control,
Adjust space between Latin and Asian text, Adjust space
between Asian text and numbers

Formatted: Widow/Orphan control, Adjust space between
Latin and Asian text, Adjust space between Asian text and
numbers

Formatted: Bibliography, Justified, Widow/Orphan control,
Adjust space between Latin and Asian text, Adjust space
between Asian text and numbers

Formatted: Widow/Orphan control, Adjust space between
Latin and Asian text, Adjust space between Asian text and
numbers

Formatted: Bibliography, Justified, Widow/Orphan control,
Adjust space between Latin and Asian text, Adjust space
between Asian text and numbers

Formatted: Widow/Orphan control, Adjust space between
Latin and Asian text, Adjust space between Asian text and
numbers

Formatted: Bibliography, Justified, Widow/Orphan control,
Adjust space between Latin and Asian text, Adjust space
between Asian text and numbers, Tab stops:  0.06", Left



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

9

 

 

 
 
Hagar, J., Kuhn, R., Kacker, R., & Wissink, T. (2014). 

Introducing Combinatorial Testing in a Large 
Organization: Pilot Project Experience Report. 
2014 IEEE Seventh International Conference on 
Software Testing, Verification and Validation 
Workshops, 153–153. 
doi:10.1109/ICSTW.2014.70 

Hexawise. (2014). Does pairwise testing really work? 
Evidence, data, and case studies. Retrieved 
October 12, 2014, from 
http://training.hexawise.com/m/7455/l/74099-9-
does-pairwise-testing-really-work-evidence-data-
and-case-studies 

Hexawise Team. (2012). Hexawise–Pairwise Testing Made 
Easy. Retrieved from https://www.hexawise.com/ 

Huller, J. (2000). Reducing time to market with 
combinatorial design method testing. In 
Proceedings of the 2000 International Council …. 
Retrieved from 
http://aetgweb.appcomsci.com/papers/2000-
incose.pdf 

Hunter, J. H. J. (2013). Which is Better, Orthogonal Array 
or Pairwise Software Testing? Retrieved October 
20, 2014, from https://hexawise.com/posts/which-
is-better-orthogonal-array-or-pairwise-software-
testing 

ISQTB. (2011). Certified Tester Foundation Level Syllabus. 
Khalid, H., Shihab, E., Nagappan, M., & Member, A. E. H. 

(n.d.). What Do Mobile App Users Complain 
About ? A Study on Free iOS Apps, 1–6. 

Kobayashi, N., Tsuchiya, T., & Kikuno, T. (2002). A new 
method for constructing pair-wise covering designs 
for software testing. Information Processing 
Letters, 81(2), 85–91. doi:10.1016/S0020-
0190(01)00195-8 

Kuhn, R., Kacker, R., Lei, Y., & Hunter, J. (2009, August). 
Combinatorial Software Testing. IEEE Computer 
Society, 42(7), 94–96. doi:10.1109/MC.2009.253 

Nie, C., & Leung, H. (2011). A survey of combinatorial 
testing. ACM Computing Surveys, 43(2), 1–29. 
doi:10.1145/1883612.1883618 

Stevenson, W., & Hojati, M. (2007). Operations 
management (pp. 743–769). Pearson Education 
Limited. Retrieved from 
http://www.eng.uwi.tt/depts/mech/ugrad/courses/m
eng3006/Week09b.pdf 

 
 
 
 
Udai, S. (2014). A Literature Survey on Combinatorial 

Testing. International Journal of Advanced 
Research in Computer Science and Software 
Engineering, 4(4), 932–936. 

 

Formatted: Bibliography, Justified

Formatted: Bibliography, Justified, Indent: Left:  0", First
line:  0"

Formatted: Bibliography, Indent: Left:  0"



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

1

 

 

 
www.arpnjournals.com 

 

CHOOSING THE RIGHT THRESHOLD FOR CROSS-ENTROPY-BASED 

STOPPING CRITERIA 

 

Roslina Mohamad1,3, Harlisya Harun1,4, Makhfudzah Mokhtar2, Wan Azizun Wan Adnan2,  

Nuzli Mohamad Anas2, Kaharudin Dimyati5 
1Aerospace Engineering Department, 2Faculty of Engineering, Universiti Putra Malaysia, Malaysia. 

3Faculty of Electrical Engineering, Universiti Teknologi Mara, 40450 Shah Alam, Selangor, Malaysia.  
4Avionics Section, Universiti Teknikal MARA Sdn. Bhd, 43800 Dengkil, Selangor, Malaysia. 

5Electrical and Electronics Engineering Department, Universiti Pertahanan Nasional Malaysia, Malaysia.  
Email: roslina780@salam.uitm.edu.my, harlisya@unikl.edu.my  

 
ABSTRACT 
Cross-entropy (CE)-based stopping criteria for turbo iterative decoding are known to outperform fixed-iteration stopping 
criteria at high signal-to-noise ratios (SNRs). While CE-based stopping criteria have a range of thresholds, a high-value 
threshold for small frame sizes, and vice versa, should be used. It is difficult to advocate the value that can be categorized 
as either a small or large frame size. Moreover, thresholds may be specific for different SNRs. Hence, this paper provides 
a systematic analysis of threshold selection for the respective frame sizes of well-known CE-based stopping criteria. In 
this work, a range of thresholds was simulated for their error performance and required average number of iterations. To 
reduce complexity in the average iteration number, these results are thoroughly analysed and a suitable threshold for each 
CE-based stopping criterion in the specific SNR region is proposed. 
 
Key words: Cross-Entropy  Stopping Criteria  Turbo Codes  Iterative Decoding 

 
INTRODUCTION 

A cross-entropy (CE) stopping criterion was 
introduced by the authors in [1] to stop turbo decoder 
iteration by calculating the improvement of mutual 
information. The CE algorithm operates by finding the 
closeness between two distributions of the estimated 
decoder output. The amount of mutual information 
improvement is used as a threshold for stopping criteria, 
and the iterations stop if the mutual information is less than 
the specific threshold. The complexity of mutual 
information calculation in [1] led to the enhancement of the 
CE stopping criterion using the assumption in [2]. This 
assumption stated that the CE algorithm can be simplified 
by measuring the sign changes between two distributions of 
a posteriori log-likelihood ratio (Lr) or extrinsic value (Le) 
outputs. This criterion is known as the sign change ratio 
(SCR). A simplification in the SCR criterion to sign 
difference ratio (SDR) was presented in [3] by converting 
the sign difference ratio between Lr or Le. 

The authors in [2] suggested guidelines for 
choosing a threshold for the SCR. These include choosing a 
low threshold to maintain error performance, but with small 
savings in the number of iterations. The authors also 
suggested a different threshold value for the respective high 
and low SNR regions. In their simulation, a high threshold 
value was chosen for smaller frame sizes, and vice versa. In 
[3], the authors concluded that the lower threshold selection 
was the larger average number of required iterations. 
Despite this larger number of iterations, the authors 
suggested a low threshold for higher SNR to maintain its 
error performance. However, the effect of frame size on 
threshold determination was not considered. 

CE-based stopping criteria mostly require a 
subjective threshold for decision making to stop the 
iteration process [4]. It is imperative for one to accurately 

determine the thresholds subject to the SNR. Moreover, the 
threshold determination can also change to the frame size 
and stopping criteria. Recent research regarding CE-based 
stopping criteria used a threshold based on the assumption 
discussed earlier without considering a suitable threshold 
related to the specific frame sizes [4]–[9]. To the best of the 
authors’ knowledge, there are currently no studies on 
choosing the right threshold for respective frame size in 
varying SNR environments. 

To properly choose the right threshold for the CE-
based stopping criteria, this paper provides a systematic 
analysis of threshold selection for the respective frame 
sizes. We first discussed the CE-based stopping criteria for 
iterative turbo decoding. Then the performance analysis of 
CE-based stopping criteria, are presented, which include the 
CE, SCR, and SDR methods. These results will assist in 
choosing the right threshold for the iterative decoding 
process. Finally, we tabulate the suggested threshold for the 
respective frame sizes and SNR regions for CE-based 
stopping criteria and draw conclusions.  
 

CE-BASED STOPPING CRITERIA 
Figure 1 shows the structure of a turbo decoder rate 

1/n, which consists of two soft output component decoders. 
Suppose the information bits, u = (u1, u2,… uN) of length N. 
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Figure-1. Turbo iterative decoder with a stopping criterion. 
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 Let y = (y1, y2,…, yN) be the received sequence 
after experiencing additive white Gaussian noise (AWGN), 
i.e. Ɲ (0, σ2). Then, y = u + v, where v is the AWGN. Then, 
let the output of yt = (yt,1, yt,2, …, yt,n) and t̂u  be the estimate 

of the information bit, ut, at time t. At the i-th iteration of 
two decoders, the relation between Lr and Le values at each 
decoder, is defined as follows: 
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1 2 1 2

2
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t t t tLr u Le u Le u y
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Then, t̂u  is estimated as follows: 

 

 
0

ˆ
1tu


 


 
if

if
 

 
 

( )
2
( )

2

ˆ 0

ˆ 0

i
t

i
t

Lr u

Lr u




 (3) 

 
In a CE stopping criterion, improvement of the 

mutual information between two distributions of estimated 
decoders is computed as follows: 
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   (4) 

where 

            1
2 2 2ˆ ˆ ˆi i i

t t tLe u Le u Le u    (5) 

 
At each iteration, this technique computes the 

approximate CE between Le of the component decoders, as 
in (4). As the iteration process continues, the decoding 
outputs between the two consecutive iterations tend to 
converge. The iteration can be stopped if 
 

      2 410 ~ 10 1T i T    (6) 

 
The SCR approach based on the CE concept was 

presented in [2] in an attempt to reduce the computational 
complexity and memory space requirement. Based on the 
assumption that the differences between the magnitude of 

   2 ˆi
tLe u  and    1

2 ˆi
tLe u  are very small and negligible, i.e. 

less than 1.0, the CE algorithm is simplified by measuring 
the sign changes, C(i), of  2 ˆtLe u  from iteration (i-1) to i. 

Then, 
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    (7) 

 
where i  is defined as the average value, that is 

 

    2( ) ( )
2 1ˆ ˆexp( )i i

i t tLe u Lr u     (8) 

 
C(i) is computed at each iteration and stops when C(i) ≤ 
(0.005~0.03)N. However, the SCR method requires storage 

to keep the values from the previous iteration. Thus, an 
improved SCR approach (called SDR) was proposed in [3] 
with attempts to alleviate the storage requirements along 
with minimal computation. As the iteration converged, the 

authors observed that the sign values of    2 ˆi
tLe u  and  

   1 ˆi
tLe u tended to be correlated with each other. Let D(i) 

be the number of sign differences in a frame, such as in 
equation (9). The SDR criterion terminates the iteration 
when D(i) ≤ (0.001~0.01)N. 
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PERFORMANCE OF CE-BASED STOPPING 
CRITERIA 

The simulation was done for generator polynomial, 
g = (7,5), the turbo decoder rate R = 1/2 with an interleave 
size of N. The maximum iteration was set to 7, i.e. imax = 7. 
The turbo encoder was modulated to binary phase shift 
keying (BPSK). The BPSK demodulate signal was passed to 
the turbo decoder to adopt the log-maximum a posteriori 
probability (log-MAP). We compared the simulation of CE-
based stopping criteria for turbo decoding (CE, SCR and 
SDR) discussed in the previous section and show the bit 
error rate (BER) and the average iteration number of each 
CE-based stopping criterion in Figures 2 to 7 for a frame 
size of 50 and 2500. Note that this analysis was done based 
on the SNR range suggested in [10]. That is, the SNR range 
was divided into three regions, as follows: 

 
Low SNR region, 0.8SNR dB  
Turning point (TP) SNR region, 0.8 1.2dB SNR dB   
High SNR region, 1.2SNR dB  

 
Figure 2 depicts the average iteration number 

required for the CE simulated with a predefined threshold 
(Th) values of 0.01, 0.001, and 0.0001, which represent 
high, medium, and low threshold values, respectively. The 
average numbers of iterations at 1.5 dB were in the range of 
4.0 to 4.7 and 5.3 to 5.9 for the frame sizes of 50 and 2500, 
respectively, and the high threshold values of each range 
required fewer iterations. In comparing the BER for all 
predefined Th exhibits, both frame sizes had the same 
curves, as shown in Figure 3. Thus, it is best to choose the 
Th value of 0.01 in all SNR regions for both frame sizes in 
the CE stopping criteria. The Th value depends on the frame 
size of the larger value, which will be discussed in the next 
section. 

In the simulation of the SCR, the predefined Th 
was set to 0.03, 0.015, and 0.005, as suggested in [2]. For a 
frame size of 50, the medium and low Th values had the 
same average number of iterations, as depicted in Figure 4, 
while the high Th values gave the least average number of 
iterations. Again, the BER of SCR exhibited the same 
curves as those shown in Figure 5. 
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Figure-2. The average iteration number of the (7,5) code 
with the CE stopping criterion (solid line, frame 50; dotted 
line, frame 2500). 
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Figure-3. BER of the (7,5) code with the CE stopping 
criterion (solid line, frame 50; dotted line, frame 2500). 
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Figure-4. Average iteration number of the (7,5) code with 
the SCR stopping criterion (solid line, frame 50; dotted line, 
frame 2500). 
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Figure-5. BER of the (7,5) code with the SCR stopping 
criterion (solid line, frame 50; dotted line, frame 2500). 
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Figure-6. Average iteration number of the (7,5) code with 
the SDR stopping criterion (solid line, frame 50; dotted line, 
frame 2500). 
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Figure-7. BER of the (7,5) code with the SDR stopping 
criterion (solid line, frame 50; dotted line, frame 2500). 
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Therefore, the high Th value of 0.03 is the most 
suitable choice for small frame sizes. However, for frame 
sizes of 2500, a Th value of 0.015 is the best choice for high 
SNR regions as it shows better error performance with a 
moderate average number of iterations. The same trend can 
also be observed for SDR, in which a Th value of 0.01 is 
chosen for frame sizes of 50 in all SNR regions. For frame 
sizes of 2500, a low Th value of 0.001 gives the best BER at 
a high SNR region with a reasonable average number of 
iterations, as shown in Figure 6 and 7. 
 

CHOOSING THE RIGHT THRESHOLD FOR CE-
BASED STOPPING CRITERIA 

The results obtained and discussed earlier will help 
in the proper threshold determination for respective SNR 
regions and frame sizes. Note that the range of predefined 
Th used in this simulation is as suggested by the respective 
authors of CE, SCR, and SDR. We further simulated the 
average number of iterations for each stopping criterion and 
suggested Th values for frame sizes ranging between 50 and 
10,000. Then, we computed the difference of BER between 
each Th value at each SNR, as follows: 
 

 , ,
1,

,

100%H SNR M SNR
SNR

H SNR

BER BER
BER

BER


     (10) 

 ,SNR ,
2,

,

100%M L SNR
SNR

M SNR

BER BER
BER

BER


     (11) 

 
where BERH,SNR, BERM,SNR and BERL,SNR are the BER of 
high, medium and low Th values, respectively, at SNR dB. 
ΔBER1,SNR is the percentage difference between high and 
medium Th values, while ΔBER2,SNR is the percentage 
difference between medium and low Th values. Therefore, 
choosing the right threshold based on below assumptions 
 
If 1, 25%SNRBER   and 2, 25%SNRBER    (12) 

1,SNRBER BER     Choose high Th 

If 1, 25%SNRBER   and 2, 25%SNRBER   

1,SNRBER BER     Choose medium Th 

If 2, 25%SNRBER   

2,SNRBER BER     Choose low pH 

 
Table 1 suggests Th values for CE, and there is no 
difference in error performance between the Th values of 
0.01 and 0.001 for all frame sizes at low SNR. Hence, a 
high Th value is suggested for small to large frame sizes. 
The highest Th value is suitable for both SCR and SDR at 
low SNR regions, as suggested in Tables 2 and 3, 
respectively. However, a frame size of 5000 shows that  
ΔBER approaching 75% started occurring at 2.6 dB. Hence, 
a lower Th value of 0.001 was chosen for the CE stopping 
criteria at high SNR regions for frame sizes larger than 
5,000. In the SCR stopping criteria, a high Th was chosen 
for smaller frame sizes (and vice versa) in the high SNR 
region. However, for SDR, high and medium Th selections 
occurred at small frame sizes of 50 and 100, respectively, 
while low Th values were suitable for frame sizes of 250 
and larger. 

Table-1. Suggested Th for the CE stopping criterion 

Frame 
Size 

BER Characteristic Suggested Th 
Low 
SNR 

High SNR 
Low 
SNR 

High 
SNR 

∆BER ∆BER 
Starting 

Point 
(dB) 

50 ≈0% ≈0% - 0.01 0.01 

100 ≈0% ≈0% - 0.01 0.01 

250 ≈0% <25% - 0.01 0.01 

500 ≈0% <25% - 0.01 0.01 

1000 ≈0% <25% - 0.01 0.01 

2500 ≈0% <25% - 0.01 0.01 

5000 ≈0% <75% 2.6 0.01 0.001 

7500 ≈0% <75% 2 0.01 0.001 

10000 ≈0% <75% 1.6 0.01 0.001 
 

Table-2. Suggested Th for the SCR stopping criterion 

Frame 
Size 

BER Characteristic Suggested Th 
Low 
SNR 

High SNR 
Low 
SNR 

High 
SNR 

∆BER ∆BER 
Starting 

Point 
(dB) 

50 ≈0% ≈0% - 0.03 0.03 

100 ≈0% ≈0% - 0.03 0.03 

250 ≈0% <50% 3.4 0.03 0.015 

500 ≈0% <50% 3.2 0.03 0.015 

1000 ≈0% <100% 3.0 0.03 0.015 

2500 ≈0% <100% 1.6 0.03 0.015 

5000 ≈0% <100% 1.6 0.03 0.005 

7500 ≈0% <100% 1.4 0.03 0.005 

10000 ≈0% <100% 1.2 0.03 0.005 
 

Table-3. Suggested Th for the SDR stopping criterion 

Frame 
Size 

BER Characteristic Suggested Th 
Low 
SNR 

High SNR 
Low 
SNR 

High 
SNR 

∆BER ∆BER 
Starting 

Point 
(dB) 

50 ≈0% ≈0% - 0.01 0.01 

100 ≈0% <50%  2.5 0.01 0.005 

250 ≈0% <75%  2.8 0.01 0.001 

500 ≈0% <75%  2.6 0.01 0.001 

1000 ≈0% <150% 2 0.01 0.001 

2500 ≈0% <100% 1.8 0.01 0.001 

5000 ≈0% <150% 1.4 0.01 0.001 

7500 ≈0% <150% 1.4 0.01 0.001 

10000 ≈0% <175% 1.4 0.01 0.001 
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CONCLUSIONS 
We investigated the CE-based stopping criteria for 

iterative turbo decoding to aid in choosing the right 
threshold for the respective frame size. Through systematic 
analysis, we suggested the proper threshold selections for 
each CE, SCR, and SDR stopping criteria. The selection of 
Th values was found to depend on the SNR regions and 
frame sizes. Given a certain frame size, a suitable selection 
of Th values for CE-based stopping criteria provide an 
optimal average number of iterations, thereby resulting in 
negligible performance degradation. 
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ABSTRACT 
This paper presents a development of an automatic system that's able to detect indoor air thermal pollution automatically 
by using thermal image processing technique. This research was proposed to enable civilians to improve the quality of 
indoor air to ensure the building is well-ventilated and getting rid of air pollutants. Indoor air is more dangerous than 
outdoor air as civilians spend most of the time in indoor. 255 images are used in this simulation process whereby the 
images are divided into two categories. The first category has been classified consists of 178 images with the colour 
changes (pollution detected) while another 77 images showed with no colour changes (no pollution detected). Colour 
conversion, image enhancement and morphological operation were used in this research in order to process the desired 
output image. The accuracy of the system was measured for the detection of wet or moist wall that will affect the indoor 
air quality on polluted data shows 94.94%. While 100% accuracy was achieved for no wet or moist walls detected. The 
experiment results indicate that this proposed method able to detect indoor air thermal pollution on the differences of 
moisture area and the wet areas. 

 
Key words: Thermal image Indoor air pollution  Morphological analysis  Image enhancement 
 
INTRODUCTION 

Image processing analysis has been widely used 
in the last decade in many applications such as in 
agriculture engineering, face detection, electrical 
inspection, thermal imaging, biomedical and car driver 
assisted (Kamarul Hawari Ghazali 2008, Kamarul Hawari 
Ghazali 2008, Kamarul Hawari Ghazali 2008, Asiegbu 
2012, Kamarul H. Ghazali 2013, Sharmiza Kamaruddin 
2013, Ghazali January 2014 , Ahmed M. A. Haidar 
January, 2012, Kamarul Hawari Bin Ghazali October 
2011, Kamarul Hawari Ghazali October 2011). All these 
applications using a vision system includes hardware and 
software components. Computer vision is a technology 
for acquiring, processing, analyzing as well as 
understand the input data which is the images provided 
to a computer. In the recent years, air pollution is 
becoming a general term that covers abroad range of 
contaminants in the atmosphere. The effects of air   
pollution have focused mainly on human health, but the 
attention is being directed to environmental quality as 
well. Air pollution can be classified into primary air 
pollutants and secondary air pollutants. Primary air 
pollutant is formed when pollutants are emitted directly 
into the air. An example of primary air pollution is the 
carbon monoxide from combustion. The chemical 
reactions that formed through the reactions in the 
atmosphere are one of the secondary air pollutants 
such as the formation of troposphere ozone. Beyond that, 
air pollution can be categorized into outdoor air pollution 
and indoor air pollution.  

Outdoor air pollution, mainly occurs due to 
human actions and natural sources. The air pollution that 
results based on human activities includes the emissions 
from industries and manufacturing activities such as 
smoke or fumes that erected from the factories into the 
air. Besides that, it includes the household and farming 

chemicals like overused the insect or pest killers as well 
as the burning of fossil fuels such as the fumes from car 
exhausts. Generally, indoor air pollution refers to gas or 
air particles released into a home, business or school by 
indoor sources. It can be affected by ventilation, heat and 
humidity. Since the public spends most of the time in 
indoor areas, in fact the indoor ai r  is more dangerous 
and toxic than outdoor air (Montgomery and Kalman 
1989). Averagely, the survey was conducted amongst of 
the US residents, showed that, individual spent more time 
budget of their day inside the buildings by 88% (Robinson 
1995). However, the public never realized that air 
pollution always surrounds at home or office as well as 
shopping malls. This is due to most people will think of 
the term of air pollution will be outdoors. 

According to (Heseltine and Rosen 2009), 
problems of indoor air quality are recognized as important 
risk factors for human health. The major sources of indoor 
air pollution c o n s i s t  of wet or moist surfaces, 
especially walls and floors, bedding whereby it will take 
place due to the poor maintenance of air conditioners as 
well as home dust. Beyond that, some other sources of 
indoor air pollution, including tobacco smoke, household 
products, pesticides, gases such as radon and carbon 
monoxide. Due to moisture problem, some microorganism 
such as mould and bacteria may growth increasingly. This 
was proved from the researcher in Sweeden, showed that, 
65% of 420 building were present vivid microbial growth 
with microbial or chemical emission from building 
materials (Wessén, Honkanen et al. 2002). This microbal 
pollution involves hundreds of species of bacteria and 
fungi that grow indoors when sufficient moisture is 
available. This bacteria could be classified as airbone 
viruses that are harmful to the health of a building’s 
occupants living or working there which may diminish the 
indoor air quality of the building. 



 

 

Long term staying in polluted indoors will effects 
in terms of health (Jonathan M. Samet 1988, Marios. P. 
Tsakas 2011, Jonathan M. Samet4 December, 1987) . 
Indoor air pollution can affect human even though they are 
in a good state of health as they being surrounded by 
polluted air most of their time. This will lead them to 
numerous serious health risks such as affecting their 
respiratory and inflammatory systems. According to a 
World Health Organization (WHO) classification system, 
the most of indoor air pollution deaths in Geneva occurred 
are due to cardiovascular diseases such as heart disease, 
lung cancer, stroke, COPD and acute lower respiratory 
infections in children ((WHO) 2014). Indoor air quality 
often causes discomfort to people due to the poor 
ventilated dwellings. Thus, in order to improve the air 
quality in indoor in order to ensure the building or indoor 
areas are well ventilated and getting rid of air pollutants, 
the public awareness towards the dangers of Indoor air 
pollution is increasing. Based on (Wang, Huang et al. 
2011), the research carried out by them is based on the 
detection of air pollution, which is more related towards 
the colour image processing field and the method is easy 
to implement. Furthermore, the technique related to colour 
image processing is done by (Hahn, Hernández et al. 
2006). 
 
RGB Colour Space 
 A model where colour is represented in terms of 
intensity value is a colour space. It is a mathematical 
representation of a set of colour. There are three most 
popular colour models which are RGB colour model, YIQ, 
YUV or YCbCr which used in video systems as well as 
the CMYK which usually used in colour printing. The 
RGB colour model is implemented in this system for 
detection of wet and moist walls which lead to indoor air 
thermal pollution. The RGB colour model is more 
preferable as it is normally used in computer graphics to 
display the image. 

The red, green, blue (RGB) colour space is 
widely used throughout computer graphics. It can be used 
to specify colours based on the mixing of different colour 
of light. Beyond that, the RGB colour space is defined by 
three chromatic of red, green and blue additive primaries. 
Each colour, which is describe and displayed in its RGB 
components forms a RGB colour cube. The values of 
red, green and blue can be displayed and represented at 
each axis of the colour cube in the range of [0,255]. It can 
be represented by a 3 dimensional, Cartesian coordinate 
system as shown in Figure 1 below. In the recent years, the 
RGB colour space is frequently used in image processing. 

 
 
 
 
 

 
 
 
 
 

Figure 1: RGB colour cube 
 
 
 

 Thermal Imaging and its applications 
A Thermal Imaging Camera is a type of 

thermography camera or an infrared camera. A thermal 
imaging camera forms an image using infrared radiation, 
which is similar to a common camera which forms images 
using visible light. In other words, it is a device which 
used to capture the infrared energy which transfers from 
an object to its environment and produce a real-time 
image in a color palette.  

Thermal imaging camera had become a common 
tool in certain industries such as used to verify the 
building’s performances to specifications, determine 
insulation condition, and verify the structure design as 
well as to detect some leakage like pipe leakage and gas 
leakage. In this research topic, the problem with indoor air 
pollutants is that most are invisible to the eye. This is 
especially true in the case of particle pollutants. Because 
the eye detects only particles that are about 30 microns in 
size, approximately 99 percent of indoor pollutants are 
almost undetectable. Hence, with the aid of thermal 
imaging camera, it is able to identify the moisture 
problem in buildings. Furthermore, a thermal imaging 
camera is able to determine the areas the differences of 
moistures area and the heat of drier areas as well as 
evaporative cooling. Based on the research on Tim C 
Howell of Energy Loss Evaluations in Thermal Imaging, 
the dark area indicates the cold or wet area on bedroom 
ceiling as shown in figure 2. While based on the figure 
3, it is to show the cold spot around the light fixture. 
From the thermal imaging camera, it is found that the 
water dripping onto insulation causing the moist area on 
ceiling. 

 
 
 
 
 
 
 
 

Figure 2: Cold or wet area on bedroom ceiling 
 
 
 
 
 
 
 
 
Figure 3: Cold spot around light fixture 

 
Other than that, another research on moisture 

detection is done by (Hopkins October 2010) on the 
dampness in old houses. Figure 4 shows the gypsum 
plasterboard is dabbed onto bare bricks and no apparent 
problems were noticed in this home. On the other hand, 
thermal image of wall, in Figure 5 shows the purple spot 
which a colder area where plasterboard dabs are 
transmitting heat to outside. 

 
 
 
 

 



 

 

 
 
 
 
 
 
 
 

Figure 4: Image of wall using a night vision camera 
 
 
 
 
 
 
 
 

 
Figure 5: Thermal image of wall using a thermal 

imaging camera 
 

A thermal imaging camera provides an easy 
solution, clearly revealing which piles are heating up 
fastest and need to be processed as well as a rapid 
scanning of a surface. This can be seen through a defect is 
able to detect in a short duration and this is able to reduce 
the troubleshooting time and preventative maintenance. 
There are 3 factors that need to be considered using a 
thermal imaging camera, including the detection, 
recognition as well as identification 
 

METHODOLOGY 
 

 The methodology consists of five major stages, 
as shown in Figure 6 below, for each thermal image. The 
stages including data acquisition, image pre-processing, 
image processing, feature extraction as well as the 
classification. 

 
Figure 6: Methodology of Thermal Image Analysis 

 
Data Acquisition 

In this project, about 250 thermal images of walls 
in the surrounding of indoor area are captured by using a 
thermal imaging camera. After the collection of thermal 
images, the images are transferred into a computer. Then 
the image is converted and stored in Joint Photographic 
Experts Group (JPEG) due to it is readable by the 
computer as picture. 

 
Image pre-processing 

The next phase is the image pre-processing stage 
where the objective of this phase is to improve the image 
quality for enhancement of important features of interest. 
Thus, the images from the entire databases are 
implemented by using the image processing technique in 
Matlab 2010a. The images taken from the database are in 
different dimensional size. Hence, the image is loaded into 

the system through the use of imread function and 
displayed it into window by using imshow function in 
Matlab. Generally, each original image has the 
combination of three components of the colour arrays 
where each pixel value in the image is represented by 
RGB (Red, Green, and Blue) components. From the 
original image, the image is converted to 255 level 
grayscale using rgb2gray function. A grayscale image is 
an image whereby the value of each pixel is in the 
category of single sample per point, in which it carries 
the intensity of information. Image is defined with 
grayscale level, which means the number of pixels in an 
image is stored 8-bit integer to represent colour from black 
to white. 
  
Image processing 

In this stage, by using a threshold value enables 
users to obtain the region of interest which is the purple 
spot in the image. The threshold value is set throughout 
the analysis of a set of images. Furthermore, 
thresholding is employed in this operation in order to form 
a binary image. Threshold value set in the project is 
shown as below in Table 1. The pixels with a value out 
of range of the threshold are set to logic 0 while the pixels 
with a value in the range of the threshold are set to logic 1. 

 
TABLE 1: THRESHOLD VALUE FOR COLOUR 

PROCESSING 
Colour Digital Image representation
Red 180-230 
Green 0-50 
Blue 80-150 

 
Feature Extraction 

At feature extraction stage, it is to make 
quantitative measurements from the image. It is a 
process which needs to represent the output of the image 
by image processing technique. After the region of 
interest is obtained in the image processing stage, the 
threshold image is converted to binary image by using the 
im2bw function. After the binary image is obtained, the 
features that determine the analysis by suppressing  
undesired distortion referred as ‘’noise’’ or by the 
existence of wet or moist walls that will causes the indoor 
air thermal pollution can be now extracted. However, some 
pixels in the binary images might have wrong binary 
value. Thus, morphological operation is carried out in 
order to handle this problem. In this case, to set a value of 
0 in pixels, the value must be below than the threshold. 
On the other hand, the pixels with a value greater than the 
threshold is automatically set to 1. The morphological 
operation that used in this project includes erosion, 
dilation, filling as well as closing. 
 
Classification 

From the results of image analysis, the 
classification of image can be done by getting the area 
of wet or moist surfaces on the wall based on the 
total number of pixel values in the image. The 
function of region props is used to identify the area of 
the wet or moist walls. In addition, bounding box(s) 
that will ease the classification decision process is 



 

 

drawn on the area of the wet or moist walls that will 
lead to indoor air thermal pollution. 
 

RESULT AND DISCUSSION 

The simulation of this project was applied in the 
computer vision toolbox in Matlab 2010a. 255 images are 
used in this simulation process whereby the images are 
divided into two categories. Based on the thermal images 
of walls captured, the observation of changes in colour is 
carried out. Hence, the first category has been classified 
consists of 178 images with the colour changes while 
another 77 images showed with no colour changes. 
However, the system should achieve a 90% effectiveness 
for an acceptable usability. 

Colour Detection 
(1) Pollution detected: The methods or process of 

thermal image analysis is carried out in detecting the 
indoor air thermal pollution on wet and moist walls to 
analyze the polluted data. For the polluted data, there is 
changes in color whereby there is purple spot(s) existed. 
 
 
 
 
 
 
 

(a)                                                 (b) 

 

 
 

 

 

  (c)                                                 (d) 
 
 
 
 
 
 
 

   (e)                 (f) 
 
 
 
 
 
 
 

     (g)     (h) 
 

Figure 7: (a) Original image, (b) Grayscale image, (c) 
Threshold image, (d) Image after binarization, (e) 

Eroded image, (f) Dilated image, (g) Filled image, (h) 
Closed image 

 
Based on the process of colour detection, there 

is a wet or moist wall detected as shown in the output of 
the image as shown in figure 7(h). This process begins in 
pre-processing stage where original image figure 7(a) is 

converted into a grayscale image as shown in figure 
7(b). After the pre-processing stage, the image is 
undergoing the process of image processing whereby it 
enables us to obtain the region of interest of the project 
as shown in figure 7(c). Followed by the stage of feature 
extraction, morphological operation such as erosion, 
dilation, filling as well as closing took place by using the 
function such as imerode, imdilate, imfill and imclose. 
This can be seen in figure 7(d), 7(e), 7(f) and 7(g). 
Furthermore, a suitable structuring element is required for 
each operation in order to obtain better output. The 
morphological operation is important as it able to remove 
the “noise” in the image. However, before the process of 
morphological operation, the image must be converted 
into a binary image so that the features of the existence 
of wet or moist walls can be extracted and determined. 
By identifying the area shown in the bounding box 
by using the function of regionprops that's shown 
throughout the process, in a polluted data, the output 
would be likely as shown in figure 7(h). Furthermore, 
the text “Pollution Detected” is displayed if wet or 
moist walls existed. 

 
2) No pollution detected: The same methods or 

process that carried out in detecting the indoor air 
thermal pollution on wet and moist walls are repeated in 
order to analyze the non- polluted data. The non-polluted 
data initially determine, based on there are no changes in 
colour as well as there is no purple spot exists. During the 
analysis of non-polluted data is carried out, the same 
threshold value and structuring element set in the process 
of feature extraction during analyzing the polluted data 
are used. 
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   (e)      (f) 
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Figure 8: (a) Original image, (b) Grayscale image, (c) 

Threshold image, (d) Image after binarization, (e) Eroded 
image, (f) Dilated image, (g) Filled image, (h) Closed 

image 
 

In pre-processing stage, the original image figure 8(a) is 
converted into a grayscale image and as shown in figure 
8(b). Then, the image is undergoing the process of 
image processing whereby it enables us to obtain the 
region of interest of the project as shown in figure 8(c). 
In the stage of feature extraction, morphological 
operation that took place can be seen in figure 8(d), 
8 (e), 8 (f) and 8 (g). However, the same structuring 
element is used in the detection of non- polluted data to 
show there are no wet or moist walls detected due to no 
colour changes. Since no area is identified in the 
bounding box, thus, it can be concluded that the image is 
a non-polluted data whereby the wall is not wet or 
moist. Beyond that, the text “No Pollution Detected” is 
displayed as shown in figure 8(h) 

 
Graphical User Interface (GUI) 

A Graphical User Interface (GUI) is designed 
and created in this project because it aids the user to 
obtain the output easily by inserting or choose any 
desired input. Due to there are lots of images need to be 
analyzed, hence, the GUI is developed in order to obtain 
the results or outputs instead of analyzing the image 
one-by-one. Figure 9 shows the GUI where there is a 
wet or moist wall detected, whereby indoor air pollution 
existed. However, in Figure 10, it is the GUI of no wet 
or moist wall detected, hence no pollution detected. 

 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 9: GUI for pollution detected 
 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 10: GUI for no pollution detected 
 
Analysis Data Accuracy 
 

 
Figure 11: Data accuracy of wet or moist 

walls detected 
 

 
Figure 12: Data accuracy of no wet or moist   

walls detected 
 
The accuracy of data is one of the most important 

elements in researcher field. However, the data obtained 
during the stage of image acquisition needs to be 
sufficient in order to validate the accuracy of the system. 
Hence, based on the threshold value that had been set as 
shown in figure 1 1 , the accuracy of the system for the 
detection of wet or moist wall that will affect the indoor 
air quality on polluted data shows 94.94% . In other 
words, it means that, due to the changes of colour in 
the thermal images of polluted data, out of 178 images, 9 
images that have changes of colour are not able to detect 
by using the threshold value. On the other hand, for the 
non-polluted data as shown in Figure 12, since there 
are no colour changes shown in the thermal images 
and no detection appear by using the same threshold 
value, hence, the system achieved100% accuracy.  
 



 

 

CONCLUSION. 
 In this paper, a detection of indoor air pollution 
on wet or moist walls using thermal image processing 
technique were presented. To fulfill the image processing 
system process, a combination techniques of colour 
thresholding and morphological operation have been 
implemented. Herein, the detection technique to detect 
wet or moist wall has proven successfully. This is 
proved from the accuracy result, showed that, 94.94%. 
accuracy of wet or moist wall were detected. While 100% 
accuracy for no wet or moist walls has been detected. 
Even though there some error occurred regarding to 
unsuccessfully wet or moist detected, but this system 
reliability is above 90% from the validation results. 
Hence, thermal imaging camera could be a suitable tool 
since it’s able to detect indoor air thermal pollution on 
wet or moisture problem in buildings. 
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ABSTRACT 

In this reserach, we examined how interactive persuasive learning influences elderly. We have identified the  
relevant constructs and their measurement factors of the interactive persuasive learning that influences the elderly.  
Structural equation modeling was used to analyze the fit of the hypothesized model. The findings of this study 
corroborate the indirect effects of interactive persuasive learning influences on learning outcome, which was mediated by 
cognitive, motivation, experience, and emotional appeal except the direct effect of emotional appeal towards learning 
outcome. The findings of this study showed emotional appeal does not influence learning outcome on elderly. These 
findings suggest, emotional appeal of the interactive media would only persuade elderly to use the computer application 
but no influence would be on their learning outcomes. These findings provide suggestions  on how to enhance the 
effectiveness of learning and ameliorate the implementation of interactive learning amongst instructional designers and 
software developers. Overall, this study contributed a theoretical model which can help increase the effectiveness of 
learning in an interactivelearning environment. 
 
Key words: Elderly  Persuasive  Interactive Structural equation model   

 
INTRODUCTION 

Interactive media has begun to gain its precious 
output in learning since the emergence of technological 
apparatus and concept as the learning aids (Mayer & 
Moreno, 2002). The broad features of the interactive media 
enable researchers to fully utilize the interactive media 
functions as appropriate. In this study, interactive media is 
defined as the combinations of various types of digital 
media elements such as text, images, sound, animation and 
video as well as simulations that can persuade users to use 
interactive media technology for learning; and to convey 
information for better learning and comprehension in an 
interactive way. In learning, interactive media can construct 
knowledge and provide an active learning environment to 
the learners (Neo & Neo, 2004). In virtual environment 
interactive media can be used to enhance learners’ 
understanding and memorization (Mayer, 2002). However, 
should be noted that the interactive media use in learning 
environment must be well designed and well developed to 
ensure its effectiveness to gain the desired outputs (Noor, 
2012). 

Nevertheless, to make elderly uses computers, 
particularly for learning is not a trivial. Czaja (2007) states 
the perception and physical limitation differences including 
inadequate skills, cognitive slowing and limited processing 
factor because of the increasing age make many computer 
tasks more difficult to the elderly. Previous research 
confirms that computer programs also have myriad 
beneficial outcomes to the elderly, even might be indirectly 
rehabilitation training for them who face aging vulnerability 
(Boulton-Lewis, Buys, Lovie-Kitchin, Barnett & David, 
2007; Yasothaa & Zamin, 2014; Zaccarelli, Cirillo, Passuti, 
Annicchiarico, & Barban, 2013). According to Lorenz & 

Oppermann (2008), the generalization of all elderly difficult 
to use interactive media technology cannot be entirely 
accepted as older peoples (50 years old and above) have 
more abilities through their experiences than the youngest 
such as the aptitude, trainings and social status. Even the 
restrictions or impairments occurring during their lifetime 
can be new resurrection in their behaviour and attitude.  

Thus, this study proposes a conceptual model of 
interactive persuasive learning for elderly. It would provide 
a mechanism to overcome elderly preference towards 
computer based learning based on their suitability while 
interacting with computers. The target population is elderly 
aged above 50 years old. A survey is conducted to construct 
a conceptual model of interactive persuasive learning 
among elderly. There is indication that elderly choose the 
use of computer applications as their last resort to learning. 
 
RESEARCH MODEL 
 The research model for this study is related to the 
relevant factors of interactive persuasive learning among 
elderly. Previous studies have proven the positive potential 
of interactive media use towards the learners; such as in 
Yusoff (2012) and others. However, there is little study 
related to elderly learning by using the approach. The 
physical and psychological limitations are the major 
problems of the issue and make the elderly difficult to use 
the computer-based learning materials. Therefore, based on 
previous literatures and studies, this study attempts to 
identify not only the interactive media features but also the 
needed psychological factors to arouse elderly will to use 
computer-based learning material.  

The study focuses on learning from instruction 
based on interactive media and persuasive technology for 
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the elderly. According to Shuell and Lee (1976), learning 
from instruction refers to the learner's environment which 
has been intentionally created and structured so that the 
learner will achieve the expected outcomes.  The model of 
the learning environment in this study strictly refers to the 
interactive media and persuasive technology where the 
learners’ interaction with the learning materials is mediated 
by the interactive persuasive learning environment for the 
elderly. Hence, the technology-mediated learning theory is 
adapted in this study. Technology-mediated learning refers 
to an environment of learning materials (such as readings, 
assignments, exercises and others), peers and instructors 
(Alavi & Leidner, 2001). 

The research framework for this study has been 
developed as shown in Figure 1. The model showed that 
learning outcome is the main variable, whereby 2 indicators 
were classified; PERF (performance) and SAT 
(satisfaction). The determinants (antecedents) include 
cognitive, motivation, experience and emotional appeal, 
which is followed by IM (interactive media) features. The 
IM features indicators include LAY (layout and 
consistency), SIM (simulation), NAV (navigation) and MIN 
(minimal input devices). 
 

 
 

LAY: Layout and Consistency, SIM: Simulation, NAV: 
Navigation, MIN: Minimal Input Devices, IM: Interactive 
Media, PERF: Performance, SAT: Satisfaction 
 

Figure-1. Research Model. 
 

METHODOLOGY 
 
Subjects and procedures 
 The target population of this study is elderly group 
which is in 50 years old and above as suggested by Boulton-
Lewis et al. (2007) in the area of computer technology and 
learning. Although the elderly age level is used differently 
in myriad studies such as 60 years and above (Watering, 
2005), 65 years old and above (Bobeth, Schmehl, Kruijff, 
Deutsch & Tscheligi, 2012), 70 years and above (Giotakos, 
Tsirgogianni & Tarnanas, 2007), 68 years and above 
(Kankainen & Lehtinen, 2011) and 45 years old and above 
(Looije, Neerincx & Cnossen 2010); this study tend to use 
the age of 50 years old and above (approximately to 64 
years old) as the respondent in the age level is more likely 
to be interested, need and want to learn new things and 
technology and give their effort to learn new activities 
(Boulton-Lewis et al., 2007). The number of the 

respondents for this study is approximately 300 elderly. 
This number satisfies the proposed minimum of 200 
subjects for SEM (Gerbing & Anderson, 1985). The 300 
elderly respondents are from the Kubang Pasu district in 
Kedah, Malaysia. The respondents were randomly selected 
based on their age’s level.  Each respondent was supplied by 
a laptop during the process was conducted.    
 
Measurement 
 There are three sections of questionnaires that 
respondents needed to answer. These include a section 
containing respondent’s demographic details, nine factors 
and features of the Interactive Persuasive Learning (InPeL) 
conceptual model (layout and consistency, simulation, 
navigation, minimal input devices, motivation, experience, 
cognitive, emotional appeal and satisfaction of the learning 
outcome) questionnaires, and the last section is related to 
another learning outcome factor, performance. The 
questionnaires for investigating the performance factor were 
isolated as the questionnaires contain the selected 
courseware content, V-Hajj.  

In this study, four experts were involved to validate 
the model and the instrument. The experts were selected 
based on their expertise in the computer learning and 
interactive multimedia field for over 5 years of experience. 
Several amendments for model and questionnaires were 
corrected based on the comments by the experts in computer 
learning and interactive multimedia. The refinement of the 
model has been made after several inputs from the experts. 
The pilot study was carried out to validate the instrument. In 
the study, the Cronbach Alpha value was greater than 0.7 
which is reliable because it is greater than the threshold 
value 0.6 (Nunnally, 1978). Table 3.1 depicts the Cronbach 
Alpha values for the instrument. For all items participants 
rated themselves on a five-point Likert scale ranging from 
(1) Strongly Disagree to (5) Strongly Agree.  
 

Table-1. Interactive Persuasive Learning (InPeL) 
Measurement Instrument 

 
Construct Elements Items Cronbach’s 

Alpha 
Interactive 
Media 
Features 

Layout & 
Consistency 

9 0.886 

Simulation 7 0.831 
Navigation 4 0.833 
Minimal Input 
Device 

4 0.701* 

Interactive 
Persuasive 
Learning 
Elements 

Motivation 
(Attention, 
Relevance, 
Confidence, 
Satisfaction 
(ARCS)) 

18 0.931 

Experience 4 0.744 
Cognitive 4 0.827 
Emotional 
Appeal 

4 0.600** 

Learning 
Outcome

Satisfaction 7 0.894 
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In this study, the evaluation was held at the 
participants’ places. A natural setting was selected instead 
of a laboratory setting for conducting the evaluation since 
the former was more realistic (Gardner & Raj, 1983). 
Furthermore, the setting is particularly affecting the 
learning outcome and far illuminating when they are 
undertaken in their own context (Thangarajoo, 2008). The 
evaluation was conducted with each individual respondent. 
A laptop or computer equipped with speakers or 
headphones was required to run the V-Hajj courseware. The 
respondents were briefed on the objectives of the evaluation 
and the way it would be conducted. Then the respondents 
were given ample time to explore and learn the contents of 
the V-Hajj courseware prototype on their own without any 
interference from the researcher. Once they were done, they 
were asked to answer the questionnaires containing three 
sections. Approximately, they complete their session in one 
to one and half hours. 

 
Software – The Virtual Hajj (V-Hajj Courseware) 
 A desktop based courseware for hajj learning 
procedures, V-Hajj was used to evaluate the conceptual 
model. V-Hajj is a courseware under the copyright of  
Universiti Utara Malaysia (UUM) as one of the university’s 
research product in computer and multimedia field. It 
emphasizes the use of myriad multimedia elements as well 
as virtual environment to facilitate learners in learning Hajj 
procedures. Hajj procedures are complex as it contains a lot 
of information, rules, tasks, practical steps, doa and zikir to 
be learnt before performing Hajj in Mecca (Yusoff, 2012). 
Even though comprehensive courses are provided by the 
authorized organization for the pilgrims, supplementary 
learning materials are still required (Jamaan, 2010). For this 
reason, it supports the relevancy of the V-Hajj courseware 
development and use.  

V-Hajj courseware integrates MM elements and 
3D real time visualization into a computer application. The 
multimedia elements interactively provide information 
about Hajj which includes Umrah and Ziarah procedures 
and steps. The procedures for Hajj include Compulsory 
Term (Syarat Wajib), Hajj Types (Jenis Haji), Pillars of 
Hajj (Rukun Haji), Compulsories of Hajj (Wajib Haji), 
Steps in performing Hajj (Langkah mengerjakan Haji), 
Methods of performing Hajj (Kaedah mengerjakan Haji), 
Dam Payment (Dam) and Prayer (Doa). Umrah includes 
Compulsory Term (Syarat Wajib), Pillars of Umrah (Rukun 
Umrah), Compulsories of Umrah (Wajib Umrah) and Steps 
in performing Umrah (Langkah mengerjakan Umrah). 
Ziarah includes Internal Visit (Ziarah Dalam) and External 
Visit (Ziarah Luar). 3D real time visualization is used to 
enable learners to practically involve in three types of 
practical rituals which include Tawaf, Sa'ei and throwing of 
the Jamarat. Figure 2 until Figure 3 depicts the interface of 
V-Hajj Courseware used in this study. 
 

 
 
Figure-2. V-Hajj Courseware Main Page 
 

 
 
Figure-3. V-Hajj Courseware Learning Selection 
 

 
 
Figure-4. V-Hajj Courseware Contents for Hajj Learning 
Procedures 
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DATA ANALYSIS AND RESULT 
 

Statistical Package for Social Sciences (SPSS) 
Version 16 was used to analyse the data for internal 
consistency reliability and descriptive statistics such as 
frequency and proportion.  Analysis of Moment Structures 
(AMOS) Version 16 was used for SEM to determine the fit 
of the hypothesized model. SEM is an analysis technique 
that considers measurement error i.e. handling factors that 
influence the indicator (Conley, Muncey, & You, 2005), 
technology forecasting (Staphorst, Pretorius, & Pretorius, 
2013) and identifibility of sparse for directed network 

(Bazerque, Baingana, & Giannakis, 2013). Some indexes 
are used including chi-square, i.e. a Root Mean Square 
Error of Approximation (RMSEA) (Browne & Cudeck, 
1993), Comparative Fit Index (CFI) (Bentler, 1989), Tucker 
Lewis Fit Index (TLI) (Tucker & Lewis, 1973), Normed Fit 
Index (NFI) (Reinard, 2006) and Chi Square/Degree of 
Freedom (Marsh & Hocevar, 1985). The criteria for model 
fit assessment for both the CFA and SEM are presented in 
Table 2. 

 
Table-2. Criteria for Model Fit Assessment 

 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
SEM is used to measure the direct effects of 

structural model to predict the significant relationship 
among the factors of interactive persuasive learning among 
elderly. A two-step model building approach was used to 
analyse the two conceptually distinct models: the 
measurement model followed by the structural model. The 
fit and construct validity of the proposed measurement 
model was first tested and once a satisfactory measurement 
was obtained, the structural paths of the SEM were 

estimated. The evaluation of the measurement models and 
structural models was done using maximum likelihood 
estimation. 
 
Demographic statistics 
 Among the respondents, 40.7% (122) were male 
and 59.3% (178) were female. The range age of the 
participants was 50-71 years old. Descriptive statistics of 
the respondents is depicted in Table 3. 

 
Table-3. Demographic Data of the Respondents 

Name of 
category 

Name of 
index 

Index full name Level of 
acceptance

Literature Comments 

Absolute fit Chisq Chi-square P > 0.05 Wheaton et 
al. (1977) 

Sensitive to 
sample size 
> 200 

RMSEA Root Mean Square 
Error of 
Approximation  

RMSEA<0.08 Browne and 
Cudeck 
(1993) 

Range 0.05 
to 1.00 
acceptable. 

GFI Goodness of Fit 
Index 

GFI > 0.90 Joreskog and 
Sorbom 
(1984) 

GFI = 0.95 
is a good fit 

Incremental fit CFI Comparative Fit 
Index  

CFI > 0.90 Bentler 
(1989) 

CFI = 0.95 
is a good fit 

TLI Tucker-Lewis 
Index  

TLI > 0.90 Bentler and 
Bonett (1980) 

TLI = 0.95 
is a good fit 

NFI Normed Fit Index  NFI > 0.80 Reinard 
(2006)  

NFI = 0.95 
is a good fit 

Parsimonious Chisq/df Chi 
Square/Degree of 
Freedom 

Chi 
square/df< 5.0 

Marsh and 
Hocevar 
(1985) 

The value 
should be 
below 5.0. 

Demographic Data Frequency Percentage (%) 
Gender 
Male 122 40.7
Female 178 59.3
Age 
50 – 71 years old 300  100 
Education Level 
Primary School 47 15.7 
Secondary School 163 54.3
College / University 90 30
Computer Use 
Yes 155 51.7 
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Measurement model 

The measurement models were assessed based on 
the significance of each estimated coefficient or loading, the 
convergent validity and discriminant validity. All items 
loaded significantly on their latent construct (p < 0.05). 
Convergent validity was assessed using composite 
reliability and average variance extracted. A commonly 
used threshold value for composite reliability is 0.6 
(Awang, 2012) whereas for average variance extracted is 
0.5 (Hair, Black, Babin, Anderson, & Tatham, 2006). The 
composite reliability and average variance extracted are in 
the acceptable range. The scales were therefore considered 
satisfactory for SEM. Discriminant validity appeared to be 
satisfactory for all operationalization as the estimated 
correlations were less than 0.85. Discriminant is achieved if 
indicator correlates more highly with the construct that it is 
intended to measure than with other constructs (Garson, 
2009). Table 4 shows the acceptable model fit that was 
obtained since all the chosen fit statistics was verified to the 
requirements. While all the factors have acceptable 
reliability value, each factor can also be measured 
individually depending on the nature of the research. 
 

Table-4. Summary of measurement scales 
 

Construct CR 
(above 0.6) 

AVE 
(above 0.5) 

IM Feature 0.9547 0.7016 

Cognitive 0.8561 0.6040 

Motivation 0.9206 0.5653 

Experience 0.8468 0.5889 

Emotional 0.9128 0.8757 

Learning 
Outcome 

0.6545 0.9296 

 
Before proceed to modeling the structural model, 

the normality assessment for the data is examined. The 
value of skewness shows that all of the items have the 
skewness values that fall within the range of -1.0 and 1.0. 
This indicates that the data distribution is normally 
distributed. 
 
Structural model 
 Figure 5, Table 5 and Table 6 show the results of 
the structural model. The test yields the standardized path 
coefficients, which indicate the positive relationships 
between the constructs, and their statistical significance. In 
addition, the goodness-of-fit measures are provided to 
assess the fit of the model. The overall goodness-of-fit 
measures indicated an acceptable fit of the model 
(Chisquare> 0.05, GFI = 0.905, CFI = 0.962, Chisquare 
Ratio = 1.987,RMSEA = 0.061). All estimates were within 
the admissible range (i.e., correlation coefficient less than 1 
and no negative covariances) and in the theoretically  
 
 

 
 

 
expected directions. For the relationships between the 
constructs, all hypotheses except H8 were supported. 

IM features were a strong antecedent to emotional 
appeal (beta = 0.92, p < 0.05), motivation (beta = 0.88, p < 
0.05), cognitive (beta = 0.84, p < 0.05), and experience 
(beta = 0.83,p < 0.05). All the psychological elderly 
learning factors were strong antecedents to learning 
outcomes except motivation: experience (beta = 0.95, p < 
0.05), cognitive (beta = 0.91, p < 0.05), and motivation 
(beta = 0.52,p < 0.05). 

 

 
 

Figure-5. Final structural model 
 

Table-5. The assessment of fitness for the structural 
measurement model 

 
Fit Indices Fit 

Statistics 
Recommended 

Fit Criteria 
Conclusion 

Absolute 
Fit Indices

   

Chisq 268.261 P > 0.05 Satisfactory 

RMSEA 0.061 Range 0.05 to 
1.00 acceptable 

Satisfactory 

GFI 0.905 GFI > 0.90 Satisfactory 

Incremental 
Fit Indices 

   

CFI 0.962 Over 0.90 Satisfactory 

Parsimony 
Fit Index 

   

Chiq/df 
(Ratio) 

1.987 Below 5 Satisfactory 

 
 
 
 
 
 
 
 

No 145 48.3 
Computer-Based Learning Material Use
Yes 107 35.7 
No 193 64.3 
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Table-6. The results of  hypothesis testing 
 

Hypotheses Construct Path Construct Estimate p-value Hypothesis 
Result 

H1 IM Feature  Cognitive 0.84 0.000 Supported 

H2 IM Feature  Motivation 0.88 0.000 Supported 

H3 IM Feature  Experience 0.83 0.000 Supported 

H4 IM Feature  Emotional Appeal 0.92 0.043 Supported 

H5 Cognitive  Learning Outcome 0.91 0.000 Supported 

H6 Motivation  Learning Outcome 0.52 0.003 Supported 

H7 Experience  Learning Outcome 0.95 0.000 Supported 

H8 Emotional Appeal  Learning Outcome 1.52 0.077 Not Supported 

DISCUSSIONS 
 In our study, all the direct effects were found to be 
positively significant except relationship between emotional 
appeal and learning outcome. The positive relationships are 
supported by various studies. Mayer (2001) suggested 
several methods of using the interactive media features 
combination that is appropriate with the human cognitive 
process. It is found that cognitive process would be 
significantly better when there are improvements in 
interative media features such as its layout and consistency; 
navigation; simuation; and minimal input devices.   
According to Keller and Suzuki (1988), many learners are 
attracted to the novelty of interactive media use, at least 
initially; however, the appealing will not persist long if 
there are no motivational components included in the 
design. It is evident from this study that interactive media 
features would evoke motivation of the elderly in using 
computer-based learning systems.  
The relationship between the interactive media features and 
the experience in computer-based learning environment are 
proven to be significant on elderly because a system which 
is embedded with simulations always promises unwavering 
experience to the users (Chilcott& Smith, 2011). This study 
used virtual reality technology to perform life-like 
environment hence it is proven that interactive media 
features provides compelling experience to elderly during 
their encounter with the computer-based learning 
environment. One of the methods to elicit emotional 
influences in a computer system is via an expressive 
interface. Fogg (2003) stated that the used of persuasive 
words or texts can be a persuasion element in changing 
people’s behaviour and attitude; including layout, 
typography, font size, and color scheme. Based on the 
finding, it is proven that interactive media features 
positively influences emotional appeal on elderly. This 
emotional appeal is triggered by the use of persuasive 
narrations and graphics as well as adjustable font sizes. 

In learning, psychologist and educators believed 
that both cognition and learning process is mutually 
beneficial. Not only the way of teaching and learning 
environment should be, but also how to convey the  

 
information effectively, whether directly or indirectly to 
learners (Mayer, 2002). It is evident from this study that 
cognitive positively influences learning outcome. It is found 
that motivation positively influences learning outcome on 
elderly. Motivation has been found to have influences to 
determine learning process effectiveness. In order to 
encourage as well as to change perception and behaviour 
towards an interactive media learning application; it is 
essential to study how the designers can accelerate the 
learners’ motivational level through the medium (Noor, 
2012).  

Experience positively influences learning outcome 
on elderly in interactive persuasive learning. Previous 
studies have shown the importance of learners control and 
active learning to the computer based learners (Lee, Wong 
& Fung 2010). In fact, it provides meaningful experience 
for them in learning process also can hold their interest to 
be engaged in the process (QOTFC, 2007). Interactive 
media is able to provide adequate user experience to the 
elderly hence the better learning outcome. 

Based on the findings, emotional appeal does not 
influence learning outcome on elderly. Emotional appeal is 
one of the important elements in designing and developing 
computer systems (Bardzell, Bardzell & Pace, 2008), but it 
rarely discussed in most studies. When discussing about the 
emotional appeal in computer system design and 
development, one prominent aspect is the aesthetic look of 
the design. Aesthetic also associates with human emotions, 
affects, feelings or moods whereby it influences how human 
make their judgments and perception based upon 
information they received (Zhang, 2009). Emotional appeal 
would help elderly or even any learners to engage with the 
computer application and eventually provides as an 
incentive for learning to occur (Packer & Ballentyne, 2002). 
Indirectly, it can be said that in computer-based learning 
system, aesthetic look is also important as the feature can 
motivate learners’ to visit or use the system but there is no 
influence on learning. In other words, emotional appeal of 
the interactive media would only persuade elderly to use the 
computer application but no influence would be on their  
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learning outcomes.
 

CONCLUSION AND FUTURE RESEARCH 
 This study has significantly contributed to the 
understanding of interactive persuasive media potentials in 
supporting and enhancing learning among elderly. An initial 
conceptual model consisting determinants of learning 
effectiveness in an interactive persuasive media among 
elderly is determined. Theoretical constructs and their 
relationships in an interactive persuasive media learning 
environment has been identified and has been developed 
into a generic model where its fit has been systematically 
and empirically tested. The findings of this study suggest 
that the interactive media developer must work hand-in-
hand with instructional designers to provide effective 
learning and strengthen their interactive media learning 
implementation. Further work to be considered can be a 
rigorous theoretical framework for constructing other 
important determinants of learning effectiveness in an 
interactive media learning environment because the findings 
of this research is for the elderly only. 
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ABSTRACT 
This paper presents an automatic segmentation of brain lesions from diffusion-weighted imaging (DWI) using Fuzzy C-
Means (FCM) algorithm. The lesions are acute stroke, tumour and chronic stroke. Pre-processing is applied to the DWI 
for intensity normalization, background removal and enhancement. After that, FCM is used for the segmentation process. 
FCM is an iterative process, where the process will stop when the maximum number of iterations is reached or the 
iteration is repeated until a set point known as the threshold is reached. The FCM provides good segmentation result in 
hyperintensity and hypointensity lesions according to the high value of the area overlap, and low value of false positive 
and false negative rates.  The average dice indices are 0.73 (acute stroke), 0.68 (tumour) and 0.82 (chronic stroke). 
 
Key words: Diffusion-Weighted Imaging  Brain Lesion  Fuzzy C-Means   

 
 INTRODUCTION 

Magnetic Resonance Imaging (MRI) is one of the 
popular, painless, non-radiation and non-invasive brain 
imaging techniques (Holdsworth and Bammer,2008). MRI 
produces images of high spatial resolution (mm) with 
excellent soft tissue contrast that has made it useful for 
detecting brain tissue abnormalities (Krishnan et al.,2004). 
Diffusion-weighted imaging (DWI) is increasingly playing 
an important role in diagnosis of brain lesions. Due to its 
ability to provide image contrast that is dependent on the 
molecular motion of water. Diffusion of water molecules in 
pure water occurs randomly, but does not occur in the 
cellular environment as it is restricted by cellular boundaries 
and macromolecules. The diffusion properties of water 
molecules can be measured using DWI (Gray and 
MacFall,1998). DWI also provides additional information 
about diseases such as neoplasms, intracranial infections and 
others. The acquisition is noninvasive and does not require 
any contrast agent. Thus, it can be established a routine 
patient evaluation. 

Automatic segmentation can extract boundaries 
from a large   number of images with a little time and effort. 
The segmentation algorithm is based on the properties of 
grey level values of pixels (EvelinSuji, V. S. Lakshimi and 
Wiselin Jiji, 2013). Image segmentation methods can be 
categorized into three categories: edge-based methods, 
region-based methods, and pixel-based methods; both 
supervised and unsupervised. Unsupervised segmentations 
are fully automatic and the regions are partitioned in feature 
space with high density. Feature-space based techniques, 
clustering and adaptive thresholding are examples of 
unsupervised algorithm (Jobin and Parvathi, 2011). In 
region-growing segmentation the regions are based on 
intensity information or edges in the image (Saad et al., 
2012). An operator manually chooses a seed point and 
extracts all the pixels connected to the initial seed based on 
some predefined criteria. Region growing can be sensitive to 
noise, causing extracted regions to have holes or to be 

disconnected. The split and merge technique is known as 
quad-tree segmentation, which is based on a quad-tree 
partition of an image. However, it is not a pixel based 
segmentation (Saad et al., 2010). 

Clustering is the process of forming objects into 
groups whose members have similar characteristics. Three 
commonly used clustering algorithms are k-means, fuzzy c-
means (FCM), and expectation-maximization (EM) 
algorithms. Every method has its advantages and 
disadvantages. The weakness of FCM is its sensitive to noise 
and that it only considers clustering based on intensity. EM 
performs the segmentation as a normal Gaussian distribution, 
but generally, a noisy image is not a normal distribution 
(Ahirwar, 2013), (Dokur, 2008), (M.A et al., 2008). A 
modified FCM algorithm is used to overcome the problem 
by incorporating the spatial neighborhood information into 
the standard FCM algorithm and modifying the membership 
weighting of each cluster (Anangaonkar, 2013).  

This paper discusses automatic segmentation of brain 
lesions from DWI using a Fuzzy C-Means approach. This 
paper is organized as follows. The proposed techniques are 
discussed in details in section II. The section starts with 
flowchart of the proposed method first, followed by the DWI 
used for this paper and a description of the segmentation 
process. In section III, experimental results of applying the 
algorithm are applied. The conclusion is discussed in section 
IV.  

RESEARCH METHODLOGY 

 
Fuzzy C-Means Algorithm 

 Fuzzy C-Means (FCM) is an iterative process that 
allows data that belong to two or more clusters with 
different membership coefficients. The initial fuzzy 
partition matrix is generated and then the initial fuzzy 
cluster centers are calculated. The cluster centers and the 
membership grade point in each step of the iteration are 
updated, and the objective function is minimized to find the 
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best position for the clusters. The process stops when the 
maximum numbers of iterations is reached, or when the 
objective function improvement between two consecutive 
iterations is less than the minimum amount of improvement 
specified. The iteration of FCM is performed through two 
parameters, namely the membership degree and the center 
of the cluster. These parameters changed when the repeated 
steps stop at a threshold or stop when the maximum number 
of iterations is reached. Besides, the changes of these 
parameters are influenced when the objective function 
improvements of two consecutive iterations are less than the 
minimum amount of improvement specified (Tirpude and 
Welekar, 2013). Figure 1 depicts the flowchart of the FCM 
segmentation. The algorithm consists of the following steps: 

 
1) Read the image into the MATLAB. 
2) Identify the number of iterations within a given 
 period of time. 
3) Get the size of the image. 
4) Calculate the possible distance using repeating 
 structure. 
5) Concatenate the given dimension of the image size. 
6) Repeat the matrix to generate large data items in 
 carrying out the possible distance calculation. 
7) Begin iterations by identifying large component of 
 data vis-a-vis the value of the pixel. 
8) Stop iteration when possible identification elapses. 
9) Generate the time taken to segment.  

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1: Flowchart of FCM Segmentation 
 
  

Diffusion-Weighted MRI Sample 
The DWI has been acquired from General Hospital 

of Kuala Lumpur using 1.5T MRI scanners Siemens 
Magnetom Avanto. The acquisition parameters used were 
time echo (TE), 94ms; time repetition (TR), 3200 ms; pixel 
resolutions, 256x256; slice thickness, 5 mm; gap between 
each slice, 6.5 mm; intensity of diffusion weighting known 
as b value, 1000 s/mm2 and total number of slices, 19. All 
samples have medical records which have been confirmed 
by neuroradiologists. Images were encoded in 12-bit 
DICOM (Digital Imaging and Communications in Medicine) 
format.  The proposed method has been tested on a dataset of 
20 MRI brain images with various types of lesions. 

 
Fuzzy C-Means Segmentation Process 

FCM is also known as a data clustering method in 
which each data point belongs to a cluster to a degree 
specified by a membership value. FCM divides a collection 
of n vectors into c fuzzy groups and finds a cluster centre in 
each group. FCM uses fuzzy partitioning such that a given 
data point can belong to several groups with the degree of 
belongings specified by membership values between 0 and 
1. The Fuzzy C-Means algorithm applied in this study is 
summarized as follows: 

1) Initialize the membership matrix U with random 
values between 0 and 1. 

2) Calculate c fuzzy cluster center c1,2,...,i, iC , 

using equation:  
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3) Compute the cost by using the following equation. 

Stop if it is below a certain threshold value or its 
improvement over previous iteration is minimal:  
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4) Compute new U by the equation. Go to step 2: 
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A modified FCM algorithm (mFCM) for brain 
segmentation can be used to solve the noise problem in the 
FCM (Hussain et al., 2012), (Ibrahim et al., 2010). The 
algorithm is performed by incorporating the spatial 
neighbourhood information into the standard FCM 
algorithm and modifying the membership weighting of each 
cluster. These algorithms are useful to the artificial 
synthesized image and real image (Wang and Wang, 2008). 
Image segmentation determines the quality of the final 
results. Image segmentation divides an image into a number 
of non-overlapping regions where each region has distinct 
properties. The FCM clustering algorithm is an 
unsupervised clustering technique. When comparing this 
algorithm with the hard c-mean algorithm FCM preserves 

Start 

Input Image 

Get the size of the image 

Calculate the possible distance 

Identify the possible number of 
iterations 

Concatenate the given dimensions of 
the given image 

Begin iteration 

Possible number of 
iterations 

Stop 
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more information from the original image. The pixels on an 
image are highly correlated or, in other words, the pixels in 
the immediate neighbourhood have nearly the same feature 
data. Therefore, the spatial relationship of neighbouring 
pixels is an important parameter in imaging segmentation.  

3-class fuzzy c-means clustering is being used for 
the fuzzy c-means algorithm. The command 
[bw,level]=fcmthresh(IM, sw) will give the output of a 
binary image (bw) and the threshold level of the image (IM). 
The sw values indicate the switch for the cut-off position, 
either 0 or 1. If sw=0, it refers to the cut between the small 
and middle class. If sw=1, this indicates that the cut is 
between the middle and large classes. Figure 2 illustrates the 
flowchart of FCM clustering in this study. 

 
 
 
 

 

 

 

 

 

 

 

Figure 2: Flowchart of FCM Clustering in this study 

 

RESULT 

 

Pre processing 

A specific explanation about the pre-processing 
stage can be found in (Saad, Muda and Mokji, 2011). 

 
Segmentation 

 Three clusters are used in this project low, median 
and high intensity clusters. The iteration is repeated until a 
set point called the threshold is reached. The process stops 
when the maximum number of iterations is reached. The 
FCM segmentation results are comparable with the manual 
reference segmentation, as shown in Figure 3. Due to the 
existence of noise, FCM does not consider the spatial 
information which makes it very sensitive to noise. Figure 3 
portrays the image of DWI, manual reference and FCM 
results for accurate and inaccurate segmentations. The whole 
samples are included in the attached APPENDIX. 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 3: Result from DWI, Manual Reference and FCM 

 
Table I depicts the performance evaluation for each 

lesion which are acute stroke, tumour and chronic stroke by 
using Fuzzy C-Means. The results portray the segmentation 
of chronic stroke provides very good segmentation results 
according to high AO with low FPR and low FNR. These 
lesions were successfully segment by using our proposed 
method due to their hypointensity value properties. 

TABLE I.  PERFORMANCE EVALUATION OF EACH LESIONS 

Index 
Area 

Overlap 
(AO) 

False Positive 
Rate 

(FPR) 

False 
Negative rate 

(FNR) 

Dice 

Acute 
Stroke 

0.6306 0.1572 0.2090 0.73 

Tumour 0.5273 0.4120 0.1613 0.68 

Chronic 
Stroke 

0.7077 0.0836 0.1322 0.82 

Average 0.6219 0.2176 0.1675 0.74 

 

Table II shows the comparison results between 
fuzzy c-means, automatic region growing (Saad et al., 2012) 
and divergence measures of stoke regions (Bhanu Prakash 
et al., 2008). By comparing the performance of our 
proposed approach to other previous work on Table II, our 
approach provides average performance results according to 
high AO and Dice Index; and low FPR and FNR. The 
proposed method can fully segment the lesions of DWI. 

 

 

 

 

 

 

Pre-processing Image 

Apply FCM clustering algorithm 

Edge filtering and watershed 

Apply watershed method 

Final segmentation 

    

DWI Manual 
Reference 

FCM Result  

   

DWI Manual 
Reference 

FCM Result  
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TABLE II.  COMPARISON BETWEEN FUZZY C-MEANS, AND OTHER 

TECHNIQUES. 
 

Area 
Overlap 

(AO) 

 False 
Positive 

Rate 
(FPR) 

False 
Negative 

rate 
(FNR) 

Dice 
Index 

Auto Region 
Growing 

0.7089 
 

0.0766 0.2145 n/a 

Divergence 
Measures (Stroke 

Region 
Segmentation) 

n/a 

 

n/a n/a 0.72 

Fuzzy C-Means 0.6219  0.2176 0.1675 0.74 

 

CONCLUSION 

 In this paper, the FCM algorithm has been 
implemented to segment the region of interest (ROI). This 
method is compared with the manual reference and other 
techniques to verify the accuracy. Based on the results, 
FCM provides good segmentation results in hyperintensity 
and hypointense lesions according to the high value of area 
overlap and dice index, and low value of false positive and 
false negative rate. Average area overlap, false positive, 
false negative and dice index are 0.62, 0.22, 0.17 and 0.74 
respectively. 
 

APPENDIX 

Table III-V show segmentation results for 
successful, noise appearance and unsuccessful 
segmentation. There are 20 samples which represent acute 
stroke, tumor and chronic stroke. Table III shows accurate 
lesion segmentation, where the lesions are hyperintensity 
and without noise. In Table IV, the segmentation includes 
hyperintensity signals generated by DWI. Table V shows 
the algorithm failed to segment the isointense lesion. 

 

TABLE III.  ACCURATE SEGMENTATION (SUCCESSFUL 

SEGMENTATION) 

No
. 

Original Image FCM 
Results 

Manual 
Reference 
Image  

1 

  
 

 

2 

 
 

  

3 
 
 
 
 
 
  

  

4 
 
 
 
 
 
   

5 
 
 
 
 
 

  

6 

  

7 

  

8 

  

   9 
 
 

  

10 

  

Index 

Techniques 
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11 
 
 
 
 
 
   

12 
 
 
 
 
 
 
 

  

 

TABLE IV.  IMAGE FOR SEGMENTATION WITH NOISE APPEARANCE 

(SUCCESSFUL SEGMENTATION) 

No. Original Image FCM 
Results 

Manual 
Reference 
Image  

1 

 
 

  

2 

   
 

3 
 
 
 
 
 
 

   

4 
 
 
 
 
 
 

   

5 
 
 
 
 
 
 

   

6 
 
 
 
 
 
    

7 
 
 
 
 
 
    

  8 
 
 
 
 
 
    

9 

 

 

 

10 

   

TABLE V.  UNSUCCESSFUL SEGMENTATION 

No. Original 
Image 

FCM 
Results 

Manual 
Reference 
Image  

23 
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ABSTRACT 
Software testing is aimed to detect existing faults in a software. The nature of software shows that modification is 
unavoided. Testing of a modified software is a must to ensure that the software is still free of failures. This testing 
process is known as regression testing. Regression testing can be very expensive if all test cases have to be re-tested. To 
reduce the cost, it is important to prioritize the test case execution to enhance the capability of detecting failures. Test 
case prioritization is intended to schedule and order the execution of test case based on the certain criteria. In this 
research, four test case prioritization methods studied emperically are additional branch coverage prioritization, 
Manhattan distance-based ART (Adaptive Random Testing), additional branch coverage-based with ART, and ART with 
additional branch coverage-based. Random Testing, as the basic test selection method, is used as a benchmark of the 
performance of all studied methods. The conducted experiments using  two programs as under test program are Replace 
and Space programs. The experiment results show that all studied methods improve the effectiveness of RT significantly 
for large program. The used effectiveness measurement is F-measure, the number of test cases executed to detect the first 
failure. The additional branch coverage-based with ART comes as the best method in terms of F-measure. This method 
combines the advantage of the additional branch coverage method and the ART. It also reduces the complexity of the 
additional branch coverage. 
 
Key words: adaptive random testing regression testing test case prioritization  Manhattan distance 

 
INTRODUCTION 

 
Software testing is a necessary activity in software 

development. The quality of software can be assured by 
software testing process. However the cost of software 
testing can be very expensive. In order to reduce the cost of 
the software, it is important to conduct software testing 
properly and effectively [1].  Software testing also needs to 
be conducted when a software is modified. The 
modification may introduce new faults which need to be 
revalidated. This type of testing is known as regression 
testing. In regression testing, retesting all test cases will be 
very costly. Therefore, selecting effective test cases is very 
important to reduce the cost of testing. Effective test cases 
is a set of test cases with high fault detection capability [2]. 
The earlier failures detected, the earlier the correspondent 
faults can be fixed, and hence reduce the cost of software 
developement and maintenance.  

There are two approaches to conduct test case 
selection: black-box and white-box testing [3]. Black box 
testing is a method that examines the functionality of a 
software whereas the white box testing is a method that 
examines the internal structure of a software  [1]. Coverage-
based testing is one of white box testing methods that 
selects test cases based on the coverage of each test cases. 
There are some criteria that have been used such as 
statement coverage testing, branch or decision coverage 
testing, condition coverage, decision atau condition 
coverage, modified condition/ decision coverage, and 
multiple-condition coverage [4]. Branch or decision 
coverage is one of the most used in test case prioritization 
research [5,6,7]. Test case prioritization is a method to order 
or schedule test cases so that the highest priority test case 
will be executed earlier than lower one. In branch coverage, 

test cases are selected to execute all branches in the source 
code of the program under test.  

 Rothermel et al. [5], found that Additional branch 
coverage prioritization is an effective coverage-based test 
case prioritization. Additional branch coverage (known as 
additional in the remaining of this paper) is a technique that 
orders test cases which comprise most coverage of 
uncovered branch (by previously selected/executed test 
cases)  [5]. On the other hand, Chen et al. introduced 
Adaptive Random Testing (ART) to improve the fault-
detection capability of Random Testing (RT) to generate, 
select or prioritize test cases [3]. RT is the most 
fundamental technique in software testing. All test cases 
have uniform probability to be selected. ART is proposed 
by Chen et al. [3] with the intuition that the similar test 
cases are clustered in the same area of domain, hence it is 
better to select test cases from different area to maximize 
the coverage of test cases.  Jaygarl et al. [8] stated that ART 
is an effective method to generate test cases. The difference 
or distance between test cases is one of the main issues in 
ART. For numeric program (input type is numeric), distance 
of test case t1 and t2 can be calculated by t2 – t1. Euclidean 
distance has been used for numeric program but difficult to 
be implemented for non-numeric program.   Zhou [6] 
proposed methods to measure the distance between test 
cases for non-numeric program by using Manhattan 
Distance and Jaccard distance. Zhou [6] and Zhou et al. [7] 
found that ART with Manhattan distance performed 
significantly better than RT. 

Since the results of Rothermel [5], Zhou [6] and 
Zhou et al. [7] show that additional and ART performed 
well for test case selection, in this research the combination 
of these two methods is investigated. Two types of 
combination are proposed to produce two new techniques in 
test case prioritization: additional branch coverage-based 
with ART and ART with additional branch coverage-based. 



 

 

 

The hypothesis is that these two techniques will combine 
the advantages of each combined method, namely 
additional and ART. 

 
 

STUDIED METHODS 
 

 In this research, there are five test case 
prioritization methods being experimentally studied: RT, 
additional, Manhattan distance-based ART, additional with 
ART, and ART with additional. RT is a simple and 
applicable technique. Test cases are selected randomly. As 
the most fundamental technique, RT is implemented as a 
benchmark for all studied methods.  

Additional is a technique of test case prioritization, 
that gives high priority to test case with the most additional 
branch coverage of the uncover branch by the previously 
executed test cases. As proposed by Rothermel et al. [5], the 
algorithm of this technique is as follows: (i) select a test 
case randomly from test suite, (ii) all branches that have 
been covered are marked, (iii) count the number of 
unmarked branches that touched/covered (additional 
coverage) by each remaining test cases (test cases that not 
yet selected), (iv) select test case with the highest additional 
coverage, (v) mark all covered branches, (vi) check the 
coverage, if all branches have been covered then reset the 
branch coverage information and go to step (i), otherwise 
go to step (iii).  

ART method studied in this research  is a method  
proposed by Zhou [6]. This method adopts the Fixed-Size 
Candidate Set (FSCS) ART with ten candidates (as 
recommended by Chen et al. [3 ]). The distance between 
test cases is calculated by using branch-coverage Manhattan 
distance. The algorithm of this technique is as follows: (i) 
the first test case is selected randomly, (ii) all the executed 
test cases are stored in a set, (iii) the next test case is 
selected by sampling a fixed size of candidate set randomly, 
(iv) the minimum distance of each candidate from the 
executed test cases is calculated, (v) the next test case to be 
executed is candidate with the maximum distance, (vi) the 
executed test case is added to the set of executed test case 
and all other candidates are discarded, (vi) if the stopping 
criterion is not satisfied, this process is repeated. The 
distance measurement in this technique applies Manhattan 
distance [6]. During the execution of a test case, branch 
coverage is observed. In this technique if a branch is 
executed/covered then its flag is set to 1, otherwise is set to 
0. The formula to calculate Manhattan distance between test 
case x and y that is used for program with n branches is as 
follows: 

MD(x,y) =  
n

=i
ii |yx|

1

   (1) 

where: 
xi = The flag of test case x for branch-i 
yi = The flag of test case y for branch –i 
 
For illustration, Table 1 lists branch-coverage 

information of five test cases (Tc1 to Tc5), assume there are 
four branches in the program under test.   

 
 

Tabel 1.  Branch-coverage information  
Branch‐Id Tc1 Tc2 Tc3  Tc4  Tc5

1  1 1 1 1 0 
2  1 0 0 1 1 
3  0 0 1 0 0 
4 1 1 1 0 1 

By using coverage information in Table 1, the 
coverage of Tc1 is {1,1,0,1} and Tc2 is {1,0,0,1}, the 
distance between Tc1 and Tc2 is 1.  

 
The Additional with ART combines the additional 

and the ART technique. The first round of additional is 
conducted, that is performed step (i) to (vi) of additional 
algorithm until the first set of test cases that covered all 
branches obtained. The remaining test cases are prioritized 
by using ART method, that performed step (i) to (vi) of 
ART algorithm until all test cases  are ordered. 

The ART with Additional combining the ART and 
the additional All of the steps in ART are performed in this 
technique, but different in distance measurement. Instead of 
using Manhattan distance, in this technique the distance 
between test cases is calculated by using additional 
coverage. By using information in Table 1, distance 
between Tc1 to Tc2 is 1 because there is additional 
coverage by Tc2 to Tc1, that is for branch-2, whereas 
distance between Tc1 and Tc2 is 0 because there is no 
additional coverage of Tc1 to Tc2.  

 
RESEARCH METHODS 

 
The studied methods are experimentally 

investigated. This empirical method uses two programs 
under test, namely Replace and Space. These two programs 
have been used in many research of software testing. All the 
instruments of these two programs are downloaded from 
Software-artifact Infrastructure Repository (SIR) [9], a 
website that provides instruments for the experiments in 
software testing.   

Replace produced by Siemens Corporate Research 
is applied to replace a pattern of regular expression. Replace 
program consists of 564 lines of C code with 180 branches 
and 21 functions. In Replace package, it has 32 faulty 
versions, and 5,542 test cases. The experiments only involve 
28 versions. Four versions, #13, #23, #26, and #32, are not 
stable when executed. Their outputs are different in 
different execution. Thus, it is impractical to find the failure 
causing input.   

Space program read a file that consists of some 
ADL (Array Definition Language), and check the 
correctness and consistency of the ADL. Space Package is 
also downloaded from SIR. In that package it has 38 faulty 
versions. Each of the faulty versions has a fault found in the 
development process. The program of Space consists of 
6,199 lines of C code with, 1.190 branches and 136 
functions. The test suite of this program consists of 13,585 
test cases [9]. In the experiments, faulty versions #1, #2, #3, 
and #4 are not involved. The outputs of these versions are 
the same as the output of the original version. It indicates 
that all test cases in test suite can not detect any failures in 
those faulty versions, hence are not included in the 
experiments. 



 

 

 

 
THE EXPERIMENTS 

 
The pre-process of the experiments is the activity 

to obtain all Failure Causing Input (FCI) of each faulty 
version and coverage element of each test case. FCI is 
obtained by comparing the output of a corresponding faulty 
version with the output of the original version. If the output 
of the faulty version is different from the output of the 
original version then a failure is detected, and consequently 
the test case being executed is an FCI. 

Since the studied methods applying coverage 
information and obtaining the coverage element of each test 
case are very important issue, coverage element is used to 
calculate the distance between test cases.  It shows which 
branch has been covered by a test case.  Since the under test 
programs are c-program, gcov is used to get the coverage 
information. Information regarding count_execution 
resulted by gcov is used and processed to produce a text file 
cointaining the flag of 1 or 0.  It means the frequency of a 
branch being touched/executed is not considered.   

After the FCI and the coverage information are 
obtained. The five studied methods are executed to the two 
under test programs, Space dan Replace. Test cases in their 
test suites are prioritized by each of the studied methods. 
The FCI is compared to the ordered test suite. The first FCI 
found in the ordered test suite is known as the F-measure. 
The F-measure is the number of selected or executed test 
case until the the first failure is detected.  

To increase the validity of the result, each method 
is executed for 100 trials. Therefore, there are 500 trials for 
each of the under test program. The average of all trials for 
each faulty versions is used to compare the performance of 
studied methods. 

 
RESULT AND DISCUSSION 

In this section, the findings for Replace and Space 
program are explained. 
 
Result of The Experiments with Replace Program 

The results of the experiments with Replace 
program are presented in Table 2. The average of F-
measures of each studied method to each of faulty versions 
is provided.  The shaded cells indicate that the performance 
of the corresponding method is worse than RT. 

Tabel 2.  Results with Replace Program  
 

FV F-measure 
RT Add ART Add 

ART  
ART
Add 

v1 80.08 5.86 39.34 45.94 73.09 
v2 165.63 5.88 83.40 73.73 215.42 
v3 42.84 16.05 10.33 5.85 46.36 
v4 40.52 15.88 9.62 5.85 41.95 
v5 25.94 13.77 15.88 20.43 18.26 
v6 59.74 4.14 60.03 3.94 46.32 
v7 60.06 120.59 21.53 80.16 66.24 
v8 90.81 136.51 45.67 114.11 95.34 
v9 154.43 231.91 174.02 219.98 206.57 
v10 247.64 267.97 189.56 239.00 230.29 
v11 154.43 231.91 174.02 219.98 206.57 
v12 17.49 12.29 16.58 18.14 17.74 
v14 93.95 370.97 17.31 89.46 99.94 
v15 60.06 120.59 21.53 80.16 66.24 
v16 201.81 302.53 195.23 191.65 235.29 

FV F-measure 
RT Add ART Add 

ART  
ART
Add 

v17 24.42 34.02 20.98 30.30 24.99 
v18 1,490.49 421.96 594.38 1,279.55 1,232.13 
v19 211.69 303.64 217.70 202.69 244.91 
v20 1,524.91 2,540.03 800.84 1,576.45 1,483.56 
v21 1,524.91 2,540.03 800.84 1,576.45 1,483.56 
v22 281.37 249.18 281.07 288.31 256.18 
v24 18.58 60.09 8.65 24.54 20.96 
v25 1,479.32 990.50 762.09 1,392.97 1,506.22 
v27 19.53 11.67 7.00 5.21 18.25 
v28 24.42 34.02 20.98 30.30 24.99 
v29 74.43 39.63 27.47 113.70 85.38 
v30 19.53 11.67 6.92 5.21 18.36 
v31 24.42 34.02 20.98 30.30 24.99 
Avg 293.30 325.98 168.03 284.44 285.72 

 
In Table 2, column RT presents the F-measure of 

RT calculated as the average of 100 trials. Column Add 
describes the F-measure obtained from additional branch 
method. Column Add ART shows the F-measure obtained 
from the combination of additional branch and ART. 
Column ART Add shows the F-measure obtained from the 
combination of ART and additional branch. The F-measure 
results show that the ART is the best, followed by Add-
ART and ART-Add.  

From the F-measure result, ratio of the 
improvement of the four investigated methods to RT is 
calculated. The ratio for each faulty versions is presented in 
Table 3. 

Tabel 3.  Ratio of comparison to RT with Replace (%) 
 

FV Add ART Add 
ART  

ART 
Add 

v1 7.32 49.13 57.37 91.27 
v2 3.55 50.35 44.51 130.06 
v3 37.46 24.11 13.66 108.22 
v4 39.19 23.74 14.44 103.53 
v5 53.08 61.22 78.76 70.39 
v6 6.93 100.49 6.60 77.54 
v7 200.78 35.85 133.47 110.29 
v8 150.32 50.29 125.66 104.99 
v9 150.17 112.69 142.45 133.76 

v10 108.21 76.55 96.51 92.99 
v11 150.17 112.69 142.45 133.76 
v12 70.27 94.80 103.72 101.43 
v14 394.86 18.42 95.22 106.38 
v15 200.78 35.85 133.47 110.29 
v16 149.91 96.74 94.97 116.59 
v17 139.31 85.91 124.08 102.33 
v18 28.31 39.88 85.85 82.67 
v19 143.44 102.84 95.75 115.69 
v20 166.57 52.52 103.38 97.29 
v21 166.57 52.52 103.38 97.29 
v22 88.56 99.89 102.47 91.05 
v24 323.41 46.56 132.08 112.81 
v25 66.96 51.52 94.16 101.82 
v27 59.75 35.84 26.68 93.45 
v28 139.31 85.91 124.08 102.33 
v29 53.24 36.91 152.76 114.71 
v30 59.75 35.43 26.68 94.01 
v31 139.31 85.91 124.08 102.33 

Avg 
Col : 117.77 Col : 62.66 Col : 92.10 Col : 103.55 

Row :111.14 Row : 57.29 Row : 96.98 Row : 97.42 

 
 
 
 
 



 

 

 

 
In the last two rows of Table 3 show two values 

they are “Col” (the average of the column (version 1 to 
version 31), and “Row” (the ratio of the average of 
compared methods – the last row of Table 2). Some 
findings from Table 3: 
1. Additional performed better than RT 13 faulty 

versions except for versions #7, #8, #9, #10, #11, 
#14, #15, #16, #17, #19, #20, #21, #24, #28, #31. 
The best performance of Additional is found from 
version #2, the ratio is 3.55% which means that the 
Additional improved the RT with the gained 
percentage is  96.45% (uses 96.45% less test cases 
than RT to detect a failure). Overall the Additional 
performed worse than RT, the ratio 117%, which 
means that Additional uses more test cases than RT.  

2. ART outperformed RT with most of the faulty 
versions except for versions #6, #9, #11 and #19. 
The differences between ART and RT for those four 
versions are relatively small. The biggest saving of 
ART is obtained from version #14 with the ratio of 
18.42%, indicates that ART uses 81.58% test case 
less than RT to detect failure. Overall the ratio of F-
measure for ART to RT is 62%. 

3. The combination of Additional and ART performed 
better than RT 14 faulty versions and worse for 
version #7, #8, #9, #11, #12, #15, #17, #20, #21, 
#24, #28, #29 and #31. The biggest saving is 
obtained with version #6, that 93.40% less than RT. 
Overall the ration of Additional with ART is 92%. 

4. The combination of ART and Additional performed 
better than RT only for 10 faulty versions: #1, #5, 
#6, #10, #18, #20, #21, #22, #27 and #30. This 
method mostly performed worse than RT. The best 
performance obtained with version #5 with the 
saving of 31.61% (ratio of 70.39 %). Overall the 
ratio of this method compared to RT is 103%. 
 
This research was analysed by using statistical 

analysis, that is by conducting one way ANOVA and paired 
sample test. The ANOVA test is used to analyse whether 
the compared methods are significantly different. The p-
value resulted from ANOVA test is 0.00 (less than 0.05), 
which indicates that the studied methods are significantly 
different. To analyse the difference of each studied 
methods, the paired sample test is conducted.  The results of 
paired sample are presented in Table 4.  
 

Table 4. Paired sample t-test for Replace 
No Pair p-value 
1 RT-ART 0.02 
2 RT-ADD 0.64 
3 RT-ADDART 0.40 
4 RT-ARTADD 0.68 

 
Table 4 indicates as follows: 

1. The p-value resulted by paired-sample t-test 
between RT and ART is 0.02. This indicates that 
ART is significantly outperformed RT.  

2. The paired-sample t-test between RT and Additional 
return a p-value of 0.64 (larger than 0.05). This 

indicates that the two techniques are not 
significantly different. 

3. The paired-sample t-test between RT and Additional 
with ART return a p-value of 0.40 (larger than 
0.05). This indicates that the two techniques are not 
significantly different. 

4. The paired-sample t-test between RT and ART with 
Additional return a p-value of 0.68 (larger than 
0.05). This indicates that the two techniques are not 
significantly different. 
 

 
Result of The Experiments with Space Program 

The experiments results for Space program are 
presented in Table 5. 

 
Tabel 5.  Results with Space Program  

FV F-measure 
RT Add ART Add 

ART  
ART
Add 

v5 21.21 22.92 19.45 24.55 39.59 
v6 1.06 1.05 1.06 1.10 1.11 
v7 3.16 2.37 2.75 2.32 3.28 
v8 1.04 1.04 1.05 1.07 1.09 
v9 83.25 8.62 21.25 7.91 70.40 
v10 132.44 19.09 42.22 17.66 119.51 
v11 2.89 2.02 2.44 1.83 3.49 
v12 9.93 4.43 6.54 4.11 9.93 
v13 11.89 5.51 8.82 6.01 9.15 
v14 419.23 29.30 156.00 30.36 369.63 
v15 18.03 2.96 8.90 3.03 15.09 
v16 7.25 2.32 4.18 2.30 8.40 
v17 4.58 1.77 2.59 1.84 4.21 
v18 25.67 2.90 7.16 2.71 20.84 
v19 61.67 97.73 74.54 107.28 57.69 
v20 419.23 29.30 156.00 30.36 369.63 
v21 9.46 3.50 9.89 3.47 10.55 
v22 59.27 78.97 20.31 78.87 56.03 
v23 59.27 78.97 20.31 78.87 56.03 
v24 189.11 11.66 53.96 13.07 65.47 
v25 51.43 23.28 17.28 22.45 41.16 
v26 19.78 2.85 6.31 2.84 11.88 
v27 2.92 1.84 2.39 1.92 3.67 
v28 9.52 2.29 4.16 2.40 12.07 
v29 374.07 25.17 91.88 23.27 336.13 
v30 1.89 1.66 1.67 1.58 2.09 
v31 19.60 8.11 9.43 8.95 17.68 
v32 1.15 1.19 1.19 1.16 1.34 
v33 8.44 2.80 5.80 2.75 8.52 
v34 378.37 473.28 279.34 568.48 178.27 
v35 58.99 58.55 18.52 56.65 53.59 
v36 126.33 9.13 123.60 9.25 126.98 
v37 160.17 3.78 39.57 3.62 103.11 
v38 378.49 21.99 87.21 21.15 300.79 
Avg 92.08 30.66 38.46 33.68 73.19 

 
Results on Table 5 shows that all studied methods 

outperformed the RT. It  also indicates that the performance 
of all studied methods with Space is better than performance 
with Replace. The Additional perfomed the best with the 
lowest F-measure, followed by the combination of 
Additional and ART, ART and the combination of ART and 
Additional comes as the worst. 

As the basic strategy, RT is used as the benchmark 
for all methods. The ratio of comparison between each of 
studied methods to RT is presented in Table 6. 

 
 



 

 

 

 
 
 

Table 6.  Ratio of comparison to RT with Space (%) 
FV Add ART Add 

ART  
ART
Add 

v5 108.06 91.70 115.75 186.66 
v6 99.06 100.00 103.77 104.72 
v7 75.00 87.03 73.42 103.80 
v8 100.00 100.96 102.88 104.81 
v9 10.35 25.53 9.50 84.56 
v10 14.41 31.88 13.33 90.24 
v11 69.90 84.43 63.32 120.76 
v12 44.61 65.86 41.39 100.00 
v13 46.34 74.18 50.55 76.96 
v14 6.99 37.21 7.24 88.17 
v15 16.42 49.36 16.81 83.69 
v16 32.00 57.66 31.72 115.86 
v17 38.65 56.55 40.17 91.92 
v18 11.30 27.89 10.56 81.18 
v19 158.47 120.87 173.96 93.55 
v20 6.99 37.21 7.24 88.17 
v21 37.00 104.55 36.68 111.52 
v22 133.24 34.27 133.07 94.53 
v23 133.24 34.27 133.07 94.53 
v24 6.17 28.53 6.91 34.62 
v25 45.27 33.60 43.65 80.03 
v26 14.41 31.90 14.36 60.06 
v27 63.01 81.85 65.75 125.68 
v28 24.05 43.70 25.21 126.79 
v29 6.73 24.56 6.22 89.86 
v30 87.83 88.36 83.60 110.58 
v31 41.38 48.11 45.66 90.20 
v32 103.48 103.48 100.87 116.52 
v33 33.18 68.72 32.58 100.95 
v34 125.08 73.83 150.24 47.12 
v35 99.25 31.40 96.03 90.85 
v36 7.23 97.84 7.32 100.51 
v37 2.36 24.71 2.26 64.38 
v38 5.81 23.04 5.59 79.47 
Avg    Col : 53.16  Col: 59.56    Col: 54.43 Col: 95.10 

 Row : 33.30 Row:41.77  Row: 36.58  Row: 79.49 

 
Table 6 indicates as follows : 
1. The Additional performed better than RT except for 

versions #5, #8, #19, #22, #23, #32 and #34. The 
biggest saving is obtained from version #37 with the 
ratio of 2.36%. It means that the Additional executes 
97.64% test case less than  RT to detect the first failure.  

2. ART outperformed RT for most of the faulty versions 
except for versions #21, #19, #8 and #6, however the 
difference between ART and RT for those five versions 
are very small (almost similar). The biggest saving is 
obtained from the version #38 with the ratio of 23.04%.  

3. The combination of the Additional and ART performed 
better than RT with most of the faulty versions, except 
for the versions of #5, #6, #8, #19, #22, #23, and #32. 
The best performance of this method is obtained from 
version #37. It reduces the number of test cases 
execution to 97.74 % of RT.  

4. The combination of ART and Additional performed 
better than RT for faulty versions #5, #6, #7, #8, #11, 
#12, #16, #21, #27, #28, #30, #32, and #33. The biggest 
saving of this method is for version #24 with the ratio 
of 34.62%, which means executed 65.38% test cases 
less than RT to detect the first failure.  
 
 

As conducted for Replace program, the one way 
ANOVA test and the paired-sample test are also conducted 
for Space program for statistical analysis. The one way 
ANOVA test result shows that all studied methods are 
significantly different (the p-value is 0.00). The paired-
sample test results are presented in Table 7. 

 
Table 7. Paired sample t-test for Space 

No. Pair p-value 
1 RT-ART 0.01 
2 RT-ADD 0.00 
3 RT-ADDART 0.01 
4 RT-ARTADD 0.01 

 
The results on Table 7 indicates all studied 

methods outperformed the RT significantly. The p-value for 
all paires with RT is less than 0.05.  

The experiments with the two program under tests, 
Replace and Space program show that there is different 
performance of the studied methods when applied to 
different type of program. The results with Space show that 
the studied methods performed better when applied to larger 
program with larger test suite.  

The results also indicate that the Additional 
performed extremely well for some faulty versions such as 
versions #37,  #38, #24, #29, #13, #20, #36 of Space 
program and versions #1, #2, #6 of Replace program (all 
with ratio of less than 10%). On the other hand, the 
Additional can be very bad such for faulty versions #19 of 
Space and versions #14 and #24 of Replace program. From 
the investigation, it is found that the Additional performed 
very well when the FCI is included in the first round of 
Additional algorithm. 

Generally ART performed better than RT, but 
when it is compared to the Additional, overall the 
Additional is better. However in some cases such as for 
faulty versions #14 and #24 of Replace program and #22 
amd #23 of Space program, there are conditions when the 
ART performed better than the Additional. This is in line 
with the intuition of this research. The combination of 
Additional and ART can combine the advantages of the two 
methods. The performance Additional with ART performed 
very well when the Additional performed well (see versions 
V37, #38, #36, #29, # 4, #20 and #13 of Space and version 
#6 of Replace), whereas it can improve the performance 
Additional when the Additional performed very bad (see 
versions #14 and #24 of Replace and versions #22 and #23 
of Space). However the combination of ART with 
Additional can not improve the original ART or Additional. 

 
CONCLUSIONS AND SUGGESTIONS 

 
 Five test case prioritization methods investigated 
experimentally in this research are RT, Additional, ART, 
Additional with ART and ART with Additional. All the 
coverage based methods apply the branch coverage 
information. Empirically, it is found that for large program 
with large test suite (Space program), all four test case 
prioritization methods outperformed RT significantly in 
terms of F-measure.  The four methods apply fewer test 
cases than RT to detect the first failure in the faulty 
versions. Different results are found for Replace, a smaller 



 

 

 

program with smaller test suite. Three studied methods, 
Additional, Additional with ART and ART with Additional, 
are not better than RT. The ART is the only branch-
coverage technique that outperformed RT significantly. In 
conclusion, the effectiveness of branch-coverage methods is 
influenced by the size of the under test program and the test 
suite.   

The results also indicate that the combination of 
Additional and ART can improve the Additional and ART 
by combining the advantages of these two methods. The 
performance of the combination of Additional and ART is 
more stable than the Additional and is better than ART. 
This method is suggested to be applied for test case 
prioritization of a large test suite of a large program. On the 
other hand, the combination of the ART and Additional is 
not suggested to be used since it does not perform any 
improvement. 

However the validity of this experiment needs to 
be enhanced in the next research. The number of program 
under tests with vary types of program (size,  test suite, 
language) need to be applied. It is also suggested to use real 
faulty versions obtained from the real development process 
of the program under test. Beside the F-measure, it is also 
important to measure the time complexity and space 
consumed by the proposed methods.  
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ABSTRACT 
In the last decade, there has been a growing interest in the knowledge management literature relating to the factors that 
influence a company's ability to increase productivity. There is a general consensus that knowledge and skills are 
necessary to develop the capabilities of knowledge workers. However, there is a very little understanding regarding the 
knowledge work productivity factors as well as their impacts on the quality of the knowledge work productivity in a 
software development process. The relationships between the knowledge work productivity factors and its quality of 
knowledge work productivity in small and medium enterprises (SMEs) environment were explored. SMEs were chosen 
particularly for two main reasons: a SME constitutes a major part of the economy and it has been quite successful in 
developing quality knowledge work productivity. The knowledge work productivity factors, determined through 
literature review, were used to develop the knowledge work productivity conceptual model development. Data were 
collected from 300 respondents representing the SMEs in Malaysia. In addition, the conceptual model was validated 
using the structural equation modelling. The results do not only provide evidence on the knowledge work productivity 
factors that are important to the knowledge work productivity and business success but also have implications for both 
research and practice in the field of SMEs. 
 
Key words: K n o w l e d g e  w o r k   Knowledge work productivity, quality of knowledge work,  SMEs. 

 
INTRODUCTION 

 The establishment of small and medium 
sized enterprises (SMEs) has given a positive impact 
in the industrial economy. The impressive business 
performance in the SME segment will increase the 
competitive edge of a country and improve 
productivity (Drucker, 2006). However, the most 
prominent issue concerning the SMEs is about their 
survival and growth.  In relation to this, a number of 
researches have been initiated particularly in 
determining the SMEs knowledge work dimensions. 
The findings from several of these studies indicated 
that SMEs are neglecting the issues of knowledge 
work (Radam et al., 2008). Knowledge work is not 
only important to understand the business 
implications, but also to develop the capabilities 
needed for good performance (Eikebrokk & Olsen, 
2007). Unfortunately, there is no published conceptual 
model work that identifies critical factors for the 
improvement in the SMEs knowledge work 
productivity. 

A number of researchers have emphasized 
the important role of knowledge workers in achieving 
competitive advantage (Drucker, 1999). Majority of 
these contributions have taken a productivity 
measurement based on organizational perspective of 
the firm. Moreover, understanding and leveraging 
knowledge worker competencies in organizations is 
essential for developing nations (Drucker, 1999). 
Knowledge work and knowledge worker productivity 
will increasingly become the key to national prosperity 
(Min & Changjun,  2011). 

In general, knowledge work signifies the skill, 
knowledge and competencies of a knowledge worker that 
are compatible with the network and knowledge work 
system infrastructure (Maier, 2005).Therefore, only 
businesses with access to significant competencies of 
knowledge worker would have the opportunity of being 
successful (Drucker, 2006). 

Similarly, skill, knowledge, resources and core 
competencies are also vital elements in assuring successful 
quality of productivity. In most cases, SMEs have less 
financial and human resources compared to large enterprises 
(Radam et al., 2008). The findings of a pilot survey 
conducted by Saleh & Ndubisi, (2006) on 100 Malaysian 
SMEs indicate several issues that affect the SMEs’ 
productivity such as high labor costs, lack of innovation, low 
working capital and limited access to financing. In addition, 
(Bosch-Sijtsema et al., 2009) point out that resource 
scarcity, lack of information systems (IS) strategic planning 
and inadequate expertise in IT are among thecauses offthee 
greaterriskss of achieving quality productivity in SMEs. In 
fact, most of the SMEs failure projects are due to the 
incorrect requirement specification. Concurrently, most of 
the software company cannot properly manage the 
software`process and consciously make the mistake after 
decade (White, 2013).  

There are many various definitions of knowledge 
work. Nevertheless, those definitions usually reflect the 
following related terms such as knowledge, specialized 
skill, competencies, and value. In this study, a relatively 
broad definition of knowledge work as defined by Ware & 
Grantham, (2007) is adopted, “knowledge work refers to 
any activity that requires specialized skill or knowledge or 
creates new knowledge”. The creative processes are 



 

 

inherently important. Knowledge worker for some reason, 
probably uses existing knowledge or information to create 
value (Ware & Grantham, 2007). Knowledge work 
activities, mostly consist of planning, acquiring, searching, 
analyzing, organizing, storing, programming, distributing, 
marketing, decision-making, and many other tasks that 
require the transformation of information from one form to 
another to produce the final product (Ware & Grantham, 
2007). 

Productivity of knowledge work is mainly 
concerned with the quality aspect rather than quantity, 
which focuses on the quality of work (Drucker, 1999) on the 
results of knowledge works (Sebastian Eschenbach, Doris 
Riedl, 2006). In the broad view of knowledge, knowledge 
work productivity is considered as complementary to the 
quality management process in order to improve 
performance as well as the improvement of the quality 
standards (Sebastian Eschenbach, Doris Riedl, 2006). Thus, 
the increasing enhancement of the quality of knowledge 
works is necessarily important for the quality process.  

The challenge to improve performance has 
intensified the struggle to manage the quality. Increasing 
high competition, the expansion of international trade and 
globalization has prompted many companies to concentrate 
on the quality in the workplace. Traditionally, most 
organizations try to adopt quality management and 
performance improvement instrument as a way to innovate 
and meet customer needs (Flynn et al., 1994). Furthermore, 
according to Juran, (2004)and Akdere, (2009) state that 
integrated quality management approach is to achieve and 
maintain high quality production, with a focus on the 
maintenance and continuous improvement of processes and 
prevention of disability at all levels and in all functions of 
the organization. 

There are various definitions for SMEs. Among the 
criteria by measuring the number of employees and turnover 
industry. The EU has given different definitions: 
Independent company of size less way for the 250 
employees and assets below $ 40 million or 27 million euro. 
SME definition was modified and adopted by member countries 
with the most and some non-EU countries. 

The research question addressed in this study is 
“Which factors of knowledge work are critical for SMEs to 
realize the potential business value?” In answering this 
question, the knowledge work factors were synthesized 
from the previous study. Then, several rounds of interviews 
with the managers of SMEs were conducted to verify the 
factors. Subsequently, these factors were operationalized 
into a survey instrument. A survey was conducted on 300 
SMEs, software developers in Malaysia. Finally, a 
conceptual model of knowledge work productivity was 
constructed in order to enhance the quality of knowledge 
works in assuring business success. 

 
.   RELATED WORK 
 
Knowledge work productivity  
 The literature-based analysis indicates that little 
has been published on the possible relationship between 
knowledge work productivity and quality of knowledge 

work productivity in SMEs. In addition, several studies 
point out the important role of the software developer in 
order to achieve successful implementation of strategies and 
technologies. Therefore, in this study, it is hoped that the 
understanding of knowledge work productivity in SMEs can 
be improved using relevant theories and findings. 
Knowledge work productivity is a very important asset and 
mainly concentrate on intangible, which difficult to see and 
assessed (Davis & Naumman, 1999). Examples of 
knowledge work intangible factors are effectiveness and 
communication.  In general, the intangible factors are 
difficult to accurately measure and do not have a good 
measurement characteristics. Therefore, (Erne 2011) shows 
that the productivity of knowledge work does not only 
emphasize on the relationship between the quantity of 
output to the input but also on certain parameters that 
indicate the performance of a wide range of industries. 
These parameters include the quantity and quality of day-to-
day work, relationships with different stakeholders’ 
behaviors with respect to business and professional 
innovations, adherence to professional or organizational 
standards and skill development of expert. Knowledge work 
productivity, always take place as quality part in the 
management process targeting to increase performance for 
the knowledge worker and achieve performance excellence. 
Quality of knowledge work particularly important in order 
to improve the quality of the process 

 Quality is defined as “an essential property of the 
products (goods and services) in which high quality 
products are those that meet customer needs, do not fail 
during use, and pose no threat to human well-being” (Juran, 
2004). Quality management  is concerned with an integrated 
approach in order to achieve and maintain high quality 
production, with a focus on the maintenance and continuous 
improvement of processes and prevention of disability at all 
levels and in all functions of the organization, to meet or 
exceed customer expectations Flynn et al., 1994).  

The increased in competition, international trade, 
and globalization influences multinational companies to 
focus on the concept of quality in the last few decades. This 
is seen as a challenge in managing the quality in the 
workplace in order to improve business performance. 
Traditionally, business organizations have been using 
various quality management and performance improvement 
tools for new innovation in improving the effectiveness, 
quality, productivity, and performance of the certain 
elements of the organization, such as employees, 
organizational structure, management, and technology 
(Akdere, 2009). Among the business focus areas include the 
work of knowledge and knowledge management. Based on 
the changing employee demand skills, attitudes and 
perceptions of a workplace, the demand on the respective 
technology applications is increased. The technology 
applications are required to modify work methods and tools, 
change authority relations in organizational structure, and 
improve organizational communications and physical 
workplace arrangements. This will ultimately contribute to 
quality, performance and productivity improvements.  

More importantly, companies need to increase their 
efforts on managing knowledge more than ever especially 
during turbulence conditions. (Amin & Cohendet 2004) 
state that “firms will face mounting pressure to explore new 
knowledge or exploit existing knowledge to become 
‘learning organizations’, to maximize quality of knowledge 



 

 

work such as innovation and creativity, to become light-
footed and adaptable”. Hence, understanding the 
relationship knowledge works and productivity will provide 
professionals also with a venue to argue for the utility of 
their programs from a quality perspective.  

The studies try to validate the point of the quality 
of knowledge works and its contribution to organizational 
performance and quality of knowledge work productivity 
attributed to the way for a convincing argument to make the 
case for the relationship between the two paradigms of 
knowledge work and definitely improve productivity. 

Effectiveness commonly refers to the quality and 
usefulness of knowledge work output (Davis and 
Naumman, 1999). It can be obtained by performing 
knowledge  work at an optimal level and sufficiently well to 
emphasize creativity and the results are complete and 
accurate. It is highly dependent on the skills and efficiency 
of knowledge workers. This improvement was due to the 
efficiency of information technology can improve the rate 
of expansion of the scope, depth and completeness of tasks  
or indirectly to introduce a new method that previously had 
been produced. 
 Knowledge work is limited in terms of time, 
barriers to access knowledge and effort, difficulty of 
communication among workers and availability to access 
information relevant to the work and knowledge gained in 
similar efforts. These barriers can be seen in the 
organization and structure of the group, changes in the work 
structure and the technology application. The search for 
more effective working knowledge necessary to avoid 
obstacles  and knowledge work effort should be intensified 
in order to be  more effective and the company must avoid 
any problems to extent current methods and technologies. 

In the management context decisions must be 
made effectively and become a priority to effective 
collective decision in the organizations (Harris, 2010). For 
example, effective decision making is especially important 
for teams of knowledge workers considering that decision is 
often the product of these teams. For example, the effective 
team decision making is related to knowledge work because 
it is an output or product resulted from a team effort. 
Among the major benefits of effective team decision 
making are reduction of time needed to make decisions and 
improved decision quality. In contrast, the occurrence of 
problems can impair the quality of decisions and will 
increase decision-making time.  

Apart from that, Spinuzzi et al., (2004) stating that 
the communication aspect is the most important aspect of 
the organization. Introduction to modeling methods, 
software for analyzing, visualizing and capture knowledge 
work makes the work more efficient. All projects are 
depicted visually in Communication Event Models (CEM). 
It will record all the communication of the event in the 
project team.. Each event in the CEM will be recorded in a 
database with a variety of methods to get a more precise 
understanding of the dynamic nature of the project, whether 
past or future. When CEM for each project individually 
collected, we can clearly see the pattern for the project 
which not implemented. As CEMs for individual projects 
accumulate, a set of patterns of use that cut across projects 
can be recognized, which will then be captured in another 
visual format known as a Genre Ecology Model (GEM) 
(Spinuzzi et al., (2004). The importance of communication 

is also stated by McManus & Wood-Harper,  (2007) which 
affected the ability of team members and stakeholders. 

Another factor that plays an important role in the 
current knowledge work environment is technology (Davis 
& Naumman, 1999). Davenport et al., (1998) have a similar 
agreement whereby they indicate that in the quality 
management cycle in the organization, technology has been 
utilized widely to manage the data and information 
intensively. Furthermore the individual ability and skill of 
knowledge work are determined by the appropriate used of  
information and technology's relation to a better 
productivity of knowledge work (Davis & Naumman, 
1999). Therefore, information technology has become the 
core means for understanding the structure and function of 
knowledge work in the betterment of its productivity (Davis 
& Naumman, 1999). There has been a considerable amount 
of previous related studies on the tools and technologies of 
knowledge work. For instance, Hayman and Elliman, 
(2000) propose a principle design for the knowledge 
worker-computer interaction interface, claiming that 
consideration must be given to the way humans receive and 
process information. Another example is the development 
of a new input device by Plate et al., (2000) that allows 
knowledge workers to intuitively specify three-dimensional 
coordination in graphics applications in order to enhance 
work efficiency. Changjun, and Zhenyi, (2006) has 
introduced the proceduralizing and standardizing of tasks. 
With regard to the human-information interaction efficiency 
during the knowledge work process, Liao & Yi, (2010)  put 
forward that when human, information and tasks matched 
with each other, the human-information system (H-IS) 
interaction efficiency could be enhanced. In addition, Liao 
& Yi, (2010) are concerned  about the relationship between 
knowledge work efficiency and its influencing factors under 
dynamic work environment without focusing on the exact 
mechanism of knowledge work.  Dan, (2011)pointed out 
that in order to further increase productivity; information 
technology has become the core means for understanding 
the structure and function of knowledge work.  

Knowledge work is commonly about performing 
complex activities through cooperation and collaboration 
with other people working in teams rather than on 
individual task which cannot be done alone (Han & 
Williams, 2008; Pyöriä 2005). Teams have been viewed as 
knowledge of integrating mechanism since through 
teamwork, individuals’ knowledge can be shared and made 
mobile to the other team members (Erhardt, 2010). Most 
organizations depend on the knowledge works and 
creativity of their employees. The effect of knowledge and 
innovation process has been highlighted as a power of 
intellectual capital, which refers to the ability of 
reproducing ideas that ignites value. Krishnan & Prabhu, 
(2002) mention that in software product development, 
Indian software developers are allowed to unleash their 
creativity and fulfill the potential for which they are 
internationally known. They also suggest that within an 
organization, the top management is urged to create an 
organizational climate in which honest failures are tolerated, 
creativity is rewarded and inter-functional and inter-
divisional barriers are lowered.  

Currently, most of business organizations are 
facing limited ways to effectively   support their knowledge 
work in term of innovation, which resulted in a 
disappointing situation whereby the employee works 
enthusiasm and creativity are diminishing, particularly in 



 

 

knowledge, innovation team with high potential 
productivity (Xin-miao et al., 2007).  

In the literature, it is stated that quality factors 
related to the knowledge worker productivity can be 
classified into effectiveness, efficiency, collaboration, 
performance and innovation. These factors give profound 
implications on the quality of knowledge work.  Based on 
previous studies, it is also very relevant to the work 
environment faced by knowledge workers. Concurrently, 
these productivity factors must be improved in order to 
enhance the quality of productivity of knowledge work 

 
Table 1: Knowledge Work Productivity Factors 

Authors Factors contribute to the 
knowledge works 

Harris  (2010), Akdere 
(2009), Davis and 
Naumman (1999), 
Davenport and Prusak 
(1998) 

Effectiveness and Efficiency

Liao & Yi, (2010), 
Spinuzzi et al., (2004) 

Efficiency 

Erne (2011), Akdere 
(2009). 

Programmer Performance

Han & Williams (2008); 
Pyöriä, (2005) 

Collaboration 

Xin-miao et al. (2007)., 
Changjun and Zhenyi 
(2006), Krishnan & 
Prabhu (2002)  

Innovation 

 
Quality of  Knowledge Work Productivity 

Rating system more efficient for knowledge work 
reflects not only on the speed of finishing of the particular 
project, but the emphasis on the quality of knowledge work. 
Liao & Yi (2010) state that three quality aspect of finished 
task that has to be considered respectively, including value 
added, accuracy and customer satisfaction.  

Orna (2006) states that the value added comprise 
of product information can increase the added value or as an 
agent refused to business value. This will increase the 
importance of the work of better quality and innovation. 

Fitzpatrick (1996), has used the McCall model to 
elaborate the aspects of accuracy. Accuracy means how far 
the program can meet user specifications. McCall model   
explains deeply  is the extent to which a program fulfills its 
specification. It is difficult to pin down the factor of 
accuracy because of the lack of standard terminology. It is 
easy to use the term interchangeably with other actors like 
reliability and integrity.  

In the software quality area customer satisfaction 
will determine the success of a software project. Denning 
(1992) has stated that the customer declares satisfaction (or 
dissatisfaction) with what the software designer has 
delivered. Simultaneously, it will determine he extent the 
program been accepted by the customer. 

Apart from that consumer loyalty plays a major 
role in determining the quality of a product. It also  will 
determine the value of the products. At the end customer 
trust and emotions consider as mediating factors have given 

significant impact to the customer loyalty (DeWitt et al. 
2008). 

 
Table 2: Quality of Knowledge Work 

 
Based on the theoretical analysis that has been 

completed, we are projecting and proposed a conceptual 
model that describes the relationship between knowledge 
work productivity factors and quality of knowledge work 
productivity. Figure 1 depicts of the overall proposed 
model. 
 
A Proposed Conceptual Model 
 This study proposes a conceptual framework that is 
formed by five factors, namely effectiveness, efficiency, 
collaboration, performance and innovation as shown in 
figure 1. Effectiveness is one of the key factors that must be 
considered as a measurement towards quality improvement 
in knowledge work. Effectiveness refers to the extent to 
which objectives are achieved and targeted problem is 
resolved. 

 Effectiveness means “do the right thing” and is 
determined without reference to costs, but more concern on 
the quality aspect. Technology will enhance the 
effectiveness and efficiency of knowledge work. Innovation 
in knowledge work is fundamentally based on new 
technology. In contrast to effectiveness, efficiency means 
"doing the thing right” and mainly concerns with the 
efficient ways of managing resources, eliminating waste and 
reducing cost. Management has recognized these factors as 
important part in business process and takes initial step for 
further improvement in the management task, resources and 
technology.  

Teamwork is the foundation that brings together 
knowledge, experience and skills of various members of the 
team to contribute to the development of a new product 
more effectively than individual team members performing 
their narrow tasks in support of product development. 
Collaboration requires effective team work. Trust and 
respect among the team members become prominent in the 
team collaboration. The team members must communicate 
voluntarily and willing to accept some different views of 
other members. Knowledge work teams become more and 
more popular in high-tech organizations, obviously in a 
dynamic business environment. 

Performance refers to a great achievement on 
giving task measured with preset standards of known 
accuracy, completeness, cost, and speed. In a contract, 
performance is based on fulfillment of an obligation, which 

Authors Factors contribute to the 
quality of knowledge work 
productivity 

Liao & Yi (2010) Value added, accuracy and 
customer satisfaction 

Orna, (2006) Value added 

Fitzpatrick, (2011) Accuracy 

Denning (1992) Customer Satisfaction

DeWitt, Nguyen, & 
Marshall, (2008) 

Customer Loyalty



 

 

releases the performers from all liability under the contract. 
There is no significant different between a programmer 
performance measurement in knowledge work compared to 
that in a more traditional setting. However, the success 
factors of knowledge work are more toward resource 
orientated. Among the considered measures are results, 
external key stakeholders or processes that are somewhat 
similar. In the knowledge work context, the role of 
employees as the main asset is emphasized. The knowledge 
worker is made equal to competencies such as knowledge 
and skills. Finally, innovation is the creation of better 
products or more efficient processes, services, technologies 
or ideas accepted by the market, government, and society. It 
also reflects the creative and novel fashion on a process 
which regards to the improvement effectiveness and 
efficiency or marketability. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1: Proposed Conceptual Model for Improving Productivity of  

Knowledge Work 

 
  METHODOLOGY 

The intention of identifying a quality factor of 
knowledge works is to build a proposed model to describe 
ways  evolving process steps of a knowledge work and 
knowledge workers can be dynamically organized and 
coordinate these factors to support various process activities 
and guide to the process, in an individual basis, to advance 
process steps towards process completion with higher 
efficiency and quality. Therefore, it must provide ways to 
describe diversification of various process. This study will 
use the four phases of theoretical studies, empirical studies, 
evaluation and validation framework and methodology in 
comparative studies. 

In the theoretical study, which present the first 
phase of the methodology, a literature review is conducted 
to understand the knowledge work productivity model 
proposed by Davis & Naumman, (1999) and the influencing 
factors of knowledge work done by Liao & Yi, (2010). 
Based on this review, the quality factors in knowledge work 
productivity are identified and proposed as a conceptual 
model. The second phase is about conducting the empirical 
study that involves data collection from SMEs software 
developers through distributed questionnaires. The sample 

of this study is 300 respondents who are registered with 
SME companies. The data are then analyzed by the 
Structural Equation Modeling by using Partial Least Square 
Technique (PLS). 
The third phase is model evaluation and validation. This 
phase concentrates on the evaluation and validation of the 
proposed model using case studies and expert review. The 
fourth phase is about conducting a comparative study with 
other works or methods to evaluate The study will take  
over a period of three months and at least several semi-
structured interviews, six meetings overview and particular 
observations were carried out. Informal meetings are also 
carried out to briefly explain the theme and concept of the 
study with selected knowledge workers to determine its 
reliability. 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Data collection 
A cross-sectional study of SMEs in the software area was 
conducted in Peninsular Malaysia. Since the study is part of 
the software development process under SMEs, the 
researcher followed the EU definition of SMEs in choosing 
representable software companies. Any company with less 
than four employees was excluded. 

A random sample of the SME software developers 
was created from the company databases in Malaysia. 
Communication through the phone with the selected SMEs 
was done to confirm on the usage of web pages, e-mail or 
online systems for research purposes. Those that fulfilled the 
criteria were then invited to take part in the survey. Each 
developer for the qualified SME companies would answer 
the questionnaire through the online survey. It is compulsory 
for each company to distribute the information through their 
websites to make sure that other individuals or companies 
can find information about their products and services. 
  

Data analysis 
The SEM is used as the statistical technique in this 

study because it can analyze all the factors simultaneously. 
The outcome is significant direct effects of quality factors 
towards knowledge work productivity. Partial least squares 
analysis (PLS) is chosen because it is the most appropriate 
tool to analyze the structure of the proposed model. PLS is 
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Productivity 

Effectiveness 

Efficiency 

Collaboration 

Programmer 
Performance 

Innovation 

Value Added 

Accuracy 

Customer 
Satisfaction 

Customer 
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based on a confirmatory analysis, second-generation 
multivariate technique that well suited complex predictive 
models.  

Furthermore, the PLS has several advantages that 
suit the study capability in handling reflective and 
formative indicators. At the same, the durability regarding 
departures from the multivariate normal and the ability to 
handle multicollinearity in several variables competency of 
the proposed model made PLS the best choice (Chin, 
1998). By using In PLS the predictive ability  of  
constructs m u s t  b e  optimized and the performance of 
the individual scale items is reported. Measurement models 
are used to start the reporting of the analysis results. 

Formative items represent measures that affect the 
construct under study. Therefore, any changes in the 
construct are not expected to cause any changes in the 
indicators. As a result, the items on the formative scale are 
not expected to correlate. Convergent and discriminant 
validity of the test based on the correlation between the 
items may not be relevant to assess the psychometric 
characteristics of the formative items. Instead, the weight 
is used to show how the related items in the measure latent 
construct. 

In general, reflective items that are believed to be 
caused by latent constructs are intended to measure. 
Therefore, the intercorrelation among items is expected. 
Psychometric characteristics of reflective items have been 
checked by analyzing them in terms of internal consistency, 
convergent validity, discriminant validity. Convergent 
validity was estimated by the loading items. A loading 
above 0.70 is recommended because it shows that at least 
half of the variance in each case can be explained by the 
latent constructs. 
 

CONCLUSION. 
This research definitely based on the assumption 

that knowledge work productivity plays a key role and 
contribute to the achievement of the organization. Our work 
aims to identify and examine the relationship between 
knowledge work dimensions and quality indicators in 
software development process. 
Specifically, both of these two dimensions of the proposed 
model, namely knowledge of productivity and quality of 
knowledge work are equally important. This model  
provides a significant relationship to support for 
management practices and towards overcoming the 
challenges of knowledge work productivity within the 
organization. 

Therefore, it is a hoped that this model can be 
implemented in other working environments to overcome 
human failure from knowledge work aspect. A further study 
of the various knowledge work’s quality dimensions will be 
conducted to understand how far the knowledge work will 
be useful to the developers and organizations 
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ABSTRACT 
Decreasing Maternal Mortality Rate (MMR) to improve global health has been a big issue for most developing countries. 
Limited accesss to health care facilities especially for the poor in rural areas gives a hard declining for MMR around the 
globe. Midwife as the closest health provider for pregnant women in rural areas, is given a new solution to provide a 
better care toward community, hence improving maternal health and reducing MMR in the future. By using a 
computerized clinical pathway and an integrated ultrasound machine, a new portable teleprenatology system for 
midwives is being proposed. Multi-channel wireless network is also introduced in this system to prevent any interruptions 
during teleprenatology application.  
 
Key words: Teleprenatology  Midwife  Wireless network   Rural area 

 
INTRODUCTION 

Recent study shows that maternal and fetal 
mortality rate has been a major problem in Developing 
Countries (UNICEF, 2008). In Malaysia, maternal mortality 
has been decreased from 44 in 1991 to 28.1 per 100.000 live 
births in 2000. However, this number has been plateaued 
until 2008, and the maternal mortality rate (MMR) was only 
decreasing by 0.8 until 2008 (UNCTM, 2011). In Indonesia, 
the maternal mortality rate has gradually been reduced from 
390 in 1991 to 228 per 100.000 live birth in 2007 
(BAPPENAS, 2010). With current trends, it will require 
extra efforts to achieve 102 deaths per 100.000 live births 
by 2015 as one of the Millenium Development Goals 
(MDGs).  

Several reasons of why the MMR Ratio remains 
high is due to limited access to quality health care facilities, 
especially for the poor in disadvantaged areas, remote, 
border, and island areas (BAPPENAS, 2010), as well as 
limited availability and inadequate or insufficient healthcare 
(Moszynski,2011). In these cases, midwives hold the 
important role as the health provider in a village with 
limited access to health care facility. In Takalar District, 
province of Sulawesi Selatan, Indonesia, partnership 
between midwives and Traditonal Birth Attendants (TBA) 
has been proven succeed in decreasing maternal mortality 
(BAPPENAS, 2010). It has been proven that most women 
in Indonesia prefer having delivery assisted by midwife, as 
shown by Figure 1 and Figure 2 (Utami et al., 2011).  

Being far away from the healthcare facilities, 
midwives in rural areas are required to do diagnosis and 
make a quick decision. They need a proper assisting system. 
Ultrasound machine is one example of equipment 
commonly used in prenatal screening, and has been proven 
well in detecting high risk pregnancies (McKenna et al., 
2013). Although there is high number of midwives 
worldwide, unfortunately they are not well trained to handle 
ultrasound machine.  As mentioned by United Nations 

Population Fund, if the improvement in midwifery services 
is upgraded by 2015, up to 3.6 million pregnant women 
death can be saved each year (Mozynski, 2011).  However, 
because of low education and the scarcity of training, help 
and guidance from obstetric and gynecologists to midwives 
are really needed and these issues should be given high 
attention and deep concern. 
 Regarding this issue, a new portable 
teleprenatology system for midwives is proposed. As one of 
Telemedicine branch, it can be a bridge for midwives to be 

Figure 1. Preferred delivery attendants for first 
time delivery in 2007, Rural areas, Indonesia

Figure 2. Preferred delivery attendants for first 
time delivery in 2007, Urban areas, Indonesia
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assisted by specialist from a vast distance, thus providing a 
better care. Diagnosis can be improved and patient can 
receive treatment better due to comprehensive digital data 
that is available to them offline and online. In addition, 
multi-channel wireless network is used for 
telecommunication, as single wireless network is less 
reliable and might end up in interruptions in teleprenatology 
application. 
 
TELEPRENATOLOGY OVERVIEW 
 
 Teleprenatology is born from telemedicine, a cross 
breed between healthcare instrumentation, informatics, and 
telecommunication technologies in prenatal care application 
(Di Lieto et al., 2011). It is practiced across distances and 
involves the electronic transfer of information (Krupinski et 
al., 2008). Telemedicine in prenatal examination is 
becoming important especially in rural areas, since vast 
distance between patient and healthcare facilities is 
commonly found. Many researchers are aware regarding 
this matter, shown by these studies which propose some 
methods for introducing teleprenatology in rural areas 

There are three types of teleprenatology 
(Rodrigues et al., 2012). First is store-and-forward. This 
type is used for non-emergency situations. The data can be 
provided during offline and not requiring the presence of 
health provider and patient at the same time. This involves 
the remote patients passing on her medical data like medical 
history, scans, reports, past diagnoses and etc. Second type 
of teleprenatology is remote monitoring. It is including a 
telemedical facility actively monitoring the pregnant 
women over remote locations using telemedicine equipment 
and devices. Lastly, two way real time teleprenatology, 
which can provide consultations, diagnosis and treatment 
over real-time, videoconferencing, live transmission of 
diagnostic images/videos, phone conversation and other 
synchronous interactive technology. For this case, midwife 
obstetric-gynecology specialist remotely connect and 
interact with each other at a given time. 

In rural areas of Pakistan, store-and-forward 
teleprenatology has been introduced to prenatal care as a 
system called Remote Patient Monitoring System (RPMS) 
(Khalid et al., 2008). Midwife contributes in this system by 
placing sensors and a module for gathering some signals 
from the patient including pulse, temperature, blood 
pressure, heart beat, hemoglobin, blood sugar, and albumin. 
These signals are then sent to the Electronic Medical 
Record (EMR) server through  a PDA application. In this 
this server, CDSS (Clinical Decision Support System) is 
also available for automated response, in case of 
emergency.  Such system can also be available in a mobile 
phone, with the pregnant women as the end user (Onashoga 
et al., 2011).  

Cardiotocography is also becoming one point of 
interest in teleprenatology. A system focusing on 
cardiotocography called TOCOMAT (Di Lieto et al., 2011) 
has been through many developments since 1998. It gives 
an extension for specialists to monitor high risk pregnant 
women who requires electronic fetal monitoring, but live in 
a vast distance (Di Lieto et al., 2001). In its early 
establishment, TOCOMAT uses modem for transfering fetal 
heart traces to an operational centre, from peripheral units 

consisting of traditional cardiotograph in rural areas. It is 
now updated into a simplified configuration by using smart 
phones and the last generation fetal monitor unit, shown by 
Figure 3.   

Remote monitoring in teleprenatology ensures the 
healthiness of the fetal condition, whether it is done 
continuously or intermittently. Monitoring Fetal Heart Rate 
(FHR) can use textile electrodes for abdominal ECG 
recording which is wearable and capable of sending it to the 
healthcare facility (Fanelli et al., 2010). Another similar 
wireless technology uses a doppler ultrasound sensor unit 
connected to a communication unit, allowing data 
visualization and transmission (Roham et al., 2011). 
Medical doctor can monitor these patient data through an 
accessible internet platform with an integrated expert 
system (Antohi et al., 2010). The internet platform keeps in 
track the medical record and risk factors inside EMR server, 
which is able to give alert to the physian as well as giving 
treatment suggestions.  

 
Ultrasound Scanning in Teleprenatology 

Ultrasound scanning is important for maintaining a 
healthy pregnancy. Performing ultrasound scan in low risk 
population of pregnant women during late pregnancy may 
reduce the risk of growth-restricted infant and increase the 
frequency of prenatal intervention (McKenna et al., 2013). 
Higher surveillance by doing ultrasound scanning can  

a) 

Figure 3. TOCOMAT Peripheral unit consisting 
cardiotocograph in a) early establishment, and b) 

latest development (Di Lieto et al., 2011) 

b) 
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detect high-risked fetus among low risk prenatal population.  
Routine ultrasound scanning during early pregnancies also 
has been proved to reduce failure in detecting multiple 
pregnancies and reduce labor inductions (Whitworth et al., 
2010). 

Being known that using internet to stream near 
real- time and transfer image data for ultrasonography is 
actually feasible (Bassignani et al., 2004), some has 
introduced ultrasound scanning in teleprenatology.  A web-
based synchronous teleprenatology system, which is 
composed of a portable ultrasound machine, laptop, and a 
server (Solano et al., 2009), is built to make communication 
between midwife and obstetric spesialists easier. This 
system is named Personal Health Management System 
(PHIMS), as a web-based personal health record with 
midwife as the main user. Similar set of tools is also used 
by DeStigter et al. (2011), but without featuring live 
consultation. There is also an effort to combine 
ultrasonography with TOCOMAT network, by adding 
Picture Archiving and Communication System (PACS) for 
the ultrasound images management (Di Lieto et al., 2011). 
In this study a portable teleprenatology system with real-
time ultrasound image transmission is proposed specifically 
for midwives in rural areas.  

 
DESIGN AND DEVELOPMENT 
 
Midwife’s Clinical Pathway 

As the content of prenatal guidelines may be 
different to each other, three prenatal guidelines from 
different sources are used: World Health Organization 
(WHO, 2006) as proposed system’s main and standard 
guideline, GroupHealth (2012) for comparison and 
complements, with ultrasound scanning protocol delivered 
by American Institute of Ultrasound in Medicine (AIUM, 
2007). One new prenatal care procedure was then extracted, 
summarized, and cross-checked by medical expert. This 
becomes the clinical pathway for midwife, as shown by 
Figure 4, which is readily integrated with the flow of the 
proposed system.  

 
System Framework 

For framework design, the harsh rural area setting 
is considered. At first, as the midwives need to travel a vast 
distance for visiting patients, a portable toolkit is needed. A 
portable ultrasound machine is also needed and integrated 
to the system, since it is crucial for higher pregnancy 
surveillance.  The system is aimed for assisting midwife on 
doing a complete and thorough prenatal examination, thus it 
contains all of midwife’s need for conducting prenatal 
examination. Based on the prenatal care procedure, some 
complimentary devices are needed for midwives to do 
complete examination. It includes blood pressure monitor, 
ruler tape, fetal doppler, stethoscope, weight scale, urine 
reagent, and portable blood analyzer. Expert system is also 
included, giving automatic alert for possible diseases, so 
that midwife can take necessary actions immediately or 
connect to the specialist for a guided treatment. 
Furthermore, the Graphical User Interface (GUI) allows 
midwives to view results, ultrasound images, manage 
patients, and create reports. These reports then also 

can be sent to arranged specialist for further verification. 
This system framework is shown by Figure 5. 

 
Developing User Platform 

The user platform of the system is developed by 
using Microsoft Visual Studio 2010 in C# languange. It is 
mainly based on GUI which allows midwife to interact with 
the system, by using images (such as buttons) rather than 
just texts. Platform for this system is made user friendly and 
easy to be understood by midwifes. 

 

Patient 
visit

Registration 

Medical History 
Check

Physical Exams 

Rapid Lab Test 

Ultrasound 
Scanning 

Report & Record 
Findings 

Teleconsultation Advise and 
Counselling 

Patient Support 
ANC 
ends

Past 

Present

Family 

Glucose 

Proteinuria 

Weight 

Vital Signs 

Fundus 
uteri, etc. 

Figure 4. Midwife’s Clinical Pathway during 
ANC 

Figure 5.  System Framework of Portable 
Teleprenatology System  
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  System platform is developed in  several windows, 
each of which representing one main step in the prenatal 
care procedure. The flow of this platform is shown by 
Figure 6. User interface starts by popping up the user login 
window. It is to ensure that only the midwife can use and 
access patient data inside of the teleprenatology system. 
Then it continues with patient registration form. In this part, 
midwife can search patient ID inside database to 
automatically fill in the registration form. After registration, 
midwife can directly proceed to the medical history check, 
and do the prenatal examinations, ended with examination 
report. 

  
Teleprenatology Platform 

In emergency case, when midwife finds any 
complication or abnormalities on pregnant women, they can 
directly call the specialist or doctor via real-time 
teleconsultation and start to tell the current condition of the 
patient. Otherwise, the midwife can just use the store and 
forward mode. The system is able to show specialist who 
currently online along with their informations. During real-
time teleconsultation, specialist can review the information 
of the patient medical history through the system and guide 
midwife in ultrasound scanning from a far.  The specialist is 
also capable of doing diagnosis, giving prescription, and 
giving referral letter to patient. The referral letter then shall 
become a proof for the appointment with the specialist 
when they need to come to the hospital for higher level of 
care. This process is shown by Figure 7.  
 
Multi-Channel Wireless Network 

The proposed system uses multi channels for 
telecommunication.  By considering the rural areas setting, 
this  includes Worldwide Interoperability for Microwave 
Access (WiMAX), Universal Mobile Telecommunication 
System (UMTS), General Package Radio Service (GPRS) 
and Satellite. WiMAX will be useful if midwife is located 
near a suburban or urban area, while UMTS, GPRS, and 

 
satellite are used for wider coverage area. Table 1 shows 
characteristics of these wireless technologies. 

The multi-channel telecommunication system is 
shown by Figure 8. By using this multi-channelling 
network, teleprenatology platform is able to connect to 
different type of wireless networks based on the Received 
Signal Strength (RSS), thus increasing the coverage and 
reliability of the system. Even if one or more networks are  
 

Table 1. Wireless Technologies Characteristics 

 Satelite WiMAX 
UMTS, 
GPRS 

Bandwidth 
(Mbps) 

Up to 
10Mbps 

Up to 
54Mbps 

Up to 
5 Mbps 

Distance 
(km) 

Depend on frequency and 
transmission power 

Worldwide 35 50 

Cost Very High Medium High 

 Speed High High High 

Specialist Midwife 

Check Online 
Specialist 

 Send 
Request 

Accept 
Teleconsultation 

 

Tell Patient 
Condition 

Review information 
in database 

 

Make Diagnosis

Give Prescription

 Need 
Referral? 

Provide Referral 
Lettter Create Report 

End 

Yes

No

Figure 7. Teleconsultation process 

Figure 6. User Interface Flowchart 
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failed; the system is still able to connect to the most 
appropriate network among the available alternatives.  

 
RESULTS 
 
Portable Teleprenatalogy System Platform 

The Portable Teleprenatology System for 
midwives has been developed with an integrated portable 
ultrasound machine as the platform base. The user platform 
is shown by Figure 9. VGS 1000-1 ultrasound manufactured 
by Chengdu Vigorous Science & Technology Co. Ltd is 
used with a new casing design.  

 
 The specification for this teleprenatology system is 
listed as below: 
 Dimension: 30cm x 35cm x 30cm. 
 Probe Type: Mechanical Sector. 

 Probe Frequency: 3.5 MHz. 
 Display depth ≥ 200mm. 
 Dead Zone ≤ 7mm. 
 Image greyscales 256 scales. 
 Zoom: 1.0x, 1.5x, 2.0x. 
 Ultrasound measurement function: distance, area, 

circumference, femur length (FL), biparietal diameter 
(BPD), head circumference (HC), crown-rump length 
(CRL), abdominal circumference (AC). 

 Image reference available for guided fetal 
measurement. 

 Applicable from 1st trimester until delivery. 
 System including teleprenatalogy platform with 

integrated ultrasound machine and complimentary 
devices for introducing complete examination. 

 Complimentary devices: fetal doppler, stethoscope, 
rapid blood analyzer, weight scale, ruler tape, urine test 
kit, thermometer, and blood pressure monitor. 

 Features: computerized clinical pathway, automated 
alert system for abnormalities, teleconsultation with 
multi-channel wireless telecommunication system. 

 
Computerized Clinical Pathway 

A computerized clinical pathway for midwife has 
been developed with GUIs shown by Figure 10. It shows 
patient registration window as in Figure 10.a). and 
examination window as in Figure 10.b). In examination 
window, it can be seen that the system is capable of giving  
automatic alert on possible disease as the midwife typing in 
the examination results. 
 

 
 

Figure 10. Graphical user interface, a).  Patient 
registration form, b) Abnormality alert pop up 

during examination 

a)

b)

Figure 9. Portable Teleprenatology Platform

Midwives in 
rural area 

Portable Teleprenatalogy System  

  Telecommunication  

Satellite  

UMTS  

WiMAX 

Hospital Teleprenatalogy 
Department Server  

Specialist 

Figure 8. Portable Teleprenatology 
Telecommunication System 
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Some parameters need to be taken and entered to 
the system by midwife during prenatal care as shown by 
Table 2. This includes patient’s medical history, vital signs 
and several parameters related to physical condition, rapid 
laboratory test results, as well as fetal parameters. These 
parameters can be entered into the system by using the 
GUIs provided. 
 
Table 2. The computerized clinical pathway parameters 

 
Teleconsultation Trial 

As the system running, the midwife is able to do 
teleconsultation. The system was tested using Biometric 
Fetal Ultrasound Training Phantom by CIRS shown in 
Figure 11. It is able to transmit the real-time ultrasound 
imaging from the system in Johor Bahru, Malaysia to the 
distance specialist in Indonesia. As shown in Figure 12, live 
ultrasound imaging is being displayed in android-based 
tablet owned by the specialist. During this teleconsultation, 

specialist can assist midwife in doing ultrasound scanning, 
give diagnosis as well as prescription.  

During transmission, some parameters including 
line speed, data rate, delay, packet loss, and jitter were 
measured. The result is shown by Table 3, and it meets the 
Quality of Service (QoS) minimum requirement for video 
(Gallego et al., 2005). Some ultrasound image samples were 
also obtained simultaneously from both side: the midwife 
and specialist, as shown by Figure 13.  From these images, 
it can be seen that there is no noticeable difference between 
the two sides. The image received by the specialist is still 
considered similar as the image viewed by midwife, and it is 
diagnosable. For this far distance setting, UMTS is used as 
wireless channel, as for WiMAX it is believed that it will 
also meet the minimum requirement since the bandwith is 
higher than UMTS. 

 
 

No. Procedure Parameters to 
be taken 

Time of Pregnancy 

1. Medical History Check  Medical history 1st Trimester 

2. Physical Exams 

Blood Pressure Every visit 
Weight Every visit 
Height 1st trimester 
Temperature Every visit 
Auscultation Every visit 
Fundus Height Begin in 2nd trimester 
Fetal Movement Begin in 2nd trimester 
Fetal Heart rate Begin in 2nd trimester 

3. Rapid Laboratory Test 
a. Blood test i. Haemoglobin 1st trimester 

ii. Glucose 1st trimester 

b. Urine Test Protein level 1st trimester  
4. Ultrasound Examination 
a. Confirm normal 

pregnancy 
Normal 
/abnormal 

Every visit 

b. Check Multiple 
pregnancy 

Yes/no Every visit 

c. Evaluate Cervix and 
Uterus 

Problems 
present 
/notpresent 

Every visit 

d. Check Cardiac activity Present/not 
present 

Every visit 

e. Check Placenta 
condition 

Anterior 
/posterior, 
previa/notprevia 

Begin in 2nd trimester 

f. Check amount of 
amniotic fluid 

Normal 
/abnormal 

Begin in 2nd trimester 

g. Check Fetal motion Active/passive Begin in 2nd trimester 
h. Determine baby 

position 
Breech/cephalic
/transverse 

Begin in 2nd trimester 

i. Determine baby gender Male/female/un
known 

Begin in 2nd trimester 

j. 
Measure parameters and 
estimate fetal weight 

i. BPD Begin in 2nd trimester 

ii. CRL Begin in 2nd trimester 

iii. HC Begin in 2nd trimester 

iv. AC Begin in 2nd trimester 

v. FL Begin in 2nd trimester 

Figure 12. Videoconference between midwife 
and specialist 

Figure 11. Fetal ultrasound phantom
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Table 3. Measurement result for ultrasound real-time imaging transmission 

 
 

 
 
 

 
 
CONCLUSION 

Midwives need to be in the center of attention as 
the closest health provider in rural areas. They may 
become the key solution to decrease the number of MMR 
ratio which remains high until now. There is a high 
number of midwifes worldwide and they need a proper 
assisting system. Because of low education and the 
scarcity of training in handling ultrasound machine, help 
and guidance  from obstetric and gynaecologists to 
midwives are really needed deep concern. 

Thus a new portable teleprenatology system is 
developed for midwives to becoming a bridge towards 
specialist in healthcare facilities. A computerized clinical 
pathway is developed, and a portable ultrasound machine 
is integrated in the teleprenatology system. In addition, 
multi-channel wireless network is used for wider coverage 
and avoiding interruptions in teleprenatology real-time 
application. The system is able to give automatic alert on 
abnormalities and enabling midwives to contact specialist 
by videoconference, thus providing a better quality service 
of prenatal care. However, some legal aspects still need to 
be considered in the future, since midwives still need a 
license for using ultrasound machine. There is still a wide 
range of methods in improving prenatal care. Some new 
considerations may be obtained through this study for the 
future research. 
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ABSTRACT 
The objective of this study was to develop a conceptual framework for edutainment animated series for children taking 
into consideration a pious story. The conceptual framework has been designed and considered as the first step to ensure 
attainment of the edutainment animated series. Nowadays, multimedia technology plays an important role to deliver the 
desired information. Animation is one of the ways used to educate children. Most animations have been brought in which 
implicitly deliver negative values such as violence and aggressiveness.  Due to this factor, local animated series is crucial 
to be produced to suit with the local moral values. The pious story has been selected and designed to provide the children 
with the good moral values to be practiced by a good Muslim. Expert review has been conducted with two experts to 
validate the component in the conceptual framework. The instrument used is questionnaire with 5.00 point Likert scale. 
The result shows the elements in the conceptual framework are successfully implemented with overall means are above 
4.00 of Likert Scale score.  The designed framework could be serving as a catalyst to promote good moral value for 
animated series which could be used worldwide to develop Islamic edutainment.  
 
Key words: Edutainment  Animation  Pious Story  Moral Value 

 
INTRODUCTION 

Rapid advancement of Information and 
Communication Technology (ICT) has influenced our daily 
life especially in the area of education and entertainment. 
Interactive multimedia application can be used as an 
instructional tool to learning strategies deliver successfully. 
There are several popular approaches in learning strategies 
such as interactive storytelling, simulation, games and 
animated story (Hussain, Embi & Hashim, 2003). The 
government of Malaysia has shown a support in 
edutainment fields by introducing Smart School Program in 
1990.  The Smart School Program will ensure that the 
school involved would equipped with computers and 
educational software (Zin & Nasir, 2007).   

The teaching strategies in education have evolved 
where edutainment has taken its place in the world of 
education. Edutainment allows the children to learn by 
using various combination of multimedia elements (text, 
images, video, sound and animation)  by simply using a 
computer mouse to point and click on a particular word, 
picture or button.  This makes the stories as well as 
information will come alive on a computer screen (Hussain 
et al. 2003). In other words, edutainment refers to the 
teaching and learning process carried out in a fun and less 
stress classroom environment (Hussain et al. 2003). 
Buckingham & Scanlon (2005) have defined edutainment as 
a hybrid genre that relies heavily on visual material, on 
narrative or game-like formats computer games-education-
implication for game developers, and on more informal, less 
didactic styles of address. Egloff (2004) has stated that 
edutainment software is a type of software intended to 
educate children through entertainment.  

With the strength and contribution of edutainment, 
this paper proposes a conceptual framework of edutainment 
for children in animated series focusing on a selected pious 
story of a Muslim. This paper is organized as follows: 
Section 2 describes multimedia and education. This is 
followed by Section 3 that discusses the animation. Section 
4 presents the moral value and the pious story. Section 5 
and 6 respectively explains the details of the framework and 
the methodology. Results of the edutainment animated 
series are discussed in Section 7 and finally Section 8 sums 
up the paper with conclusion and future work. 
 

MULTIMEDIA AND EDUCATION 
Nowadays, multimedia technology plays important 

roles to deliver information. The popular demands among 
multimedia-based contents are animated stories, digital 
games and edutainment and have been widely used in 
education. The children are normally attracted by interactive 
information presentations and activities. Multimedia with 
interactive elements allows users to actively interact with a 
system or software. According to Zin, Nasir & Ghazali, 
(2010), multimedia-based content for educational purposes 
create a new dimension for traditional literature. This  
promotes traditional socio-cultural values by ensuring 
software is appropriate for young viewers. Good values 
could be reached if the content of the software is designed 
to suit their age group.  
 
Edutainment 
 The term edutainment is derived from the words 
"education" and "entertainment" which define the way of 
teaching and learning process carried out in the enjoyable 
and less serious environment. Zin & Nasir, 2007 have 
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defined edutainment as a concept for fun learning and also 
serves as a tool for teacher or parents to educate learners as 
well as entertain them at the same time (Wang & Di, 2007).  

The purpose of edutainment is to get the attention 
and increase motivation of the learners using a computer 
that displays a rich combination of multimedia elements. 
Edutainment offers the children a way to wander through 
stories, information or games at their own pace and in their 
own way. They can connect ideas in paths they choose or 
investigate one particular idea among many. The difference 
between edutainment and other applications is that 
edutainment focuses more on the fun side besides imparting 
new information to the user (Heinecke, 2002).  

From the previous research, mostVeenstra (2009) 
has provided a listlisted of six characteristic in producing 
powerful edutainment software, which are . There are six 
criteria which are levels, content, instructions, learning goal, 
interface and feedback that as shown in Figure 1. However 
many existing edutainment software that have meet the user 
satisfaction level.   

 

 
Figure 1: Characteristics of powerful edutainment software      
 

ANIMATION 
Animations are widely used in various industries 

such as advertisement, entertainment, education and 
science. The term of animation in Japan is called as Anime. 
Anime is an art that can help adolescents to shape and build 
their identities based on their favourite anime (Mohar, 
2003). Anime can also help develop various skills and 
abilities among children (Frey & Fisher, 2004). For that 
reason, animation can be use to educate children as well as 
teenagers about good moral values beside entertain them 
with interesting stories. 
 Animation can be divided into two types such as 
two dimensional (2D) and three Dimensional (3D) 
animations. The different between 2D and 3D animation is 
described in Table 1. 

 
Table 1: Different between 2D and 3D animation 

Characteristic\ Types 2D Animation 3D Animation 
Appearance of depth x-axis and  

y-axis 
x-axis, y-axis 
and z-axis 

Development time Less time Longer time 
Outcome of the 
animation 

Cartoon-like Realistic  

 
 Based on Table 1characteristic, the examples of 2D 
animated application are simulation, digital games and 
animated movies. An animated movie is one also an 
edutainment application that can be applied in the teaching-
learning system. This will enhance the students’ motivation 
and self-confidence (Hamidi, 2010). The focus of this paper 

is on the conceptual framework of 2D animated series for 
edutainment.   

In Malaysia, Animation has been started around in 
1980s 1990s with the first animation is was “Hikayat Sang 
Kancil” (The Legend of a Mousedeer), followed by “Sang 
Kancil dan Monyet” (A Mousedeer and A Monkey), 
“Gagak yang Bijak” (The Wise Crow), “Singa yang 
Haloba” (A Greedy Lion), “Usop Sontorian” and “Silat 
Lagenda” (Perpustakaan Negara Malaysia, 2001). All this 
these animations is were to educate children on moral 
values that have gain positive effects on many children. 
Currently, animation industry is growing with the 
production of local animation such as Upin and Ipin, 
Kampung Boy, Saladin, Kacang, and  Boboiboy. 

In education, an educational tools namely known 
as SOTA (Symbol Table Animation) was developed 
(Gallego-Carrillo, 2005). It aimed at visualizing, from a 
high level point of view, the symbol table of the source 
code.  Research shows that SOTA promote better student 
performance in the learning of compilers course by 22% 
(Urquiza-Fuentes, 2011). In Zin & Zain, 2010 study, it 
shows 83.8% increment in student understanding, 96.6% 
promotes interest in teaching and learning process and 
94.3% indicates that edutainment software is suitable to be 
used in the classroom as one of the important teaching aids. 
From this study, it can be concluded that edutainment 
software gives a positive impact to students in teaching and 
learning process. 

 
MORAL VALUE AND PIOUS STORY 

 Stories whether being told or read can influence 
individual emotionally and help in shaping his or her 
thinking skill (Brand, 2001). Moral value from the stories 
may encourage the individual to make right decision. The 
character design so as the moral aspect in any story is 
important and should be considered. Frequent exposure to 
stories with active thinking will help youngsters formulate 
the concept of right and wrong and shape up positive 
attitudes.  

Folktales are the most popular story among 
children. The term “folktale” usually refers to stories like 
fairy tale and wonder tale which normally consist of 
magical elements (Thompson, 1946). Malaysia has 
numerous folktales story such as Si Tanggang, Bawang 
Putih Bawang Merah dan Mahsuri. Well known for their 
moral lessons with regards to concepts such as honesty, 
diligence, tolerance and other motivational elements, 
Malaysian folktales can be used as a medium to convey 
such valuable messages to children either through reading, 
watching or listening to the stories (Masmuzidin, 2012; 
Yassin, 1991).  

Pious story can be defined as a story about a kind 
or religious person based on true story. In this study, we 
focus on Muslim pious story. There are many moral values 
that can be learned and adopted from the story such as alms, 
helping, respect, honesty, tolerance and many more. These 
values are essential to the children to become person with 
good attitude. Teaching by example is one of the effective 
ways to help children developing the moral values. Since 
the pious story is based on the true story while folktales are 
imaginative story, pious story is selected to be animated in 
order to promote good moral value to the children. 
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DEVELOPMENT OF CONCEPTUAL FRAMEWORK 
In developing process of edutainment animated 

series, a complete and suitable conceptual framework is 
important as a point of reference. The conceptual 
framework is shown in Figure 2.  
 

 
Figure 2: Conceptual framework for animated movies of 

pious story 
 
Based on Figure 2, this framework describes the 

overall elements in the animated series including 
multimedia elements, content, delivery methods, learning 
theories, moral values and usability. In the section below, 
details of the elements will be explained. 
 
Multimedia elements 

Multimedia elements can be classified to five 
which are text, animation, image, audio and video. For this 
animated series, three of the elements are chosen. They are 
animation, image and audio. 

A lot of information can be transferred by using 
moving image called animation because the eye-brains 
assembles a sequences of image and interprets them as a 
continuous movement (Izani & Eshaq, 2003). By using 
animation as an educational tool, children can engage more 
by learning from the animation and narration instead of 
from narration alone (Rozaimee et al., 2011). The 
theoretical rationale for this principle is that children are 
better to build mental connections between corresponding 
words and pictures when both are presented (i.e., animation 
and narration) and when only one is presented (i.e., 
narration) and the learner must mentally create the other 
(Mayer & Moreno, 2002). Based on these advantages, 
animation is chosen as a core element in this edutainment 
series in order to show the good moral value to the 
audience.  

Besides animation, image can be used in the 
edutainment series. Image can be described as digital 
representation of non-text information such as a drawing, 
chart or photo(Shelly & Vermaat, 2012). Some studies 

indicated that including the visual text in the illustration and 
labelling the illustrations improved learning (Koroghlanian 
& Klien, 2004). In this edutainment series, vector image has 
been used as a background. These drawn images are 
reflected Malay socio culture life so that the audience is 
easier to accept the lessons of this story. 

Main audio in this edutainment series is dialogue 
of the characters. The audio are recorded based on the 
scripts that have been set for each character. Audio also 
used for background music, narration and sound effects.  
 
Content 

The next element is content. Content is one of the 
important components in developing multimedia 
application. A good content will attract the attention of the 
audience to stay keep on watching or using a multimedia 
application. For this edutainment series, Muslim pious story 
are selected as the main theme. From the theme, more 
specific story which has the moral value are chosen such as 
alms and helping. 
 
Delivery methods 

There are many ways to deliver information such 
as storytelling, animation, video and games. Delivery 
methods of this edutainment series are storytelling, 
animation and visualization. In storytelling, a narrator is 
utilized to convey the introduction of the story and to 
emphasize the moral value that can be adopted from the 
animated series. Then the animation is use as a main 
approach to deliver the content. Some parts of the animated 
series are express in visualization. 
   
Learning theories 

The learning theories embedded in this 
edutainment series are behaviourism, cognitivism, social 
constructivism and constructivism. The theory of 
behaviourism is a learning which happens through stimulus 
or motivation (Ratten & Ratten, 2007). In behaviourism, the 
audience are expected to be motivated in applying alms. 
Cognitivism means process of learning that combine 
previous and new information to solve problem (Schiffman 
& Kanuk, 2000). Therefore, based on the theory of 
cognitivism, the audience can apply the moral value to the 
environment after exploiting the application. Social 
constructivism identifies human behavior as an interaction 
of personal factors, behavior, and the environment 
(Bandura, 1986). This theory emphasizes on the learning 
interaction between human, behaviour and environment. 
Constructivism is happening when learners gain their 
knowledge by their own (Garde, 2007).  From this theory 
the audience can learn new knowledge from the application.  
 
Moral value 

The main purpose of this edutainment series is to 
promote and educate good moral value among children and 
adolescents. At same time, it may motivate a good socio-
cultural awareness. For this series, the moral value 
emphasized is alms. In order to educate children with good 
attitude and moral value, more edutainment applications 
from local country should be developed based on Islamic 
concept. 
 

Edutainment 
Animated 

Series: Pious 
Story 

Multimedia 
Elements 

 Animation 
 Image 
 Audio 

Learning 
Theories 

 Behaviorism 
 Cognitivism 
 Social 

Constructivism 
 Constructivism Moral Value 

Good moral 
value to adopt 

by children 

Delivery 
Methods 

 Animation 
 Storytelling 
 Visualization 

Usability 
 Learnability 
 Effectiveness 
 Satisfaction  
 Easy to 

remember 

Content 
Muslim Pious 
Story: Alms 
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Usability 
Usability concept consists of learn, easy to use, 

easy to remember, contain few errors, satisfaction, 
effectiveness, efficiency, safety, utility, learnability and 
memorability (Nielsen, 1993; Preece & Shrap, 2002). To 
carry out the usability evaluation for this edutainment 
series, the usability criteria choose are as follows: 
effectiveness, easy to remember, satisfaction and 
learnability.  Usability is important feature in order to 
evaluate an application (Ardito, 2006). The result from the 
usability testing can be use to evaluate this edutainment 
series. However the result of the usability test will not be 
discussed in this paper. 
 
Comparison on edutainment application framework 

In this section, the detail of the framework are 
compare among others conceptual framework for 
edutainment includes a conceptual model of MyEduTale 
edutainment (Zin, Nasir & Ghazali, 2010) and a conceptual 
framework for edutainment for digital games (Hussain, 
Embi & Hashim, 2003). 
 MyEduTale conceptual model was proposed to 
educate users on socio-cultural values through storytelling 
by using malay literature of folktales, syair and peribahsa. 
The model blended five components such as content, 
method of delivery, learning theories, multimedia elements 
and modules. The element of content used can help users 
identify themselves, motivate children to listen the stories 
for fun learning environment and they also can build a new 
experience and the story can be a guideline for children to 
action in their life. Another element is method of delivery 
includes animation, poetic narration, interactive games and 
advance digital game. The method is comprised four types 
based on the element of module. The module element 
includes animated story, interactive activities and back story 
in serious games. The module applied in this conceptual 
model focused to the students in motivating them to learn 
and reinforce them in understanding the message behind the 
animated story. Because of the edutainment, so the stories 
of learning were considered in this conceptual model. This 
element of learning theories implemented is to ensure the 
effectiveness of learning process using this edutainment 
software. This is very crucial element to be used because of 
learning process is different for baby, children, adult and 
elderly and finally the multimedia elements. In any 
multimedia application, the multimedia elements are very 
important to be considered to embed. The use of various 
multimedia elements tends to attract children in 
dynamically, colorful and beautiful elements. Because of 
those reason multimedia elements is the best tool to ensure 
them into focusing on the content. 
 A conceptual framework for digital games 
proposed by Hussain is to focus for non-programming users 
especially educators for preschool children to develop 
digital games. This framework has eight factors that reflect 
the design edutainment environment includes meaningful 
learning, goal, success, challenge, cognitive artifact, 
association through pleasure, attraction and stimuli. This 
framework also considered two domains which is 
motivation and physiological needs. Another, it is focused 
on the digital games platform to motivate children to learn 
in a fun environment. Normally, children like to play a 

game so this framework is a suitable for the target 
respondent in order to motivate and meet the psychological 
needs. In Table 2 below, summarizes the comparison among 
three conceptual framework of edutainment. 
  
Table 2: A comparison among three conceptual frameworks 

for edutainment 
CRITERIA Animated 

Series 
MyEduTale Digital 

Games 
Content Muslim 

pious 
story 

Malay 
literature 

(Folk 
stories, syair 

& 
peribahasa) 

Educational 
games 

Learning 
goals 

To 
promote 

good 
moral 
value 

To promote 
traditional 

malay 
literature 

To motivate 
children learn 
programming 

Instruction 2D 
Animation 

Hybrid Games 

Interface TV CD-I CD-I 
Level Series  Module Skill 

 
Based on Table 2, the advantages of the proposed 

conceptual framework are explained as below:  
i. This framework focuses on the animation module 

that will be implemented on the TV platform. 
ii. The user can customize the component in the element 

of the framework based on their content. 

METHODOLOGY 
The methods in this study are carried out to obtain the 

feedback from the expert views in order to validate the 
conceptual framework of Pious Story. It involve of follows: 
 
 A.  Questionnaires Testing 

Number of respondents for expert review in this 
study involved 2 respondents from expert. The respondents 
are selected based on the experience and qualification 
respondents in the Multimedia fields. Respondents were 
given the time to use and play the animated series of the 
pious story.  

i. Questionnaires design 

The questionnaire was divided into three (3) 
sections: (A) Demographic, (B) Experience and (C) 
Framework of the Application. Section (A) collected 
information about experts’ organization, gender, age, race, 
highest qualification and area of expertise. Meanwhile 
section (B) contained questions about the experts’ 
experiences in terms of computer skills, Information 
Communication and Technology (ICT), Multimedia and 
Education fields. Section C comprises of the experts’ 
feedbacks on the proposed framework. This section was 
divided into five (5) sub-sections based on the elements in 
the framework. The first sub-section (C1) is the Multimedia 
element with the purposed to acknowledge animations, still 
images and audio either it exist or not in the demonstrated 
application. The second sub-section (C2), Contents 
represent the storyline of “Alms” and it is highlighted in the 
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application. Delivery method for the application is included 
in the third sub-section (C3), with the details on animation, 
storytelling and visualization.  Behaviorism, cognitivism, 
social constructivism and constructivism are covered in the 
learning theories sub-section (C4). This sub-section aimed 
to verify the learning theories embedded in the application. 
The final sub-section (C5) in the questionnaire is Moral 
Values element to ensure good moral value is embedded in 
the application and the suitability of the application for 
adults and children. Questionnaire design is illustrate in 

Figure 3. 
 
Figure 3: Items in the questionnaire 
 
A scale based has been chosen as evaluation 

approach in evaluating expert reviews. Likert scale with the 
range from 1 to 5 is adapted in the questions, refer Table 3. 
According to Nielson (1993) criteria for the subject to be 
measured must show the average value of at least 4 on a 
Likert scale of 1 to 5. This means at least 50% of users 
chose a scale of four or five and not more than 5% who 
chose a scale of one.  
 

Table 3: Likert scales 
Score 1 2 3 4 5 

 Strongly 
Disagree 

Disagree Fair Agree Totally 
Agree 

 
An expert review is one of the common methods of 

usability testing. This method brings in experts user in the 
related field to evaluate a product. This type of evaluation 
can be carried out by setting an experiment with at least an 
expert user. The evaluation in this research involves two 
expert users using the instrument of questionnaire. 

 

B. Procedure of Expert Review Testing 

Expert review testing conducted through offline 
activities where the animated series of Pious Story 
prototype is uploaded into desktop Personal Computer (PC) 
in the Multimedia Lab of School of multimedia. The 
procedure of the evaluation consists of following steps 
which are (1) explanation of the survey purposes; (2) 

demonstration of the application; (3) obtained expert views 
based on the distributed questionnaire. Implementation of 
expert review testing procedure is as follows:  

 
1) Offline Invitation 

A prototype installed in the PC at Multimedia Lab. 
Instruction is given, that they should use animated 
series prototype until finished the story. Next, the user 
must answer the questionnaire. 

2) User Feedback 
After finished the movies, respondents have read the 
instructions and answer the questionnaire manually by 
selecting a scale of 1 to 5, which has been declared.  

3) Submission 
The questionnaire submitted manually to researcher 
after finished answering the questionnaire.  

 
RESULT AND DISCUSSION 

Result from demographic section shown that the 
respondents’ highest qualifications are Master in 
multimedia field with specialized in Visual Informatics and 
Multimedia as for them to be considered as expert users. 
Respondents also possess more than 10 years experiences in 
ICT, multimedia and education.  

Overall result from the evaluation is summarized in 
Figure 4.  
 

 
Figure 4: Mean score of every element in  

conceptual framework 
 

Generally Figure 4 shows the mean scores for the 
five (5) sub sections of the element in the conceptual 
framework. The mean score for each sub-section of the 
framework in edutainment animated series are relatively 
high which achieved more than 4.00 score. The mean scores 
for multimedia elements and moral values gained 4.50 while 
delivery method 4.30, content 4.25 and learning theories 
4.10. From the result, respondent agree the selected 
elements are appropriate to be include in the conceptual 
framework. 
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Figure 5: Mean score for multimedia elements 

 
In C1 sub-section, object and character movement, 

still images and audio respectively acquire the mean score 
of 4.50 as illustrated in Figure 5 below. The results indicate 
that the selected multimedia elements are appropriate to be 
included in the conceptual framework.  
 

 
Figure 6: Mean score for content  

 
As shown in the Figure 6, the C2 sub-section 

contained items on whether the application shows alms 
storyline and whether the alms value is well highlighted.  
The mean score 4.00 and 4.50 indicated that the storyline of 
this animation series was well design and the audience can 
understand the values that are highlighted in this 
application. 
 

 
Figure 7: Mean score for delivery method 

 
The C3 sub-section obtained the mean scores of 

4.50 for animation and storytelling attribute, while 4.00 for 
visualization of “Alms” story. As shown in Figure below, 
these values are consistent with the proposed delivery 
method in the framework. 
 

 
Figure 8: Mean score for learning theories 

 
The C4 sub-section contains of four (4) questions 

related to behaviourism, cognitivism, social constructivism 
and constructivism. As illustrated in Figure 8, the mean 
score for motivation of the audience to apply alms after 
watching the application is 4.0.0. Meanwhile, the mean 
score for the audience to apply the moral value in the real 
environment is also 4.00. The audiences can benefit from 
the interactions between human, behaviour and environment 
in the application gains 4.00 for its mean score. The 
audience can learn new knowledge from the application 
acquires 4.50 of its mean score.  
 

 
Figure 9: Mean score for moral value 

 
From Figure 9, the mean score show that moral 

value is embedded and it suitable to by the target audience 
with the score 4.50. These two attribute values indicate that 
the significance of the moral values embedded in the 
application.  

From the above result, it shows that all of the 
elements that are embedded in the conceptual framework of 
edutainment animated series are successfully implemented. 
The result from this evaluation by expert users also  show 
the positive impact of the conceptual framework of 
edutainment animated series in educating children with 
good moral values.  

 
CONCLUSION 

 This paper discusses in detailed the construction of 
a conceptual model of edutainment animated series focusing 
on Muslim’s pious story. Evaluation has been conducted 
with two expert users to validate the conceptual framework.  
The element in the conceptual framework that comprise 
multimedia elements, contents, delivery methods, learning 
theories and moral values with the overall result 4.50, 4.25, 
4.30, 4.10 and 4.50. From this result, it is proved that the 
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elements in the conceptual framework are successfully 
implemented. By using the conceptual framework, more 
edutainment animated series can be developed and it may 
help in delivering and educating young children to adopt 
good values and behaviours.  

For future works, other edutainment animated 
series focusing on Muslim’s pious story such as helping 
each other, trust, sincerity and so forth using the proposed 
framework. Usability evaluation will be conducted to the 
target user such as children and parents. Hopefully, this 
edutainment animated series will enrich the edutainment 
series which is teaching good moral values, and at the same 
time will give impact to society especially for children and 
parents.  
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ABSTRACT 
Vehicular ad-hoc network (VANET) is gaining the research interest lately due to its advantages in providing valid and 
fresh information for vehicles on the road. In VANET information exchanges between vehicles and a server in a multi-
hop fashion. Multi-hop fashion implies an existence of multi route to a destination, and a routing protocol has the role of 
determining the best path among the exciting routes to a destination. Most of the current routing protocols use the 
traditional hop count as a metric to distinguish between routes. In this paper SNR is proposed as routing metric to 
determine the best path to a destination. Moreover, this paper focuses on development and implementation of routing 
protocol metric namely SNR for Dynamic MANET on-demand (DYMO) protocol in VANET. The new routing metric is 
implemented in the DYMO model in INET module under OMNET++ simulator. A simulations study has been carried 
out to analyze the performances of the improved DYMO with SNR. Moreover, a comparison between the DYMO and 
modified DYMO is conducted to study the effect of mobility, network road traffic condition and data traffic density. 
Network performances have been studied in terms of throughput, end-to-end delay and Protocol overhead. The obtained 
result show that the modified DYMO has better performances compare to the DYMO with the traditional hop-count 
metric. 
 
Key words: Ad-Hoc networks DYMO  Routing Protocol  Routing Metrics  SNR  VANETs   

 
 
INTRODUCTION 

Vehicular Ad-Hoc Networks (VANET’s) 
application is directly attached to our daily life activities, 
which results in a high demands for a rapid development for 
VANETs. VANETs adopts Mobile Ad-Hoc Networks 
(MANETs) technologies and protocols for vehicles in the 
road applications. Due to the similarity between VANET 
and MANET protocols; most of research issues in VANET 
are inherited from MANETs, such as nodes mobility, and 
high topology changes. Vehicles mobility brings a great 
challenge to VANET in terms of connectivity robustness. 
Moreover the VANET topology natures, where nodes are a 
line for long distances (highways) emphasis the role of 
routing protocol in the network performances. Furthermore, 
the multi-hop communication nature in VANETs brings the 
need for a robust routing protocol, where most of times 
more than one path is exists between the source and 
destination nodes. From the routing protocol points of view, 
the selection of the optimal path among multi-paths depends 
on the routing metric. Typically, the path obtains the best 
metric will be selected, and hence design a routing metrics 
for VANETs networks is becoming an important topics, and 
has gained the focus of researches in this area. Designing a 
routing metric for routing protocol in MANET are studied 
and proposed in many researches [1] [2] [3]. Never the less, 
a few researches considers designing a routing metric for 
VANETs. In the literature many researches are focused in 
designing a routing protocol for VANET requirements [4] 
[5] [6]. Moreover, in [7] a comparison between various 
routing protocols for VANET was carried out, however 

these routing protocols are mostly implemented for 
MANET. This research is aimed at design a routing 
protocol metric based-on link quality measurement in the 
data link layer namely Signal-to-noise ratio (SNR). Unlike 
traditional routing metric, the new metric has the advantage 
of creating no additional traffic to measure the link quality, 
which results in less overhead is generated by routing 
protocol. The new metric is also adaptable to other routing 
protocol, however in this paper it’s only implemented in 
Dynamic MANET On-demand routing protocol (DYMO). 
The proposed metric is inspired by the fact that, while a 
frame is received at the network interface card NIC, the 
receiver measures the SNR of the incoming signal to decide 
either to accept the received frame or discard it according to 
certain threshold value. For example if the received signal 
below the threshold value, the receiver will consider the 
frame as noise and discard it. The proposed metric in this 
paper is making use of the SNR information by the NIC to 
reduce the protocol overhead of calculating a routing metric. 
Furthermore, this paper focuses on the design and 
implementation of signal-to-noise ratio (SNR) as a routing 
metric for DYMO routing protocol in VANETs. The SNR 
metric is implemented in the DYMO routing protocol and 
studied against several design parameters (mobility, vehicle 
traffic condition, and data traffic density) in a VANET 
scenarios, and the performances of the network are 
measured in terms of throughput, End-to-End delay, and 
protocol overhead. Lastly a comparison between DYMO 
with the traditional hop count metric and DYMO with SNR 
metric is conducted. 
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The rest of this paper is organized as follow, next 
section discusses selected literature on the research topic, 
followed by overview on the design of the proposed metric, 
and its implementation procedure. In section 3, the 
simulation scenarios and results are presented and 
discussed. Section 5 concludes the work in this paper. 
 
 

SNR ROUTING METRIC 
 

Literature review 
In multi-hop communication network such as 

VANET, more than one path is usually exist to transfer a 
packet between a pair of nodes (source, destination); and 
the adopted routing algorithm is in titled of selecting the 
best path based-on a routing metric. Technically speaking, 
routing metric is the weight or a cost needed to transfer the 
data through the path such as number of hops or hop-count 
and delay (time induced to transfer a data through the link). 
Hop-count is the simplest yet implemented routing metric 
where each link in the path (connection between adjacent 
nodes) is weighted as either exist (1) or not exist (0). And 
the best path will be the one with minimum hop-count. For 
example, figure-1 represents a weighted network graph, 
where circles represents nodes and solid lines represent 
links between nodes. Each link is weighted with its delay 
cost attached to it. In this example there are exists two paths 
(doted lines) from node S to Node D (Path 1: N2,N3, and 
Path 2: N5,N6,N4) in this example if the routing protocol is 
using hop-count as a metric path 1 costs 3 hops and path 2  
costs 4 hops, accordingly path 1 will be selected as the best 
path. However path 2 will cost (2+3+3+1 = 9 time units) 
which is less than the time required by path 1 (5+9+1=16 
time unit). Hop count metric is likely to be used in wired 
network, where links are usually stable and could be 
assumed to have similar quality. However in wireless 
networks, wireless link is effected by many factors, and as a 
result the assumption of link similarity is invalid for 
wireless network. This fact motivates many researches to 
propose link quality metric for routing protocols such as 
link delay and bandwidth.  

 

 
Figure-1. weighted network graph 

 
The problem of measure wireless link quality and 

use it as routing metric is taken as research topic for many 
researches. In [8] the Expected Transmission Count (ETX) 

metric is proposed. ETX uses the estimation of number of 
transmission required to successfully transfer a packet 
between pair of nodes as a metric. ETX is calculated by 
periodically broadcast control packet to neighbors’ nodes, 
and ETX will be estimated based on the received PER 
(Packet Error Rate). This mechanism introduces additional 
overhead on the network. Moreover the prediction nature of 
ETX make it failed to achieve high performances in high 
topological changes network such as VANET. Many other 
metrics based on the ETX and PER estimation are proposed. 
In [9] a delay based metric is proposed (Expected 
Transmission Time ETT). ETT is calculated based-on ETX 
and transmission delay. Transmission delay is calculated 
according to the current transmission rate of the link, which 
is not reflecting the actual delay. In  [10] a metric based-on 
the minimum packet loss (ML) is proposed. ML metric 
defines link cost as its Packet Error Rate PER. For further 
readings on routing metric readers can refer to [11] [12]. 

 
SNR design and implementation 

Inspired by the fact that, SNR is measurand used to 
quantify wireless link quality, and its priory calculated at 
the receiver as indicator of the errorness and corruption 
induced by the wireless link. This paper proposes the use of 
the obtained SNR value at the reception of a frame on the 
MAC layer as a routing protocol metric in the network 
layer. To achieve this goal a cross layer design is 
implemented, and the overall design is achieved into two 
phases. The first phase is on the MAC layer, where the SNR 
value is obtained by the NIC. Before attaching the SNR 
value to the incoming frame a quantization to the SNR 
value will be conducted, and the quantized value will be 
attached to the incoming frame. The purpose of the 
quantization procedure is give an integer value to an SNR 
value, and that is because the limitation of the metric field 
on the routing protocol packet. Then the modified frame 
with the SNR value attached is passed up to the network 
layer.  The following pseud code is describing the adhered 
mechanism. 
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Figure-2. Pseudo code for SNR quantization algorithm 

 
The second phase takes place on the DYMO 

routing protocol algorithm. In the second phase, the 
calculation of the optimum path is modified, and the best 
route selection criteria is modified to use the attached SNR 
instead of the traditional hop count.  

The idea of DYMO routing protocol develop from 
the concept of its predecessors Ad-hoc On-demand Distance 
Vector (AODV) routing protocol and Dynamic Source 
(DSR) routing protocol with some modification for better 
adept to the mobility of the nodes in ad hoc network. The 
main different between DYMO and AODV routing protocol 
is that, the routing table of the node contain information 
about the routes of every immediate node [13]. From the 
point of view of this paper, the modification to DYMO is 
done in two places. The first one on the reception of route 
discovery request, then the algorithm will select the route 
with the highest SNR value. The following steps are 
describing the route discovery procedure in the modified 
DYMO protocol: 
 

 
Figure-3. Pseudo code for Modified DYMO route 

discovery procedure 
 
The second place in the route maintenance 

procedure. Same as in AODV and DSR, DYMO makes use 
of the RERR in the link failure situation. When a link 
between two nodes is broken, the sender node broadcasts a 
RERRY message in the network. When any node receives a 
RERR message it updates its own routing table according to 
the received information on the RERR packet by removing 
all routes that are related to the broken link.  
 

RESULTS AND DISCUSSION 
 
Scenarios design parameters 

The discrete event simulator OMNET++ is used to 
implement the proposed metric. And the DYMO routing 
protocol implementation in INET framework is modified by 
integrating the SNR metric. Three scenarios setups are 
design based on the design metrics namely mobility, traffic 
condition and data traffic density. For each design 
parameter a comparison between the traditional hop count 
and the SNR metric on DYMO protocol in terms of 
throughput, end-to-end delay and protocol overhead.  

Throughput: Throughput presented in this paper is 
referring to the network throughput, which is the amount of 
successful data received per second. Throughput is 
calculated based-on equation (2).  

 

                                                        (2) 

 
Dr   =  Data received in bits 
T    =  Total simulation time in seconds 
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End-to-End delay: end-to-end delay demonstrated 

in this paper is referring to the amount of time elapsed by a 
packet starting from its generation at the source node to the 
moment it received at its last destination. 

Protocol overhead: is referring to all data received 
at the routing layer except the data that is intended to the 
application layer of the same node. Protocol overhead is 
calculated by subtracting the amount of data sent to 
application layer of a certain node from the data received at 
the routing layer of the same node. Protocol overhead 
includes all control traffic and forwarded data as 
intermediate node. 

To measure the any of the performance parameters 
for certain design metric, 10 runs are performed for 
different random generation number (the random generator 
could be changed per simulation run in a form of seed 
number), and the average of the measured performances 
metric is presented in a graph against the design metric. 

The following subsection presents the scenario 
parameters and the obtained results in respect to the design 
parameters. 

   
Table-1. Mobility scenario simulation parameters 
Parameter Value 
Mobility Module Linear Mobility 
Packet size 512 Byte 
Traffic generation 0.24 Mbps 
Number of nodes Mobile (3 ~ 30 nodes), 

Static (1~27 nodes) 
Speed  16.67 m/s 

 
Mobility 

In the mobility scenario, the mobile nodes are 
vehicles in a highway with 10m in width and 2Km long. 
Mobile nodes refer to vehicles moving in a highway speed, 
the static node is the Road Side Units (RSUs) such as the 
surveillance cameras, or access points that were installed on 
the road side. The mobility ratio refers to the ratio between 
the mobile and non-mobile nodes. Typically speaking, for a 
scenario with 21 moving cars and 9 RSUs, the mobility 
ratio is  70%, which is calculated based-on equation-1. 

 
         (3) 

 The sum of number of dynamic mobile node and 
static node is set to fix number, however the number of 
moving cars and RSUs is changed per simulation run to 
achieve the desired mobility ratio. Table-1 presents the rest 
of the simulation parameters for mobility scenarios. 

Figure-4 presents the network throughput as a 
function of mobilitiy ratio for both DYMO with hop-count 
and DYMO with SNR scheme routing metrics. As expected 
DYMO with SNR scheme provide the highest degree of 
throughput (0.37Mbps at 100%) while for DYMO with hop-
count provide the lowest levels of throughput (0.15Mbps at 
100%).  

Figure-5 depicts the end-to-end delay with respect 
to mobility ratio for DYMO with hop-count and DYMO 
with SNR scheme. The results show that both the DYMO 
with hop-count and DYMO with SNR scheme suffer 

increased of end-to-end delay as the mobility ratio 
increase(1.2 secs at 90%). 

Figure-6 illustrates the protocol overhead as a 
function of the mobility ratio for DYMO with hop-count 
and DYMO with SNR scheme. Increases in mobility ratio 
increase the protocol overhead. The results demonstrate 
clearly that the DYMO with SNR scheme yields 
significance level of protocol overhead (1.5MB at 80%) as 
compare to DYMO with hop-count (2MB at 80%).. 

 

 
Figure-4. Throughput vs. mobility ratio for DYMO and 

DYMO-SNR 
 

 
Figure-5. End-to-End delay vs. mobility ratio for DYMO 

and DYMO-SNR 
 

 
Figure-6. Protocol overhead vs. mobility ratio for DYMO 

and DYMO-SNR 
 
Traffic condition 

Traffic condition or vehicle traffic condition is 
measured based-on number of vehicle in specific area and 
their speed. For example in high traffic area vehicles are 
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condense in a small area and moved in slow speed , while 
low traffic “such as highways” vehicles are moving in 
relatively high speed and distance between vehicles is 
relatively longer than in high traffic areas.  
Table-2. Traffic condition scenario simulation parameters 

Parameter Value 
Mobility Module Linear Mobility 
Packet size 512 Byte 
Traffic generation 0.24 Mbps 
Number of nodes Mobile (23 nodes), Static (7 

nodes) 
Speed  22.2, 16.67, 8.33, 2.78 m/s 
Distance between (250, 100, 50, 20, 7) m 

 
Table-2 shows the simulation parameters for traffic 

condition scenarios. Figure-7 depicts a network throughput 
comparison between DYMO hop count and DYMO-SNR 
with respect to the traffic condition. A slight improvement 
in throughtput of DYMO-SNR scheme is observed; 0.14 
Mbps with DYMO-SNR scheme compared to DYMO-hop 
count  at very low traffic condition. Figure-8 and Figure-9 
present the comparison between DYMO-SNR and DYMO-
Hob count considering the traffic condition as a design 
parameter. The comparison is conducted in terms end-to-
end delay and protocol overhead. Again DYMO-SNR 
increases the network performances in terms of throughput, 
end-to-end delay and protocol overhead. Moreover, from 
the obtained results it’s noticeable that in high traffic areas, 
both protocols tend to perform in more efficient way in 
compare to low traffic area. The adhered notice could be 
due to the increment in the number relay nodes (vehicles are 
close to each other), the short distance to destination and the 
low speed of vehicles.  
 

 
Figure-7. Throughput vs. Traffic condition for DYMO and 

DYMO-SNR 
 

 
Figure-8. End-to-End delay vs. Traffic condition for 
DYMO and DYMO-SNR 
 

 
Figure-9. Protocol overhead vs. Traffic condition for 
DYMO and DYMO-SNR 
 
Figures 10 to 12 present the obtained results of the data 
traffic scenarios. The achieved throughput for DYMO-SNR 
and DYMO-hop count is demonstrated in figure-10, the 
obtained results shows DYMO-SNR improves the obtained 
throughput, and the improvement increases linearly with the 
increment in data traffic. Hop-count metric as one of none 
probing metrics, generates zero protocol overhead; which is 
the same as in SNR metric. For the adhered reason the 
protocol overhead results, show that both SNR and hop-
count results in same amount of protocol overhead. Further, 
the delay for DYMO-SNR is increased for traffic generation 
higher than 0.5MB/s. 
 
 
Data traffic density 
Data traffic density is the amount of data traffic generated 
by either vehicles or RSU. In this paper the traffic is 
generated with user datagram protocol (UDP) module, 
where all nodes are to generate periodic traffic intended to a 
specific server. Data traffic density is measured in terms of 
amount of data generated by all nodes in second. Table-3 
shows the simulation parameters for this scenarios. 

 
Table-3. Data traffic density scenario simulation parameters 

Parameter Value 
Mobility Module Linear Mobility 
Packet size 512 Byte 
Traffic generation 0.24 Mbps 
Number of nodes Mobile (23 nodes), Static (7 

nodes) 
Speed  22.2, 16.67, 8.33, 2.78 m/s 
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Distance between (250, 100, 50, 20, 7) m 
 
 

 
Figure-10. Throughput vs. data traffic density for DYMO 
and DYMO-SNR 
 

 
 

 
Figure-11. End-to-End delay vs. data traffic density for 
DYMO and DYMO-SNR 
 

 
Figure-12. Protocol overhead vs. data traffic density for 
DYMO and DYMO-SNR 
 
 

CONCLUSION. 
 This paper is considering the implementation of 
SNR measurement as a routing metric for DYMO routing 
protocol. The advantages of SNR over other metrics is its 
direct measure of wireless link quality and its availability on 
the MAC layer, where there is no need for additional 
propping packets by the routing protocol. The SNR 
obtained at the MAC layer is quantized to fit the limitation 

of the routing metric space on the DYMO header. Further 
the quantized value of SNR is adopted to both DYMO route 
request and route reply procedures. SNR as a metric is 
compared to traditional hop count for three scenarios to 
measure the effect of different design parameters on 
network performances. Obtained results shows how SNR 
improves the network performances in terms of throughput, 
end-to-end delay and protocol overhead. Even though 
protocol overhead is not affected in the traffic density 
scenarios, and slide delay cost is added, but stile SNR 
increases the network throughput for all traffic density 
conditions considered in this research paper. 
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ABSTRACT 
The focus of this study is to select the best hotel services using the hierarchical Multi-Criteria Decision Making (MCDM) 
model based on fuzzy set theory. This decision support system named Best Hotel Service System (BHoS) relates to the 
selection of hotel that satisfies all the required criteria from customers. Linguistic variables are used in this study to 
estimate ranks and weight of the criteria such as beauty, convenience, safety, services, price, entertainment, comfort, food 
and facilities. These criteria are described in term of triangular or trapezoid fuzzy number. MCDM model is used in order 
to select the criteria of the hotels. Finally, this study will focus on Technique for Order Preference by Similarity to an 
Ideal Solution (TOPSIS), a nearness coefficient to specify the ranking of all hotels through calculating distance from both 
Fuzzy Positive Ideal Solution (FPIS) and Fuzzy Negative Ideal Solution (FNIS) which are simultaneously defined. 
Evaluation to the application has been done through usability test and user acceptance test. The results have proved the 
positive impact towards the process of BHoS through the acceptance of all mentioned criteria. The high mean values for 
user reactions to the system, the interface design, navigation, and content show that BHoS is easy to use and able to 
recommend the best hotel services based on the user’s preferences. 
 
Key words: Fuzzy Logic  Hotel Services  MCDM  Linguistic Variables   TOPSIS   

 
INTRODUCTION 

Decision making problem is the process of finding 
the best selection from all of the feasible options. Decision 
can be made by providing weights to different criteria and 
all the weights are obtain from expert groups. It is important 
to determine the structure of the problem and explicitly 
evaluate multi criteria. For example, in selecting the best 
hotel services, certain decisions have been taken based on 
different criteria. There are not only very complex issues 
involving multi criteria, some criteria may have effect 
toward some problem, but over all to have an optimum 
solution, all the alternatives must have common criteria 
which clearly lead to more informed and better decisions 
(Aruldoss, Lakshmi & Venkatesan, 2013). 

According to Novák, Perfilieva and Močkoř 
(1999), fuzzy logic variables may have a truth value that 
ranges in degree between 0 and 1. Fuzzy logic has been 
extended to handle the concept of partial truth, where the 
truth value may range between completely true and 
completely false. Although the fuzzy approach is very 
complicated to use but many qualitative and quantitative 
factors that are taken into consideration such as price, 
quality, and criteria should be considered in choosing the 
best hotel in term of appropriate services. Linguistic 
variables which are used to estimate ranks and weight of the 
factors will be described in term of triangular and 
trapezoidal fuzzy number. MCDM model based on fuzzy 
set theory is used to select the best hotel services that satisfy 
all the required criteria (Chou, Hsu & Chen, 2008). 

A selection of best hotel services is important to 
the customers who are considering a comfortable 
accommodation. The selections are usually judged by 
human perception measurement itself and budget 
uncertainty. Therefore it is hard to make a decision to 
measure the level of hotel services. 

If there are inappropriate decisions making in 
selecting the hotel services, it always lead to customer 
dissatisfaction. In addition, customers are also wasting time 
in finding and choosing the best hotel in terms of services if 
there is no guidance that can assist and give unbiased 
recommendations to them. 

Sometimes the hotel service selection is very 
difficult for customer to express the preferences using 
numerical value but fuzzy logic approach is more 
appropriate to use. This is because some of the key criteria 
described in linguistic information are qualitative and 
subjective in nature.  

Thus, the main focus of this study is the method of 
selecting the best hotel services based on fuzzy logic 
approach. The method will be implemented in a web 
application known as Best Hotel Service System (BHoS). 
BHoS is designed to assist customer by put on their desired 
weightage on each of the predetermined criteria such 
beauty, convenience, safety, services, price, entertainment, 
comfort, food and facilities. Next, the decision system will 
rank each of the criteria based on the input from the user to 
recommend them the best hotel. This application will 
become a new medium to deliver, recommend, and 
providing information to people who need to choose the 
best hotel services based on selected criteria. 
 
 

FUZZY APPROACH BACKGROUND 
Fuzzy Logic 
  According to Kaehler (1993), Fuzzy logic is a 
method of problem solving control system that lends itself 
to implementation of systems that consists of easy, small, 
large, embedded micro-controllers to large, multi-channel 
PC or workstation based data acquisition and control 
systems. Fuzzy logic can be implemented in hardware, 
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software or combining both. Fuzzy logic provides a simple 
way based on vague, ambiguous, imprecise, noisy, or 
missing input information to arrive at a definite conclusion. 

Fuzzy logic needs some numerical parameters to 
operate. The exact values of this numbers are usually not 
critical unless very responsive performance needed for what 
is considered significant error and significant rate-of-
change-of-error.  

MCDM model based on fuzzy set theory is 
pertaining to structure and solve decision and planning 
problems involving multiple criteria. This relates to the 
selection of hotels that satisfies all the required criteria. 

 
 Multi-Criteria Decision Making 
 Multi-Criteria Decision Making (MCDM) model is 
a problem solving approach in decision making involving 
many criteria, objectives and factors (Sauian, 2010). A basic 
characteristic of the goals is that they are often contradicting 
each other. For example, we need a bigger house, but we 
can only afford the cheaper price. 
 Horder (2009) indicated that MCDM is a common 
methodology that develops a list of criteria, and then the 
weight for each criterion. Every option gets every criterion 
according to how they will meet. Finally the score is 
multiplied by the weight and the results for each option 
added to give a rating for choice. Figure 1 shows the weight 
for each criterion and rating for each option based on their 
score. 

 
Figure 1: Options rating based on MCDM methodology 
  

Based on Figure 1, every MCDM methods have 
their own advantages and disadvantages. The advantage of 
MCDM is that it provide a balanced view of how 
appropriate any options, and help to taking emotion from 
the equation. One of the disadvantages is critical criteria 
may be abscured in the overall score. Overall, though 
MCDM may be a bit of a blunt instrument for truly complex 
decisions, it is much better than making serious decisions 
on gut feel alone. 

 
Linguistic Variables 
 A linguistic variable is defined as a variable whose 
values are sentences in a natural or artificial language. Thus, 
if tall, not tall, very tall, very very tall, etc. are values of 
height, then height is a linguistic variable (Zadeh, 1973). A 
linguistic variable is a variable that figure described as 
linguistically, is very useful and beneficial in dealing with 
the situation, because the concept of a linguistic variable is 
very difficult to be explained as a preset amount of terms 
(Zimmermann, 1991).  
 

TOPSIS 
 The Technique for Order of Preference by 
Similarity to Ideal Solution (TOPSIS) is one of the methods 
used to solve the decision making problem. According to 
Opricovic and Tzeng (2004), the most fundamental 
principle in TOPSIS is that the chosen alternatives should 
have the shortest distance from the ideal solution to the 
negative ideal solution. Ahi, Aryanezhad, Ashtiani and 
Makui (2009) stated that TOPSIS method comprises the 
following steps: 

 The normalized decision matrix is calculated 
 The weighted normalized decision matrix is 

calculated 
 Define the ideal solution and negative ideal 

solution 
 Compute the separation measures using the π 

dimensional Euclidean distance for ideal solution 
and negative ideal solution 

 The relative closeness to the ideal solution is 
calculated. 

 Rank order of priority 
 
Hybrid Fuzzy MCDM for Vendor Selection 
 The study by Vahdani, Alem-Tabriz, and Zandieh 
(2009) focuses on developing an empirically based 
framework for formulating and selecting a vendor in supply 
chain.  

The researchers relate the fuzzy set theory to 
evaluate the vendor selection decision by applying AHP in 
obtaining criteria weight and applied TOPSIS for obtaining 
final ranking of vendors. Experimental study through 
vendor selection that has been carried out has clarified the 
usefulness of the model. 
 
A New Method for Ranking Hotels Based on Group 
Decision Making in Honeybee Swarms 

Arai, Furuta, and Ito (2013) attempted to improve 
the accuracy of a hotel ranking system by applying an 
algorithm based on the behavior of honeybees. Criterion 
used for evaluation are dinner menu, room comfort, 
accommodation fee, room service, and spa conditions.  

They have conduct a simulation to demonstrate the 
effectiveness of this algorithm. In the simulation, the score 
for each factor is set randomly from 1 to 5. To express the 
inclination of reviewers, each reviewer is given a weight for 
their evaluation of each factor. Each weight is set randomly 
as a real number from 0 to 1. Results from the simulation 
have confirmed the effectiveness of the honeybee algorithm 
for the top-ranked hotels. 

 
BHoS CONSTRUCTION 

Methodology 
There are four key activities involved in the system 

development of BHoS. Figure 2 shows the summarized 
phases involved including; Planning, Design, 
Implementation, as well as Testing and Analysis. Design 
and Implementation Phase outcomes will accomplish the 
whole objective of this study. 
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Figure 2: Methodology of the study 
 
ERD 
 An Entity Relationship Diagram (ERD) is a 
graphical representation of entities and their relationships to 
each other, which are typically used in computing in regards 
to the organization of data in the database. Elements found 
in the ERD are Entities, Relationships and Attributes 
(Janssen, 2013). Based on Figure 3, this system contains 
seven entities which are ADMIN, BERITA, CRITERIA, 
HOTEL, KEPUTUSAN, SAVE_CRI and WEIGHT_CRI.  
 

 
Figure 3: ERD for BHoS 

 
DFD 
 Data Flow Diagram (DFD) shows the input, 
process and output of each entity. This gives the clearest 
view of how BHoS operates and presenting how input data 
was transformed to output result through a series of 
functional transformation. The Context Diagram and 
Diagram 0 for BHoS are illustrated in Figure 4 and Figure 5 
that show the graphic diagram presentation of data flow. 

 
Figure 4: Context Diagram for BHoS 
 

 
Figure 5: Diagram 0 DFD for BHoS 
 
Development 

Adobe Dreamweaver CS3 and MySQL database in 
phpMyAdmin are the main tools that have been used in 
developing BHoS. Besides, the interfaces were constructed 
using HTML, PHP and Cascading Style Sheet (CSS) in 
order to make the designs look more organized. Both 
interfaces and database are integrated by using PHP 
language. In addition, this application also used JavaScript 
language to generate form validation function. 
 
Formula Implementation 

This research was begun with taking data from the 
distributed questionnaires to customers who live in several 
hotels in Perlis. Questionnaires were dispersed at the Hotel 
Seri Malaysia (A1), Hotel Metro Inn (A2), Putra Palace 
Hotel (A3), Hotel Sri Garden (A4) and the Seaview Hotel 
(A5). The method used is TOPSIS, a nearness coefficient to 
specify the ranking of all hotels through calculating distance 
from both fuzzy positive ideal solutions. This method will 
helps to identify the best hotel services and able to 
recommend it to the users. 

A survey have been conducted to evaluate the 
criteria required by the user before staying in a hotel, and 
has successfully implemented the results into the system. 
Based on the survey, the selected criteria are beauty, 

Phase Activity Output

Planning 

Design 

Imple-
mentation 

 Feasibility study 
 Identify area 
 Gathering 

information on 
Web based app, 
Fuzzy approach, 
Linguistic variable, 
MCDM technique 

 Design Interface  
 Design Database  
 Design Fuzzy steps 

 Write coding & 
steps of fuzzy 
approach 

 Develop database 

 Selected area 
of study 

 Fuzzy criteria 

 Interface 
Design  

 Database 
Design  

 Decision 
making 
engine design 
& selection 
model

 Web 
application 
interface 

 Decision 
making 
engine 

Evaluation  

 Usability Test 
 Refinement 
 User Acceptance 

Test 
(Questionnaire) 

 User 
feedback 

 Complete 
tested system 
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convenience, safety, services, price, entertainment, comfort, 
food and facilities of a hotel. 

There are a number of steps should be used to 
calculate the fuzzy approach in order to select the best hotel 
and give recommendation to the customer: 
 
i) STEP 1 : Build table for assessment of decision   

makers regarding weight of criteria 
The first step is to estimate the importance of each 

criterion, for example decision makers use linguistic weight 
variables that will be shown in Figure 6. The linguistic 
variable “Not Very Important” can be shown as (0.0, 
0.1,0.2), “Not Important” can be shown as (0.1, 0.2, 0.3), 
“Medium” can be shown as (0.4, 0.5,0.6), “Important” can 
be shown as (0.7, 0.8, 0.9) and “Very Important” can be 
shown as (0.8, 0.9, 1.0). 

 

 
Figure 6: Option’s linguistic variables for key weight of 
each criterion 

 
The importance of weights (defined criteria) by the 

decision makers is shown in Figure 7 from phpMyAdmin. 
Each value is collected from respondents who had stayed at 
the chosen hotel. Each respondent will choose the criteria 
they want or they think it is important in choosing the best 
hotel. 

 
Figure 7: Assessment of decision makers regarding weights 
of criteria in phpMyAdmin 
 
ii) STEP 2 : Build table for assessment of decision 

makers regarding hotels with different criteria 
Decision makers use linguistic ranking variables 

which are shown in Figure 8 to rank candidates considering 
each criterion. Ranking of the five options which is Hotel 
Seri Malaysia, Hotel Metro Inn, Putra Palace Hotel, Hotel 
Sri Garden and Seaview Hotel by different criteria as 
portrayed in Figure 9. 

 
Figure 8: Linguistic variables for ranks 

 

 
Figure 9: Assessment of decision makers regarding hotels 
with different criteria in phpMyAdmin 
 
iii) STEP 3 : Convert each of Step 1 and Step 2 into a 

graph 
In this step, the values will be converted the Figure 

9 to the triangular fuzzy numbers that shown in Step 1. 
 
iv) STEP 4 : Calculate fuzzy decision matrix of hotels 

to be assessed 
According to Eshlaghy and Ehsanifar (2011), this 

technique describes the formula equation of Fuzzy decision 
matrix calculation for hotels. The formula for calculating 
the fuzzy decision matrix: 

                 ῦ = (a,b,c)              k = 1, 2, 3..., k
a= min {ak} 

 
c = max{ak} 

Table 1: Label of linguistic term 
Label Linguistic term 

Ai 
A1 
A2 
A3 
A4 
A5 

 
Hotels  

Hotel Seri Malaysia  
Hotel Metro Inn  

Putra Palace Hotel  
Hotel Sri Garden 
 Hotel Seaview  

 
Ci 
C1 
C2 
C3 
C4 
C5 
C6 
C7 
C8 
C9 

 
Criteria 
Beauty 

Convenience 
Safety 

Services 
Price 

Entertainment 
Comfortable 

Food 
Facilities 

Di Respondents 
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Next, the value below will be taken as an example 

for the calculation. Based on Table 1, the first step to 
calculate the fuzzy decision matrix is to find the minimum 
number of beauty criteria (C1) and the Hotel Seri Malaysia 
(A1). This formula a = min {ak} is used to select the 
minimum value from the database that shown in Figure 10.  

 
 

Figure 10: Screenshot of Assessment of decision makers 
regarding hotels with different criteria in Microsoft Excel. 

 
The data from customers who were checked out 

from the hotel were selected. The minimum number for C1, 
8.0, 8.0, 8.0, 8.0, 8.0, 8.0, 8.0, 8.0, 8.0 and 7.0 are chosen. 
The answer is 7.0 which is the minimum value from the C1 
and A1 in the database that will be illustrates in Figure 15.  

Then, the formula  was used to 
calculate the mean for the criteria of beauty (C1) and Hotel 
Seri Malaysia (A1). For example, 
(9+9+9+9+9+9+9+9+9+8) / 10 = 8.9. The answer is 8.9. 8.9 
is a mean value number from the C1 and A1 in the database. 

 The last calculation in this step, calculates the 
maximum number. Use the formula c = max {ak} to 
calculate the maximum number of the criteria of beauty 
(C1) and Hotel Seri Malaysia (A1).  

Figure 11 portrayed the minimum, mean, and 
maximum value for beauty (C1) and Hotel Seri Malaysia 
(A1). 

The minimum value 
The mean value 

The maximum value  
 

 
Figure 11: Fuzzy decision matrix and fuzzy weight for five 
hotels 
 
v) STEP 5 : Calculate the fuzzy weight of hotels to be 

assessed 
In this step, the technique has been implemented in 

the coding where it describes the same formula as STEP 4 
(Eshlaghy and Ehsanifar, 2011).   
 
vi) STEP 6 : Calculate weighted normalized fuzzy 

decision matrix 
The formula,        a1= (weight in ai) (aij) / n    

was used to calculate weighted normalized fuzzy decision 
matrix.  

For the calculation, the value in Figure 12 is shown 
as the example.  
(7.0 x 0.7) / 10 = 0.49 
(8.9 x 0.86) / 10 = 0.77 
(10.0 x 1.0) / 10 = 1.0 
 

 
Figure 12: Fuzzy decision matrix and fuzzy weight for five 
hotels 

This is an example to calculate the weighted 
normalized fuzzy decision matrix. This calculation is for 
example to the Hotel Seri Malaysia (A1) and for which the 
criteria of beauty (C1).  
 
vii) STEP 7 : Calculate the fuzzy positive ideal solution 

(FPIS) and fuzzy negative ideal solution (FNIS) 
There are 2 formulas will be used to calculate the 

fuzzy positive ideal solution (FPIS) and fuzzy negative ideal 
solution (FNIS).  
 

Formula FPIS:  

 
Formula FNIS: 

 
For the calculation of the FPIS, STEP 6’s result is 

as an example and the calculation is:  

 
 

 
For the calculation of the FNIS, STEP 6’s result is 

as an example and the calculation is:  

 
 

viii) STEP 8 : Calculations  for , and  CCi 

The formula used for calculating , and CCi 
which is: 

 
 

The first calculation in this step is calculates the 

total of . While the second is to calculate the total of . 
The values from STEP 7’s outcome were used. This 
calculation is an example for all the hotels that have been 
selected. The last calculation in this step is to calculate the 
CCi the given formula. 

Calculation for the hotel Seri Malaysia (A1): 
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Based on the calculation, all total CCi were 
compared to all the hotels to get the highest value as 
proposed in TOPSIS technique. TOPSIS technique will 
choose the best result by choosing the highest value. The 
results show that Hotel Seri Malaysia has a maximum value 
of 6.54. Therefore, based on analysis that has been done, the 
best services of the Hotel that will be recommended to 
customer is Hotel Seri Malaysia (label A1) which has the 
highest total value as shown Figure 13. 
 

 
Figure 13: Screenshot of , and CCi 
 
BHos Interface Design 

There are a few main pages in the BHoS including 
Homepage, Hotel Descriptions, Questionnaire and Result 
has been provided to the users in order to obtain the best 
services hotel. 
 
A. Homepage 

This is the welcome page (Figure 14) to this 
website and the users are required to click the "Click Here" 
button to answer the questions and start ranking the hotel 
for the respondents who have stayed in the selected hotel. 
The users are not required to log in. In addition, the ‘latest 
results’ is available for the users who need know the best 
hotel in terms of the services.  
 

 
Figure 14:  Home page of BHoS 
 
B. Hotel Descriptions Page 

The users have to choose the hotel (Figure 15) and 
the page will provides all the descriptions about the hotel, 
including location, phone number, and picture. "Click Here" 
will take the user directly to the hotel website. 

 
Figure 15: Screenshot of Hotel Descriptions Page 
 

C. Questionnaire Page : Step 1 
Figure 16 displays the Select Criteria page or site 

survey where users need to select or rank criteria based on 
user’s preferences. The criteria consist of beauty, 
convenience, safety, services, price, entertainment, comfort, 
food and facilities.  

  
Figure 16: Screenshot of Questionnaire page  
 

After that, the users have to rank the criteria 
according to the scale given as ‘Not Very Important, ‘Not 
Important’, ‘Medium’, ‘Important and ‘Very Important. If 
the users need to know about the criteria example, move the 
mouse on the text or the criteria, and the details will be pop-
up. If any of the radio buttons is left empty, the alert will 
appear to notify the user so that they fill it up. 
 
D. Questionnaire Page : Step 2 

Figure 17 shows the Select Criteria page or further 
study after completion of the first step completed. On this 
page, the users must first select the hotel that used to be 
occupied or have experience staying at selected hotel. After 
that, users have to rank the criteria according to the scale 
given as ‘Very Poor’ , ‘Poor’ , ‘Medium’ , ‘Good’ and 
‘Very Good’. If any of the radio buttons is left empty, the 
alert will appear to notify the user so that they able fill it up.  

  
Figure 17: Screenshot of Questionnaire page 
 
E. Result Page 

After the users have completed all Question 1 and 
Question 2, the value that users have ranked will be saving 
in database. The system will calculates the best hotel 
services based on given ranking. The user able to view the 
results for best hotel services (Figure 18). In addition, users 
may also perceive the values that are collected for the best 
hotel that able to get the highest results. 
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Figure 18: Screenshot of Result page 
 

EVALUATION 
BHoS is a web based system that developed to 

deliver, recommend and give information to user who wants 
to choose the best hotel services based on the selected 
criteria.  Recommendations are from the respondents which 
are also the customers who check out from the hotel by 
answering the questionnaire. The questionnaire involves the 
criteria of the hotel such as beauty, convenience, safety, 
services, price, entertainment, comfort, food and facilities. 
 
Usability Test 

Usability testing is one of the techniques used to 
ensure the users that using the system able to run and 
operate certain tasks in the right manner (Gaffney, 1999). In 
this usability testing, an expert in the fuzzy logic, and five 
experts in computer science field have been involved.  

In this part, the respondents have been given 
twelve tasks. They have interacted with the system based on 
the instructions given in order to get the results and 
improvements to the constructed recommender website. The 
website has been tested in terms of design, navigation, 
content, terminology, understanding and interactivity. 
During the test, the respondents indicated their comments 
and suggestions for the web’s improvement. The expert in 
fuzzy logic was given the same task to examine the 
construction site was in a proper manner. 
 
Result of Usability Testing 

These tasks took about 8 to 10 minutes for the user 
to complete the entire tasks assigned to them. From the 
usability test observations, mostly all the tasks assigned 
have been completed.  
 

Table 2: Usability Testing Task for BHoS 
Task Instruction 
Task 1 The user wants to go to main menu 
Task 2 The user wants to view the Latest Result for 

the best hotel services in Perlis 
Task 3 The user wants to view the News 
Task 4 The user wants to answer the questionnaire 

to get the result for the best hotel services 
Task 5 Users want to give an answer for each 

criterion based on the criteria in this 
interesting and important at the hotels. 

Task 6 Users want to see explanation or examples 
for each criterion (tooltip) 

Task 7 Users want to choose a hotel that was once 
occupied 

Task 8 Users want to rank the criteria according to 
user preferences 

Task 9 The user gets the result 
Task 10 The user wants to view a list of hotels  
Task 11 The user wants to view hotel details 
Task 12 The user wants to visit link  the website of 

the hotel to get more information 
 

Table 2 shows a list of tasks to be performed by the 
users of the decision recommender application. As 
mentioned, there are twelve tasks given to 10 respondents 
with various backgrounds, as the users of this decision 
system. They need to perform as the user by filling in the 
questions and select the user's hotel, view a list of hotels and 
hotel information, and also see the end result of the best 
hotels. In addition, the users were also provided with link to 
the hotel website to get more information. 

As an overall, the performance of their tasks has 
been accomplished and capable to solve the given tasks 
successfully. Briefly, it can be concluded that BHoS’s users 
are able to complete the tasks given to them by giving a 
clear instruction. Moreover, this website is easy to navigate, 
fast loading and easy to understand to the respondents. 
 
User Acceptance Test 

User acceptance test was conducted to find out the 
users acceptance toward the decision recommender 
application. During the test, the users were given the 
questionnaire and they have to answer questions based on 
their observations while performing the given tasks. 

The questionnaire consists of 16 questions that 
were created to achieve the objectives of the application. 
The users should evaluate the system based on the interface 
design, navigation, content and user reactions to the system. 
Respondents from different backgrounds are involved in the 
test and finally results from the test will be evaluated and 
analyzed. 
 
Finding and Analysis 

The statistical analysis conducted in this research is 
a descriptive analysis. Descriptive analysis is used to 
describe the basic features of the data where it provides the 
overall summary of the results. Results of descriptive 
analysis for user acceptance test shows that the mean for 
each question is in the range between 3.70 to 4.50. 

The users have evaluated the system based on four 
criteria which are reactions to the system, interface design, 
navigation and contents. The overall mean of the mean 
obtained from the descriptive statistic can be classified into 
three scales category which are i) Negative (0-1.66), ii) 
Neutral (1.67-3.33) and iii)Positive (3.34-5.00). The range 
of these classes is between 0 until 5. 
 

Table 3: Range of Mean for Descriptive Statistics 
Criteria Min Max Mean Category 

Reaction to 
the System 

4.20 4.40 4.30 Positive 

Interface 
Design 

3.70 4.50 4.20 Positive 

Navigation 4.20 4.50 4.30 Positive 
Content 3.70 4.50 4.18 Positive 
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From the calculation, the result shows that the 
overall mean are in the positive range and this system can 
be concluded that were accepted by the user. The overall 
result of user evaluation for each criterion has been 
summarized in the Table 3. The mean for reaction to the 
system criteria is 4.30. For interface design criteria, the 
overall mean is 4.20. While for navigation, the mean value 
is 4.3 and content criteria gain 4.18 of mean. 

Overall, it can be concluded that, each criterion of 
the system obtained a positive feedback from the users. This 
means that, users are satisfied with the BHoS as illustrates 
in Figure 19 with the results for each criterion. 
 

 
 

Figure 19: Overall result of evaluation for each criterion 
 

CONCLUSION 
 The application to assess and select the BHoS 
using a Fuzzy Logic has been successfully developed and 
obtained a positive response from the users. BHoS was built 
using hierarchy MCDM, Linguistic variables, TOPSIS, 
FPIS and FNIS model based on fuzzy set theory provides 
opportunities and ways to help users in finding the best 
hotel services. This web application then will recommends 
the best hotel services to the customer. There are a lot of 
benefits to tourism agencies can be gained in order to 
suggest which is the best hotel to tourist by providing 
‘Latest Result’ based on data taken from customers who 
checked out from the selected hotel. Besides that, the 
method used seems to be accepted by the users since there 
are positive feedbacks from the evaluation (usability and 
user acceptance test). All the criteria involved able to have 
quite high mean value, proving that this web application is 
worthwhile to the users. There a few recommendations 
suggested for the future works of BHoS in order to improve 
its quality and features such as more attractive and user-
friendly interfaces, and able to show the hotel ranking, and 
other useful information to consumers. Generally, all the 
objectives for this research have been achieved and also 
have a good feedback from the users. 
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ABSTRACT 
 

Extraction of drug-adverse effect causal relationship supports pharmacovigilance research and reduces the manual efforts  for 
some tasks such as drug safety monitoring and building databases for adverse drugs effects from free text. In this study, we 
proposed a pattern-based method to extract drug-adverse effects causal relation from medical case reports and to distinguish 
this relation from other drug-medical condition relations exist in the same sentences.  For training and evaluation purposes ; we 
used 481 sentences from ADE corpus. Our method combined a concept recognition system with a module for drug-adverse 
effect relation extraction and discrimination task based on automatic generated  numerous patterns and the position of matched 
pattern in a sentence. Our method achieved  recall of 36.1, precision of 30.6 and an F-Score of 33.1 .The result of this study 
provides rapid extraction of machine-understandable drug-adverse effects pairs which can help in many computational drug  
researches. 
      
 Keywords 
 
      Drug, Adverse effect, Information extraction, Relation extraction, Pattern-based method. 
 
 

INTRODUCTION 
 

The rapid increase in the flow rate of newly 
published medical knowledge has resulted in a pressing need 
for techniques that can simplify the use of this knowledge. In 
medical text, after the named entity recognition (NER) 
information extraction (IE) task for entities (i.e. drugs, 
diseases, adverse effects, etc.); a later step is the extraction 
of relations between those recognized entities. 

  
 An adverse drug reaction effect (ADE) (sometimes 

called adverse drug event or adverse drug reaction) is 
defined as any undesired  reaction which results from the use 
of a medicinal product for the purpose of prophylaxis, 
diagnosis or therapy (Edwards and Aronson, 2000). ADEs 
lead to further health complications or sometimes even 
death.  

 
 Automatic extraction of ADEs from free text 

assists drugs safety authorities in rapid information 
screening and extraction, instead of manual inspection or 
conventional searching. Consequently, this accelerates the 
medical decision support and risk factor estimation 
(Gurulingappa et al., 2011). 

 
 In this paper, we describe our method for relation 

extraction between drugs and adverse effects from medical 
case reports sentences and discriminate this relation from 
other drug-medical condition relations exist in the same 
sentence. The system has been trained and evaluated in a 
manually annotated corpus of sentences from Medline 
medical case reports. 

 

The main issue  addressed in this study is whether a 
sentence contains more than one drug-condition relation 
(i.e., drug-disease TREAT relation) in addition to the 
drug-adverse effect CAUSE relation as in many sentences in 
clinical trials and case reports; How can we distinguish the 
CAUSE relation from other types of relations between drugs 
and medical conditions entities to extract the drug-adverse 
effects pairs from these sentences?  In this work, an 
extraction of drug-related adverse effect pairs is conducted 
in this type of sentence which contain other drug-medical 
condition relation in addition to drug-adverse effect CAUSE 
relation to evaluate the system ability in discriminating the 
drug-adverse effect relation from other dug-medical 
condition relations. 

 
The rest of this paper is arranged as follows. 

Section 2 presents previous methods used in ADR extraction 
from text. Details of the relation extraction and evaluation 
methods are presented in Section 3. Section 4 presents the 
results obtained, Section 5 presents discussion as well as 
Section 6 presents the conclusion and future work.  

 
RELATED WORK 

 
In recent years, many systems have been developed 

for the automatic extraction of relations between drugs and 
adverse effects entities. Relation extraction approaches range 
from applying the simple co-occurrences search to 
classification-based approaches. 

 
The co-occurrence search approach which 

concluded on collecting instances from entities occur in the 
same text or part of the text. The basic assumption here, if  
the entities  mentioned together many times; this is an 



 

indicator that they may be related in some way. However, 
co-occurrence search approaches alone cannot determine the 
type and the direction of relations and commonly exhibit 
high recall and low precision (Simpson and Demner-
Fushman, 2012). A co-occurrences-based approaches  
applied by (Wang et al., 2009)  and (Leaman et al., 2010) for 
mining relationships between drugs and adverse effects in 
discharge summaries by the former and in the user 
comments on health-related websites by the later. 

 
The second type of approaches for relation 

extraction are the rule-based approaches where the linguistic 
patterns exhibited by the relations between entities are 
utilized to generate rules to extract them. The rules can be 
manually specified by domain experts or derived from 
annotated corpora using machine learning algorithms. 
However rule-based approaches exhibit high precision and 
low recall unlike the systems based on the term co-
occurrences.(Simpson and Demner-Fushman, 2012). A 
heuristic rule-based patterns  implemented by (Aramaki et 
al., 2010), and used to identify the relations between drugs 
and adverse effects from clinical records. (Liu et al., 2011) 
applied statistics and heuristic methods to build up a 
hierarchical ontology of side effects from patient-submitted 
drug reviews on health-related websites. (Kang et al., 2014) 
developed a knowledge-based relation extraction system 
from Medline case reports. The knowledge base is a graph 
representation of concepts and relations between them, 
populated from the Unified Medical Language System 
(UMLS) which combined with a concept identification 
module to identify drugs and adverse effects. 

 
(Sampathkumar et al., 2012) applied a Hidden 

Markov Model-based text mining system that can be used to 
extract the adverse drugs effects of from online medical 
forums.(Gysbers et al., 2007) adapted the Cancer Text 
Information Extraction System (CaTIES) for identifying 
terms suggestive of adverse drug events in documents. 
Another machine learning-based system by (Gurulingappa   
et al., 2012) based on a Support Vector Machine tool to  
identify and extract the drug-related adverse effects in 
Medline case reports. 

  
Our work is characterized by it does not require 

human effort for building patterns manually to identify the 
relation, like all previous pattern-based systems and doesn't 
need large training corpus as machine learning-based 
systems. Furthermore, our method can discriminate between 
the type of relations (i.e. CAUSE, TREAT relations)  
between the drug and medical condition entities that 
mentioned in the same sentence; whereas this discrimination 
matter was not explored by most of the previous studies.  

 
MATERIALS AND METHODS 

Corpus 
 
 The data set used for training and testing is the 

ADE corpus (Gurulingappa et al., 2012). The corpus 
contains annotations of 5,063 drugs, 5,776 conditions (e.g. 

diseases, signs, symptoms) and 6,821 relations between 
drugs and conditions comprising drug-adverse effect 
relations in 4,272 sentences. Drugs and conditions that do 
not comprise a potential adverse event relation are not 
annotated.  

 
Due to the sensitivity of our method in pattern 

generation, all names of drugs and conditions should be 
removed before generating patterns. Subsequently, all 
sentences containing drugs and conditions which  got un 
suitable mapping to UMLS  semantic concepts (i.e myotonia 
, hair loss, neutropenia, etc..), or are not covered by UMLS 
(i.e pruritic bullous eruption, decrease in the D-dimers, etc.) 
are discarded. After the corpus is cleaned, there are 3,180 
drug-adverse effect relations in 2,362 sentences.  For 
training and testing purposes we used all sentences 
containing more than one type of relation between drugs and 
medical conditions entities which represented in 
drug-adverse effect CAUSE relation in addition to another 
type of drug-medical condition relation(s) (i.e., drug-disease 
TREAT relation). 

 
Method 

 
Case-Based Reasoning (CBR) is a methodology 

that based on finding a previous case similar to the new one 
for solving problems (Aamodt and Plaza, 1994). Here, in the 
relation extraction and discrimination situation , the cases 
are patterns or expressions for drug-adverse effects relations 
are learnt in the training phase, and then saved in a case 
base. During the testing phase, the system searches the case 
base for cases most similar to the problem case.  

 
 A set of automatic generated patterns are exploited 

to identify the existence or non-existence of a drug- adverse 
effect relation between drug(s) and medical condition(s) 
pair(s) in a sentence. The automatic patterns generation 
distinguished over the manual  creation of patterns by it 
doesn't require manual efforts to build the patterns and can 
guarantee a complete differentiation among cases. So, 
similar to our work in (Eltyeb and Salim, 2015); the Minimal 
Differentiator Expressions (MDE) algorithm proposed in 
(Moreo et al., 2012) was adapted in this work. This 
algorithm was used to generate  a set of linguistic patterns 
(expressions) used to retrieve the case (i.e., case of sentences 
whic most appropriate to the input sentence).  Examples of 
the generated patterns  are: {*occurring *after*}, {*induced 
*after*},{*presented*with*after*},{*developed*during*},{
*developed *caused*}, etc.. where the character '*' denotes 
to zero or more words. These generated patterns are used to 
distinguish the drug-adverse effect CAUSE relation from 
other drug-medical condition relations (i.e TREAT) 
mentioned  in the same sentence, and extract the arguments 
of CAUSE relation (i.e., drugs and adverse effects pairs) in a 
further step.  

 
The Differentiator Expression(DE) is an expression 

consists from token(s) of a sentence after excluding the 
names of drugs and medical conditions which differentiates  



 

a sentence from other sentences in the case base and  not 
necessarily on the sentence in its own case. Here we have 
two cases; the first one for sentences most appropriate for 
drug-adverse effect patterns and the other case for sentences 
most appropriate for drug-disease/symptom patterns. 

 
MDE is a DE which does not contain any other 

DEs (Moreo et al., 2012). For example, if we have the two 
DEs {*presented *with* after*}and {*presented *with* }, 
the DE {*presented *with* after*} is not minimal because it 
contains the MDE {*presented *with* }which has fewer 
terms and it also allows differentiation. Any sentence in the 
case base is represented by its MDEs (patterns or 
expressions). 

 
MetaMap1 (Aronson, 2001), a Java API from the 

National Library of Medicine, is used to map the biomedical 
text to concepts in the UMLS metathesaurus. To recognize 
drugs and medical conditions in sentences, the ‘Chemicals’ , 
‘Drugs’ and ‘Disorders’ semantic type groups are used. 

 
For the training phase, the modules on (Eltyeb and 

Salim, 2015) are used  to fill the case base with specific 
cases which they are represented on : 
 Module for annotating sentences with MetaMap API; 
 Module for preprocessing the annotated sentences by 

removing the  annotated names of entities (i.e., drugs 
and medical conditions) and remove token(s) before 
first mentioned entity and token(s) after last mentioned 
entity to short sentences. 

 Module to implement the MDEs algorithm(Moreo et al., 
2012)  and get MDEs for each sentence.  

 
 Then a module to calculate the MDEs’ weights for 

each sentence according to Eq.1 and its subsequent Eq.2 
Eq.3 and Eq.4 (Moreo et al., 2012) is implemented. The 
MDE with highest weights from training set is saved and the 
other MDEs discarded. Consequently, less important MDEs 
will not lead to a classification process. 

  
For the testing phase; the following modules are 

implemented:  
 Module to assign each sentence to the most relevant 

case relying on MDEs with the highest weights. 
 Module to extract drug-related adverse effects pairs to 

evaluate the relation extraction and discrimination task. 
The extraction is based on the assignment of sentences 
resulted from the previous module and the position of 
the matched MDE in the sentence. Here our assumption 
is; the type of medical condition (i.e., side effect or 
disease/symptom)  is identified by the type of  the most 
nearest matched MDE (i.e., MDE related to the first 
case or MDE related to the second case).  

 

                                                            
1 http://metamap.nlm.nih.gov/ 

 As mentioned above the weight  of the 
expression e is calculated using  (Eq.( 2)) 
and  (Eq.( 4)) (Moreo et al., 2012) as 
displayed below. 

 

 
 

(Moreo et al., 2012)is calculated 
as the proportion of sentences S that satisfy expression e, 
according to the following equation:  

 

 
Where B is the case base of cases C.  
      
 
 The  depends on the number of 

words in the expression and the importance  of each word 
in the expression. The  of the algorithm has 
been used, divided by  to normalize it (Moreo et al., 
2012): 

 
 

 
 
 

RESULTS 
 
Our system evaluated in all sentences containing a 

drug-adverse effect CAUSE relation plus other drug-medical 
condition relation(i.e TREAT relation) to assess the ability 
of system in discrimination between types of relations 
mentioned in one sentence. Since the gold standard dataset 
annotates the arguments of drug-adverse effect CAUSE 
relation only; we also extracted and evaluated those 
arguments only. Performance was evaluated in terms of 
precision (P),recall(R) and F-measure (F) as in the following 
table. 

 

Table 1: Performance evaluation (in %) of the drug- adverse 
effect relation extraction task evaluated by 10-fold cross-
validation.  

 
DISCUSSION 

 
We have investigated the use of automatic 

generated patterns to extract and distinguish drug-adverse 

Adjustments  of sentence match P R F 

Sentence matches  at least one 
MDE after selecting MDEs with the 
highest weight. 

30.6 36.1 33.1 



 

effect relation from other drug-medical condition relations 
exists in the same sentence.  

      
This considered the first study implements the 

extraction on specific type of sentences (i.e., sentences 
contain more than one different relation between drugs and 
medical conditions entities) to investigate the discrimination 
of relation types between drugs and medical conditions 
entities. The main advantages of the proposed method is the 
automation of the patterns generation process which requires 
less effort to build patterns. At the same time, the main 
limitation of method is that the results  are highly dependent 
on the richness of the training data and to what extent the 
test data include sentences that match the generated patterns. 
We attribute the weakness of results to the few numbers of 
used sentences for training and testing  because  we just used 
specific type of sentences as mentioned above.   

 
An error analysis was carried out on a sample of 50 

randomly selected errors that were made by the relation 
extraction and discrimination module. The largest source of 
errors (29 of FPs and 21 of FNs) was the FPs (58%) that 
occurred in our system when there were medical conditions 
annotated as side effects instead of diseases, and 
consequently introduces the FP relations. Most of these false 
annotations were generated by the extraction module which 
discriminates between medical conditions according to the 
position of the matched MDE. In about 3% of FP relations, 
there were entities annotated by the system as drugs and not 
annotated in the gold standard data set; consequently FP 
relations were established. FN relations were generated 
because some medical conditions were labeled wrongly, and 
consequently the right relations were not rendered by the 
system. 

 
CONCLUSION AND FUTURE WORK 

 
The current study has the potential to reduce the 

time required for manual drug safety monitoring and to 
assist drug safety professionals for collecting information 
from free text.  For future improvement of the study 
outcome,  the training data should be increased  to 
incorporate more patterns. Also we expect using a parsing 
technique to select the word(s) syntactically connect(s) 
medical entities instead of module for shorting the sentences 
will increase the quality of generated patterns and 
consequently the quality of relation extraction task. 
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ABSTRACT 
To construct a data warehouse (DW) as a collection of data marts (DMs) all at once in a single project is very difficult. 
There is a need to determine the first DM that should be constructed. After two or more DMs are constructed, the next 
problem is integrating all DMs into the enterprise DW. This paper is adaptation of bus matrix, quality function 
deployment (QFD) matrix, political factors and DM integration technique to be a single framework in order to determine 
the priority of DMs that should be constructed and how to integrate the entire DMs into the enterprise DW. 
 
Key words: Data mart construction priority  Data mart design  Data marts integration  Physical design  

 
INTRODUCTION 

Data warehouse (DW) development phase ends in 
physical design with respect to architecture design of a DW 
and its related to data marts (DMs). Including this phase is 
physical optimization techniques such as materialized view 
and drill-across query. 

Recently, common practice for building a DW is 
bottom-up design. In bottom-up design, DW is a collection 
of integrated DMs (Kimball and Ross, 2002), where each 
DM is dedicated to study of single subject in the enterprise. 
The most important reason to choose this approach is faster 
and cheaper, while building the whole DW as a single 
project is very expensive and requires long time 
(Diamantini and Potena, 2012).  

The first step to construct a DM is identifying all 
the facts to be placed in the DW (Golfarelli, Maio and 
Rizzi, 1998). The collection of facts required by the 
enterprise will evolve over time, and can be in years to be 
completed. Kimball and Caserta (2004) recommends to 
construct the first DM that represents the minimum effort 
and risk. The first DM can become a foundation on which 
others will be built and can be reused by other DMs. But, 
there is no detailed guidance to determine the priority of 
DM to be built. McFadyan and Chan (2001) suggested 
using quality function deployment (QFD) matrix as a useful 
tool to justify and support the DM construction strategy. 
However, political factors are not considered explicitly 
within this matrix. DW projects are always potentially 
political because they influence the work practice of highly 
autonomous and powerful user communities in an enterprise 
(Demarest, 1997) and contribute in most common reasons 
for DW project failure (Watson, et. al, 1999) 

Although the DM idea offers the opportunity to 
build a corporate DW from the bottom-up, the benefits of 
DMs can easiliy be outweighed and cross-functional 
analysis is not possible (Houari and Far, 2004). Cross-
functional analysis makes information more easily and 
broadly accessible. As a result, business can gain 
competitive advantage and realize greater business value 
through the integration of DMs. 

Data overlapping betwen two or more DM often 
happens in multiple DMs. If done properly, it will be very 

beneficial. Otherwise, it can cause severe problem in 
architecture (Sumathi and Sivanandam, 2006) 

DMs (subset of DW) are conformed by following a 
standard set of attribute declarations called a DW bus 
(Kimball and Ross, 2002). Data quality (DQ) has to be 
incorporated in DM design in order to avoid loss of data, 
inadequate dimension hierarchy, incorrect data aggregation 
and violating the additivity of facts with respect to 
dimensions (Gamal, Bastawissy, and Galal-Edeen, 2011). 
Lack of proper DM schema could lead to misleading the 
decision makers with incorrect information. Defects of DQ 
will eventually lead to failure in providing accurate business 
information. Each of these DQ dimensions has a great 
influence on the overall quality of DW. By incorporating 
quality function, we can add value to our technique, and 
finally DW project failure can be minimized. Therefore, 
there is a need to incorporate DQ in DM design phase 

This paper is our next step in integrating DQ into 
the whole phase of DW development. After determining the 
framework for DW development (Munawar, Salim and 
Ibrahim, 2011a), we continue with comprehensive study of 
quality dimensions for DW development (Munawar, Salim 
and Ibrahim, 2012). After that, describing the detail 
requirements analysis and conceptual design in 
incorporating DQ is become our concern (Munawar, Salim 
and Ibrahim, 2011a and 2014a ). Next, integrating DQ into 
the logical design (Munawar, Salim and Ibrahim, 2011a and 
2014b) and finally, in this paper we try to elaborate bus 
matrix, QFD matrix and DQ dimensions to ensure the 
quality of DW construction.  

The rest of this paper is organized as follows. Next 
section presents the data mart design approaches. After that 
proposed framework to determine the priority in 
constructing the DM is explained, and then followed by  
implementating the proposed framework for academic 
affairs in a private university. Finally, this paper ends with 
conclusion and future work. 

 
DATA MART DESIGN APPROACHES 
 There are two major approaches for DM design. 
The followings are detail explanation about these 
approaches. 
 
 



 

 

 

Dependent Data Mart 
 A dependent DM is a subset of a DW (Inmon, 
1996), focused on single business process of enterprise. It is 
top-down approach where DM is created by DW. 
Assumption that once DW is constructed, automatically the 
DM will become a subset of a DW is flawed. In the top- 
down approach, DM that was generated subject to 
departments or users feed back. Therefore, gradual 
evolution is needed for the DW and the DM. 
 
Independent Data Mart 
 Independent DM is a bottom-up approach, where 
DM can be created firstly and then a DW can be generated 
using multiple DM (Kimball, 1996). Therefore, there is a 
need for DM integration. DM integration is the process for 
emerging data at different DM and providing a single view 
of this data. There are three approaches for data integration 
in data mart (Chhabra and Pahwa, 2014) 

 Integration with dimensions sharing 
Multiple DMs can be joined ove common 
dimensions (Kimball, 1996). Having shareable 
dimensions gives us the change to integrate the 
DM through the same dimensions in both of DM 

 Integration with dimensions compatibility 
Two dimensions in different DM can be said 
compatible when their common information is 
consistent or their contents can be combined in a 
meaningful way (Chhabra and Pahwa, 2014; 
Cabibo and Torlone, 2004) 

 Integration with generalization 
It still possible to integrate the DM via drill-across 
query eventhough the dimensions are not same 
(Abelo, Samos, and Saltor, 2002). Dimensions in 
the different DM can be connected by 
generalization. 
 

PROPOSED FRAMEWORK 
Despite the existence of several methods and tools 

addressing the problems related to the implementation of 
the DMs, little attention has instead been paid to the design 
of the DM.  The basic principle underlying the proposed 
approached is that design of DMs should be driven by the 
business needs that each DM is expected to address.  

Bus matrix maps the business processes to the 
entities or objects that participate in these processes. The 
bus matrix is essentially our enterprise dimensional data 
architecture. For each business process (row), we can see 
exactly which dimensions (columns) we need to implement. 
And for each dimension, we can see which business 
processes it must support. A data warehouse quality 
function deployment (DWQFD) is useful tool for planning 
the incremental/ evolutionary DW construction (McFadyan 
and Chan, 2001). However, political factors and quality 
factors are not considered explicitly. DW project will 
become politicized in the following condition (Demarest, 
1997): (1) strong but poorly-defined sense of urgency that 
can not be clearly linked to changes in the firm’s market 
position or financial health of firms (2) cost justification 
without clear indications of the target for that justification 
(3) economic impact to the firms (Payton and Zahay, 2005). 
Therefore, organizational politics is integral part of DW 
projects 

Many independent DMs will be developed over 
years in the DW project. The next problem in building 
enterprise DW is integrating heterogenous DMs. The 
problem of integrating heterogenous DMs is identifying 
competible dimensions. Conformed (identical in semantics, 
structure and data) is required by Kimball for integrating 
dimension table (Kimball and Ross, 2002). Without 
conformity, there is no possibility to combine or perform 
meaningful aggregation of measures across different data 
marts due to the loss of data resulting from the join between 
these dimensions tables (Cabibbo and Torlone, 2004). This 
is clearly restrictive and difficult to achieve when 
integrating heterogeneous data marts (Torlone, 2008).  
 The success of DMs integration can be reflected by 
the same condition on the dimensions and aggregation 
hierarchies for the DW between before and after integration. 
However, in many practical applications, especially in 
independent DMs, the aggregation hierarchy for dimensions 
are not always available (Riazati, Thom and Zhang, 2010).  

Dimensions integration in the DW can 
significantly improve the quality of decision making 
process. The consolidation of DMs via dimensions 
integration produces a single, consistent, integrated and 
accurate view of the data within the organization. As a 
result, business can gain cost savings, cost avoidance, better 
return on IT investments, better address  information 
security & regulatory compliance and finally improve 
decision making that drives competitive differentiation. 

As an integral part of DW development, physical 
design plays an important role in addressing performance of 
the DW. In relation with DM integration and data quality, 
physical design deals with drill-across query and 
materialized view. 

Combining and correlating data from multiple data 
marts and to perform value chain analysis are the main goal 
of drill-across queries (Kimball and Ross, 2002). Common 
dimensions are prerequisite for joining different DMs via 
drill-across queries. Therefore, it is important to have 
compatible dimensions and facts in order to see consistently 
at data across DMs and to combine and correlate such data, 
e.g., to perform value chain  analysis. 

Materialized view can be used to improve data 
access time by precomputing intermediary result. The cube 
with lower granularity can be materialized in order to do not 
loose information. The most frequent cubes that need to be 
improved or complex queries are also reasonable to be 
materialized. If there is no feasibility to materialize all 
possible cubes, then, the decision is a trade-off between 
storage and performance. 

Here, we combine bus matrix, DWQFD, political 
factors, and data quality dimensions to construct physical 
design of the DW. The physical design interprets the DW 
architecture as a network of data stores, aiming at the 
quality factors of reliability and performance in the presence 
of very large amounts of slowly changing data. Slowly 
changing dimensions (SCDs) is a well-known concept in 
dimensional modeling of DWs that accounts for the 
potential volatility of dimension members. SCDs preserve a 
history of evolving dimension instances, and thus allow 
tracing and reconstructing the correct dimensional context 
of all measures in the cube over time. The general purpose 
of SCDs is to preserve the referential integrity between facts 



 

 

 

and dimensions in hyper-cubes while supporting changes in 
dimension members (Kimbal, 2002). Proposed framework 
can be depicted in the following figure. 

 

 
 

Figure 1. Proposed Framework 
 
Figure 1 shows the following information: 

 The data marts to be built and their  political factor  
that influence the decision to develop a DW (Area 
A) 

 Required dimensions to support business process. 
(Area B) 

 Mapping the required dimensions in every data 
mart. (Area C) 

 The technical difficulty and relative cost of 
constructing a dimension (Area D) 

 The relationship between dimensions (Area E). 
Some dimensions will be viewed by others; some 
will be sourced from the same legacy tables.  

 Justification to rank the DM construction strategy. 
(Area F) 

 
EVIDENCE PRACTICE 
 A private university intends to develop a DW to 
support its decision maker in relation with academic affair. 
Using the template in Figure 1, we tried to determine the 
first DM that should be constructed in academic affair. 
Figure 2 shows the detail explanation about the 
implementation of this framework. 
 
Consider Figure 2 regarding the following information: 
- The top matrix shows the relations between the 

dimensions in academic environment.  
- Time is the easiest dimension from technical aspect, 

whereas the student may be the most difficult 
dimension. The student dimension may be sourced 
from many tables in many databases that evolved over 
a period of decades  

- The relative cost of building dimensions will be 
corresponded to many elements such as the technical 
difficulty, the number of related table, joining or 
matching complexity, and the transformations 
complexity. 

The information in this matrix can be used to 
justify and support the DM construction strategy. The 
higher total political factor and the lower total cost can be 
used to rangk the data mart that should be constructed. Even 
though the cost and technical difficulty of enrollment DM 
(total 97) is higher than Quality Assurance DM (total 34), 
however the political factor for enrollment DM (total 20) is 
higher than Quality Assurance DM (total 9). Therefore, 
combination between relative cost, technical difficulty and 
political factor can be said that enrollment DM (total 125 
from 28+97) is in rating number one and be the first DM to 
be built. The second DM should be Class Administration 
DM. It represents the lower technical difficulty and its 
relative cost (total 124) then Registration Semester DM 
(total 142). However the political factor of Class 
Administration DM (total 29) is higher than Registration 
Semester DM (total 26).  Therefore, Class Administration 
DM can be said as the second DM to be constructed. 
 Figure 2 also shows that some dimensions can be 
shared: time, department, faculty, basis, and student. All 
DMs in academic environment in case study can be 
integrated all together using these five dimensions. 
 More clearer mapping between all dimensions in 
the entire DMS, give us easiness of integrating the whole 
DMs into the enterprise DW through dimensions sharing, 
dimension compatibility and generalization of dimensions. 
Dimensions sharing can be read in the DWQFD matrix 
from the analysis, dimensions compatibility can be seen 
from the same attribute in the dimensions, whereas 
generalization (if necessary) can be used to connect 
uncompatible different dimensions. 
 Using DWQFD matrix as depicted in Figure 2 
gives us the advantages as follows: 

 Priority of the DMs that should be constructed can 
be determined easily  

 Shareable dimensions can be mapped easily 
 DWQFD matrix can be treated as a blue print for 

DW construction. Therefore, evolution of the DW 
in different time, changing the designer and tools 
will give minimal effect in DM integration.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

 

 
 

Figure 2. DWQFD Matrix for academic affair in a Private University 
 

CONCLUSIONS AND FUTURE WORK 
 Develop a data warehouse as data marts collection 
is an iterative process. Building all data mart at once in a 
single project is very difficult. There is a need to define the 
first data mart to be constructed. Justification to the data 
marts construction strategy can be done by using our 
proposed framework. 

Based on simulation in academic environment, 
priority in DM construction can be justified. Using the same 
technique, dimensions sharing can also be explored in order 
to integrate all DMs that will be constructed. Mapping all 
dimensions into the entire DMs, gives us easiness of 
integrating the whole DMs into the enterprise DW.  

To be a single framework, physical design of DW 
should be treated as an integral part of the DW 
development. Therefore, our future work is synthesizing our 
proposed framework with our previous works in 
requirements analysis, conceptual design, and logical design 
to be a single framework for the DW development. 
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ABSTRACT 
Innovation in the field of information and communication technology (ICT) requires organizations to make prompt 
investments in providing customers with updated resources. Rapid growth in the field of ICT increases the responsibility 
of decision-makers in terms of whether to invest or not. This research aims to support such decision making by providing 
a comprehensive framework for the evaluation of ICT investment. Return on investment (ROI) is the common method 
used to assess the benefits generated from any type of investment using financial factors. However, this research 
primarily supports the importance of measuring value on investment (VOI) from ICT investments. This type of 
evaluation will provide more comprehensive results based on the influence of stakeholders through investments. The vast 
literature reviewed in this article discusses the limitations of ROI and evaluates ICT investment to present several 
practitioners’ points of view regarding its limitations and importance. Finally, this research proposes a five-phased 
strategy of evaluation involving investments, exploring from the point of investment until impact is made on the 
stakeholder. A stepwise description of the framework is presented in the methodology section to guide decision-makers 
in the further implementation of this technique to protect their assets and evaluate the investments in an extensive way. 
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INTRODUCTION 
ICT sponsors spend extensive resources on 

improving the quality of services for their customers. 
Investors allocate a large budget—whether to implement 
the new system or to enhance the existing system—to 
accelerate values and services from those investments. 
Several researchers have proposed methodologies and 
measured ICT investment to define returns on investment. 
For example, (Lucy, 2006) presented a detailed list of ROI 
and VOI models and discussed the purposes and uses of 
these measurements. The evaluation can be applied to any 
organization, both as a whole and based on individual 
projects. Evaluations based on individual projects are 
considered more appropriate for highlighting easy ways to 
execute a small task while considering the whole 
organization’s work, as (Dede et al., 2011) presented in 
their project based the evaluation of optical wireless 
technologies in home networking using analytical 
hierarchical process (AHP). Their results indicated that 
the measurement process can easily apply to a single IT 
project. 

Applying investments to buy or rent ICT 
resources has become a necessary custom of almost every 
organization seeking to provide consumers as well as 
employees with the latest technology. Moreover, the 
investment is not only for software and hardware 
resources, but also for human resources in terms of ICT 
professionals. Thus, investment not only serves to 

enhance technology, but is also used for upgrading all 
resources connected to running the project. (Schniederjans 
et al., 2010) argued that IT investment does not mean just 
one thing; several things must be thoroughly considered, 
such as application software, personnel, programming 
languages, system software, and hardware. In addition, 
(Byrd and Turner, 2000) pointed out a similar point in the 
way that shared and joint IT systems consist of ICT 
resources, data, software and hardware, several core 
applications, human skills, knowledge, standards, 
commitments, and values, where the combination of all 
these factors can improve the values and credibility of the 
organization.  
 
Measuring ICT Investment using ROI 

The literature indicates that developing countries 
focusing on ICT investment incorporate three steps: 
implementation, adoption, and evaluation (Benny, 2006), 
(Elsie, 2009). ICT evaluation is not a recent development; 
it was initiated when the first commercial computer was 
put into use (Ricardo and Shaun, 2010). Since that time, 
several researchers and practitioners have proposed 
methodologies to evaluate the ICT investment (Karl, 
2006), (Micheal, 2009), (Hurley, 2011). ROI is a 
technique often used to measure the benefits generated 
from investment based on financial factors. Many ROI 
techniques have been developed with improved factors to 
strengthen the measurement processes.ROI evaluation in 



IT/ICT is a method used to measure the consumption of 
the invested money, whether the overall project that is 
working well, and the results from the invested money. 
Although several ROI methods and models can be used to 
calculate ROI, some critics, such as (Benaroch and 
Kauffman, 2000) have argued that, because of uncertainty, 
invisibility, and difficult decisions in IT investment, 
traditional ROI models are not able to predict ROI 
correctly. Similarly, (Laudon and Laudon, 1999) pointed 
out that traditional ROI models are based on assumptions 
where costs and reimbursement are always known and 
expressed in a common metric—namely, the dollar value. 
For the same reason, (Forrer and Anderson, 2001) stated 
that traditional ROI models and techniques cannot judge 
the political/societal position of the organization while 
measuring the return. (Thomas, 2003) argued that ROI 
models and methods do not provide a complete 
understanding about intangible information such as IT 
services, effect of employees’ productivity on investment, 
and customer satisfaction. On the other hand (Lucy, 2006) 
claimed that sometimes ROI in IT occurs in both tangible 
and intangible resources, with successful benefits, costs, 
and risks. For intangible benefits, costs and risks are 
necessary factors that decision makers must consider, but 
this is a typical way to measure ROI. Considering all these 
limitations, the calculation of returns from ICT investment 
is intricate; this is one of several reasons that ROI has 
some drawbacks in finding a comprehensive evaluation. 

Therefore, the idea to measure ICT investment 
has improved in terms of applying VOI, as discussed in 
the next section. Furthermore, this paper emphasizes ICT 
evaluation and its success factors. The methodology 
section presents ideas for an integrated framework, which 
consists of different factors affecting the utilization of ICT 
resources and measurement of ROI/VOI.  
 
What is Value on Investment (VOI) 

Gartner defined VOI as dealing with all 
measuring factors of the investment except financial 
aspects; this includes network performance, communities, 
and knowledge (Hurley, 2011). Companies develop 
investment strategies for ICT in a timely manner to 
improve services and satisfy customers. In any condition, 
the investment can be evaluated using different 
procedures. To determine the expected value generated by 
an invested amount, VOI is useful for understanding 
customers’ feedback, knowledge and performance of the 
services.  

Donald M. Norris described the differences 
between ROI and VOI.ROI measures are based on real 
things, such as money, in terms of loss or benefits whereas 
VOI measures are related to subjective factors that are 
difficult to measure accurately (Donald, 2003). 
Furthermore, (Hurley, 2011) mentioned five common 
areas VOI can be used to evaluate: 

 Cultivation, management, and leveraging of 
knowledge assets; 

 Business process invention and innovation; 
 Collaboration and increased capabilities to 

learn and develop communities; 
 Individual and organizational competencies; 

and 
 New kinds and levels of leadership.  

The discussion in this section highlights some 
important aspects of measuring ICT investment using 
VOI, which considers using non-financial factors more 
than financial factors. Therefore, it named value on 
investment as it evaluates generated value after 
investment.  
 

EVALUATION OF ICT INVESTMENT 
During the last two decades, several discussions 

and developments have been presented by various 
scholars and practitioners. Some evaluation models have 
been developed for a specific organization’s structure 
(SROI, 2008), (VMM, 2002) while others have only 
considered limited factors for the evaluation process 
(ROIC, 2006), (ROIC, 2010) which are not suitable for 
the complete examination of ICT investment. ICT 
investments can involve different types and reasons, such 
as mandatory IT, strategic IT, transformational IT, and 
new infrastructure (Han, 2002), (Henry, 1999). (Haslinda 
et al., 2011) described several reasons for ICT project 
failure, including the lack of proper evaluation techniques 
being applied to measure ICT investment. Therefore, there 
is still a need for general purpose, comprehensive and 
easy-to-implement evaluation models and methodologies. 
(Anthony et al., 2006) explained that the extraction of a 
public value measurement (as depicted in Figure 1) is the 
combination of the stakeholders, the technology 
investment, and government programs and operations. 
Thus, the calculation of public value can provide a 
fundamentally measured investment based on 
stakeholders and government programs. 

 
 
 

 
 
 
 
 
 
 
 
 

Figure 1: Public Value Extraction (Anthony et al., 2006) 
 

ICT evaluation involves different factors, both 
financial and non-financial, that need to be considered 
concurrently. As discussed in the mentioned references, 
ICT investment evaluation can be performed on different 
transitional phases, such as on the IT transformation phase 
(Peter, 2009) and IT implementation and development 
phase (Richard and Bin, 2007). This shows the importance 
of using an investment evaluation technique that measures 
both types of return, financial and non-financial.  

Based on the review of previous literature and 
research, the overall process of ICT evaluation and 
development is not an easy task because the field itself 
comprises several branches and thus might take a 
significant amount of time. As discussed by (Lucy, 2006), 
an organization measuring ROI on IT is complex and 
requires a thorough understanding and knowledge of both 
(i) processes involved in the business and (ii) the 
environment in which they are running. Therefore, it is 



essential to know the relationships among the risks, 
benefits, and costs of IT investments as well as 
multidimensional environmental factors, including 
societal, organizational, and institutional issues (Lucy, 
2006). 

ICT evaluation involves several stages and 
branches to be evaluated simultaneously during the 
allocated evaluation span. In the working environment, 
investments in ICT comprise application software, system 
software, programming languages, communication, 
hardware (Weill and Olson, 1989) equipment, services, 
and other technologies (Keen, 1995). Although the 
technological aspect in the evaluation process is the major 
phase, it does not void the management and services 
aspects of the investment. It is easier to calculate and 
measure investments using variables like cost and 
expected financial return, but risks, benefits, services 
create many hurdles in the evaluation (Brynjolfsson, 
1994). 

Although it is significant to quantify IT assets’ 
value, especially in IT service-related contexts (Micheal, 
2009), to improve customer satisfaction, the measurement 
of ICT investments is still progressing by building and 
developing models and methodologies to support 
organizational decisions. The following complex factors 
are involved in measuring ICT investment, as illustrated 
by (George et al., 1999):  

 In IT investment, there are lots of benefits of 
an intangible nature. 

 IT investment sometimes leads to long-term 
benefits.  

 Strategic and competitive advantages are 
naturally hard to quantify. 

 Sometimes benefits of IT investment are 
indirect; these can be evaluated using several 
complex matrixes and factors. 

 The theories and techniques available are 
somewhat unsuitable for understanding and 
capturing the value of IT. 

Even with the several issues discussed above, 
there are obviously some successful stories supporting the 
likelihood of measurement of ICT investment and 
providing a scope for upholding this field. In conclusion, 
research has identified numerous techniques that can be 
used in the evaluation process.Table-1 (Elsie, 2009), 
representing Kenya’s bank structure about using ICT 
investment evaluation techniques, shows that ICT 
investment measurement techniques can lead an 
organization to the top.  
 

 
 
 

ICT INVESTMENT EVALUATION FRAMEWORK  
Extensive development has occurred in building 

measuring techniques for ICT investment. As per the 
previous discussion in this research, the different 
combinations presented were chosen to enhance 
measurement in some ways, although some have been 
encouraged as well as criticized by practitioners and 
decision-makers. As [1] described, it is still difficult to 
determine the best technique for measuring the ICT 
investment—a technique that can address all possible 

aspects of measurement, including financial and non-
financial factors. As organizations vary in amount, size, 
risks, and environmental and social values, the technique 
must consider the structure of the organization. In this 
paper, we present a model and its complete stepwise 
description in the following section.  

 
Table 1: Usage and Categorization of Evaluation 

Techniques (Elsie, 2009) 

 
Stepwise Approach using Framework 

The evaluation framework, shown in Figure 2, 
illustrates the evaluation of ICT investment using 
financial and non-financial factors. The whole 
methodology can be performed by applying all steps in a 
sequence. Ideally, the model is divided based on two 
fundamental questions: (i) what to evaluate and (ii) how to 
evaluate it. It has been further defined in five phases 
described in Table2. Practically every step depends on the 
extracted information from the previous steps. A brief 
description of the stepwise approach is presented in the 
next sections. 
 
 
 
 
 
 

Classification Appraisal 
Technique 

No of 
Banks 

Using the 
Technique 

% of 
Banks 

Using the 
Techniqu

e 
Economic 
Approaches 
(Ratio Based) 

Gut Feeling 6 24 
Cost–Benefit 
Analysis (CBA) 

23 92 

Payback Period 15 60 
Return on 
Investment (ROI) 

15 60 

Discounting 
Technique 

Net Present Value 
(NPV) 

2 8 

Internal Rate of 
Return (IRR) 

0 0 

Strategic 
Approaches 

Competitive 
Advantage

16 64 

Critical Success 
Factor 

13 52 

SWOT Analysis 13 52 
Application 
Portfolio 
Approach 

10 40 

Analytical 
Approaches 

Risk Analysis 19 76 
Value Analysis 7 28 
Scoring Models 4 16
Computer-Based 
Techniques 

1 4 

Integrated 
Approaches 

Balanced 
Scorecard 

14 56 

Information 
Economics 

10 40 

Scenario Planning 
and Screening 

8 32 



Table 2: Variable Selection and Extraction in each Phase 
Phases Name Formulation 

 
1st 

 
ICT Investment 
Circumstances(IC) 

 
IC 

2nd Category of ICT 
Investment(C_ICT) 

IC C_ICT 

3rd Stakeholder’s Analysis 
(STA) 

C_ICT STA 

4th Influence Factors 
depending on the 
Stakeholder (IF_STA) 

STA IF_STA 

5th Return Value from 
Investment (RV_I) 

IF_STA 
RV_I 

 
Phase-1: ICT Investment Circumstances 

According to the discussion thus far, the 
proposed methodology has been divided into five steps for 
the evaluation of ICT investment. This is the first and 
main step to start the evaluation process. Failure in this 
step can lead to the whole process being unsuccessful. A 
major purpose of taking this step first is to understand the 
context of the investment. Knowing how the investment is 
being made helps to define list of stakeholders as well as 
the measuring factors. This phase is helpful for identifying 
the outcomes and constraints of the investment. At the end 
of this phase’s investigation, the collected data are used in 
the next step. 
 
 
 

Phase-2: Category of ICT Investment 

This phase tries to determine the exact category 
or environment in which the amount was invested, using 
data collected from the previous phase. The selected 
category then further guides the design for measuring ICT 
investment. The possible categories of ICT investment, 
such as strategic, political, or enhancement factors, all 
have different approaches to the assessment results. In 
addition, findings in this phase help extract the metrics for 
measurement as such metrics depend on the purpose and 
where the investment is made.  
 
Phase-3: Stakeholders’ Analysis 

Value receivers or stakeholders are the major 
participants during the presented evaluation strategy. 
Without them, the assessment is undone. Thus, according 
to this phase, we need to decide which beneficiaries and 
value receivers benefited from the investment. Investors, 
decision-makers, users, and partners are at the top of the 
list. For example, if the amount is invested in an 
educational institute, then the possible stakeholders can be 
students, faculty members, employees, and visiting 
peoples. The list of stakeholders depends on the type of 
investment. Investigation from these people—through 
focus groups, discussions, and interviews—will provide a 
complete analysis about influential factors. 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 2: Framework for Evaluation of ICT Investment 
(Proposed by Author) 

Phase-4: Influence Factors depending on the 
Stakeholders 

During this phase, it is important to focus on the 
selection of the measuring factors according to the 
stakeholders’ analysis, as the wrong selection can lead to 
incorrect results. Some factors directly correlate with 
participants while others indirectly do so. As discussed by 
(Anthony, 2004), measurement metrics fall into many 
types, such as efficiency measures and risk analysis. 
These measurement metrics can be extracted from the 
context of the ICT investment as well. Through this 
approach, the measurement process will ultimately be 
based on evidence in the form of return value.  

Phase-5: Return Value from Investment 

The final report and analysis will show the status 
of return value from both financial and non-financial 
aspects. A high rate of return means that the investment 
has positively influenced the stakeholders, while a low 
rate of return value means the investment amount has not 
positively impacted the stakeholders and, thus, the 
decision-makers need to re-build the investment strategy. 

 
CHANGES IN ORGANIZATIONAL STRUCTURE 

OR BUSINESS PROCESS 
The proposed framework stress more on 

measuring values generated through investment rather 
financial return on investment. The results of evaluation 
may requires several changes to be occurred in 
organizational structure and business processes as well. 
The major purpose after this investigation is to provide 
positive evidence to the organization for improvising their 
business processes if they are not valuable to the 
customers and users. For instance, a company’s new 
strategy to provide internet facility for their in-house 
customers through wireless internet during their stay in 
waiting lounge. Therefore the amount will invest to 
implement this strategy to buy routers and other wireless 
devices to provide uninterrupted internet facility. The 
company’s thinking behind this strategy is to offer 
services to their respected customers while they are in 
queue. Organization is not intending to receive any 
financial response from the customers. According to the 
framework this service known as “Value” produced 



through investment. While, the value of investment will 
measures through the investigation of how many 
customers facilitated with this service at satisfactory level 
within selected period of time; high or low season. The 
last phase of the framework will guide the decision 
makers about incorporation level between investment and 
its generated values; which cannot be measured without 
analyzing and questioning from its stakeholders (phase-3). 
The results may require changing in the strategy due to 
some reasons whether every customer is not waiting for 
such a long span of time to use internet, or, if most of the 
customers are restricted to use this service due to traffic 
congestion. Further it will guide the ICT decision makers 
to change the business process either by up gradation of 
the particular facility or eliminate it. The proposed 
framework aimed to be discussed using case study in 
future.   

 
CONCLUSION AND FUTURE WORK  
This research elaborates a new strategy for 

helping ICT decision-makers incorporate their 
involvement in a proposed framework to make it even 
more striking. The fundamental approach of the study is to 
highlight the impact of ICT investment evaluation on an 
organization’s decisions. The literature review highlighted 
that several methods have been proposed and applied in 
the evaluation of ICT investment, but a gap remains in 
measuring non-financial factors. Therefore, the proposed 
framework was especially designed based on non-
financial factors to calculate VOI as the model’s general 
idea is to measure the identification of stakeholders and 
value-measuring variables. 

The proposed model has many phases to apply in 
continuous steps. In future, the implementation of the 
framework using the case study of an organization could 
improve the model. Furthermore, the collection of 
feedback could enhance the framework accordingly. 
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ABSTRACT 
The volume of electronic documents has rapidly increased and the scientific literature has increased too. These huge 
documents contain considerable information, but it has to be retrieved and managed in a constructive and useful way. 
Information Extraction (IE) is the field of extracting useful information using different methods and approaches by means 
of Natural Language Processing (NLP). Researchers still continue to try to identify proper methods to extract information 
from texts, such as opinions on the internet, medical data, clinical reports, medical reports, notes, papers, patents, etc. 
Recently a new trend to expand working in IE is taking place by enriching the extraction process to include the extraction 
of information from images and videos. In this paper, the classification of IE tasks is discussed, as well as the proposed 
methods and techniques of IE from chemical documents. A more focused approach is then taken into consideration 
regarding biomedical language processing and ontology. Finally, the paper discusses some of the challenges that the IE 
field is facing. 
 

 Keywords: Information Extraction, Information Retrieval, Extraction Methods, Chemical Extraction. 
 
INTRODUCTION 
 
In past decades, IE system development has grown rapidly;  
gaining attention from a lot of researchers. IE dates back to 
the 1950s when [1] suggested a system that used statistical 
information to provide an identification of the content-
bearing portion of document texts. This system became the 
starting point of much research and drew the attention of 
computer science researchers.  IE systems have undergone a 
continuous and interesting development and recently, many 
extended works have been suggested and developed. The 
core idea behind IE systems is the aim to retrieve specific 
and desired information from documents of natural 
language text. These extraction processes are conducted 
automatically using computer methods, and this process has 
developed rapidly within the timeframe because of the 
development of NLP tools and techniques. IE systems have 
been developed to extract information from different types 
of text; structured text, semi-structured and free text [2]. 
Recently, this method has been extended to include the 
extraction of information from images and videos.  Each 
type of document previously mentioned has several steps 
and rules for extraction; here we will discuss the differences 
between the three  types of text documents. 
Free text: this type of document contains unstructured text 
such as news, stories, etc. The extraction process in this 
kind of text document is difficult because it contains variant 
information with a week relation. 
Semi-structured text: the text that is presented and 
formatted in a high quality manner in a specific domain; for 
instance, information about the economy, education, 
medicine and so forth. A lot of work has been carried out on 
semi-structured text. [2] has proposed an automatic IE 
method. Their proposed system was very effective and 
valuable in many semi-structured types of sources. 
Furthermore, in 1997, [3] proposed an automatic system 

that automatically generated wrappers from a variety of  
internet sources. 
Structured text: this type of document is highly structured, 
organised, and well formatted. A key example is databases. 
 
This paper discusses some important aspects of IE concepts, 
together with the methods and techniques that are applied in 
IE. The rest of this paper is organised as follows: the first 
section focuses on IE classification tasks, then Name Entity 
Recognition and Approach techniques are discussed. 
Subsequently, the paper provides a review on the latest 
works that have been undertaken to extract information 
from different chemical documents and other sources. Then, 
we discuss  some types of methods and techniques for IE 
from chemical and biomedical fields. Following that, we 
introduce the main ideas of ontology-based IE and some 
information about biomedical language processing. Then, 
some challenges facing the IE field are outlined and finally 
the paper is concluded. 
 
CLASSIFICATION OF IE TASKS 

The process of IE is generally categorised into three 
processes. Firstly, the system extracts individual “facts” 
from the text document through local text analysis. The next 
process integrates the facts to produce a larger fact or infer a 
new fact. The last process takes place after the fact 
integration when the pertinent facts are translated to an 
output format. Encompassing all of these processes, IE is 
defined as “the task of automatically identifying, collecting 
and normalising relevant information from natural language 
texts and producing a set of target knowledge structures as 
output”[4]. Recently, a lot of work on statistical methods 
and learning methods has been applied to the IE field, but 
generaly, we can classify IE into several tasks. The first task 
is Name Entity Recognition (NER), which is defined as “the 
process of finding mentions of specified things in running 
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text (person, location, organisation)” [5]. The second task is 
noun phrase co-reference resolution which is “the process 
of checking whether two expressions in the natural 
language refer to the same entity and resolving anaphoric 
references by pronouns and definite noun phrases”. The 
third task is cross-document co-reference resolution which 
is used when the same name of an entity, person, 
organisation, location is discussed in more than one text 
source. The fourth task is semantics role recognition which 
is a set of roles that range from the narrow meaning 
“specific” to the wide meaning “general”. The recent work 
that is proposed by [6] adds a good enhancement on rule-
based IE. The fifth task is entity relation recognition which 
is the task of identifying and detecting the relation between 
entities and the relation that is possibly typed with a 
semantic role. The last task is timex recognition and 
resolution; in this task all temporal expressions like events, 
absolute, event anchored expressions are detected and 
recognised. 
 
NAME ENTITY RECOGNITION AND 
APPROACHES TECHNIQUES 

 
The Named Entity Recognition (NER) term is proposed and 
construed in the large (MUC-6) Message Understanding 
Conference that discussed the IE area and put forward the 
IE research methods. NER is an important process and IE 
method and involves the processing of extracted 
information from both structured and unstructured 
documents. It is used to identify all expressions referring to 
a specific entity or object in the documents or texts, like 
names of locations, places, countries, people, and so forth. 
NER is considered to be the basic task of IE and is one of 
the essential processes of the Natural Language Processing 
(NLP) system. NER is divided into two tasks; the first task 
is identifying the names in text documents, and the second 
task is classifying these names into dictionaries or groups of 
predefined classes of interest, such as country names, 
company names, a person’s name, and so forth. In chemical 
and biomedical fields, the NER focuses on protein or gene 
names, compound names, drug disruptions, and potion 
records. 
 
IE Automatic Approaches 
 
The IE systems have taken  different orientations and 
approaches. As an example, we outline the IE Approach of 
Machine Learning which is based on the automatic 
extraction of patterns using machine learning techniques. 
This approach can be categorised into four groups as shown 
in figure (1). These categories are defined below: 

1. Supervised learning systems approach is proposed 
and used in many works and requires large 
amounts of data to set as training data. It then uses 
the machine learning rules and techniques to 
extract the required information; 

2. Semi-supervised learning systems approach (e.g., 
Mutual Bootstrapping); 

3. Unsupervised learning systems approach is quite 
different from supervised learning systems for it 
uses corpus bootstrapping methods that depend on 

small seed rules that are learnt from an annotated 
system; 

4. Hybrid NER systems; this approach uses a 
combination of a dictionary base and Conditional 
Random. 

 

 
 
IE FROM CHEMICAL DOCUMENTS 

As previously mentioned, IE automatic systems have been 
applied in several fields, such as news extraction, literature 
extraction, bioinformatics, and so forth. The development 
happens in Natural Language Processing and its 
applications increase so as to involve the extraction methods 
in different areas. In the areas of chemical, biomedical and 
other related areas, a lot of IE methods have been 
developed. The work done by [7] proposed a technique that 
is used to extract facts from journals of the American 
Chemical Society (ACS); the extracted facts are about 
chemical reactions. Another work done by [8] proposed an 
extraction method using the technique of nearest neighbour 
k(NN). A further work which was a little similar to this 
work was also conducted by [9] who proposed a method 
that automatically extracts  information on  protein - protein 
interactions  from  scientific literature. The method consists 
of different stages; firstly, they select the target which 
means the documents of the protein that are used as the 
source documents. In the next stage, they identify all  the 
protein names. Subsequently, all compound sentences or 
complex sentences are processed. Their method then 
automatically recognises and extracts the protein - protein 
interactions. Some other related work proposed an 
extraction technique that  referred to the text mining 
approach [10]. Most of mentioned methods are used  to 
extract all frequently occurring biological relations among a 
pair of biological concepts to identify relevant information. 
In [11], a chemical IE system (ChemEx) has been 
developed with the main aim of extracting information from 
both texts and images. [12] has proposed an IE method to 
extract information from biomedical literature. This method 
was based on integration of semantic information to 
multiple kernels for extracting protein - protein interactions. 
Generally, the biomedical and chemical literature has 
become an important source of useful information. This 
useful information needs to be extracted using intelligent IE 
systems. Thus, much development is required to enrich the 
process of extracting information from chemical and 
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biomedical domains and accordingly, we notice the on-
going development in IE systems. 
 
TYPES OF IE TECHNIQUES AND METHODS 
PROPOSED FOR MEDICATION, CHEMICAL AND 
BIOMEDICAL AREAS 

The process of extracting knowledge and information 
automatically from text data has recently become one of the 
most important and active fields of research; especially IE 
techniques that are used to extract information from 
chemical and biomedical literature. The common 
documents that contain chemical and biomedical 
information are medical records, patient discharge 
summaries, biological documents, drug description, 
scientific papers, patents, and so forth. Over the last few 
decades, many IE methods that use different techniques 
have been proposed and developed for the chemical and 
biomedical domains. The table below (table 1) shows 
examples of some IE methods that have been proposed for 
the aforementioned fields. The table has four columns; 
proposed method, used techniques, the extracted document 
type, and the references. 
 
 

Proposed  method 
Used 

techniques 
and tools 

Used text 
document and 

dataset 

 
Reference 

 
Proposed method 
uses computational 
linguistics techniques 
to analyse the natural 
language text 
 

 
Lexical and 
syntactic 
aspects 

American 
Chemical 
Society journals  

[7] 

 
Developed tools to 
automate the problem 
list using NLP to 
extract potential 
medical problems 
from free-text 
documents in a 
patient’s (EMRs) 
electronic medical 
records. 

 
NLP 

Free-text 
documents in a 
patients (EMR) 
Electronic 
Health Record 

[13] 

 
The proposed 
automatic system that 
uses the NLP system 
(MedEx) to extract 
structured medication 
information from 
discharge summaries. 

 
NLP 

Discharge 
summaries and 
clinic visit notes 
from the 
Synthetic 
Derivative (SD) 
database 

[14] 

 
(BIEQA) Ontology-
based biological IE 
and answers to 
queries. To extract 
information about the 
likelihood of various 
biological relation 
occurrences within 
tagged biological 
documents. 

Ontology-
based 

Biological 
documents 

[10] 

 
Proposal to develop a 
system to extract 
information from 
Polish medical texts. 

Rule-based 
IE system 

Mammography 
reports and 
hospital records 
of diabetic 
patients 

[15] 

The proposed 
automatic method for 
protein –protein 
extraction from 
documents of 
scientific literature by 
searching with protein 
names. 

MEDLINE 
search by 
searching 
with 
different 
key words 
Dictionary-
based NER 
Systems 

Scientific 
literature. 
From web  

[9] 

The proposed system 
is (ChemSpot) a NER 
tool for identifying 
chemical names that 
are mentioned in 
natural language 
texts. 

 
 

The system 
used a 
hybrid 
approach 
that 
combines a 
Conditional 
Random 
Field with a 
dictionary 
 

The system 
could be used 
with any natural 
language texts 
and documents 
of 
bimiformatics. 

[16] 

 
Table (1) Examples of some chemical related IE methods 
 
BIOMEDICAL LANGUAGE PROCESSING AND 
ONTOLOGY 

With its rapid growth, scientific literature contains a wealth 
of information on many different fields and numerous 
methods have been developed to identify, summarise, 
extract, analyse, and classify. In the IE field from 
biomedical literature, we note that the enrichment occurs 
when using the biomedical language processing system, 
which is considered a very useful tool in this field. 
Recently, enhancements have been made in the biomedical 
language processing (BLP) area. In BLP, a lot of new 
computational tools and methods have been proposed to 
provide the process of taking the human generated texts as 
input and generating different methods and systems to 
retrieve, classify, detect plagiarism, and extract information. 
The system extracts factual information, and now there are 
many works that focus on molecular biology and chemical 
related documents. The work that has been conducted by 
[17] describes the effort that has been made in respect of the 
free text in biomedical databases. Other important work 
carried out by [18] defines the corpora which are annotated 
with respect to structural and linguistic characteristics in the 
biomedical field. [19] proposed a framework that used 
conditional random fields to recognise multiple entity 
classes in biomedical abstracts. 
 
Ontology 
Ontology has several definitions “a formal explicit 
specification of a shared conceptualise-action. 
‘Conceptualisation’ refers to an abstract model of some 
phenomenon in the world formed by identifying the relevant 
concepts of that phenomenon. ‘Explicit’ means that the type 
of concepts used and the constraints on their use are clearly 
defined. ‘Formal’ refers to the fact that the ontology should 
be machine understandable. ‘Shared’ reflects the notion that 
ontology captures consensual knowledge” [20]. Another 
definition defined by [21] which is considered more 
accurate is “a system that processes unstructured or semi-
structured natural language text through a mechanism 
guided by ontologies to extract certain types of information 
and presents the output using ontologies”. The ontology 
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structure is organised in a hierarchical way to identify any 
relation between concepts. The result of this property may 
be used to quantify the similarity between the concepts and, 
implicitly, the terms semantic similarity between these 
terms are then used to designate these concepts [22].There 
are three different ontology approaches as shown in figure 
(2) which cover all types of text from free text, semi-
structured and structured text. Within these approaches, 
there are many techniques that have been proposed, such as 
linguistic techniques, statistical techniques and machine 
learning algorithms. The work done by [20, 23, 24] 
describes and covers many different approaches and 
techniques in ontology-based extraction.  
 

 
 
Natural language analysis techniques are applied to develop 
and enrich ontology method techniques. There are three 
main groups of methods. 
•Methods of learning from unstructured sources. 
This group is concerned with applying natural language 
analysis techniques to develop ontologies, and it is 
dependent on NLP obtained linguistic annotation processes 
with selected corpus. 
•Method of learning from semi-structured. 
This method is concerned with eliciting ontology from 
documents that have a predefined structure. 
• Method of learning from structured text 
This method relies on the ontology that is built by 
extracting relevant relations and concepts. The type of 
documents and sources here are fully structured as data 
from databases. 
 
CHALLENGES: 
 
The IE processes are very complicated because they are 
mainly based on the automatic recognition of human 
language terms. Further more, the huge amount of dynamic 
collections of diverse materials is considered one of the 
critical challenges that is facing IE. Generally, challenges 
open the research door for IE in general; especially in the 
biomedical domain because the chemical text is quite 
different. Usually the chemical text includes complicated 
symbols and images which are difficult for the NLP to 
understand. Until now, there has been no full and complete 
dictionary that contains all, or even most, of the biological 
named entities and some chemical terms and names have 
multi-word meanings. All these challenges motivate 
researchers to work hard in this field to provide appropriate 

solutions for enhancing the automation process of IE 
systems. 
 
CONCLUSION 

 
The automation process of IE needs to be implemented in 
different domains. Due to the exponential growth in the 
number of electronic documents containing a lot of 
information that needs to be extracted and managed 
usefully, numerous methods and techniques are being 
proposed in the IE field to automate these processes. This 
study introduces some of the important IE concepts and 
focuses first on the classification of IE tasks, before 
introducing the ontology-based IE. A disscusson on the 
different types of IE techniques and methods that are 
proposed for medication and chemical areas is also 
provided. In addition, the paper dicusses and illustrates 
some works that have conducted in the chemical IE area. 
Finally, some of the challenges faced by the IE field have 
been introduced. 
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ABSTRACT 
 

This paper presents a statistical analysis and best fitted distribution model of internet traffic IP-based Network for 
tele-traffic engineering. One IP-based campus network architecture is studied which support of 16Mbps Committed 
Access Rate (CAR) speed line to Wide Area Network (WAN). Solarwinds network monitoring traffic toolbox is setup at 
the gateway router from inside campus network to the WAN in collecting real live throughput internet traffics. Daily 
throughput flows in Mbyte are collected in every ten minutes inter-arrival time. Statistical method on fitted Cumulative 
Distribution Function (CDF) is evaluated on collected throughput with Matlab software. Maximum Likelihood Estimator 
(MLE) technique is used to identify the maximum MLE log-likelihood which characterized as best fitted CDF 
distribution. Normal, Lognormal, Exponential and Weibull CDF fitted on throughput are presented. Among the four 
distributions, CDF Weibull is identified as the best traffic characteristic based on MLE maximum log-likelihood. Day7 is 
identified as best fitted that presents fitted 2-parameter Weibull which is Scale α =641.04 and Shape β =1.36 and fitted 3-
parameter Weibull which is Scale α =551.76, Shape β =1.15 and threshold θ=63. Detail characteristics on day 7 and day 
1 are presented and taken as benchmark model for future traffic algorithm.These results are valuable on modeling future 
tele-traffic engineering algorithm like policing, shaping, scheduling or queue which is based in real IP-based campus 
network environment. It is also useful for future prediction of tele-traffic models. 
 
Key words: Statistical Analysis Traffic Modeling Cumulative Distribution Function Internet Traffic Throughput IP-based 
Network Traffic Characterization Normal Lognormal Exponential Weibull. 

 
INTRODUCTION 

 
Current internet traffic analysis is an important task 

in tele-traffic and network engineering today. Traffic 
evaluation is a need to cater new problems and develop new 
algorithm in providing reliable QoS. Many research on 
analyzed internet traffics are done for the past years which 
presented different or changes of internet flow 
characteristics in many areas (Ibrahim, Nor, & Khammas, 
2014). Thus, regular identifications of internet characteristic 
is being focus where more new tele-traffic engineering 
algorithm are developed from time to time in providing best 
Quality of service (QoS) or new development in network 
communication. Many different research area on measuring, 
analyzing or characterization of internet traffic are done 
such as internet traffic anomaly identification (Xiong et al., 
2014), green internet(Huang, Meng, Gong, Liu, & Duan, 
2014), internet traffic behavior(Kuai, Feng, & Lin, 2014), 
traffic modeling (Arfeen, Pawlikowski, Willig, & 
McNickle, 2014) and QoS in bandwidth management 
(Kassim, Ismail, Jumari, & Yusof, 2012). Many factors or 
parameters involved in internet traffic characteristics. Some 
characteristics may look into traffic size which is packets, 
traffic performance in speeds, type of applications used, 
throughput or traffic flow, bandwidth, protocols and many 
other factors. The characterization of internet traffic in all 

these factors are also depended on the setup network 
architectures either it is wired, wireless, mobile and others. 

An IP-based network is identified as one of a 
consistent and good protocol standard in wired network 
architecture. Based on the confirm standard then many new 
applications and internet technology tools are developed on 
IP-based network protocol. Internet applications which run 
on IP-based Internet protocol is growing fasters and most 
communication network today need this application and it is 
easy to set up. Because of the growing need, internet 
network faces of high traffic or bandwidth used from time 
to time. Although many new or enhanced algorithm, method 
or scheme are developed to control network traffic in an IP-
based network but still, organizations faces high volume of 
traffic used (Kassim et al., 2012). Thus, precise traffic 
analysis and characterization is applied to handle the issue 
of traffic performance. Traffic analysis with statistical 
traffic distribution is one method in estimating precise 
parameters in internet traffic characters. Certain algorithms 
are based on assuming intrinsic traffic characteristics which 
produced an inaccurate traffic modeling on certain network 
implementation. Some internet traffic flows are not rate 
adaptable. Some are typical of conversational like streaming 
traffic such as audio or video. Statistical method traffic 
analysis proved better with distribution theories example 
like Cumulative Distribution Function (CDF) and 
Probability Distribution Function (PDF). With statistical 
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traffic analysis, real traffic estimation is measured, future 
system estimation is predicted and error function is 
evaluated. Details understanding on internet traffic like 
certain characteristics and estimated parameters statically 
would help engineers to predict new model or build new 
algorithm for future tele-traffic engineering. Example of 
implemented algorithm in tele-traffic engineering are 
policing and shaping (Simion, 2012), queue(Priscilla & 
Sumathi, 2013; Yu, Yong, & Jiangdong, 2011), 
scheduling(Cao, Kodialam, & Lakshman, 2014) or data 
transfer strategy (Mahalakshmi, 2012). Real measurement 
with real traffic data helps to prove with an accurate result. 

This paper presents a statistical analysis on internet 
traffic and best modeling distribution in a campus IP-based 
Network. A Study on campus network architecture is 
identified which support of 16Mbps Committed Access 
Rate speed line to Wide Area Network. Throughput internet 
traffics are collected using Solarwinds software and traffic 
box network monitoring which is setup at the gateway 
router. Daily throughputs in Mbyte are captured for 10 
minutes inter-arrival time which are 144 tracers captured 
internet traffic. Throughputs are fitted to CDF distributions 
with Matlab. Maximum Likelihood Estimator (MLE) 
technique is used to analyze best fitted distribution. Best 
four CDF distributions fitted theories are presented which 
are Normal, Lognormal, Exponential and Weibull. Among 
the four identified distribution, Weibull is identified as the 
best traffic distribution modeling. Best fitted 2-parameter 
and 3-parameter Weibull are presented. A benchmark of 
internet traffic characteristic on throughput byte is presented 
based on the best fitted distribution. This research is 
benefits for future modeling in IP-based tele-traffic 
engineering. 
 

INTERNET TRAFFIC CHARACTER MODELLING 
AND PEFORMANCE 

 
Internet traffic characterization with real live 

internet data is modeled(Cisar & Cisar, 2014). Result 
present changes of technologies with new internet 
applications or flows has possibility changed the pattern of 
traffic distribution. Previous research presented that internet 
traffics are Poisson process but later internet traffic is 
identified as self-similar which produced Long Range 
Dependence (LRD) characteristics (Becchi, 2008; 
Karagiannis, Molle, Faloutsos, & Broido, 2004; Park, 
Hernández-Campos, Marron, & Smith, 2005). One 
proposed renewal theory-based on approximated point 
process models using statistical Pareto renewal process 
superposition and Weibull renewal process superposition 
are presented. Both models are successfully done using 
similar second-order scaling on internet traffic model 
(Arfeen et al., 2014). Research presents that characteristic 
of internet traffic may differ in many factors. Internet traffic 
also may depended on its perspective or type of flows 
example like peer to peer traffic, video, applications, 
protocols used like TCP or UDP and other factors. 
Compares to this literature review, this paper presents a 
research focus only on overall inbound internet throughput 
traffic taken from real live Campus IP-based network 
traffic. 

 Internet traffic characterization is high related to 
many performance issues in network. Network Performance 
is an important issue in QoS network especially in designing 
new management network traffic algorithm. Reliable 
network service may depend on speed of the network. Thus, 
certain Network bandwidth or traffic flows have to be 
measured. Research found that frequent occurrences of flash 
flows of internet traffic highly affect the performance of the 
existing flow-based traffic monitoring systems. Using 
various flow-related metrics, research analyzes the IP traffic 
traces in modeling internet traffic (Kim, Won, & Hong, 
2006). Burst traffic flows effects network performance 
when congestions happened in a network (Goswami, 
Pattanaik, Bharadwaj, & Bharti, 2014). This research 
presented a study on modeling traffic on a congestion 
control techniques using congestion notifications from 
network core to deal with congestion scenario which helps 
to reduce traffic burst. 
 

METHODOLOGY 
 

This paper present methodology which consist of 
two parts. The first part presents an analysis on real traffic 
throughput from a campus IP-based network. The second 
parts presents a statistical analysis using fitted CDF 
distribution with MLE log-likelihood technique. 
Mathematical model on the four identified CDF 
distributions are discussed. 
 
Campus Traffic Captured 

 

 
Figure 1: Campus Network Architecture for Traffic 

Benchmark 
 

 Figure 1 shows the IP-based architecture network 
in a Campus environment. The main campus network is 
connected with more than 24 other branch campuses in 
providing an IP Virtual Private Network (IP-VPN) to the 
main HQ campus. Although the main campus acts as main 
campuses but the implemented of Committed Access Rate 
(CAR) is setup individually to each branch campus. Thus, 
internet throughputs are individually monitored by each 
connected campus. One of the branch campus which 
supported 16 Mbps CAR to the internet WAN is taken as 
the benchmark in this research. Solarwinds software is setup 
at the gateway router for internet traffic collection. Inbound 
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internet throughput in Mbyte is collected daily and weekly 
in 10 minutes inter-arrival time for 144 tracers and 1008 
tracers. Comparison of daily throughput traffic 
characteristic and parameter identification are presented. 

Figure 2 shows the captured interface details on the 
identified campus. The interface bandwidth shows a 16 
Mbps speed received and transmitted on the available link. 
Current traffic shows the inbound utilization is higher than 
outbound traffic which is 95%. This interface details shows 
the captured at time at 7:13 am. The utilization may vary in 
time. Daily to 7 days throughput are collected and analyzed. 
Throughput are then evaluated and characterized with fitted 
CDF statistical distribution.  

 
Figure 2: Interface Detail on Communication Speed at 

the WAN Router 

 
Fitting Traffic with CDF 
 Captured daily throughputs are fits with best four 
distributions. All parameters characteristic are identified 
according to type of CDF distribution.  Mathematical 
equations referred to CDF distribution are used when 
modeling traffic which differentiates type of parameter 
used. Traffic character evaluation with statistical aspects of 
distributions are measured as prove an accurate data 
presentation to real network implementation.  Thus, fitting 
traffic is important by choosing the best fit distribution. 
Certain internet traffic formulates it own characteristics. 
Four CDF mathematical models are explained in next 
section. 
 
Maximum Likelihood Estimator 
 In statistics, maximum-likelihood estimation 
(MLE) is a method of estimating the parameters for a 
statistical model. When applied to a data set and given a 
statistical model, maximum-likelihood estimation provides 
estimates for the model's parameters. In general, for a fixed 

set of data and underlying statistical model, the method of 
maximum likelihood selects the set of values of the model 
parameters that maximizes the likelihood function. The 
maximum likelihood estimate (MLE) of θ is that value of θ 
that maximizes lik(θ): it is the value that makes the 
observed data the most probable. The logarithm is an 
increasing function so it will be equivalent to maximize the 
log likelihood as in Eq. (1). 
 

 
 
 
 

MATHEMATICAL MODEL WITH CDF 
 
Comparisons on mathematical CDF distribution are 
presented based on computational statistics math theories 
(Gentle, 2009). Each equation presents its own parameters 
and character which are used in modeling traffic(Walck, 
2007). 
 
Cumulative Distribution Function 
 CDF is the accumulated probability density 
function (PDF) of F(x). Suppose F(x) is a density function 
for a quantity, thus the CDF for the quantity is defined as 
Eq. (2). In this identified throughput traffic the minimum 
value is 0. 
 

      
 
Normal CDF 
 Normal distribution or called Gaussian distribution 
is a commonly occurring continuous probability 
distribution.  It is probability statistics falls between any two 
real limits or real numbers, as the curve approaches zero on 
either side. Normal distributions are extremely important in 
statistics for real-valued random variables whose 
distributions are not known. The mathematical equation for 
normal CDF functions as in Eq. (3). Three important 
parameters need to be indentified which are datasets, x; 
mean, µ and standard deviation, σ. 
 

 

 
Lognormal CDF 
 In probability theory, a Lognormal distribution is a 
continuous probability distribution of a random variable 
whose logarithm is normally distributed. Thus, if the 
random variable x is log-normally distributed, then Y=log(x) 
has a normal distribution. Likewise, if Y has a normal 
distribution, then X=exp(y) has a log-normal distribution. A 
random variable which is log-normally distributed takes 
only positive real values. Eq. (4) presents the mathematical 
CDF for Lognormal distribution. Three important 
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parameters need to be indentified which are datasets, x; 
mean, µ and standard deviation, σ. 

 

 
Exponential CDF 
 Exponential distribution is the probability 
distribution that describes the time between events in a 
Poisson process. Poisson process is an event occurs 
continuously and independently at a constant average rate. 
It is the continuous analogue of the geometric distribution, 
and it has the key property of being memoryless. Eq. (5) 
presents the mathematical equation for Exponential CDF. 
Here λ > 0 is the parameter of the distribution, often called 
the rate parameter. The dataset is x. 

 

 
Weibull CDF 
 The cumulative distribution function for Weibull 
distribution normally is where dataset x > 0. Eq. (6) presents 
the mathematical equation function for 2-parameter Weibull 
CDF. Two main important identified parameters for 
Weibull are shape, α and scale, β. Both parameters can be 
measured from the real live traffic. In formulating new 
algorithm, parameter scale is important to be used as 
adaptive distribution with the best simulation result on the 
new algorithm. 

 

 
 

RESULT ON THROUGHPUT INTERNET TRAFFIC 
ANALYSIS 

 
Analyzed throughput traffic on best fits distributions 

are evaluated by using MLE. Results on analyzed character 
with associated parameter values according to model traffic 
distributions are presented. 

 
Real Internet Campus Traffic Analysis 

Analysis presented 114 and 1008 throughput internet 
traffic for daily and weekly tracers. Figure 3 presents daily 
throughput traffic which shows high throughput flows 
which is more than 1200 Mbytes. The identified threshold 
on real network for 16mbps speed line is identified at 1200 
Mbytes for 10 minutes. Thus, real live internet traffic is 
analysed which presents that there are burst traffic exist in 
the network. The threshold line in green colour represents a 
16 Mbps rate bandwidth which is shown as a real threshold 
guide in the graph. One day throughput presents about 10 
tracer’s time burst traffic as shown in the figure 3. Figure 4 
presents the combined of all 7 day internet throughput 

collection. The identified throughput presents a same burst 
traffic flow in a few tracers time which exceeds 1200 
Mbytes flow. Based on the tracers also, it is identified that 
the peak time of traffic burst is between 08:00 until 20:00 
which is in the day time of working hours. A new algorithm 
can be designed to make control on the burst internet traffic. 
This helps making Quality of Service (QoS) in traffic or 
bandwidth management on an IP-based network. They are 
no failures of throughput transferred or undelivered traffic 
during the captured time based on the identified figure 
which shows no value of 0 Mbyte in the tracers. 

 

 
Figure 3: Day1Throughput Flow 

 

 
Figure 4: Weekly Throughput Flow 

 
Figure 5 presents the empirical Cumulative 

Distribution Function (CDF) on Day1 to Day 7 throughput 
in recognizing the internet traffic characteristics. The 
plotted graph presents mostly every daily throughput held 
burst traffic. Bytes burst are more than 2000 Mbyte which it 
may lead to traffic congestions and delay in throughput 
transfers. Thus traffic modelling can help in controlling 
burst traffic. Best fits using MLE is used to identify which 
CDF between days is the best fits.  
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Figure 5: Empirical CDF Comparison on Day1 to Day 

7 Throughput Flow 

 
RESULT ON PARAMETER ESTIMATES WITH 

FITTED CDF 
 

Daily real live throughput traffics are fits to four 
nearest CDF distribution theories. Throughput traffic in a 
day is presented as χ data. Important parameters based on 
CDF fit distribution are identified and analyzed. Based on 
the mathematical equations different distribution may give 
different type of parameters that to be used in traffic 
modeling. The identified four nearest distribution that fit 
with the real live traffic throughput are Normal, Lognormal, 
Exponential and Weibull distributions. Thus, fitting results 
on χ are as analyzed below. 
 
Normal Distribution Analysis 

Important parameters used in Normal CDF 
distributions on χ data is Mean (µ) and Std Deviation (σ). 
Table 1 presents analysis on identified fit CDF parameters 
which is measured using MLE in finding the most MLE log. 
The maximum MLE log is the best parameters. In this case 
seems all values are negative, the best MLE log is nearest to 
0. Day 6 is identified as the best traffic parameter 
characteristic to be used as traffic modelling. Performing 
Normal (790.08, 414.65) is used as normal traffic 
modelling. Figure 6 presents the comparison of minimum, 
medium and maximum value of MLE on Normal CDF fits 
to daily Mbyte throughput. CDF normal presents Day6 with 
maximum MLE, day4 as medium MLE and day1 is the 
minimum MLE value. Thus, day6 present the best CDF 
normal fits. 
 
Table 1: Estimated Parameters on Throughput (Mbyte) Fit 

to Normal Distribution 

  MLE Mean (µ) Std Dev(σ) 

Day1 -1104.95 837.76 522.06 

Day2 -1091.96 780.86 477.05 

Day3 -1076 804.78 427.00 

Day4 -1083.68 869.16 450.39 

Day5 -1082.4 759.73 446.41 

Day6 -1071.78 790.08 414.65 

Day7 -1081.58 584.93 443.85 
 
 

 
Figure 6 Normal Distribution CDF Fit on Best MLE 

Throughput Day6 
 
Lognormal Distribution Analysis 

Table 2 presents Lognormal CDF distributions 
parameters on χ data. Lognormal distribution also presents 
Mean (µ) and Std Deviation (σ) as important parameters 
used. MLE on day 7 presents the maximum MLE log value 
which is nearest to value 0. Thus, day7 value of Mean (µ) 
and Std Deviation (σ) shows the best parameters 
characteristic in performing CDF Lognormal (6.05, 0.85) in 
future algorithm.  

Figure 7 presents the comparison of minimum, 
medium and maximum value of MLE on Lognormal CDF 
fits to daily Mbyte throughput. CDF Lognormal presents 
Day7 with maximum MLE, day4 as medium MLE and day1 
is the minimum MLE value. Thus, day7 present the best 
CDF lognormal fits based on IP-based network traffic. 

 
Table 2: Estimated Parameters on Throughput (Mbyte) Fit 

to Lognormal Distribution 

MLE Mean (µ) Std Dev(σ) 

Day1 -1133.39 6.34 1.12 

Day2 -1107.83 6.37 0.91 

Day3 -1093.73 6.49 0.73 

Day4 -1093.75 6.59 0.66 

Day5 -1076.5 6.43 0.69 

Day6 -1068.98 6.52 0.60 

Day7 -1050.93 6.05 0.85 
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Figure 7: Fit Lognormal CDF on Best MLE Throughput 

 
Exponential Distribution Analysis 

Table 3 presents Exponential CDF distributions 
parameters on  χ  data. Exponential fits distribution on χ 
presents Lambda (λ) as the important parameter in modeling 
traffic. Day7 present the best parameter characteristic which 
shows it has the maximum MLE log value. The parameter 
of Lambda (λ) shows the best parameters value as 
highlights in yellow. Performing Exponential (584.93) is 
used as Exponential traffic modelling. Figure 8 presents the 
comparison of minimum, medium and maximum value of 
MLE value on Exponential CDF fits to daily Mbyte 
throughput. Plotted graph presents comparison of day1, 
day5 and day7 fits on real throughput CDF on day7. Day7 
is identified as the best CDF fit distribution.  
 
Table 3: Estimated Parameters on Throughput (Mbyte) Fit 

to Exponential Distribution 

  MLE Lambda (λ) 

Day1 -1113.23 837.759 

Day2 -1103.1 780.858 

Day3 -1107.44 804.784 

Day4 -1118.52 869.155 

Day5 -1099.15 759.732 

Day6 -1104.79 790.081 

Day7 -1061.5 584.931 
 

 
Figure 8: Fit Exponential CDF on Best MLE Throughput 

Weibull Distribution Analysis 
Important parameters used in Weibull CDF 

distributions on χ data is Scale (α) and Shape (β). Table 4 
presents analysis on identified parameters. Day 7 presents 
the best traffic parameter characteristic to be used as traffic 
modeling which is highlighted in yellow. Performing 
Weibull (641.04, 1.36) is used as Weibull traffic modeling. 
Figure 9 presents the comparison of minimum, medium and 
maximum value of MLE on Weibull CDF fits to daily 
Mbyte throughput. Plotted graph presents comparison of 
day1, day4 and day7 fits on real throughput CDF on day7. 
Day 7 present the best fits CDF Weibull which also presents 
the maximum MLE value. 
 
Table 4: Estimated Parameters on Throughput (Mbyte) Fit 

to Weibull Distribution 

 MLE Scale (α) Shape(β) 

Day1 -1102.92 908.501 1.41765 

Day2 -1084.17 864.666 1.59291 

Day3 -1071.37 903.186 1.92569 

Day4 -1077.83 978.691 2.00489 

Day5 -1069.42 855.138 1.77807 

Day6 -1061.98 892.51 2.00911 

Day7 -1051.96 641.04 1.3575 
 

 
Figure 9: Fit CDF Weibull Distribution on Best MLE 

 
 
BEST MODEL TRAFFIC CHARACTERIZATION 

Table 6 presents comparison of MLE log value with 
four fitted distribution on all day’s traffic throughput. 
Weibull CDF distribution is identified as the best fitted 
among Normal, Lognormal and Exponential which present 
the maximum MLE log value. However, only day 7 fitted 
on CDF Lognormal has the maximum value compared to 
Weibull. The different is only by 1.03 point. Because of the 
small different for a day, this research identified the best 
result for best fit is Weibull distributions. Thus, parameters 
fit estimation for day 7 CDF Weibull is chosen as the best 
parameter evaluation in using as traffic modeling. Figure 10 
presents CDF Fit Comparison with Normal, Lognormal, 
Exponential and Weibull on best MLE which is day7. Thus, 
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plotted graph for Weibull in dark below present the closest 
fit to the real captures throughput on the internet campus 
traffic. 
 Table 7 and Table 8 present best analysed fitted 
parameter estimation for CDF Weibull. Table 7 presents 
fitted 2-parameter estimates for value Scale (α) and Shape 
(β) with 95% lower bound and 95% upper bound. Table 8 
presents fitted 3-parameter Weibull which is parameter α, β 
and θ with 95% lower bound and 95% upper bound. Table 9 
presents the best internet traffic characterization 
identification of day 7 based on throughput Mbyte flow. 
Day1 and day 7 analysed throughput characters are shown 
as comparison in modelling future traffic algorithm. Four 
others Weibull shape parameter (β) are presented that can 
be used in simulation and evaluation of future traffic control 
model. 

 
Table 6 Comparison of MLE Log on Normal, 
Lognormal, Exponential and Weibull Daily 

Throughput  

  Day1 Day2 Day3 Day4 Day5 Day6 Day7 

Normal 

-
1104.

95 

-
1091.

96 
-

1076 

-
1083.

68 

-
1082.

4 

-
1071.

78 

-
1081.

58 

Log-
normal 

-
1133.

39 

-
1107.

83 

-
1093.

73 

-
1093.

75 

-
1076.

5 

-
1068.

98 

-
1050.

93 

Exp. 

-
1113.

23 

-
1103.

1 

-
1107.

44 

-
1118.

52 

-
1099.

15 

-
1104.

79 

-
1061.

5 

Weibul
l 

-
1102.

92 

-
1084.

17 

-
1071.

37 

-
1077.

83 

-
1069.

42 

-
1061.

98 

-
1051.

96 
 

 
Figure 10 CDF Fit Comparison with Normal, Lognormal, 

Exponential and Weibull Best MLE day7 
 

Table 7: Fitted 2-Parameter Weibull 

Parameter Estimates 

Type Parameter Estimate Lower 95% Upper 95% 

Scale α 641.04 562.96 727.37 

Shape  β 1.36 1.19 1.54 
 
 
 

Table 8: Fitted 3-Parameter Weibull 

Parameter Estimates 

Type 
Paramete

r 
Estimat

e 
Lower 
95% 

Upper 
95% 

Scale α 551.76 472.91 641.01 

Shape β 1.15 1 1.3 
Threshol
d θ 63 

 
Table 9: Throughput Characterization and Weibull 
Parameter Identification on Modeling Algorithm 

Parameter Symbol Value 

Committed Access 
Rate, Speed,  

S 
16Mbps 

Inter-Arrival Time,  TA 10 minutes 

Daily Captured Time min 00:00 to 23:50 

Daily Tracers Dt 144 times 

Threshold 
BTh 

1200MByte 

Scale of day1 and day 
7 

α1, α7 
908.501, 

641.04} 

Shape of day1 
β , {0.5, 1, 1.41765, 

1.7, 2} 

Shape of day7 
β 0.5, 1, 1.3575, 

1.7, 2} 

Minimum throughput 
of day1 

Bmin1 
22.04MByte 

Minimum throughput 
of day7 

Bmin7 
63 MByte 

Maximum throughput 
of day1 

Bmax1 
2116.2 MByte 

Maximum throughput 
of day7 

Bmax7 
2120.8MByte 

 
CONCLUSION 

 
A statistical analysis on internet traffic and best fitted 

modeling distribution in a campus IP-based Network is 
presented. Daily throughput inbound internet traffic in 
Mbyte are collected and analyzed. Four best fitted 
distribution are used which are Normal, Lognormal, 
Exponential and Weibull. CDF parameter characteristic 
estimation on the four distributions are presented and 
compared. Among the four identified distribution, Weibull 
is identified as the best traffic distribution which produced 
the maximum MLE log in all day’s analysis. Day 7 has 
presented the best parameter estimation on the Weibull CDF 
distributions that fitted on χ throughput daily data. Results 
present fitted 2-parameter Weibull which are Scale α 
=641.04 and Shape β =1.36 and fitted 3-parameter Weibull 
which are Scale α =551.76, Shape β =1.15 and threshold 
θ=63. Detail characteristic on day 7 and day 1 is presented 
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and taken as benchmark model for future traffic 
algorithm.This research is benefits in identifications of tele-
traffic engineering in modeling internet traffic distribution 
with proved case in a campus IP-based network 
environment. Future traffic characteristic could be done in 
detail to cut-off certain error in the identified Weibull 
parameters. 
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ABSTRACT 
Knowledge Management System (KMS) is a tool to support knowledge management (KM) and nowadays it has been 
a priority to the organizations as to protect the organization intellectual assets. The evolution of internet has brought 
KMS becomes more powerful while it can serve users in collaborative system. However, though the excitement of 
expanding KMS capabilities, security issue is critical due to the access and sharing knowledge which from distributed 
locations. Mostly the issues are regard to the restriction of the access permission to knowledge. Therefore, there is a 
need to construct a security model towards secure KMS, for managing access restriction in order to avoid 
unauthorized access as well as to protect knowledge throughout KM activities. Thus, this paper  review the 
characteristics of collaborative KMS in order to ensure that Role Based Access Control (RBAC) is competent to 
perform as a security model for KMS and at the same time maintain the advantages of such collaborative system. 
Consequently, the model of Role Based Access Control- Knowledge Management System (RBAC-KMS) has been 
formulated which concerning three elements; RBAC, KMS and Information Security (IS). Moreover, the quality 
dimension model also has been constructed which can be the metrics for quality measurement of RBAC-KMS 
 
Key words: Collaborative KMS  Secure KMS  Role Based Access Control  Quality Dimension 

 
 

INTRODUCTION 
Knowledge is an intellectual property of an 

organization which should be well managed. Knowledge 
Management (KM) is conscious effort to provide proper 
knowledge in such way at the right time, at the right place, 
in the right form, to the right knowledge worker, so that 
people can share and put information into action in turn that 
improve organization’s performance and enhance the value 
of organizations. Knowledge Management System (KMS) 
endeavour to grant sharing and transferring knowledge 
effectively; furthermore with the evolution of Internet, KMS 
has improved its knowledge process and activities where it 
can be accessed with varied form of technologies such as 
email, video conferencing and so forth, from dispersed 
geographical area. This so called collaborative KMS, where 
knowledge can be shared inter-organization as well as other 
community of practice (CoP). Therefore security is crucial, 
since no one can restrict the knowledge sharing 
geographically and furthermore as an intellectual property, 
it should be protected. Security is a contributor to 
knowledge success, which need to assure the knowledge 
confidentiality and availability is protected, as well as the 
access control need to be operational (Jennex and Zyngier, 
2007). 

As the KMS works within collaborative 
environment, the access control should cater the CoP from 
different places and access knowledge with different 
technologies, thus access control model (ACM) established 
as a great security model to restrict the permission of 
knowledge access (Zu et al., 2009). This paper reviewed the 
criteria of ACM when applied in collaborative environment, 
for the purpose of protecting knowledge regarding its 
confidentiality and availability.  

Security is a major issue when involve with 
sharing and transferring knowledge activities as knowledge 
can contribute to a competitive advantage. Form the case 
study analysis; found that organizations lost critical 
knowledge because of less or no control over the transfer of 
knowledge, and also which regard to the process of 
transferring knowledge (Jennex and Zyngier, 2007). The 
other risk of not proper managing access was incorrect 
decision making due to incorrect applying knowledge 
because the people was not get the right knowledge. 
Therefore this paper reviewed about security for KMS, as 
well as the architecture and aspects that enable to be the 
benchmark for constructing secure KMS. In this paper we 
also pay attention to the quality dimension of KMS where it 
then being modelled to be the metrics for the constructed 
framework. 

The rest of this paper is organized as follows: In 
Section 2, we examine about KMS with considered 
collaborative environment as well as the characteristics of 
collaborative KMS. Section 3 presents the access control 
characteristics in collaborative environment. In Section 4, 
we review about secure KMS, the aspects and architecture. 
Section 5, will discuss the way of conducting the study in 
order to formulate the model. And finally Section 6 and 
Section 7 discuss the finding which about model of RBAC-
KMS and also the conclusion of the paper as well as future 
works should be done to details out the model. 

 
 
 
 
 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608
 

 

KNOWLEDGE MANAGEMENT SYSTEM 
 
 Knowledge Management 

The main goal of knowledge management is to 
improve organizational performance by enabling 
individuals to capture, share and apply their collective 
knowledge (Smith and Farquhar, 2000). Knowledge 
Management System (KMS) is a computer based 
communications and information systems that supported 
knowledge management. On one hand, KMS promotes 
sharing of knowledge among CoP members but on the other 
hand it requires security mechanisms to prevent 
unauthorized access and misuse. Security plays a major 
issue revolving around KMS (King, 2009). 

 
Collaborative KMS 

Collaborative KMS enables members of CoP to 
contribute their skills, knowledge and strength towards 
missions or objectives in order to achieve the best result of 
the projects. First and foremost, before further discussion 
about the communication in collaborative KMS, we need to 
have the idea of collaborative KMS framework. The 
proposed framework of collaborative KMS contains six 
components (Abdullah et al. 2005): 
 KMS functionality and architecture as the backbone 

towards support KM portal system 
 Knowledge Management infrastructure and technology 
 Knowledge management taxonomy and process model 

where this is to categorise the knowledge and process 
them before the knowledge is stored in KM repositories 

 Knowledge management system soft issues which this 
component is to describes the psychological and 
sociocultural components necessary 

 Knowledge management audit 
 
Subsequently, knowledge process involves 

collaborative communication which provides synchronous 
and asynchronous mode, thus an organization need to 
consider the time and place in order to improve 
communication among the CoP due to the competency of 
collaborative computing. 

The system serves the Cop with normal 
communication in synchronous (real time) and 
asynchronous (different time) mode, and also notification 
system that are based on the condition of previous profile. 

Consequently, expanding traditional KMS to 
collaborative KMS would give more benefit to KMS’s Cop. 
However security is the issue as the method involves 
sharing and accessing knowledge within dispersed 
geography. 
 
Characteristics of Collaborative KMS 

The dynamic interaction between partners in 
collaborative environment is a great challenge in terms of 
synchronous and asynchronous communication (Fuks et al., 
2001). Therefore, identifying the characteristics of 
collaborative KMS are important in order to discover an 
appropriate security model towards securing KMS. 

The characteristics of collaborative system have 
been categorized to four criteria which are, target group, 
technological aspect, social or economy aspect, and the 
nature of activities aspect (Doinea and Van Osch, 2010). 

Nevertheless only two aspects, target user and 
technological, have been the focal point of this research as 
to construct a security model towards secure KMS in 
collaborative environment. 

The Figure 1 shows the other sub- criteria for the 
particular criteria involved. Therefore, the researcher should 
aware the characteristics whilst describing a security model 
for developing a secure collaborative KMS. 
 

 
 

Figure 1: The characteristics of collaborative KMS 
   

ACCESS CONTROL FOR COLLABORATIVE 
ENVIRONMENT 

 
 Acess Control Model (ACM) Characteristics 

Access control model can play the role for 
managing the restrictions toward secure collaborative KMS. 
Table 1 lists the characteristics of access control identified 
by (Tolone et al., 2005), (Lu et al., 2009) and (Chen, 2008) 
for collaborative KMS. 

 
Table 1: Characteristics of Access Control in Collaborative 

Environment 
Characteristics Tolone 

et.al 
Yahui 

Lu 
et.al 

Tsun
g-Yi 
Chan 

Transparent √ √  
Expressiveness √ √  
Scalability √ √  
Flexibility √ √ √ 
Runtime change 
of policy 

√ √  

Dynamic 
assignment of 
permission 

√ √  

Context 
information 

√ √ √ 

Secure inter-
organizational 
services 
(permission 
between domains 

 √ √ 

 
The summarization shows that (Lu et al., 2009) 

agreed on all of the eight criteria listed in the table, however 
(Tolone et al., 2005) did not mention about the restriction of 

COLLABORATIVE KMS 

Target User 

Accessibilit

Availability Usability 

Efficiency

Technological 

Scalability

Security 

Completeness
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giving permission for inter-domain, and (Chen, 2008) has 
stated only for three criteris which are flexibility, 
information on the context and security in inter-
organizational services. 

In paper by (Abu Bakar et al., 2011), the authors 
have categorized the lisied criteria into two parts which are 
static, where can be specified during design time, and 
dynamic, that regarding on run time enforcement 
mechanism. As a result, the characteristics can be adopted 
in order to support collaborative KMS towards constructing 
secure KMS, as shown in Figure 2. 

 

 
 
Figure 2: Access Control Model for Collaborative KMS 
 

Intentionally the model was focusing on the 
successful of protecting the confidentiality and availability 
of knowledge in the system, and the centre of attention were 
the characteristics of technological and the target users. 
Therefore, this model has proved that ACM proficient to be 
implemented as a security model for collaborative KMS. 
 
Role Based Access Control (RBAC) 

The RBAC is an access control technique and 
notion. It has been regarded as an effective measure to 
resolve resource unified access control of large information 
systems by the public. The essence of RBAC is that 
permissions are granted to roles rather than individuals 
based on their qualifications and responsibilities. In paper 
by (Sandhu et al., 1996), the authors have stated that RBAC 
model consists of two logical independent parts for 
specifying user authorization which one assigns users to 
roles and the other one assigns access rights for objects to 
roles as illustrated in Figure 3. 

User membership in roles can revoke easily and 
new operations established as job assignments. This would 
facilitate such an easy way to manage the permissions while 
roles can be updated without updating the permissions for 
every individual user. Moreover RBAC supports session 
activation where it enables a single user to activate 
permissions of a subset of roles to which he/she belongs. In 
addition it capable to impose constraints on user 
membership by assigning user to roles and this is uniquely 
applied to a collaborative environment (Tolone et al., 2005). 

 

 
Figure 3: RBAC Model 

 
The main idea of RBAC is to conduct the access 

authorizing and control according to the role acted by the 
user in a group deciding a user whether have the right to 
operate on a specific resource or not. Furthermore, the core 
feature of RBAC is to give authorities to roles but not users. 
When a role is designated to a particular user, the user will 
get all of the authorities that the role has been assigned. 
However, different users can be designated same or 
different roles, and a user can hold one or more role in the 
same time, and a role as well can belong to other users and 
users’ access resources indirectly by roles. It add roles 
between users and accessed resources, with the agency of 
roles, RBAC implements the resources access encapsulation 
of users indirectly and logic separation between users and 
access authorities (Chuanfan, 2010). 

Principally RBAC can help administrator by 
reducing workload in managing user’s authorities, in this 
way, may save the expense of management as well. 
Furthermore, in paper by (Mohd Nor et al., 2009) found that 
roles is one of the main factors to be considered in 
interactions between persons. Therefore the researchers 
believe that this research is significant in order to develop 
secure environment of KMS. 

 
SECURE KNOWLEDGE MANAGEMENT SYSTEM 

 
Aspects of Secure KM 

KMS is a warehouse of the organization that store 
and process their very valuable and critical asset. Therefore, 
the management really wants to ensure that the knowledge 
must be protected, and also maintain the integrity and 
confidentiality (Jennex and Zyngier, 2007). 

Zhou (Zhou 2010) defined secure knowledge 
management consists of some strategies. Secure strategies 
include the policies and procedures that an organization set 
in place for protecting the intellectual property as well as 
during the sharing data. The strategies should be strongly 
integrated with business strategies. Furthermore the 
business process also should be in secure mode where 
security has to be incorporated. Thus secure processes for 
knowledge management are one of the elements that to be 
aware in order to secure KMS. Metrics for secure 
knowledge management should focus on the impact of 
security on knowledge management metrics. This research 
will produce a Quality Dimension Model as to measure the 
impact of the security model applied in KMS. Secure KMS 
also contributed by secure technologies which include 

Users
Permissi-

ons
Roles 

Constraints 

Users 
Assignment 

Permissions 
Assignment 

Roles Hierarchy 

	
 

Sessions 
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technologies for data and information management. Hence 
the component of technologies must be secured in order to 
handle all the business processes. 
 
Secure KMS 

Secure KMS can be described in terms of the three 
Cs: communication, collaboration and content. 

Fundamentally, the organization’s asset of 
intellectual content resides in Secure KMS; it acts as a 
gateway to the repository. Practically the secure KMS 
involves multiple machines that located in dispersed 
geographical area and they are collaborative-enable. 
Therefore access control is a critical subject to be focused 
on, as to ensure that the right knowledge accessed or shared 
by the right person at the right place in the right time for 
collaborative effort.  

A Secure KMS framework has been designed by 
(Upadhyaya et al., 2006) as shown in Figure 4. 

 

 
 
Figure 4: A Framework of Secure KMS 
 

The framework consists of two interlinked, 
triangular chains where the larger chain focuses on Security, 
Knowledge and Management, and the smaller triangular 
chain that connected with dotted line focuses on 3Cs: 
Content, Communication and Collaboration. Moreover 
different aspects contain within the smaller chain which 
include Secure Content Management, Secure Language and 
Digital-Rights Management. 

Secure languages are utilized in order to secure the 
knowledge sharing activity. At the same time, Digital-
Rights Management becomes critical in cross-
organizational knowledge sharing, while access control and 
identity management play important role in securing 
knowledge management system. The final link is Secure 
Content Management that link between content and 
communication. Basically internet is a tremendous tool for 
enterprise to share intellectual property with the CoP, 
therefore they willing to expense money to support the cost 
of secure content management tools, which help to correctly 
label business-related content. 

 
Quality Dimensions of KMS 

This section is to reveal the dimension of quality in 
or der to develop secure KMS. In paper of (Owlia, 2010), 
the quality dimensions of KMS has been described which 
the author has proposed a framework that consists of eight 

dimensions called Functionality, Completeness, Reliability, 
Usability, Access, Serviceability, Flexibility and Security. 
The credibility aspect can be attributed to reliability 
dimension where people only use the system that they trust. 
Credibility is generally related to the trustworthiness of an 
organization as perceived by the users (Tiwana, 2002). The 
success story of KMS also depends on accessibility aspect, 
which information or knowledge is available when the user 
need it (Tiwana, 2002) and (Owlia, 2010). Furthermore 
functionality where the system developed must meets 
organizational objectives, operational standards and user’s 
knowledge need which describe the completeness of the 
system (Garvin, 1988), (Jennex and Olfman, 2004) and 
(Owlia, 2010). Usability aspect also can be the issue to get 
people use the system, the less effort required, the more 
people involved into the system (Tiwana, 2002) and (Jennex 
and Olfman, 2004). Another factor contributed to KM 
success is security (Garvin, 1988), (Owlia, 2010) and 
(Adalati et al., 2010) as to ensure the privacy and 
confidentiality confidentiality of the knowledge being 
protected. The system must prevent unauthorized disclosure 
of the information. 

(Garvin, 1988) in research to proposed the quality 
dimensions of KMS defined both product and service 
quality, although they appear to be more products oriented. 
The factors of accuracy and consistency are attributed to 
reliability (Sasser et al., 1978) and (Garvin, 1988). Garvin, 
1988). Therefore the data transferred must be correct, 
accurate and up-to-date (Usrey and Dooley, 1996) and 
(Jennex and Olfman, 2004) and the same service or product 
must be received each time (Olson and Abrams, 1995) and 
(Tiwana, 2002). To be more convenience and efficient, the 
system should be user-friendliness system in terms of ease 
to use and ease to knowledge retrieval (Sasser et al., 1978) 
and (Garvin, 1988). The extraordinary process of KMS is to 
promote knowledge sharing activity, thus the system enable 
to support the process of communication and knowledge 
sharing (Garvin, 1988), (Tiwana, 2002) and (Ngai and 
Chan, 2005). ‘Performance’ and ‘completeness’ of service 
are equivalent to the performance and features dimensions 
product. The performance is related to core knowledge and 
main functions expected through the KM processes 
(Tiwana, 2002) and (Jennex and Olfman, 2004). 

Instead of accessibility, (Tiwana, 2002) also 
considered Timeliness aspect which define as a quick 
response to users, it is important for KMS to provide 
knowledge ‘when’ needed. The combination of both access 
and timeliness, KMS may promote ‘anytime and anywhere’ 
access. Flexibility can be defined as the degree to which 
acquiring knowledge in different situations/ conditions is 
possible. In addition, several features that could be 
interpreted as quality dimension of the system have been 
pointed out in describing the structure of KMS, scalability 
(Tiwana, 2002), (Ngai and Chan, 2005), interoperability 
(Usrey and Dooley, 1996) and (Tiwana, 2002). 

The development of RBAC model for secure KMS 
has taking into account of information security as well. 
Referring to (Olson and Abrams, 1995) knowledge 
confidentiality and integrity need to be protected, where 
these factors are main objectives in Information Technology 
(IT) security. In paper of (Usrey and Dooley, 1996), also 
stated these factors are consist withing 11 factors that still 

Content 

Communication 

Collaboration 

Knowledge 

Security Management 

Digital-Rights 
Management 

Secure Content Management Secure Language 
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inclusive and form the basis for ISO/IEC 9126 standard for 
software quality evaluation. Other objective of IT security is 
availability  (Sasser et al., 1978) and (Olson and Abrams, 
1995) which to ensure knowledge is available to authorized 
users. However, it is being attributed to Access dimension. 
Futhermore (Owlia, 2010) also consider confidentiality, so 
thus (Jennex and Olfman, 2004) that stated integrity are 
such factors contribute to the success of KMS. 

We believe that these dimensions are essential and 
need to be considered in order to construct a model of 
secure KMS, and probably it can be the metric for 
measuring the model performance later on. Figure 5 
illustrates the analysis of previous researchers who 
highlighted the quality dimensions for KMS.  

 
 

Figure 5: Analysis of Quality Dimension for KMS 
 

Basically the breakdown of each dimensions 
shown in the graph are uniform. About 33% agreed with the 
dimension of performance, completeness, integrity, 
confidentiality, communication (sharing of knowledge), 
consistency and accuracy. Besides, 22% choose the 
dimension of interoperability, scalability, easy to use, 
availability, accessibility and credibility. Whereas, control, 
privacy, compatibility and timeliness mentioned by 11% of 
the researchers. Therefore these dimensions need to take 
into account while developing the model of RBAC-KMS. 

 
METHODOLOGY 

In the process of developing a framework for 
secure KMS in collaborative environment, we have 
conducted an empirical study with quantitative approach. 
We started the work by searching related resources and 
previous works done by other researchers. Furthermore, we 
also got opinion from the experts via the questionnaire of 
survey. The domains that we focused on for the study were 
KMS, access control model and secure KMS regarding the 
architecture and characteristics. 

The theories of KMS that we studied have 
considered the collaborative KMS, which taking into 

account the criteria of KMS in collaborative environment. 
Therefore access control to be implemented as the security 
model should be designed for collaborative KMS. Thus the 
study concentrated on the characteristics of access control to 
ensure that the right security model will be implemented 
which can deal with collaborative KMS. The researchers as 
well should acknowledge the requirements or the criteria of 
secure KMS in order to construct the framework. For that 
purpose, the study’s scope involved also the aspects and 
architecture of the secure KMS. Coincidently the study 
grasped another sub domain, which is quality dimension of 
KMS. This can be applied as a metric for the framework 
afterwards. 

This stage of study includes a preliminary survey 
as well. The survey was in likert scale form and the 
questions divided into some categories: knowledge concepts 
and understanding, security awareness, secure KMS, 
knowledge collaboration, RBAC-KMS architecture, and 
quality dimension. The survey has been distributed to some 
groups of people from higher learning institutions; lecturers, 
researchers and IT people. At this stage the survey was only 
distributed via on-line and six institutions have been chosen. 
The objective from the survey was to validate the 
requirements that have been gathered for constructing 
RBAC-KMS model. Therefore we would ensure that the 
things are right and we develop a right thing to reach the 
purpose. 

Finally, we formulateda framework of secure KMS 
in collaborative environment which apply role based access 
control as a security model. In addition, this paper 
constructed a model of Quality Dimension for the 
framework. This model will serves as a metrics for the 
framework in order to ensure that all the components that 
constructed the framework are in the right place and the 
framework meet the objective as to improve the security of 
the KMS. 

 
SECURE KMS FRAMEWORK 

 
Framework of RBAC-KMS 

This section will discuss the propose framework of 
RBAC-KMS. Initially the components of the framework 
were formulated from the preliminary study by reviewing 
the related studies. Nevertheless it has been validated via 
pre-survey questionnaire, which the respondents were the 
experts in this particular field. Basically, the topic in the 
survey for validating the components was under RBAC-
KMS Architecture. The Figure 6 illustrates the analysis of 
the results from the respondents. 

The survey was to get the feedback from the 
respondents about some ideas on the architecture of RBAC-
KMS. The scale of the feedback was totally disagree, 
disagree, agree and totally agree. The first half of the 
questions, we want to know regarding the importance of 
some components in storing and organizing knowledge or 
information, such as KMS portal, knowledge repository, 
access control and policies, as well as authentication and 
authorization process. Next, we need to know their opinion 
on the levels of permission which depends on task or 
function (least privilege), and to verify that using role for 
managing the access is more convenience and it is useful 
feature. 
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Figure 6: Analysis Result of RBAC-KMS Architecture 
 

The result of analysis shows that only KMS portal 
got a small percentage on not agree feedback, and also at 
role as a useful feature. However the rest of the 
components, the respondents have decided that they are 
significant for constructing RBAC-KMS. 

The framework of RBAC-KMS built upon three 
areas of knowledge concerning the KM, RBAC and IS, and 
including the access authority authentication, design of 
authority management control module, access control logic 
and so on. The IS component is to construct a secure KM to 
serve the process of capturing, storing, organizing and 
disseminating knowledge in a secure environment. The 
basic framework of RBAC implementation of KMS is 
shown in Figure 7. 

 

 
Figure 7: Framework of Secure KMS: RBAC 

Implementation 
 

When user access the system, their identities will 
be authenticated and followed by the authentication process 
of their access authorities, which the related authentication 

information such as username and password will be 
recognized and determined through information security 
services of the system. 

The authority management module is 
maintainability and extendable as to keep modulate 
authority control with the iterative process of policy and 
regulation due to collaborative system that related with lots 
of people from different places. This module contains two 
parts which are authority list structure design and authority 
management mechanism design. The authority list structure 
design is to provide related information of authenticating 
users holding roles and roles holding authorities. While 
principally the design of authority management mechanism 
implements the configuration and management of roles and 
adding, deleting, maintaining user’s profile and distributing 
roles to the users. 

Moreover, the implementation of information 
resource access control logic is regarding the authority 
verification which is the main part to implement 
information resources access control mode, such as the 
access control of system menu and button display, the 
authority access control of information resource database. 

 
Quality Dimensions of RBAC-KMS 

Secure KMS is the cornerstone of offering 
protected knowledge towards safe knowledge sharing. 
Therfore RBAC is used to complement sharing knowledge 
in secure environment. 

The quality of RBAC-KMS is important in 
satisfying the needs of knowledge users. The criteria that 
found from the related studies regarding the quality 
dimensions of KMS by considering information security 
entities has contributes a basis for developing a model of 
RBAC for Secure KMS. 

The Quality Dimension Model of RBAC-KMS is 
incorporated of six groups of domains; Reliability, 
Functionality, Access, Usability, Flexibility and Security.  
Principally the domains are determination of how quality 
dimensions/ factors are perceived and consequently the 
quality of RBAC-KMS can be measured or improve. The 
Table 2 shows the list of dimensions that consumed for the 
model. 
 
Table 2: List of Quality Dimension 

Dimension Description 
Reliability The degree of data 

transferred is correct, 
accurate and up-to-date. 

Functionality The degree to which the 
system meets 
organizational 
objectives, operational 
standards and user’s 
knowledge needs 

Access The extent to which 
knowledge available for 
users 

Usability The effort required for 
using and involving in 
the system 
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Flexibility The degree to which 
acquiring knowledge in 
different situations/ 
conditions is possible 

Security Confidentiality of 
information/ knowledge 
shared when necessary. 

 
Furthermore, we found that the quality dimensions 

discussed in the previous section which shown in Figure 5 
are significant in constructing the particular quality model. 
On top of that in our preliminary study of the survey 
questionnaire, the result shows that almost all respondents 
choose the dimensions stated as an important in developing 
the quality model for RBAC-KMS as shown in Figure 8. 

 

 
Figure 8: Analysis Result of Quality Dimension from 

Preliminary Survey 
 

The analysis explains that the identified 
dimensions are significant in order to measure the quality of 
RBAC-KMS. Therefore the items have been categorized to 
the domains accordingly and become sub-domains for the 
Quality Dimension model. The Figure 9 illustrates the 
Quality Domains Model that can see for each domain 
consists of other sub-domains. 

 
Figure 9: RBAC-KMS Quality Dimension Model 

 
The domains that covered in the model are 

propensity of RBAC to act as to ensure KMS in secured for 
offering KM process. 

 
CONCLUSION 

Knowledge Management System in collaborative 
environment offer the best practice of knowledge sharing 
where CoP could share their skills, knowledge and so forth 
at any time and any place, however, the security aspect must 
be managed very well as the knowledge is asset for the 
organization and it will be shared among the users from 
dispersed geographical area. Therefore, RBAC will be 
deployed as to control the access without reduce the 
advantages of collaborative characteristics. The RBAC 
reduces the dependencies to the specific staffs and 
authorities through the change from user-based access 
authority to role-based access authority, and it also reduces 
the complexity of authority management and the 
management expense. Finally RBAC-KMS will ensure the 
quality of collaborative KMS by designing the Quality 
Dimension Model which can use as metrics to measure its 
performance. 

In the future works, the researcher should study the 
issues in managing the access particularly on four activities 
of KM: create, store, share and apply. Then it should be 
tackled by defining the complete model of RBAC-KMS. 
The model afterwards will be translated to a prototype 
system which will emphasize every components of the 
model that constructs to secure KMS. 
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ABSTRACT 
Scores of public opinion about two popular world leaders collected from tweets based on the sentiment they exhibited 
were classified using two Machine learning techniques (Naïve Bayes and Support vector machines), and four features 
(Words, unigrams, bigrams and negation) for the classification, we found that the Naïve bayes with unigram features 
attained a high accuracy of up to 90% therefore  indicating that tweets can be used to suggest potential candidates in 
political election and ways to improve a leaders reputation. 
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INTRODUCTION 
In order to know the certain number of people for or 

against a leader, the simplest thing to do is to take a random 
sample obtained through a survey or an election. Survey 
and polling methodology, extensively developed through 
the 20th century gives numerous tools and techniques to 
accomplish representative public opinion measurement 
(O’Connor et al, 2010). 

 
The sudden eruption of text-based facilities on social 

media has enable citizens or followers to easily air out their 
views and beliefs. These views and beliefs also termed as 
Opinion could range from making reviews of products and 
services to expressing opinions on topics like health, 
education, tourism and even sensitive topics like politics. 
As a societal norm, the idea of leadership must evolve and 
keep pace with all societal changes as they occur. As our 
society changes at a rapid pace our understanding of 
leadership must change along with societal needs, else it 
becomes irrelevant and obsolete. Also the free availability 
of social media has thus occurred as a means of responding 
directly to the surge of interest that deals with opinions and 
use of information technologies to seek out and understand 
the opinions of others. 

A vital question here is can publicly available data be 
analysed in order to infer population attitudes in the same 
manner that public opinion pollsters query a population? If 
so, then mining public opinion from freely available text 
content could be a faster and less expensive alternative to 
traditional surveys and polls. Extracting public opinion 
from social media is not only hectic and tedious but also 
challenging as well. Hence exploration of the rich context 
of this unstructured data has promoted the alliance of 
natural language computational models and computational 
linguistics research. 

In this paper, we analyse and classify public opinion about 
two world known leaders collected from the popular 
microblogging site Twitter. The choice of these leaders fell 
on Barack Obama, the United States president and Nelson 
Mandela a former South African president and an anti-
apertied hero. In selecting theses mentioned leaders, the 
following factors were highly considered: 

a. These leaders had acquired fame worldwide, either 
in a positive or negative way 

b. These leaders are  timeless and unforgettable 
celebrities, as they always remembered and made 
reference to in societies even in death (Mandela)  

c. The ease of data availability expressed on the 
selected leaders.  

d. The year they each led. As they belong to the older 
and younger generation 
First we generated words and build our corpus, 

next we performed a linguistic analysis of our corpus 
and  showed how to build a sentiment classifier that 
uses the collected corpus as a training data 

 
 
RELATED WORK 

The dramatic rise of text-based social media has 
made opinion mining and sentiment analysis a field of 
surging interest for many researches. A broader view of the 
existing approaches and techniques were presented in (Pang 
and Lee, 2008). In their survey, the authors describe 
existing techniques and approaches for an opinion-oriented 
information retrieval. However, not many researches in 
opinion mining considered blogs and even much less 
addressed microblogging. In (O’Connor et al., 2010), the 
authors use twitter  to construct a corpora for sentiment 
analysis and further used unigram features (keywords 
related to polls) as indicators of  public opinion.. The 
authors applied SVM and NB algorithms to classify 
opinions and then investigated Factors affecting the 
classifier’s performance. The Authors were able to obtain an 
accuracy level of up 90%.  Tumasjan in (Tumasjan et al., 
2010) used Party names to collect data from twitter to 
further f form training set for sentiment classification. SVM 
and Naive Bayes were able to obtain up to 80% of accuracy 
level on the collected tweets. In (Go et al., 2009), authors 
used Twitter to collect training data and then to perform a 
sentiment search. The authors construct corpora by using 
emoticons to obtain “positive” and “negative” samples, and 
then use various classifiers. The best result was obtained by 
the Naive Bayes classifier with a mutual information 
measure for feature selection. The authors were able to 
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obtain up to 81% of accuracy on their test set. However, the 
method showed a bad performance with three classes 
(“negative”, “positive” and “neutral”). 
 
DATA 

We begin by discussing the data used in this study:  
based on a list of 57 items of prototypical leadership 
attributes generated by test subjects, Offermann et al. 
(1994) were able to generate an eight dimensional factor 
structure vis a vis : 'Dedication' (e.g. commitment, 
devotion); 'Sensitivity' (Consciousness and understanding); 
'Tyranny' (persuasive, compelling); 'Charisma' (inspiring 
and alluring); 'Attractiveness' (well-groomed); 'Masculinity' 
(firmness and virility); 'Intelligence' (intellect, 
knowledgeable); 'Strength' (courage and stability). These 
are further called collective expectations or 'impression 
dimensions'. They function as cognitive points of 
orientation in the perception of leadership, and on the other 
as social dramatization or social reversion options. Tweets 
are collected based on these leadership attributes 
 
Twitter corpus collection 
Data was collected using twitter API. Twitter provides two 
APIs namely: REST and Streaming API’s. The main 
difference between these two API’s is that Streaming API 
supports long-lived connection and provides data in almost 
real-time while the REST APIs support short-lived 
connections and are rate-limited (i.e. only certain amount of 
data are available for download in a day) while the 
Streaming API enables access to currently trending issues 
on twitter. For the purpose of this research the streaming 
API was used for the tweets collection.  

First, tweets are collected via the API using 
advanced search (Go et al., 2009) based on the keywords 
“Obama’s leadership” and “Mandela’s leadership”. Next, a 
bootstrapping module that aids in streaming tweets called 
tweepy2 was incorporated into the API application and used 
to collect more tweets based on the assumption that some 
tweets will contain some sampled words about the leaders 
attributes but will not contain the names of these leaders. 
These assumptions are made on some pre-defined decisions 
made beforehand and a well-defined set of features as the 
seed list. So the search was refined to include the keywords 
“Obama (dedication, sensitivity, tyranny, intelligence, 
charisma, attractiveness, masculinity, strength)” and 
“Mandela (dedication, sensitivity, tyranny, intelligence, 
charisma, attractiveness, masculinity, strength)”. In our 
research, we use English language. However, our method 
can be adapted easily to other languages since Twitter API 
allows specifying the language of the retrieved posts 
 
Corpus Analysis 

From the tweets, we are interested in assessing people’s 
aggregate opinion on two leaders. In doing this; the task can 
be broken down into two sub problems: 

 Opinion retrieval: identify messages relating to the 
topic. 

 Opinion estimation: determine whether these 
messages express positive or negative opinions 
about these leaders.  

Owing to enough data at our disposal, the work was 
formulated as a topic-sentiment model (Mei et al. 2007), in 

which the topics and sentiment of documents are jointly 
inferred. We therefore opt to use a transparent, deterministic 
approach based on prior linguistic knowledge, counting 
instances of positive-sentiment and negative-sentiment 
words in the context of a topic keyword. 
 
Opinion Retrieval 

We only use opinions containing a topic keyword, 
manually specified for each tweet. The activities used are 
specified as follows; 
 
Subjectivity detection 

Three people were assigned the task of rating and 
determining the subjectivity of each given tweet based on 
the basic constituents that forms a subjective sentence as 
shown by Kim and Hovy (2004) and Wiebe et al (2004). In 
general, an opinion expression is made up of an opinion 
holder, an opinion indicator, an opinion object or object 
feature, and one or more polar words for expressing 
sentiment orientation (liu, 2010). The opinion holder often 
expresses his or her opinion on a target via some special 
verbs such as “(looks at)” and “(think)” . Such verbs are 
often termed opinion indicators. For example, taking a look 
at this opinionated sentence, we can deduce that; “(She did 
accuse the Nigerian government and military for lying 
irresponsibly.). “ (She)” is an opinion holder that expresses 
the opinion, “(accused)” as an opinion indicator, “(the 
Nigerian government, military)” are the opinion target of. 
“(Irresponsibly)” and “(lie)” are two polar words that 
express a negative orientation. Motivated by the above 
observations, three types of lexical cues for subjectivity 
indication will be considered. They are; 

 Name entities or pronouns such as leadership, 
leader he etc.  

 Opinion polar words such as  good, bad, 
courageous e.tc  

 Opinion target i.e. Obama and Mandela 
 

Based on the above subjectivity lexical cues, these 
raters will help detect the subjectivity of the sampled tweets. 
The tweets were manually assessed for annotation based on 
the Gold standard for manual annotation (wiebe et al, 2004),  
 
Feature extraction 

In order to extract leadership related features, 
certain features have to be selected from the entire 
annotated corpus. Selection here is based on the frequency 
of words known as the information gain criterion. The 
collected dataset is used to extract features that will be used 
to train our sentiment classifier. Pang et al. have obtained 
better results by using a term presence rather than its 
frequency (Pang et al., 2002). We have experimented with 
words, unigrams, bigrams, and negations. Pang et al. (Pang 
et al., 2002) reported that unigrams outperform bigrams 
when performing the sentiment classification of movie 
reviews, and Dave et al. (Dave et al., 2003) have obtained 
contrary results: bigrams and trigrams worked better for the 
product-review polarity classification. We tried to determine 
the best settings for the microblogging data. On one hand 
high bigrams, should better capture patterns of sentiments 
expressions. On the other hand, unigrams should provide a 
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good coverage of the data. The processes of obtaining these 
features from Tweets are as follows: 

 Tokenization: in this step, each tweet is 
divided into smaller units known as tokens. 
These tokens consist of words.  

 Normalization: the tokens are further 
expanded to give more consistent elements 
with the same textual form. This typically 
involves the use of rule-based text processing. 
Examples include;  

– 12/12/1984! – 12 December 1984 
– Pres. - President 
– Gooooood - Good 
– Converting all words to lower case 
– Removing repeated characters 

 Stemming: each individual term is reduced to 
its stem using the Porter stemmer’s algorithm.  

Stop words removal: wordlist was also used in order to get 
rid of the features that don’t convey meaningful sentiment. 
Example of such words includes; are, us, is, he etc. 
 
Keywords lexicon generation: a detailed literature review 
is done also on leadership traits and attributes of which a 
total of 8 attributes are handpicked as recommended by 
known researchers in the field of leadership. These 
attributes are form list of Offerman et al (1994), 8 
dimension prototypical leadership attributes generated by 
text subjects. . The 8 attributes are;  

1. Dedication 
2. Sensitivity 
3. Tyranny 
4. Charisma 
5. Attractiveness 
6. Masculinity 
7. Intelligence 
8. Strength 
These attributes are considered as the seed list and 

are further use in generating leadership oriented words 
about leaders. The process of generating these words 
involves building two discriminatory-word lexicons based 
on polarities. The first word- lexicon contains words 
indicating positive sentiment while the second word-lexicon 
contains words indicating negative sentiment.  The seed list 
was expanded using WordNet where each attribute 
synonym is considered as a positive word whereas attribute 
antonyms are considered negative words simultaneously 
(Kim and Hovy, 2005).  The negative-keyword lexicon 
contains 131 words and the positive-keyword lexicons 
contain 325 words. 
 
Constructing unigrams and bigrams: we made a set of 
unigrams and bigrams out of consecutive words. First we 
input all words as a sentence, next Place a window on each 
individual word and split to give a separate word (unigram) 
or split on first two words (bigrams). Continue until all the 
words are exhausted (Wilson et al., 2005). Table 1 depicts 
the list of constructed unigram and bigram features  
 
Table 1 A list of constructed unigram and bigram features 

  Unigram Features  Bigram features

1  Courage   courage + freedom

2  Freedom  Freedom + charisma

3 Charisma  charisma + wisdom

4 Wisdom  wisdom + charm

5 Charm Charm+ tolerant

6 Tolerant  tolerant + sensible

7 Sensible  sensible + extravagant

8 Extravagant  extravagant + courage
 
Constructing negations: A negation word such as no, not, 
and, never and also some words that follow patterns such as 
“stop" , “quit" and “cease"  change the orientation of 
opinion words in the following way (Wilson et al, 2005): 

I. Negation + Negative word = Positive opinion  
II. Negation + Positive word = Negative opinion 

 
Opinion Estimation 

A Tweet is defined as positive if it contains any 
positive word and negative if it contains any negative word. 
(This allows for messages to be both positive and negative.), 
since Twitter posts are so short (about 11 words). We build 
a sentiment classifier using the Naive Bayes classifier and 
SVM (Alpaydin, 2004). However the Na¨ıve Bayes 
classifier yielded the best results. Na¨ıve Bayes classifier is 
based on Bayes’ theorem (Anthony J, 2007).   

 

(1) 
Where s is a sentiment, M is a Twitter message. Because, 
we have equal sets of positive, negative and neutral 
messages, we simplify the equation: 

   (2) 
 
 

   (3) 
 
We trained the two classifiers using different features: 
words, unigrams, bigrams and negation 
The training was carried out based on 
 

 Training: this entails learning a model based on 
the prediction made on the test data. During the 
training, the presence of each feature value in each 
of the classes (negative, positive) is counted as 
shown in Table 2.  
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Table 2 Features observed probabilities 

 
Furthermore, the observed probabilities of features in each 
class (negative, positive) are computed. This count is about 
how many of the instances are positive and negative as 
shown in Table 3. 
 

Table 3 Class Probabilities 
L(Pos) L(Neg) 
2/20 3/20 

 
 Prediction: in determining the sentiment of the 

new tweet, 2 hypotheses have to be tested. These 
are: positive and negative. First a learning 
algorithm will look for the presence of any of the 
selected features in the new tweet.  Next, the 
probabilities of each of the hypothesis are 
computed from the found features using the 
Machine leaning algorithms. For example, in order 
to ascertain the probability of a tweet belonging to 
either positive or negative hypotheses, given an 
evidence  First lets us P(pos/E) and P(neg/E) to 
denote the probability of positive and negative 
hypothesis respectively, where E represents the 
evidence. 

Next let's compute the probabilities of the two 
hypotheses in Naive Bayes using the probabilities of the 
words 'honesty'; and 'charisma' obtained from the learned 
model above. Substituting them in the formulas for each 
class gives; 

 
P(pos/E) = (Pposhonesty * Pposcharisma)) * L(pos) 
Pposhonesty and Pposcharisma  are the probabilities of 'honesty' 
and 'charisma' in the positive class. and L(pos) is the 
probability of the positive class. These values are from the 
above learned model. Pposhonesty = 3/8, Pposcharisma = 1/2 and 
L(Pos) = 2/20. With these values the probabilities becomes; 
P(pos/E) = (3/8 * 1/2) * 2/20 
P(pos/E) = 6/320 
In the same manner, 
P(neg/E) = (Pneghonesty  *  Pnegcharisma)) * L(neg) 
P(neg/E) = (1/2 * 1/2) * 3/20 
P(neg/E) = 3/40 

Now that the probability of Twitter post being 
generated by each of the sentiment classes is known, we can 
decide what its sentiment is. Clearly, this tweet is positive 
as the P(pos/E) has the highest value. This is essentially 
how Naive Bayes works. 
 

 

METHODOLOGY 
We have tested our classifier on a set of real 

manually annotated Twitter posts. We used the same 
evaluation set as in (Goet al., 2009). The characteristics of 
the dataset are presented in Table 4 
 
 
Table 4: The characteristics of the evaluation dataset 

Polarity Number of samples 
Positive 800 
Negative 800 
Total 1600 

 
We compute accuracy (Manning and Sch¨utze, 1999) of the 
classifier on the whole evaluation dataset, i.e.: 
 
 Accuracy: This measures the proportion of tweets 
that are correctly obtained in the corpus. The percentage of 
the correctly classified objects use in calculating the 
accuracy of a classifier is calculated as follows: 

  
 (4) 
    
Precision: the class precision defines the probability that if 
a random tweet is classified with this class, then it is 
considered the correct choice i.e. 
Precision measures the exactness of a selected target in a 
given corpus. 
Precision for the positive class for instance is calculated as 
follows: 

   (5) 
 
Recall: this measures the completeness which is the 
proportion of targeted corpus that the system selects. The 
class recall defines the probability that if a random tweet 
should be classified with this class, then the decision is 
complete. Recall for the positive class for instance is 
calculated as follows: 

   (6) 
 
Where:  
TP (true positives) denotes the number of positively-
labelled test tweets that were correctly classified as positive;  
TN (true negatives) denotes the number of negatively-
labelled test tweets that were correctly classified as 
negative; 
FP (false positives) denotes the number of negatively-
labelled test tweets that were incorrectly classified as 
positive;  
FN (false negatives) denotes the number of positively-
labelled test tweets that were incorrectly classified as 
negative. 
 

 

Words  P(Pos)  P(Neg)

Leaders  4/6  2/6 

Honesty  3/8  5/8

Tyranny  1/3  2/3 

Intelligence  1/2  1/2 

Charisma  1/2  1/2
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RESULTS 
 We tested the impact of the features on the 

classifiers performance. The results of this comparison are 
presented in Figure 1 to 3. As we see from the Table 5, the 
best result is boldfaced. The best performance is achieved 
when using unigrams. This may be due to the ability of 
unigrams feature in capturing expressive sentiment. 
 
Table 5: Comparison of the models performance 
Models

features Words Unigrams Bigram Negation Words Unigrams Bigram Negation

Accuracy 

(%) 86.3 91.4 89.8 84.5 83.9 84.1 82.9 80.9

Precision 0.86 0.91 0.89 0.844 0.83 0.85 0.82 0.81

Recall 0.85 0.91 0.88 0.84 0.82 0.84 0.82 0.81

NB SVM

 
 
 

The highest accuracy achieved for opinion polarity 
classification is 91.41% achieved by the NB + unigram 
feature. A closer look at the feature shows competition 
between the unigram and bigram features. All the features 
performed above average and each achieved its highest 
accuracy rate when about 70 to 80% of the dataset was used 
for training. 

As a result, the NB model has more exactness and 
completeness in classifying that part of retrieved tweets that 
are relevant and can also help pinpoint a particular class 
having difficulty with prediction better than SVM. Hence, 
NB has again outperformed the SVM model in exactly and 
precisely predicting and classifying words about leaders 
into classes of positive and negative using feature frequency 
representation 
 
Correlation Analysis: Is text sentiment a leading indicator 
of leadership and followership status? Judging by the 
performance of our modelled classifiers and followers 
reaction to the challenge of leadership exhibited and tagged 
as the “Twitter or Social media revolution” that lead to the 
uprisings in North America and some part of middle east. It 
is apparent that the sentiment ratio captures the broad trends 
in text. 
 

CONCLUSION 
In the paper we find that a relatively simple 

sentiment detector based on Twitter data replicates 
follower’s confidence on leadership approval. While the 
results do not come without caution, it is encouraging that 
expensive time-intensive survey can be supplemented or 
supplanted with the simple-to-gather text data that is 
generated from online social networking. The results 
suggest that more advanced NLP techniques to improve 
opinion estimation may be very useful. The textual analysis 
could be substantially improved. Besides the clear need for 
a more well-suited lexicon, the modes of communication 
should be considered. Many techniques from traditional 
survey methodology can also be used again for automatic 
opinion measurement. For example, polls routinely use 
stratified sampling and weighted designs to ask questions of 
a representative sample of the population. Given that many 
social media sites include user demographic information, 
such a design is a sensible next step. Eventually, we see this 
research progressing to align with the more general goal of 
query-driven sentiment analysis where one can ask more 

varied questions of what people are thinking based on text 
they are already writing. Modelling traditional survey data 
is a useful application of sentiment analysis. But it is also a 
stepping stone toward larger and more sophisticated 
applications 
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ABSTRACT 
The purpose of the Fire and Rescue Service is to protect human life, our property, and Earth natural resources from fire 
and other emergencies. With fluctuation in demands, the Fire and Rescue Service must equipped with the best 
techniques, training regime and equipment to meet public expectations. Mitigation, preparedness and risk management 
have taken on new benifit with challenges facing the fire service today. Fast response cannot be achieved without good 
planning and preparedness. As a result, three-Dimensional (3D) city and building models for Fire and Rescue 
Applications have become an important part of GIS network analysis. This technology can help Fire and Rescue service 
to work in complex and unfamiliar indoor environments. 
 
Key words: Geographical Information Systems (GIS)  three-Dimensional (3D) model  Network analysis   

 
INTRODUCTION 

Wireless Sensor Network is a collection of node 
distribution that capable on operating with the presence of 
minimal user whereby one user can monitor several nodes. 
Wireless Sensor Network can be the most useful way to 
collect various parameters and all the information needed 
by environments. The information gather by the sensor from 
the environment is able to be interpreted by Geographical 
Information Systems (GIS). Geographical Information 
Systems (GIS) are used in many fields of study and 
application, including transportation network analysis. GIS 
allows users to manage, visualize, present and analyse 
spatial data. Navigation systems are the fast developing area 
of GIS. ). Geographical Information Systems (GIS) map can 
also provide information of the latitude and longitude 
coordinates and heading directions for navigation. This 
positioning information can be used in a GIS to analyse the 
real world or create models. 

The purpose of the Fire and Rescue Service is to 
protect human life, our property, and Earth natural 
resources from fire and other emergencies. With fluctuation 
in demands, the Fire and Rescue Service must equipped 
with the best techniques, training regime and equipment to 
meet public expectations. Mitigation, preparedness and risk 
management have taken on new benifit with challenges 
facing the fire service today. Fast response cannot be 
achieved without good planning and preparedness. Many 
airports, office buildings and department stores have 
complex floor plans. In such environments, most of normal 
map is not sufficient and time consuming in helping the Fire 
Fighter to navigate during fire emergency. Therefore, 3D 
map will provide better view of the building plan as well as 
shortest route to required destination. Furthermore, not 
knowing the source of fire and its location can also delay 
the work of the fire fighter. Able to pinpoint the source of 
the fire will make the rescue operation smoother.  
 

3D network analysis study will give the Fire and 
Rescue Department a new way on navigating in complex 
and confusing building plan. The old ways of using floor 
plan map is time consuming and time is very crucial when 
we are dealing in emergency cases. Effective response 
cannot be continually achieved without adequate planning 
and preparedness. A good way of navigation will lead to 
faster response and decision making of the Fire Fighter. A 
3D view of the building and corridor will give the Fire and 
Rescue Department a better view of the emergency site. 
This study will also help in saving life and property during 
fire emergency.  
 

LITERATURE REVIEW 
 
3D Geographical Information Systems (GIS) and 
Wireless Fire Detection System 
 
3D Geographical Information Systems (GIS) 

Geographical Information Systems (GIS) are used 
in many fields of study and application, including 
transportation network analysis. GIS allows users to 
manage, visualize, present and analyse spatial data. 
Navigation systems are the fast developing area of GIS. 
Global Positioning Systems (GPS) provide information of 
the latitude and longitude coordinates and heading 
directions for navigation. This positioning information can 
be used in a GIS to analyse the real world or create models. 

In combination, these technologies provide 
sophisticated tools for emergency management. Emergency 
evacuation is an important issue for large buildings and 
facilities. The purpose of evacuation management is to 
evacuate people from danger zones through exits within in 
the shortest time. Examining the catastrophe of September 
11th, 2001, Erden and Coksun argued that it is possible to 
reduce injuries and the loss of life with good planning and 
emergency preparedness.  
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The collapse of the World Trade Centre (WTC) 
and serious structured damage to the Pentagon on that day 
restricted access spots and influenced the evacuation speeds 
significantly. The implementation and support of network-
constrained navigation systems could help address these 
evacuation problems. Network analysis can help identify 
the fastest route to an exit and assess how factors such as 
crowding and walking speed affect evacuation. 
 
3D Geographical Information Systems (GIS) and Indoor 
Environments 

3D Geographic information systems (3D-GIS) are 
also needed in more and more fields. As argued that with 
the increasingly population in amount and density, 3D land 
use and development had attracted more and more attention 
from governments. The requirements for 3D GIS have risen 
rapidly. The functionalities of 3D GIS models have been 
tested in many scenarios. The determination of shortest 
routes and simulations of complicated phenomena, such as 
cyber cities or digital cities are examples. Cyber cities 
require sophisticated visualization models and the 
comprehensive information and integrated layouts of 
features in the real world. 

Skyscrapers and other kinds of huge buildings 
were built during the 20th century all over the world in 
order to save land space of the cities. These constructions 
may have very complex indoor environments: multiple 
levels, labyrinth floor plans, dense populations, and 
elaborate flow patterns. All of those complicated situations 
make indoor navigation more difficult in times of 
emergency. GPS can be difficult to use in many indoor 
environments. Many GIS applications have been developed 
for indoor applications, such as integrated GIS, 3D 
navigation, and mobile with 3G capabilities for GPS. 
Nevertheless, all of those technologies were initially 
designed for outdoor application. Li and He (2011) argue 
that GPS information can be transferred fluently in the open 
areas; nevertheless the signal will be interfered by walls 
when used in the circumstances inside the buildings. The 
use of GIS applications in indoor environments is also 
limited by the 3G capabilities of mobile devices and by 
computing power needed for analysing complex systems 
(Coors, Kray, Laaksi & Elting, 2011). Individual networks 
must be built to reduce these limitations from the start. 
 

METHODOLOGY 
 
Network analysis 

Network analysis usage in GIS is in 2 dimensional 
(2D) environment. It uses 2D or 2.5D data (e.g. road layer) 
to locate and result the shortest path route. In some other 
situation, road networks layer were overlaid with Triangular 
Irregular Networks (TIN) for best visualization scene, but 
the shortest path results are still using 2D horizontal plane 
for the distance calculation. Shortest path algorithm such as 
Dijkstra is the most common algorithm used in finding 
shortest path which has a lower computational complexity 
(Zhan & Noon 1998). For the past years, lot of study 
(Demetrescu and Italiano 2004 & 2005, King 1999, 
Ramalingam and Reps 1996) have focus on developed and 
tune the current Dijkstra algorithm for a lot of benifit (e.g. 
static and dynamic shortest path problems) which it is still 

under fundamental algorithmic method that are the kernel of 
shortest paths. GIS software creater used these algorithms 
(mainly static shortest path algorithm) for their 2D network 
analysis engine. The focus still uses 2D data model and the 
data manipulated into the routing algorithm is limited and 
therefore it impossible be used in 3D network analysis 
practice, thus it cannot to do navigation in 3D-GIS 
environment.  
There are a few study done in 1998 by Coors and Flick and 
Köninger and Bartel and Zlatanova on 2000 related towards 
3D GIS for web-based and urban development, but these 
researchers’ only devoted on concepts, establishing 
framework and its application from a bigger scope of view. 
While in 2003, Altmaier and Kolbe, Kolbe and Gröger, 
Kolbe et. al. 2005, Döllner et. al. 2006, and Döllner and 
Hagedorn 2007 were making pretty much on the 
improvement of virtual 3D city model using different 
technique (such as CityGML) and its usage for managing 
and manipulate urban data, and visualizing and navigating 
(in 2D) the city models. Since data management and 
visualization is the focus, there is a need for a real 3D 
routing from the research idea which it can be extended 
towards 3D navigation for 3D-GIS.  
 
Dijkstra algorithm 

Dijkstra algorithm could be used in 3D 
environment and optimized the algorithm especially for 3D 
indoor navigation. Figure 1 shows the basic elements 
needed to calculate the distance between two nodes in 3D 
space. x1, y1, z1, and x2, y2, z2 are coordinates from node 
1 and node 2. Node 1’s extended line and the Node 2’s 
vertical line intersect. The letter "h" is the distance between 
Node 1 and the cross point O. Then the distance (D) 
between node 1 and node 2 can be calculated as these two 
equations in Eq.1. 
 

 
Figure 1: Basic elements needed to calculate the distance 

between two nodes in 3D 
 
 

                         (1) 
 
Wireless Sensor Network (WSN) 

Wireless Sensor Network is a collection of node 
distribution that capable on operating with the presence of 
minimal user whereby one user can monitor several nodes. 
WSN was built from many number, in which each point is 
connected to one or many sensor. For example, one point is 
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attached to many sensors such as temperature sensor, 
pressure sensor and gas sensor.  

Wireless Sensor Network can be the most effective 
method to collect a lot of data and all the information 
needed by environments such as in industrial, shipboard, 
home, building, utilities and transportation system 
automation. But the sensor is resources constrained which 
include the battery life, communication bandwidth, CPU 
storage and capacity. The main function of wireless sensor 
network is to determine the environmental conditions that 
are monitored by sensing some physical event. Sensor 
network consists basically of a large number of sensor 
nodes deployed in a large physical area to monitor and track 
the activities of real-time environment. This sensor nodes 
works together to collect data such as temperature, 
humidity, and acceleration from the environment.  

In each of sensor network node consist of several 
parts which are the radio transceiver with an inside or 
outside connection to an antenna, a microcontroller which 
are the electronic circuit for connecting with the sensors and 
power supply, usually a battery. 
 
Smoke Alarm Detector 

The contribution in development of smoke detector 
was from research made by Walter Jaeger in 1930. In the 
early 1940’s, the first smoke detector was developed by 
Meili and Jaeger that required high voltage power input. 
Then in 1965, Duane D. Persall created the first affordable 
home smoke detector that using individual battery powered 
that can be replace and install easily by the users. Francis 
Robbins Upton then invented the first automatic fire alarm 
in 1890 that give great contribution to today smoke alarm 
detector.  

Smoke alarm, both ionization and photoelectric 
type using a piezoelectric horn to inform the consumer that 
the smoke alarm has been activated. Piezoelectric horn 
sound source is a piezoelectric diaphragm. Diaphragm 
consists of a piezoelectric ceramic plate, which has 
electrodes on both sides, and metal plates are usually made 
of brass or stainless steel.  

When voltage DC is used for piezoelectric 
diaphragm electrode, it causes a mechanical distortion of 
the piezoelectric element. A piezoelectric element either 
expands or contracts depending on the polarity of the 
applied voltage to the piezoelectric elements. Metal plate 
that was attached to a piezoelectric element do not 
expanding. It wills alternately repeated expansion and 
contraction when the voltage AC is used for electrodes 
producing sound waves in air.  
The unit that most commonly used to measure the sound 
intensity is in decibel (dB). Decibel scale is a logarithmic 
scale, an increase of 10 dB in sound intensity represents 10-
fold increase in sound power and 100-fold increase in sound 
pressure since the noise power is directly proportional to the 
square of sound pressure. Whereby the sound pressure is 
measured with a meter sound-stage. 
 

RESULT & DISCUSSION 
 
Wireless Fire Detection System 
 Wireless Fire Detection System prototype design 
consist of both smoke sensor and Camera (image sensor). 

Figure 2 shown the Arduino Wireless Fire Detector 
hardware.  
 

 
 

Figure 2: Arduino Wireless Fire Detector hardware 
 

The Wireless Fire Detection sensors in figure 2 are 
compute by Arduino Mega microcontroller. Then the 
Wireless Fire Detection prototype will send all the sensor 
data to the monitoring system wirelessly by using the 
wireless module. 
This devise will warn the user if fire emergency in the 
building happen. It also inform the user the location of 
emergency. This will give great help to fire-fighters in their 
rescue operation. Arduino Fire Detector also help in giving 
inside view of the emergency site due to image sensor 
installed.  

The capability and sensitivity of the sensor use as 
well as the range of coverage by the wireless module use in 
the device will be crucial factor in the limitation of the 
device. 
 
3D Geographical Information Systems (GIS) Map. 

Three-dimensional (3-D) models are more useful 
rather than two-dimensional (2-D) maps because they 
provide more representation (such as colours and shapes) 
and thus a better resemblance of real world objects 
(Skarkawi, et al. 2011). 
 3D network analysis of a building for Fire and 
Rescue Applications, which was based on a 3D model of 
Faculty of Electrical Engineering building (S&T) in MARA 
University of Technology (UiTM), Shah Alam as shown in 
figure 3 (a) and (b).  
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(a) 

 

 
(b) 

 
Figure 3: 3D model of Faculty of Electrical Engineering 

building (S&T) 
 

 
3D network analysis study shown in figure 3 (a) 

and (b) will give the Fire and Rescue Department a new 
way on navigating in complex and confusing building plan.  

The old ways of using floor plan map is time 
consuming and time is very crucial when we are dealing in 
emergency cases. Effective response cannot be continually 
achieved without adequate planning and preparedness. A 
good way of navigation will lead to faster response and 
decision making of the Fire Fighter. A 3D view of the 
building and corridor will give the Fire and Rescue 
Department a better view of the emergency site.  

The major scope of the project is to develop and 
investigate a GIS network analysis, which was based on a 
3D model of Faculty of Electrical Engineering building. 
Other building cannot be used in this system. 

Geographical Information Systems (GIS) Network 
Analysis 
 Route finding has been always utilaze by ordinary 
people in navigating from one destination (of origin) to 
another (destination). And lot of the route are in two 
dimensional routing or network. Figure 4 shows network 
analysis routing process on ArcMap. 

 
 

 
 

Figure 4: Network analysis routing process on ArcMap 
 

In orthogonal perspective, 2D or 3D routing uses 
planar or non-planar graph and spatial extention, where the 
third dimension is used to formularize the weights for the 
data in the graph (Ivin et al, 2007). Usually way finding is 
done in a planar graph embedded in 2D space like shown in 
Figure 4. Sometimes it is extended to non-planar graphs to 
model building, etc. but still picture in 2D space. For 
sample, if the network model type is planar (directed) graph, 
where the point as 0D coordinate (x, y) in 2D space, 
therefore objects such as building, skycraper, etc. cannot be 
modeled.  

As for non-planar (directed) graph, where point as 
0D coordinate (x, y) in 2D space, objects such as building, 
skyscaper, etc. can be modeled but road length cannot be 
derived from the model (directly). And as for 3D space 
(which is the target of this study), objects such as building, 
skyscaper, etc. can be modeled in a non-planar (directed) 
graph, with point as 0D coordinate (x, y, z). Street length 
can only be derived from the model, if curve are close to 
original road geometry, which is no need for routing. For 
rway finding, a point is need at each point etc. A slope street 
with no junction still can be modeled with two point and 
one curve for way finding purposes even if it is far away 
and has many serpentines as usual in the hills but this is the 
geometry part of the network. 
 
3D Navigation and Estimated Time of Arrival (ETA) 
 
 The network analysis routing will give up the 
shortest route travel to the desire location. . Figure 5 shows 
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the 3D result of route analysis while Figure 6 show the 
estimated time of arrival (ETA). 
 
 

 
 

Figure 5: 3D result of route analysis 
 

 

 
 

Figure 6: Estimated time of arrival (ETA) 
 

Marker shown in the figure 5 above is the starting 
and the end point where the end point will refer to the 
location of the sensor. The route network analysis result 
which is represent in blue line shown in oth figure 5 and 6 
will then be exame in Acrscence so that a 3D view can be 
made. Network analysis also cam be manipulate to 
predicted the time of arrival. The speed assumption for the 
fire fighter to travel is based on the Firefighter Recruitment 
Physical Fitness Test 
 
Add on Location 
 Another location such as the nearst exit from the 
sensor and fire hose also been added to the map as shown in 
Figure 7.    
 

 
 

Figure 7: Nearst exit from the sensor and fire hose location 
 

The red dot marker in figure 7 shows the location 
of the fire hose in the building, while the green marker show 
the nearst exit. 
 

CONCLUSION 
This study suggest that a monitoring system for 

Fire and Rescue Application using both Electronic 
engineering and Geographical Information Systems 
knowledge is design. 3D map from GIS will help the fire 
fighter in their navigation in complex and confuse building 
plan. Information on Geographical feature for example 
route length and estimate time of arrival provide in the map 
will be beneficial in emergency operation. The fire fighter 
also will get the inside visual and the location of emergency 
area due to image and smoke sensor installed in the wireless 
fire detection device.Although this study is only focusing on 
Faculty of Electrical Engineering UiTM, another building 
plan , map and etc. can be forwarded as future study and 
development. 

 
NOVELTY 

 When fire emergency happen in a big building, it is 
hard for the fire brigade to react to the situation as they are 
not fimilliar with their surrounding. Most of the fire brigade 
used an old 2D floor plan of the building in order to 
navigate themself and plannig for the rescue mission. By 
using the new 3D map, it is easier for the fire brigade to 
navigate themselves and also increase their response in 
planning for rescue mission. All the navigation route in the 
map are result from GIS network analysis, where the 
shortest distance to the required destinantion are display. 
Other data such as estimated time of arrival to the location 
and the route length are hope to help the fire and rescue 
team. The GIS 3D map will also be equipped with a 
wireless fire detector. When the fire emergency happen, we 
don’t want the sensor device disconnect from the 
monitoring system and by connecting the sensor wirelessly 
will solve the problem. The wireless fire detection device 
will warn when fire emergency happen by trigger the buzzer 
and send its position to the monitoring system. The 
advantage tin pinpoint the source of fire will give a great 
advantage for the fire-fighter to execute their misson. In 
conclusion, Fire and Rescue Service must utilize the best 
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tools and it is belive the crossover between two knowledge 
which is electronic engineering and geomatic knowledge 
will serve them well in their rescue mission. 
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ABSTRACT 
This paper describes an android smartphone application that uses the GPS system located inside the smartphone. The apps 
will enable the system to check for unsafety area and then turn off the online communication of the the device automatically. 
By using Google Map that accessed through internet connectivity and then try to locate potential unsafety area before turn 
off the online communication for the smartphone thus disabled the usage of smartphone when entering unsafety area such 
as petrol stations or hazardous places. This paper concentrate only at  the implementation of the system using android 
smartphone device and successfully creating an alert system.  
 
Key words: location based; alert system; android phone 

 
INTRODUCTION 

Safety Alert system has been rezognised as one of the 
public safety aleart system that allow certain devices such as 
smartphone or any mobile devices to receive text-messages 
alert based on graphical unit installed. In modern days, 
technology always becoming the main factor in contributing 
to human better lifestyle and efficient energy usage on earth 
(De Vilmorin, Vanheeghe et al. 2000, Kawachi and Suzuki 
2000, Iske, Jager et al. 2004, Pavlov, Ruser et al. 2007, 
Zhang, Kim et al. 2007, Kasaei and Kasaei 2011, Weller and 
Zachmann 2011, (ACM) 2012, Jin, Gosangi et al. 2012, 
Schulman, Lee et al. 2013, Leeds 2014). The technology 
could help to inform or perhaps notify corresponding people 
surrounding to avoid any misfortune that might occurs within 
the specific area of targeted (Mirtich 1998, Tang, Lee et al. 
2009, Jia, Sucan et al. 2013). In this project, we describes our 
current work on using smartphone devices powered with 
Android operating system together Graphical Positining 
System circuit to create an alert system instead of text-
message like system (Ehmann and Lin 2001, Faure, Barbier 
et al. 2008, Wang, Li et al. 2010).  
 

Based on Figure 1, the system will show the Google Map 
to show the user’s current location and the current latitude and 
longitude. The system will keep on updating the location of 
the user. Even the system is paused and back to the phone 
main menu, the system will be turned on again and work in 
background every 10 seconds.  

 
Fig 1. The process flow of the software 

When the user is near the preset location (danger area), the 
system will trigger an alert notification with a buzzing alarm 
to tell user that he or she is in the danger area that usage of 
phone is prohibited. The alert notification is all about a pop-
up menu asking users to choose whether to activate airplane 
mode or not. This is a counter-measure to overcome if 
misalarm happens since the accuracy of GPS is varied from 
every phone. If the user chooses to activate airplane mode, 
another pop-up menu will appear and ask for the time to 
activate airplane mode. The options are 5 minutes, 10 minutes, 
15 minutes, 20 minutes, 25 minutes, and 30 minutes. Said if 
the user chooses for 5 minutes, the phone will automatically 
change back to normal phone mode. This helps the phone to 
gain back the communication function in case the user forgets 
to turn it back on. If the user is still in that area after 5 minutes, 
the airplane mode is deactivated and the system will be 
continuing to detect the current location of user. The system 
will immediately know the user is in the danger area again, 
alert notification will be fired up and the buzzing alarm will 
alert the user. 
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A. Hardware Development 

 The hardware part will be the solar charger for the alert 
system. It supplies the electricity to the alert system 
continuously to sustain the power-consuming GPS alert 
system. Therefore it is best used in the car when driving. The 
alert system will be supplied with electrical energy generated 
from the solar panel directly after regulating the voltage by 
the voltage regulator LM317. The overall circuit will be 
designed by using Proteus 7.7 SP2 and fabricated upon 
success. Then, the hardware will be tested to ensure that it is 
functioning as desired. This Proteus software has features like 
professional schematic capture and Printed Circuit Board 
(PCB) design providing automated component placement, 
track routing, design validation and other functions. It makes 
the users to convert the circuit designed easily into a PCB 
layout so that etching can be done to produce the PCB. 

B. Designing the Solar Charger Circuit 

The solar charger circuit shown in Figure 2 produces a 
stable voltage of 5V to charge up the phone attached in the 
safety alert system via USB. The solar panel will give an 
output voltage of 6V to the circuit. The output voltage will be 
connected to the input of the voltage regulator. The voltage 
regulator LM317T will convert it into 5V by controlling the 
2KΩ potentiometer. Next, the output of the voltage regulator 
will be connected to the USB female connector pinout. 

 
Fig. 2. The schematic diagram for solar charger 

Figure 2,3 and 4 shows the complete circuit for the solar 
charger circuit. The size of the circuit is measured to be of 
6.5cm height and 5cm width. With such a small size, the 
circuit is portable to place at any places. 

 
Fig. 3. The PCB front view for solar charger circuit 

 

Fig. 4. The PCB back view for solar charger circuit 

THE APPS 

This safety alert system is utilizing the GPS and internet 
data. The internet data is needed to show the Google Map to 
show the user’s current location whereas the GPS is used to 
detect the current latitude and longitude of the user. The 
system will keep on updating the location of the user. Even 
the system is paused and back to the phone main menu, the 
system will be turned on again and work in background every 
10 seconds. Figure 5 shows the mobile application main GUI. 
It can show the current location of the user and its latitude and 
longitude. 

 
Fig. 5. Main GUI of the Location-based Safety Alert System 

Figure 6 shows that when the user is near the preset 
location (danger area), the system will trigger an alert 
notification with a buzzing alarm to tell user that he or she is 
in the danger area that usage of phone is prohibited. The alert 
notification is all about a pop-up menu asking users to choose 
whether to activate airplane mode or not. This is a counter-
measure to overcome if misalarm happens since the accuracy 
of GPS is varied from every phone. If the user chooses to 
activate airplane mode, another pop-up menu will appear and 
ask for the time to activate airplane mode. The options are 5 
minutes, 10 minutes, 15 minutes, 20 minutes, 25 minutes, and 
30 minutes. Said if the user chooses for 10 minutes, the phone 
will automatically change back to normal phone mode. This 
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helps the phone to gain back the communication function in 
case the user forgets to turn it back on. Figure 7 shows the 
time chooser option menu for the safety alert system. Figure 
8 shows the phone is in airplane mode by seeing at the 
aeroplane icon on the status bar. 

 

 

Fig. 6. Notification is being triggered upon entering the petrol 
station. 

 

Fig. 7. Time chooser option 

 

 

Fig. 8. The airplane mode is activated 

Another case, if the user is still in that area after 10 
minutes, the airplane mode is deactivated and the system will 
be continuing to detect the current location of user. The 
system will immediately know the user is in the danger area 

again, alert notification will be fired up and the buzzing alarm 
will alert the user. 

 
Table 1 shows the comparison between the mobile phone 

detectors (hardware) and the location-based safety alert 
system (software). The hardware-based system is more 
towards active mode, as they are continuously searching for 
phone signal. However, the software-based system is more 
passive, as it depends on the user decision whether to follow 
the notification or not. The users must have a proper attitude 
and awareness on the safety issues. 

 
 Table 1: Comparison between the systems 
 

 HARDWARE 
(ACTIVE) 

SOFTWARE 
(PASSIVE) 

Features Wolfhound 
Cell Phone 
Detector 

Mobile 
Phone 

Detector 
By Tan Chen 

Wei 

LOCATION-

BASED 

SAFETY 

ALERT 

SYSTEM 

USING 

ANDROID 

PHONE 

Ability to 
Detect / 

Transmit 
Signal 

Both Both N/A 

Range of 
signal 

detection / 
location 

Up to 5 
meter 

Up to 3 meter Radius of ≈ 50 
meter to 100 

meter 

Time 
needed for 

signal/ 
location 

Detection 

30 minutes 
(signal) 

Immediately 
(signal) 

Immediately 
(location) 

Sensitivity 
of Signal 
Detection 

Randomly 
(Standby & 
Switch off 

mode ) 

Randomly 
(Standby 

mode) 

Detects location 

Is all phone 
signal can 

be 
detected? 

Yes Except 
iPhone, some 
models from 

Samsung 

As long as it 
can be installed, 

it can tell the 
restricted 
location 
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C. Prototype of the Project 

Figure 9 shows the prototype of this project is built by 
using a plastic box. The size of the prototype is measured to 
be 16.5cm x 12cm (height x width) which fits the typical size 
of the car dashboard. The solar panel is placed on top of the 
plastic box. The solar charger circuit is placed inside the 
plastic box with the USB output pin exposed at a small 
opening of the box.  

 

 

Fig. 9. The prototype for the location-based safety alert system 

CONCLUSION AND FUTURE WORK 

This application is based on GPS system that will activate 
once the potential area has been detected. The system will 
turn into airplane mode after the user chooses the activation 
time for airplane mode. After the activation time, the phone 
will be turned back automatically to normal mode to gain 
back communication feature. The alert system utilizes the 
potential of GPS chip (where communication between the 
satellite and GPS chip is engaged) embedded in the 
smartphone throughout the application. Internet data is 
needed to show the Google Map. A solar charger is built to 
compensate the great power consumed by GPS chip. 

 
At this moment, the safety alert system can only detect 

one particular location. In near future, multiple locations can 
be detected to make it become more practical. Any new 
targeted locations, for instance newly-built petrol station or 
hospital, their GPS location can be added by updating the 
database of the application. The users can just update the 
minor part of the extension instead of updating the whole 
application.  

 
Internet data is still needed to show the Google Map, so 

that the user can know where he or she actually is. However, 
this is inconvenient to those users who are not the data plan 
subscriber. Thus, in future, an offline map may be introduced 
to save cost on the internet data plan of the mobile phone. 
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ABSTRACT 
The objective of this research increases efficiency of web cache memory. The Adaptive Web Caching with Interpolation 
and Web Usage Patterns (AWC-IWUP) simulation is investigated to solve for decision making about web objects 
replacement based on web usage and dynamic decision. More than 1,000,000 data sets of web usage between January 
2013 and October 2013 from Walailak University are used for testing in this simulation. The AWC-IWUP simulation 
combines many mathematical Statistics theories as follows: Expected value algorithm, Cubic spline technique, MarSpline 
technique, First Order Condition (FOC) and Bayesian algorithm. The experimental results of this research can conclude 
that the AWC-IWUP simulation is proposed replacement technique that the AWC-IWUP solves replacement problem of 
the web cache memory better than the LRU technique. The AWC-IWUP technique increases the hit ratios higher than the 
LRU technique approximately 25%.    
 
Key words: web usage pattern, cubic spline, marspline, interpolation, first order condition, expected value 

 
INTRODUCTION 

Web cache memory is used to reduce web traffic 
on web servers and network bandwidth providers (Cobb and 
ElAarag, 2008, Chetan, 2009, Koskela et al., 2009, Kumar 
and Norris, 2008, Chiang et al., 2007). The working of web 
cache memory is implemented at three levels: client level, 
proxy level and original server level (Chen, 2008, Chen 
2007). However, the cache replacement is the most 
important of the web cache mechanisms (Koskela et al., 
2008). Many researchers investigated web cache 
replacement techniques but the cache hit ration is not grew 
up much with caching schemes. The hit ratio is still not over 
50% of the cache scheme (Lee et al., 2009, Jianhui etal., 
2008, Abhari et al., 2006). The significant limit of web 
cache memory is the less web cache memory. So, the most 
researchers must consider both replacement approach and 
prefetching approach too. However, the allocation of web 
cache memory is not optimized (Acharjee, 2006, Huang and 
Hsu, 2008, Pallis et al., 2008, Feng et al.2009). Therefore, 
both replacement technique and prefetching technique 
should be created carefully to eliminate those limitations.  

The simplest and most easy web cache 
management approach is Least-Recently-Used (LRU) 
algorithm (Cobb and ElAarag, 2008, ElAarag and Roman, 
2009). However, this approach is still not efficient enough ( 
Liu, 2009). The disadvantage of LRU algorithm ignores 
download latency and the size of web objects (Koskela et 
al., 2003). Thus, this research investigates new technique 
for efficient increasing of web cache replacement.  AWC-
IWUP is a new approach which combines many Statistics 
Mathematics such as Cubic Spline, MarSplines, Expected 
Value algorithm, FOC, Dynamic Programming with 
Bellman equation, Bayesian technique and Maximum 
Likelihood estimation. It is created for web usage 

forecasting that predicted from web usage in the past. In 
addition, this approach considers hit ratio, download latency 
and the size of web objects. 
The remain parts of this paper are arranged as follows. 
Related researches and theories are presented in Section 2. 
AWC-IWUP algorithm design is proposed in Section 3. The 
result of AWC-IWUP technique testing is shown in Section 
4. Finally, Section 5 and 6 are presented the discussion and 
conclusion of the paper.  
 
LITERATURE REVIEW 

 
Related Research 
 This section presents a comprehensive overview of 
different proposals for web cache replacement strategies on 
LRU foundation only. The LRU strategy removes the least 
recently referenced object. MineCache (Jarutut, 2006)  is a 
replacement technique on LRU foundation. It increases hit 
ratio approximately 60-70 percentages. A disadvantage of 
this technique is slow process than LRU technique. LRU-
Threshold by Abrams (Abrams et al., 1996) gives higher hit 
ratio than LRU technique if web cache is large size. Some 
algorithm, applied LRU (Fang et al, 2013) will remove the 
biggest object firstly if both objects are used least.  
However, LRU-Min algorithm (Carlos, 2013), Applied the 
Apriori technique (Fudaila, 2010) MD5, SHA-1, SHA-226 
(Jakkraphan, 2005) are high performance if the web cache 
memory are large memory. Some techniques such as 
Applied Lru algorithms with Naïve Bay algorithm (Waleed, 
2012), ICWCS technique (Waleed et al., 2012), Markov 
model for predicting web page accesses (Mukund and 
George, 2004), Mix model which applied GAM (William et 
al., 2014) are presented on LRU too. Anywise, all 
techniques give hit ratios higher than LRU but not over 20 



2

 

 

percentages. Some researches investigate techniques of 
Data Mining to compound with LRU such as Neuro-fuzzy 
system (Ali and Shamsuddin, 2009), Applied the Apriori 
technique and Bitmap indexing algorithm, ANN (Artificial 
Neural Network) (Ibrahim and Xu, 2004, Farhan, 2007) and 
replacement algorithm based on fuzzy logic (Calzarossa and 
Valli, 2003). Those researches predicted with complex 
algorithms but it could predict to correct less higher than 
LRU. However, they still use items for training and testing 
their simulations.  

 
 Theories 

Interpolation is a technique for prediction about to 
estimation missing values (Akila, 2013). Some researches 
use the interpolation technique for to estimate some data 
have values equal zero that this research use interpolation 
for solving this problem too.  However, the interpolation 
technique has many algorithms that each algorithm can fit 
curves to well base on of each data. This research 
investigates interpolation with cubic spline algorithm.  

Cubic spline is a technique from three techniques 
(Soros, 2011). The profit of cubic spline is giving concave 
and convex values (Press et el., 1988) but other techniques 
cannot do that. 

MarSplines is a model that is combined with the 
basis functions (Robert et al, 2009) and those functions 
must be the model parameters (estimated via least squares 
estimation). The MARSplines algorithm can search over the 
space of all inputs and can give predictor values.  

Expected value is an average value which depends 
on the random variable (Gerhard and Günter, 2010) that one 
is interesting, it has two types that are: Expected value of 
discrete random variable and Expected value of continuous 
random variable. However, this research presents with 
Expected value of discrete random variable because it uses 
to calculate expected values in discrete time (Gharles and 
Laurie, 1997). 

FOC is used to calculate for average slope values 
(Akila, 2013). The result of FOC algorithm can specify 
trend values. However, this research knows that the request 
of client is growing up or falling down at the time. In 
addition, FOC is used from some researches (Boris and 
Moritz, 2013, Chao et al., 2013) to approximate convex 
values and concave values. 

Bayesian analysis applies Bayes’s theorem (Liu, 
2003, Zhu et al., 2005). It uses parameters with random 
variables and distributes probability of parameters. 

Least-Recently-Used (LRU) algorithm (Waleed A., 
Siti M.S., and Abdul S.I., 2011) is general to implement the 
web cach replacement. This algorithm does not consider the 
size of web page and the download latency of web page. 
The LRU algorithm searches web pages which are least 
used at the present time.    

 
METHODOLOGY 
 

This research focuses on new technique for 
improvement of web cache memory only. It decreases 
bandwidth and the time of downloading. 
 The data sets of web usage were recorded with the 
squid program.  

 Those data sets were log files of Walailak 

University between January 2013 and October 2013 
(approximately 1,000,000 records). 

AWC-IWUP is investiaged in this studying. It can 
request the prediction which may happen in the future. The 
detail of elements is shown by Fig. 1.  

 
 
 

Figure-1. Elements of the AWC-IWUP simulation 
 

From Fig.1 elements of the WCO-CW technique 
are as follows: 
 

Data preparation process 
Data preparation process, it is processed as 

follows: 
The cleaning, this section the observations from 

log files were changed to text files with Perl programming, 
after that noise elimination is under taken in the next step. It 
can be shown with Fig.2.  
Figure-2. Example of a text file after the cleaning process 

 
 Fig. 2 shows the example of web usage of users 
from Walailuk university between January and October 
2013 that those data set are not changed to use in this 
research.   

The summary process, the summation of web 
usage each webs are calculated in this process. It 
summarizes each web between 9.00 a.m. – 12.00 a.m. that 
was separated from each day. Finally, only top ten of webs 
are selected each day.   

The dividing process, this part summarizes web 
usage in each top ten of web pages every one minute 
between 9.00 a.m. – 12.00 a.m.. However, the summary in 
this part were separated each day (Monday- Friday) 
wherefore that it can be shown with Table 1. 

 
Table-1. Partial example of the web usage in a web of top 

ten 

Monday 

The number of a web of top ten (in each second)  

between 9.00 a.m. – 12.00 a.m. 

9.00 9.01 9.02 9.03 . . . . 12.00 

No.1 1,200 1,204 1,242 1,265 . . . . 0 
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No.2 1,234 1,303 1,303 1,324 . . . . 45 

No.3 1,505 2,500 2,500 2,304 . . . . 1,003 

. . . . . . . . . 0 

. . . . . . . . . 432 

. . . . . . . . . 1,723 

No.30 1,709 1,754 1,776 4,743 . . . . 4,743 

 
Fig. 3 shows the web page usage of a website from 

top ten of webpages on every Monday (equal to 30 days) in 
the past. It can be seen as one cannot select a line from 
other lines now. This step, the 10 lines are obtained and the 
AWC-IWUP technique is created to solve this problem in 
the next step. Lastly, forecasting the web page usage is 
used. 
 Cache feature preparation. This section presents feature 
preparation for decision making. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure-3. Example of web usage every Monday (30 days) 
between January 2013 and August 2013. 

 
The estimation of agented values are calculated in 

this step. The Expected Value of random variables is used 
to estimate values. The Expected Value is seen in the Eq. 1   
 

(1) 
 
 

 Let x is the number of web usage in each minute of 
30 days The f(x) is a function that can calculate with cubic 
spline. It is shown in the Eq.2. 
 

(2) 
 

 where i = 1, 2, 3, …, n 

Each function has 4 constant values that we do not 

know. Hence, if ones have n phases then ones do not know 

4n values. However, the conditions are made to give the 

number of equations. 

Adjacent two functions are equal at interior points. 
If interior points have n-1 points (x1, x2, …, xn-1) then  i is 
equal 3, 4, …, n. 
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Ones can get 2(n-1) or 2n-2 equations from this 
condition. For example, let i is equal 2 or xi are connecting 
points between session 1 [x0, x1] and session 2 [x1, x2].  
Both equations show at Eq.5 and Eq.6. 

First session   

111
2
11

3
111)( dxcxbxaxf                    (5) 

  
Second session   

111
2
11

3
111)( dxcxbxaxf                    (6) 

 

  

The first function passes a point (x0, f(x0)) and the 
function at n passes the point of (xn, f(xn)). Hence, ones can 
get 2 equations. These equations are presented by Eq.7 and 
Eq.8. 

101
2
01

3
010 )( dxcxbxaxf                    (7) 

nnnnnnnn dxcxbxaxf  23)(                  (8) 

 
The first level derivative of adjacent functions that 

the values are equal at interior points.  
So, ones can get n-1 equations from quadratic 

function (f(x) = ax3 + bx2 + cx + d). The first level 
derivative is shown by Eq.9.    

cbxaxxf  23)(' 2                                (9) 

 
For example, if the interior points have n-1 points 

(x1, x2, …., xn-1) then the equation for i = 2, 3, …, n is 
shown at equation bellow. 

11
2

11111
2

11 2323   iiiiiiiiiiii xcxbxaxcxbxa   

The second level derivative of adjacent functions 
that the values are equal at interior points.  

Hence, ones can get n-1 equations from the second 
level derivative. This equation is shown by Eq.10. 

baxxf 26)('                                           (10) 

For example, if i = 2, 3, …, n then 6ai-1xi-1 + 2bi-1 = 
6aixi-1 + 2bi. 

The second level derivative of the first and the last 
functions are zero.  

This equation is shown by Eq.11. 

026)(' 1010  bxaxf   and 

026)(' 1  nn bxaxf      (11) 

If the cubic spline uses the matrix to solve equation 
then the matrix is large. In addition, to solve the equation is 
difficult. However, the values estimation of interpolation 
can use the polynomial by lagrange equation. It is shown at 
Eq.12. 
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where i = 1, 2, 3, …, n 
To integrate two times can give f(xi) and two 

constants. These functions are presented by functions 
bellow.  

f(xi) = f(xi-1) at the point of x = xi-1 

f(xi) = f(xi) at the point of x = xi 

From the functions above can give Eq.13. 
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The equation of f’’(xi-1) and f’’(xi) from the 

condition of derivative level one of adjacent functions, that 
values are equal, shows at Eq.14. 

)(')(' 1 xfxf iii                                               (14) 

where i = 1, 2, …, n-1 
To solve Eq.12 by the derivative and to use relation 

of Eq.14 get Eq.15. 
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For example, let the data for estimating of 

interpolating values are 9.00=1,200, 9.01=1,204, 
9.02=1,242 and 9.03=1,265 then let us to estimate by cubic 
spline interpolation at x = 9.015. The condition to estimate 
is seen in the Eq.11. 

Hence, to solve the first point (f’’(9.01))  by Eq.15 
, ones uses the data from xt0=9.00, xt1=9.01 and xt2=9.02.  
 

 
 

 
 

or  0.04 f’’(9.01)+0.01 f’’(9.02) = 20,400 
 

To solve the second point f’’(9.02)) by Eq.14, ones 
uses the data from xt0=9.01, xt1=9.02 and xt2=9.03. 

)03.9('')02.903.9()02.9('')01.903.9(2)01.9('')01.902.9( fff 

 

]242,1204,1[
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6
]242,1265,1[
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6








 

or  
000,9)03.9(''01.0)02.9(''04.0  ff  

 
Thus to solve at the first point and the second 

point, ones get outputs bellow.  

 
To solve the equation of f’’(9.01) and f’’(9.02), 

ones get outputs bellow. 

000,170)01.9('' f and 000,75)02.9('' f To 

bring those outputs replace by Eq.12. It shows equation 
bellow. 
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= 1,224.526 

 
Cache feature preparation  

The MARSplines is used in this section for the 
automatic adaptation of values in each minute. 

  
(16) 

 
The Eq.16 can separate to calculate with Eq.17 in 

any ten minute. 
(17) 

 
Where  is the value from the expected value. 
 is the value that calculates with a spline algoritm 

and     is the average value from 30 days in each minute.  
For example, Let                     is Yi(1) value. So, 

MARSplines will calculate with Eq.17 ten times in each i. 
However the number of Yi values are 18 numbers in this 
research. 
 
Cache replacement 

The slot of memory cache has five channels. 
Hence, web2, web3, web4, web5 and web9 are chosen at 9.00 
– 9.10 a.m.. Normally, this system transfers the average 
slope values of top ten web pages to the Cache Replacement 
Table (CRT). It can be shown in Table 2.  However, this 
process compares the average slope values every fifteen 
minute. The table 4 shows the CRT at 9.10 a.m.  

 
Table-2. The CRT at 9.00 a.m. 

Web 
Web 
usage 

FOC Decision 

http://google.co.th 1,200   0  
http://facebook.com 1,234 0  
http://youtube.com 1,505 0  
http://dropbox.com 1,632 0  
http://yahoo.com 1,320 0  
http://pantip.com 764 0  
http://kapook.com 903 0  
http://teenee.com 1,231 0  
http://manager.co.th 1,763 0  
http://matichon.co.th 597 0  

 
Table-3.  The CRT at 9.11 a.m. 

Web 
Web 
usage 

FOC Decision 

http://google.co.th 1,532 33,200  
http://facebook.com 1,214 -2,000  
http://youtube.com 1,312 -19,300  
http://dropbox.com 1,082 -55,000  
http://yahoo.com 1,721 40,100  
http://pantip.com 1,083 31,900  
http://kapook.com 1,321 41,800  
http://teenee.com 1,424 19,300  
http://manager.co.th 1,412 -35,100  
http://matichon.co.th 1,325 72,800  
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From table 3, the LRU values are considered to 
select webpages when average slop values are equal. Hence, 
web1, web5, web8, web9 and web10 are chosen at 9.00 – 9.10 
a.m.. 
 
THE RESULT OF EXPERIMENT 
 

This section shows the result of this research. The 
numbers of data set in this test are divided into 4 groups. 
Those data sets are presented in Table 4. The simple 
random sampling technique is used for sampling because all 
data sets have an equal chance. 

 
Table-4.  The Result of Experiment 

Number of data set Hit ratio (%) 
Download 

saving (Mb) 

100 68.18 268.98 

1,000 71.83 2,834.72 

10,000 73.10 30,559.56 

100,000 68.41 283,749.84 

 
The table above shows the result of the experiment 

from this research. This result can be seen the percentage of 
hit ratio of all group from any data set (100, 1,000, 10,000 
and 100,000) more over 50%. In addition, AWC-IWUP 
technique can decrease the quantity of downloading from 
other web servers.    

 
CONCLUSION. 

 This article has given exhaustive outputs of the 
AWC-IWUP technique. The percentage of the hit ratio and 
the quantity of web download saving from any groups of 
data sets with AWC-IWUP technique are not over 75%. 
However, the hit ratios of the AWC-IWUP technique are 
higher than LRU (the hit ratios are not over 50%). 

In this paper, we have proposed a new algorithm 
called the AWC-IWUP technique for web usage 
forecasting. The algorithm improves LRU technique with 
the mathematic and statistics algorithms. The AWC-IWUP 
algorithm reduces bandwidth and reduces the quantity of 
downloading from external web servers more than the LRU 
algorithm. We are investigating about a new algorithm 
which indicates the hit ratio is higher than the LRU 
technique. The AWC-IWUP technique is a technique to 
manage the web cache memory. The process of web page 
selection for loading into web cache memory is the 
important thing of this technique becase all downloading 
has charges and the webcache memory is limited with the 
size of memory. However, if the AWC-IWUP technique 
selects to match with the wanting of users then the hit ratio 
increases. Lastly, we will research a new technique to 
enhance efficiency of web cache replacement. 
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ABSTRACT 
Twitter is an ocean of sentiments; users can express their opinion freely on a wide variety of topics. The unique 
characteristics that twitter holds introduce a different level of challenge in the field of sentiment analysis. Identifying the 
topic or the target of the expressed opinion is the aim of this study; Opinion target recognition is a task that has not been 
considered yet in Arabic Language. In this paper we propose a method to extract the opinion target from tweets written in 
Arabic language. The task is carried out in three phases.  Phase 1: preprocess the tweet to delete unnecessary entities like 
mentions and URLs. Phase 2: construct a feature set from tweet words to be used in the classifying phase; these features 
are part-of-speech, Named entities, English words, tweet hash tags and part-of-speech pattern. Phase 3:  Three classifiers 
are trained using the extracted features, to assign each word in the tweet to be either an opinion target or not, these 
classifiers are: Naïve Bayes, Support vector machine and k-nearest neighbor, with an F-Measure result reaching 91%. 500 
tweets are used for the experiment, where the opinion target was manually tagged. Finally, a comparison between the 
results of each model is conducted. 
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INTRODUCTION 
Twitter is one of the biggest platforms where 

millions of instant messages are sent by users every day. 
Users can express their opinion freely on a wide variety of 
topics, which makes it an ideal source of information to 
measure user’s reactions and opinions; for this reason 
twitter attracted a great interest of researchers in the field 
of sentiment analysis. One problem in the context of 
sentiment analysis and opinion mining is the extraction of 
information from tweets such as extracting the opinion 
holder and the target or entity of the opinion. Identifying 
what the subjective tweets are expressing opinion about is 
a valuable piece of information towards the construction of 
a complete opinion summary of the tweet, and which 
without it the expressed opinion will be meaningless. 

Recent researches for opinion target identification 
are mainly done for English text. Arabic language is one 
of the fastest growing languages in twitter history, reports 
shows a growth by 2000% in 12 months1.  Opinion target 
recognition is a task that has not been considered yet for 
Arabic tweets, which will be a base step in the 
construction of an opinion summary. 

In this paper, we propose a method that combines 
a number of the available resources for Arabic language 
together with twitter features to identify the opinion target 
in tweets. 

The rest of the paper is organized as follows. In 
section 2 reviews of the related works, section 3 discuss 
the preprocessing of Arabic tweets, section 4 and 5 discuss 
the features and the classifying techniques for extracting 
the opinion target. 
 

 
Related Work 

                                                            
1 http://thenextweb.com/twitter/2011/11/24/arabic-is-the-
fastest-growing-language-on-twitter-sees-2000-increase-
in-12-months/ 

 Many works have been done in the context of 
opinion target extraction from long review documents in 
English. In the work of (Ding, Liu et al. 2009) they deal 
with the two tasks of 'entity discovery', which is the 
explicit mention of the entity in text, and 'entity 
assignment' which is the implicit mention of the entity in 
text. They applied automatic pattern extraction based on 
POS tags and a starting seed patterns, then assigning 
entities based on pattern matching. The work provides a 
solution for entity assignment of implicit opinion that 
usually appears in comparative sentences. In general, 
syntactic and statistic patterns yield good results in the 
domain of long comments in blogs and reviews. (Shang, 
Wang et al. 2012) argue that these techniques will not 
score well if it is applied to short comments. They 
proposed a new method for opinion target extraction from 
short comments using the representation of a two 
dimensional vector and back propagation neural network 
for classification.  

In the work of (Hu and Liu 2004) they explore 
the problem of identifying opinion target features, and 
those are the features of the product the review is written 
about such as picture quality and size of a digital camera 
review. Features are extracted using POS tags and 
association rule mining. 

Looking specifically at Twitter as the main 
source of information, the recent researches done are 
addressing the Named entity recognition problem in 
general, but not specific to extracting entities that will be 
assigned as opinion targets in the context of opinion 
mining. (Liu, Zhang et al. 2011) proposed a semi-
supervised learning model for named entity recognition 
for tweets using K-Nearest Neighbors (KNN) and linear 
conditional random fields (CRF) as classifiers. (Li, Weng 
et al. 2012) investigates named entity recognition problem 
for twitter in a new manner. Their work is different in a 
way that it does not use the linguistic features of tweets 
but relies on the relations among segments of tweets.  



 

 

In the area of Arabic sentiment analysis; a 
number of researches explored the sentiment classification 
part of the problem. The studies for opinion target 
identification for Arabic has not been widely investigated, 
one study done  by (Hassan, Abu-Jbara et al. 2012) looked 
into sub grouping expressed opinions in Arabic forums, 
they identify opinion subgroups by partitioning the signed 
network representation or by clustering the vector space 
representation. Their work involved polarity identification 
and opinion target extraction. The polarity identification is 
done on two steps: first identifying polarity on a word 
level using the lexicon Sifaat by (Abdul-Mageed and Diab 
2012) bearing in mind that polarity of some words 
depends on context the second step involved using a tool 
called SAMAR developed by (Abdul-Mageed, Kübler et 
al. 2012)  to get context based polarity of the words. For 
opinion target, they treated noun phrases in the 
opinionated sentences as opinion targets, but they should 
appear at least in two posts written by two different 
participants. To summarize, aspect identification work for 
English language done using language dependant features 
that can’t be applied directly for the Arabic language. So, 
in our method we will use an Arabic-Dependant features 
and machine learning approach to identify opinion aspects 
in tweets. 
 
 
 Phase 1: Preprocessing 

Three forms of preprocessed tweets are generated 
to be tested for the best presentation for entity 
classification: 

Form 1 consists of deleting the retweet token 'RT' 
[which indicate that the tweet is actually a resend of a 
tweet “retweet”], and deleting mentions and URLs from 
the tweet. 

Form 2 consists of form 1 preprocessing steps 
plus the deletion of leading and trailing spaces, line breaks 
and leading and trailing non alphabetic characters such as: 
" : \ | * -, 

Form 3 consists of keeping the Arabic and 
English alphabets, numbers and punctuation marks only. 
This phase is done by checking the Unicode of each 
character in the tweet and only keeps the allowed Unicode. 
Plus replacing the occurrence of some Arabic alphabets by 
the basic form of that alphabet, as an example, the letters أ 
and إ will both be replaced by the basic form of the letter 
which is ا .Table 1 shows all the letters that are replaced 
and their replacement. And the final step was to delete the 
repetition in characters. 

 
Table 1 Letter replacement 

Letter Replacement 
 ا أ
 ا إ
 ا آ
 ا ٱ
 ه ھ
 ه ة
 و ؤ
 ى ئ

 
 Here is an example of one tweet and the three 
forms of preprocessing: 

 
 
Table 2  Preprocessing Examples 

Tweet 
RT @Oman_Falcon: ★ انا أبل تعلن أنھا تستبدل مج

زر  الذي اشتكى مستخدموه من وجود عیب تقني في 5آیفون 
 …التشغیل بعد أن توقف الجھاز عن العمل 

Form 1 
الذي اشتكى  5یفون أبل تعلن أنھا تستبدل مجانا آ ★

ن مستخدموه من وجود عیب تقني في زر التشغیل بعد أ
 …توقف الجھاز عن العمل 

Form 2 
الذي اشتكى مستخدموه  5أبل تعلن أنھا تستبدل مجانا آیفون 

جھاز من وجود عیب تقني في زر التشغیل بعد أن توقف ال
 عن العمل 

Form 3 
ذي اشتكى مستخدموه ال 5ابل تعلن انھا تستبدل مجانا ایفون 

جھاز من وجود عیب تقني في زر التشغیل بعد ان توقف ال
 عن العمل 

 
Table 2 shows how the tweet went through the 

three phases of preprocessing. In the original tweet we see 
that it contains a mention (@Oman_Falcon) and (RT). 
Form 1 of preprocessing deletes the retweet token and the 
mention. Form 2 of preprocessing deleted the non-
alphabet leading star (★) and the trailing dots (…). Form 
3 of preprocessing replaces the alphabets أ with ا as in the 
words (أبل) to (ابل).  
 
Phase 2: Features 

In features extraction, we took advantage of some 
of the existent tools built for Arabic language. We used 
named entity recognition tool and part-of-speech tagger, 
plus we included features that are twitter specific. The 
features used for classification are: 
 
Part of speech tags (POS)  

We used Stanford Arabic part of speech tagger2 
to tag tweet’s words. In addition to the POS tags for the 
word, we constructed a POS pattern for each word by 
getting the POS tag of the word before and the POS of the 
word after. POS tags were obtained from all three forms of 
preprocessed tweets; an initial test was carried out to 
check the most accurate results, which was obtained from 
preprocessing form number 3. 
 
Entities 

To identify entities, we used the LinqPipe3 tool to 
extract named entities from Arabic tweets. For each word 
we create a binary feature to indicate if the word is marked 
as entity by the tool or not. An initial test was carried out 
against a dataset of 500 tweets which are tagged manually 
for entities in tweet. By comparing the entities obtained 
from LinqPipe to the manually tagged entities, the best 
results obtained by the tool are when using form 1 of 
preprocessed tweets. 
 
Twitter specific 

We created two binary features that are twitter 
specific; the first feature is the hash tag, each word is 
marked if it is either a hash tag or not. The second feature 
is spotting English words in Arabic tweets, each word is 
marked as English word or not, this step is done by using 

                                                            
2 http://nlp.stanford.edu/software/tagger.shtml 
3 http://alias-i.com/lingpipe/index.html 



 

 

Unicode code of characters in the word. Form 1 of the 
preprocessed tweets is used in this step. 
 
 
 
Phase 3: Classification and Results 
 For testing our method we used twitter API to 
collect 500 Arabic tweets in general topics, collected 
between the dates 26/4/2014 and 1/6/2014. The opinion 
target in the tweets was manually tagged. 

For classification training, we used Weka, three 
classifiers were trained; these are Support vector machine, 
Naive bayes and K-nearest neighbor. Each word of the 
tweet is treated as a training entity with its own set of 
features. Giving that we are treating each word as a 
training entity, the number of words that are opinion 
aspects compared to the non opinion aspect words is very 
low. 6019 words are not entities compared to 562 words 
that are entities.  So, before training the classifier, 
balancing the dataset is performed by applying the 
Synthetic Minority Oversampling Technique [SMOTE] in 
which the minority class is over-sampled by creating 
synthetic examples to get equal number of classes in the 
dataset. Resulting in total number of instances of 12038. 
 Two sets of experiments are carried out with 
different features to evaluate the effectiveness of POS 
patterns as a feature in the classification process. The first 
set of experiments used the POS tags, Entities and twitter 
specific features. Figure 1 shows the F-measure obtained 
from each classifier.  
 
 

 
Figure 1: Experiment 1. 
 

The second set of experiments, add the POS 
pattern to the set of features. Then the three classifiers are 
trained with this added feature. Figure 2 shows the F-
measure obtained from each classifier. 
 

 
Figure 2: Experiment 2. 
 

From the figures, we see that improvements in 
the results in general are very small. But SVM scored the 
highest improvement by 0.031 by using POS patterns 
although the F-measure is low compared to other 
classifiers. KNN scored the highest F-Measure among the 
three classifiers in both experiments. Table 3 shows the 
results of the precision, recall and F-Measure of the two 
experiments.  
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NB 0.861 0.853 0.852 0.854  0.854 0.854 
SVM  0.784 0.693 0.666  0.744  0.708 0.697 
KNN  0.904 0.896 0.895  0.922  0.915 0.915 

Table 2: Evaluation Results 
 

 
Conclusion and future word 

Our experiments shows that the improvements 
achieved by POS pattern is not so significant, and that 
might comes to the fact that in twitter it is popular to 
usually use the dialectal Arabic, which is an informal form 
of the Arabic language. So, given that the POS tagger is 
trained on a Modern Standard Arabic Dataset, the results 
from the POS patterns are not of high accuracy.  

More research is needed to exploit Arabic 
language specific feature to improve the results of the 
classification and also look into the two different types of 
Arabic:  Modern Standard Arabic language and Dialectal 
Arabic which is widely used in twitter. 
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ABSTRACT 
Virtual screening has been widely used in drug discovery, and it has become one of the most wealthy and active topic 
areas in Chemoinformatics. Virtual screening (VS) plays a major role in drug discovery process, for the process of drug 
discovery is costly, Virtual screening has been used to reduce this cost, recently, there are many different virtual 
screening methods that have been suggested and applied on chemical databases. This paper aims to discuss theoretically 
the VS approaches, and searching methods, and demonstrates the recent approaches of VS. It’s meanly focus and discuss 
the issue of using data fusion and how it increases the screening  performance level, and  demonstrate the different types 
of fusions that are applied in VS, discussing and exploring the enhancements  and effectiveness that happen with 
applying  the different types of  applied fusion techniques, and discuss future trends of virtual screening. 

       
      Keywords: Chemoinformatics; data fusion; similarity searching; Virtual screening; Drug Discovery. 
 
INTRODUCTION 

Information retrieval and data screening now 
become a wide and wealth area of computer science and it 
is research areas. Several searching mechanisms are 
developing every day, in different areas. In 
Chemoinformatics, information retrieval techniques are 
also applied since last four decades, the enhancing of 
retrieving data is becoming one of most concern of the 
researchers, 

A wide variety of methods and algorithms have been  
suggested and developments  in virtual screening to capture 
the chemical similarity between compounds, the screening 
are lead and contributed in the process of drug discovery[1-

3] .The Ligand-based virtual screening is now representing 
a powerful tool for exploring and identifying new 
biologically active compounds. In ligand-based virtual 
screen, the search is done by one or more reference active 
molecule, these active molecules are comparing the 
database, the recall of similar molecules in the database will 
be top-ranking and returned then evaluated, and tested for 
biological activity. 

To enhance virtual screening(VS) new approach 
have been suggested by using Data fusion ,The data fusion 
in virtual screening  are first time proposed  by 
Chemoinformatics group of University of Sheffield[4-6],    
,and in clustering also some fusion are applied [7], and now 
it is going increasingly.  As VS is one of the major aspects 
of Chemoinformatics and drug discovery, and there are 
many methods and algorithms that have been applied to 
search in chemical compound data sets for and find the 
active molecules, to help laboratories detect active 
molecules. In recent decades and since the earliest of the 
2000th the data fusion is applied in the Chemoinformatics, 
and some of these fusions are suggested and applied in the 
visual screening and clustering of chemical databases. Each 
process of VS   is focus on searching for molecules in the 

database in order to calculating a similarity score for each 
compound structure in the molecule databases and then 
rank these molecules with their structures in decreasing 
order of the already calculated scores, to achieve the 
similarity principle that indicates the same molecule 
structure, are expected to behave the same biological 
activity of reference structure. 

This survey presents the latest methods applied in 
virtual screening, and it generally focuses on proposed 
methods of data fusion, those methods and techniques used 
to enhance the virtual screening. The rest of this paper is 
organized as follows: In the next section we will introduce 
a review of the previous and later works that have been 
undertaken in virtual screening, and it is common 
approaches, the next section will discuss the chemical 
compound database search and it categorises, and then we 
will discuss the data fusion in virtual screening, then we 
will go into a deep discussion of data fusion methods that 
have been applied in virtual screening, and finally the paper 
is concluded. 

VIRTUAL SCREENING APPROACHES 

Searching and screening similarities among  
objects is now concerned in several areas such as  
information retrieval, word computing, fault diagnosis, 
clustering analysis, ranking  and detecting duplicate 
documents, plagiarism detection, comparing user profiles in 
a social media application, searching for similar topics in 
literature, and so forth. In Chemoinformatics searching for 
molecule and determining the similarity among them .Now , 
VS has become a common approach in the process of 
discovering new drugs, the efficiency of this drug discovery 
depends on the screening tools’ performance and the 
database that has been used in the screening, generally there 
was  two approaches in virtual screening as we mentioned , 
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Ligand-based and structured –based, Similarity searching 
techniques, ligand-based VS on a chemical database has 
become widely used, and VS plays an essential role and 
dependant method of drug discovery now VS has new 
approaches that uses combination of Ligand-based and 
structured based method Figure (1) below illustrate the 
three VS approaches . Much work has been done in 
similarity searching. In Chemoinformatics, the VS is built 
on the principle of similarity, which means the process of  
both active subset selection and structure activity 
relationship studies  postulate that compounds similar to 
biologically active ones should also be active and vice 
versa. And also the similarity principle relies on the fact that 
proteins that share similar sequences are considered to have 
similar structures and exhibit the same or similar functions. 
 

 
 
 
 

Shape 1. Virtual screening approaches  

CHEMICAL DATABASE SEARCH  

 This section will introduces VS, similarity search 
and data fusion and points to related works. So far, many 
works have been done in the VS of chemical databases. The 
VS has become a common approach in the process of 
discovering new drugs, molecules and compounds. The 
efficiency of this drug discovery depends on the screening 
tools’ performance and the database that has been used in 
the screening. 
Similarity searching techniques for ligand-based VS on a 
chemical database has become widely used, and VS has 
become an essential and significant element in the drug 
discovery process. Much work has been done in similarity 
searching. In Chemoinformatics, the VS is built on the 
principle of similarity, which means the process of  both 
active subset selection and structure activity relationship 
studies  postulate that compounds similar to biologically 
active ones should also be active and vice versa. And also 
the similarity principle relies on the fact that proteins that 
share similar sequences are considered to have similar 
structures and exhibit the same or similar functions. 
Any large molecule consists of small molecules that are 
called ligands. The VS is target has been used for the 
purpose of finding the novel ligand that will match the 
human body proteins and be bind to. Generally, the process 

of VS starts from the molecules that have the same known 
activities and use it to identify similar molecules. It can be 
divided into two classes: ligand-based and target-based VS 
In this paper, we will focus on using ligand-based VS, 
more than focus on target-based VS. 

The cause of seeking for the similar molecules is 
that  for Molecular Similarity Principle that has states that 
most structurally similar molecules are  tend to have similar 
properties of both physicochemical as well as biological 
ones , The chemical molecule screening process are 
conducted by applying similarity coefficients, these 
similarity coefficients are applying  to the  molecules 
database to work as functions that calculate the similarity 
between two molecules, and then transform their  
representations into real numbers, a lot of similarity 
measures are applied in binary system and in 
Chemoinformatics, one of the recently works that done by 
[8]compare and discussed about 50th different similarity 
measures that have been applied on chemical molecule 
dataset.,a different ways are proposed to enhancing the 
screening result ,using similarity coefficients and others 
assistance of decryption  tools , [9] propose a similarity  
searching technique depend on the environment of the  
atoms, their technique  is by Appling naive Bayesian 
classifier and   feature selection in different datasets and 
then they compare their works with alternative searching 
methods. 

There are three different type of searching, In this 
section we will discuss the three ways of searching in a 
chemical compounds.. 
 
Structure searching  

This type of search is looking for a specific 
structure of the molecule in the database, and the result of 
this query will be finding the exact match of molecular 
structure in databases. There are two types of molecules, 
represented by 2D and 3D. Diagram (1) shows the structure 
of the toms present in the alcohol molecule in 2D 
representation, and the bond connections between them. 
Suppose we were searching about the following query 
“alcohol”, the result of the search will only found and 
retrieve an exact match to this structure (alcohol), The 
process of the search will try to match the query structure of 
(alcohol) in the 2D connection table as a mathematical 
graph, where each  node represents atoms and the edges 
represent bonds, and the process testing the  matching query 
will be done by using the a graph algorithm and techniques 
that are provided in information retrieval and computer 
science, recent  work  done by [10]proposed improvement 
of structure based similarity searching by unextending the 
background knowledge of binding of compounds ant the it 
result significant improvement in both similarity measure 
and  rankings virtual. 
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Shape (1) representation of alcohol structure. 

 
Substructure searching  

 
Substructure searching search is the search that 

executes to find out the structures or the molecules that 
contains one or more particular structural fragments of 
query. For example, we have “alcohol” molecules and we 
want to find all the compounds that have the structures of 
“alcohol” in a database or to find the “alcohol”  group the 
substructure searching  will return all compounds contain 
alcohol as the part of its components. The result of the 
search can find many compounds, many works are covered 
Substructure searching [11, 12]. 
 

Similarity searching 
 

Similarity searching in one of the important search 
method In Chemoinformatics many different similarity 
measures have been applied and suggested the article 
discussed most coefficients that applied in similarity 
measure of molecule searching [8], in 1990th Willet[1] 
provide and review on the using the similarity coefficients 
in search in chemical database, the idea of using these 
similarity is derived from  techniques that were already 
used in the area of the binary system and textual 
information retrieval. The screening here will conduct to 
find a similar molecules by look for all the structures in a 
database that are achieving the highly similar to a given 
structure[13]. The reason for  using the similarity search  is 
to find compounds that could exhibit similar properties, as 
in Chemoinformatics the basic idea of the “similar property 
principle” that fond the compounds with similar structures 
are likely to exhibit similar biological behaviours’. The 
similarity search are applied in  in 2D fingerprint datasets 
[14],and in the other types of dataset, similarity search are 
used for clustering of data [15, 16] .As an example, a 
similarity search might involve looking for structures with 
a similarity greater than the fixed percentage the specific 
molecule. Similarity searching is usually done using 
fingerprint representations and similarity different types of 
coefficients. 
  

DATA FUSION  

The term fusion means “the integration of 
information from multiple source to produce  a specific and 
comprehensive unified data about entity” [17]. The first 
time that data fusion applications were used was in the 
1980s by the United States Department of Defence. The 
fusion system was used to track and find military targets 
like tanks. The system collects data from several sensors 
and then combines the information for accuracy purposes 
and to increase efficiency, but currently the usage of data 
and information fusion is becoming more popular and it 
has been applied to a large number of fields, for 
improvements that it provided, and the common sense lead 
to get that multi-sources are better than one resource, and 
as people say “one hand can’t clamp”, and this principle 
has led to activating the use of data fusion. In 

Chemoinformatics the data fusion (or the consensus 
scoring) means is the process of  combine the results of 
different similarity searches of a chemical database 
compound ,at end of 1990th the work of [18] use data 
fusion of combine ranking of several  different measures of 
inter molecule structure ,that work is considered one of the 
firsts of using fusion in virtual screening, and also this 
approach is called  similarity fusion, for similarity fusion in 
virtual screening  execute the searching by a single 
reference structure but at the same time  using multiple 
similarity measures as the work that done by [5, 6] They 
combine several binary similarity coefficients and then 
took the overall searching result of the similarity, most of 
the data fusion in virtual screening is relay on the idea of 
computing a score (approximating, directly or indirectly, to 
the probability of activity), this computing are conduct for 
each molecule in a database by using multiple scoring 
functions. Then these multiple sets of scores are combined 
to obtain a better set of scores than that which obtained by 
the using of single function[19].For instance, we can 
conduct a combine searches for a specific reference 
structure  by  that had been executed with more than one  
different types of fingerprints or of similarity measure, The 
other type of fusion is Group fusion, were as we mentioned 
before the search execute by searching with similarity 
measure but using multiple reference structures[20].Data 
fusion is based on the manipulation of multiple 
measurements and it is implemented by applying some 
arithmetic operations on predefined lists of similarity 
scores (or ranks) which result from the number of searches. 
These arithmetic operations could be coefficients or rules 
like (MAX, MIN, SUM,…).The fused score for MIN , 
MAX,SUM  could be expressed as follow : 
 
MIN{SIM1(dy),	SIM2(dy)..SIMx(dy)..SIMn(dy)},		
	
MAX{SIM1(dy),	SIM2(dy)..SIMx(dy)..SIMn(dy)},		
	

	
 
Min,Max rules are  assign   the y-th database-structure, dy, a 
score that is the minimum  (in Min) or large (in Man)of the 
n similarities to the reference structure that  calculated by 
the above rules;  
SUM rule assigns by a score that is the sum of the n 
individual similarities. Many rules are discussed in the 
article [21]. In Chemoinformatics, data fusion is applied to 
structure-based and ligand-base, but in this article we focus 
on fusion in VS which has attracted the attention of a lot of 
researchers. As general data fusion has two approaches, 
similarity fusion and group fusion, in similarity fusion the 
search will be provided by the type of research that start 
researching by single reference structure with multiple 
similarity measures. This approach has been applied in 
deferent aspects of computer science [7]. The group fusion 
is vice versa of similarity fusion. In group fusion the 
searching starts with searches with a single similarity 
measure and using multiple reference structures ,many 
research proposed different group fusion ,by applying 
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different rules [19, 21-23] . The group fusion results found 
that it is more effective than similarity fusion [21]. Group 
fusion is applied by using fusion rules. There are many data 
fusion approaches which have been developed for chemical 
data and for ligand-based VS. 

DISCUSSION 

With the growing of importance of the using 
computer techniques in drug discovery, researchers started 
mining to present useful and reliable methods that result 
strong contributions in the drug discovery area. Scholars 
and researchers try to apply some methods that have been 
used in binary systems, text, images, and other area in 
Chemoinformatics, these research founding led of using 
data fusion in Chemoinformatics and in it is both aspect 
clustering and Virtual screening, It is now become 
considerable that data fusion is present an effective result in 
virtual screening, with valuable result that obtained by most 
of the proposed work in virtual   
 At the beginning of this article we discussed and 
investigated the current study of data fusion, and we found 
that, so far, a large number of individual VS methods have 
been examined and tested. Most of them used different data 
fusion. Data fusion has now become one of the most widely 
used methods for enhancement of VS, and there are many 
data fusion approaches that have been developed for ligand-
based VS in Chemoinformatics started in early 1990s, and 
then increased throughout the subsequent years. This 
became clear when we look at the recent articles in 
Chemoinformatics; we found that there are a lot of data 
fusion   articles, most of recent article’s authors recommend 
using data fusion. And recently also there are many works 
that have been done using fusion techniques.  In early works 
of data fusion articles they just proposed fusion method of 
combination similarity coefficients [5, 6, 24], they suggest 
similarity measures by combining the results of searching 
based on multiple similarity measures, they also propose 
methods used for the making combination of many 
individual search methods and provided multi-similarly 
measures, Other combination  of the result that done by 
searching using different similarity coefficients are 
proposed by  [25] but the combination in   their work was 
quite different from other combination  of  similarity 
coefficients for the depend on the size, in terms of sub-
structural fragments present. All these idea and methods are  
derived from Information retrieval of combining of ranking 
procedures that applied in textual data [26], and they 
applied the same techniques in their work they use MAX, 
MIN rules. The ranking based fusion which is  proposed by 
[6] is considered as appropriateness of rank-based fusion. 
Their rankings are fused using the SUM, MIN and MAX. 
Another work [19] applied a new group fusion rule to 
enhance the similarity searching. They use machine 
learning tools with data fusion. In their work the machine-
learning methods firstly need to prepare a “training set”. 
The training set of known active and non-active molecules, 
and use the developed machine learning tools to apply the 
molecules of unknown activity (the test set) to predict there 
in actives. Their study used different references and also 
they described a new fusion by using machine learning 
methods in combination with references structure. There are 

some other fusion types that have been described in [22]. 
They used different fusion types like similarity fusion by 
using different Coefficients and also similarity fusion by 
using different rules proposed by [21]. In their work they 
found that an analysis of their fusion rule is effectiveness. 
The studies by [4] showed that  the group fusion results are 
better than the traditional similarity searching and the best 
results were found by using the MAX fusion rule. All the 
works mentioned achieved good results, but we must keep 
in mind that no fusion of the coefficients and rules can be 
expected to get better results all the time. Recently a new 
approach has been proposed, this new approach is 
combining the both ligand-based and structure-based in 
virtual screening [27], other new Anew  approach method of 
fusion are proposed by[28] ,they proposed Condorcet fusion  
,the fusion is conducted by combines the outputs of 
similarity searches using several association and distance 
similarity coefficients, and  then try to find the best measure 
based on Condorcet fusion to be the winner measure for 
each class of molecules, a lot of new works [29, 30] are  
predict the use of fusion in the future.  

CONCLUSION  

As we mentioned there are many  different  
similarity measures are  proposed for ligand based virtual 
screening and virtual screening as all, using these 
coefficients as single provided a good result, but using data 
fusion either similarity fusion or group fusion give better  
results, and increase the efferent of screening results. 
Most of new articles in screening are concern of using data 
fusion in VS is a way of enhancing the similarity search and 
ranking of molecules. In this article we introduced the 
concepts of using data fusion in VS and similarity search. 
The results of the research indicate that combination ligand-
based and structure-based approach and data fusion have a 
good contribution in improving retrieval performances. 
Moreover, the data fusion applied in Chemoinformatics 
different aspects similarity measures, clustering and VS will 
not be restricted to only Chemoinformatics. It is embedded 
and involved in complex data mining, clustering and so 
forth and all the works those have been applied and 
presented are good, but it can be considered by the 
limitation and the accuracy of the VS scoring functions. As 
we have seen, fusion of data could provide more significant 
advantages than using single source data, and also the 
results of applying data fusion increase the efficiency and 
confidence of a similarity search and also in classification 
results. This means that the use of fusion will be the more 
concerned by researchers in the near future, and this 
statement has been recommended by many scholars in the 
field of Chemoinformatics. Recently many articles have 
focused on data fusion. The current importance of data 
fusion indicates a resurgence of interest in the use and 
further development of data fusion. We therefore conclude 
that data fusion could be extended, and more fusion 
methods could be achieved in future. In summary, The data 
fusion in Virtual screening is still rich area that needs more 
digging and mining, and it represents big challenges, more 
work and further developments are expected in  future. 
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ABSTRACT 
 

A Service Level Agreement (SLA) between a service provider and its customers is an assurance to customers in 
fulfills the best services. Customers can get the service they pay for which obligates the service provider to achieve its 
service promises. Failing to meet SLAs could result in serious financial consequences for a provider and lost 
customers trust. This paper presents an analysis on performance of Quality of Service (QoS) SLA on a User Provider 
Edge –Metro Ethernet (UPE-ME) network. A QoS SLA tested method called RFC 2544 is performed on four 
customers in one industrial area. Actual data on four of QoS parameters which are throughput, jitter, latency and 
frame loss are tested by using test gear VeEX Vepal MX-120. The customers are focus to the User Provider Edge 
(UPE) customer. A few measurement and techniques are presented on the tested method. Analysis result on the tested 
throughput, jitter, latency and frame loss performance are presented based on growth of bytes. Network performance 
tested is identified that it is qualify as a perform network link. Performance presented results on growth of throughput 
with growth of frame length and latency increased with growth of frame length. Analyzed on frames loss presented 
that there are no errors thus this proved good quality network. Some jitters presented that they are in a low value 
which means that less jitter presents system with a better operation. Identifications on parameter value are presented 
based on an analyzed QoS using Minitab16. The produce result shows the implemented of SLA QOS UPE-ME follow 
the QoS and this result is a better proved for customer satisfaction and good services from the service provider. 
 
Key words: Service Level Agreement  User Provider Edge  Metro Ethernet RFC2544  Quality of Service  Throughput 

Packet loss  
 
 

INTRODUCTION 
Today’s network really needs a high quality of 

reliable network performance. Thus, high bandwidth service 
for high traffic load has become a necessary and the 
demand is increased tremendously. User Provider Edge (UPE) 
Metro-Ethernet (ME) medium services is an example of an 
aggressive internet market services today. UPE-ME is a 
network services which is chosen based on the increases of 
data speed. ME networks emerged as the next area of 
growth for the networking industry and its represents a 
major shift in how data services are offered to businesses 
and residential customers. The metro has always been a 
challenging environment for delivering data services 
because it has been built to handle the stringent reliability 
and availability needs for voice. Carrier’s servicer has to go 
through fundamental shifts to equip the metro for next-
generation data services demanded by enterprise customers 
and consumers. (Halabi & Halabi, 2003). Thus high 
bandwidth link is provided in order to serve better network 
performance. Furthermore, high speed network like UPE-
ME is able to adapt with various type of traffic on minimum 
congestion.  

In providing high speed network with reliable network 
performance, Quality of Service (QoS)  is one common 
value added services  to users seek especially in Service 
Level Agreement (SLA) from the service provider (Rabie, 
Aboul-Magd, Abdullah, & Barka, 2013). Quality of Service 
(QoS) is not only a value added services but is a must to any 

corporate or enterprise customers which require high 
reliability network to connect to their branches. Regular 
QoS aware is a must driven task in maintaining high 
performance service especially in UPE-ME network (Kern, 
2007). QoS not only important in network management but 
it affect more with used network applications or 
communication. Many network applications and system 
requires high reliability, prioritization and secured traffic 
transferred or communications across the internet network. 
Thus, QoS in network not only rely to speed or performance 
but also, secured and reliable system. Performance in QoS 
network is identified as one of the most demanding factors 
in network management. Many new method, scheme or 
algorithm has continuously develop in enhancing the speed 
performance in a network (Kassim, Ismail, Jumari, & 
Yusof, 2012). Four network traffic characteristic and 
parameter are evaluated which are bandwidth throughput, 
delay, jitter, and packet loss rate are evaluated. In recent 
years, the multimedia and video traffic applications are very 
popular. These applications require a lot of bandwidth 
consumption. A details and excellent network planning is 
necessary for a service provider to ensure minimum packet 
drop, delay for multimedia traffic such as video, voice and 
data .Currently, this new technology is the most preferable 
choice among the Telecommunication and Internet Service 
Provider. 

 This paper presents an analysis on performance of 
QoS service level guarantee on a UPE-ME network. The 
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objectives of this research are to collect the actual data, tests 
and analyze the results using RFC 2544 SLA tested method 
focus in one industrial area. RFC 2544 is a performance test 
which is performed on four set automated tests which is 
throughput, latency, frame loss, and burst or back-to-back. 
Network performance is evaluated to qualify the 
performance of a network link. An actual testing also is 
done where four selected customer are taken as a 
benchmark area. Actual testing is based on real network by 
using test gear VeEX Vepal MX-120. Results are presented 
and compared with the acceptable range from ITU-T 
network standard.  

 
 
NETWORK BACKGROUND 

 
Literature review on network QoS standard test, metro 

Ethernet architecture and service level guarantee method are 
discussed. 

 
Network QoS Standard Test 
 The important of a standard test is always 
questioned. This is to make sure the testing is able to prove 
with correct parameter and characteristic. Testing in 
network communications is applied to verify an 
implementation, in terms of functionality, conformance, 
interoperability, performance, robustness, and stability (Y.-
D. Lin & Johnson, 2014). An aspect of a method and 
system for QoS management in most standard networks 
should be identified and provided. One research presented 
in a one communication device which enabled to 
communicate utilizing a variety of communication 
networks, QoS information, such as latency, available 
bandwidth, and throughput. A QoS management entity may 
be enabled to poll other QoS management entities to 
discover QoS information (Walley et al., 2014). Table 1 
derived the standards of throughput test based on 
percentage of speed use. This standard is taken as guideline 
to all service providers to ensure QoS are achieved. 

 

Table 1: International standard Test on throughput Speed 
Frame Size 
(bytes) 

Expected result 
(% of test speed) 

64 76.2 
128 86.5 
256 92.3 
512 96.2 
1024 98.1 
1280 98.5 
1518 98.7 
9000 99.7 

 
Metro Ethernet  
 In Metro Ethernet networks, devices can be 
categorized into three kind network focus area. One is in the 
core network, second in edge network and third in access 
network. The focus areas basically specify the kinds of 
aggregation, network trunking capabilities and services 
offered to support Service Level Agreements (SLA) in 
Metro Ethernet Network. SLA is failure avoidance. A 
system and method for communicating may fail in a metro 

Ethernet network. Research presents that Packets are 
communicated through multiple maintenance entities. A 
determination is made that there is a failure between or at 
one of the multiple maintenance entities. Thus, a method to 
adapt failures in ME is developed called alarm which is 
routed at least two a communications service provider 
determined to be associated with the failure (Bugenhagen, 
2014). Fig.1 depicts the typical Metro Ethernet network 
architecture which implements with Cisco products (A. Lin, 
2004). There are three main components that constitute the 
network: Network Provider Edge (NPE), Edge Provider 
Edge (EPE), and User-Provider-Edge (UPE). 
 

 
Figure 1: The Cisco Metro Ethernet Network Architecture 

 
Service Level Agreement 
 A service level agreement is an agreement 
regarding the guarantees of services from service provider 
to the customers. It defines mutual understandings and 
expectations of a service between the service provider and 
service consumers. The service guarantees are about what 
transactions need to be executed and how well they should 
be executed. Thus, a method and apparatus for 
measurement-based conformance testing of service level 
agreements in networks is important. Research presented 
that the test proved the transmitted test traffic is received at 
the destination, and quality of service information is 
identified by comparing characteristics of the test traffic 
transmitted by the source to characteristics of the test traffic 
received by the destination (Schuster, Borella, Grabiec, & 
Sidhu, 2002). RFC 2544 is identified as one well accepted 
recommendations tester and measurement industry for 
network performance. (Lifu, Dongming, Bihua, Yuanan, & 
Hefei, 2012). It is also popular for the verification of 
network links with certain service level agreements (SLA). 
An SLA may have the following components: 
 Purpose - describing the reasons behind the creation of 

the SLA 
 Parties - describes the parties involved in the SLA and 

their respective roles (provider and consumer). 
 Validity period - defines the period of time that the 

SLA will cover. This is delimited by start time and end 
time of the term. 

 Scope - defines the services covered in the agreement. 
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 Restrictions - defines the necessary steps to be taken in 
order for the requested service levels to be provided. 

 Service-level objectives - the levels of service that both 
the users and the service providers agree on, and 
usually include a set of service level indicators, like 
availability, performance and reliability. Each aspect of 
the service level, such as availability, will have a target 
level to achieve. 

 Penalties - spells out what happens in case the service 
provider under-perform and is unable to meet the 
objectives in the SLA. If the agreement is with an 
external service provider, the option of terminating the 
contract in light of unacceptable service levels should 
be built in. 

 Optional services - provides for any services that are 
not normally required by the user, but might be 
required as an exception. 

 Exclusions - specifies what is not covered in the SLA. 
 Administration - describes the processes created in the 

SLA to meet and measure its objectives and defines 
organizational responsibility for overseeing each of 
those processes. 

  
 A service level agreement (SLA) is a commercial 
agreement binding both parties to a defined service level 
specification (SLS). The SLA may require redundant 
network equipment, protocols that support redundancy and 
the appropriate network topology. SLA needs to be 
supported by the appropriate QoS mechanisms and protocol 
capabilities. Figure 2 present SLA which provided with no 
redundancy (1+0) connection to customer premises. 

 

Figure 2: SLA with No Redundancy (1+0) 
 
 Figure 3 present SLAwith 1+1 redundancy which 
is right up to customer premises. This Service Provider 
provides one U-PE connecting to two different fiber paths 
served from one E-PE exchange nodes. Figure 4 shows 
SLA provided with 1+1 redundancy right up to customer 
premises. Service provider shall provide two U-PE on two 
different fiber paths served from one E-PE exchange nodes. 
All HSBB area is adopted with a type of SLG 99.99%. 
 

 
Figure 3: SLA With 1+1 Redundancy one Fiber 

 
Figure 4: SLA with 1+1 redundancy 2-Fiber 

 
 
METHODOLGY 

 
Figure 5 presents three phases of research 

methodology in analyzing the performance of SLA QoS 
UPE-ME. The three phases are derived as below: 
 
Phase 1: Study case 
A study case is done to understand needs and identified 
Metro Ethernet technology. Problem in ME is recognized, 
network Ethernet is identified and appropriated method is 
made to test on QoS. Depth information on the technology, 
parameter evaluation involve with QoS is derived. 
Familiarization with test gear VeEX for use at the customer 
last end for the UPE (User Provider Edge) is done. All 
techniques for testing are learnt and demo. In this phase 
RFC2544 which is Request for Comments is tested and 
measured. The RFC2544 test suite performs a set of four 
automated tests which are throughput, latency, frame loss, 
and burst or back-to-back. Qualified performance of the 
network link is tested. In order to ensure that an Ethernet 
network is capable of supporting a variety of services such 
as VoIP or video, the RFC2544 test is suited supports with 
seven pre-defined frame sizes. The frames size are 64, 128, 
256, 512, 1024, 1280 and 1518 bytes which simulated with 
various traffic conditions. Small frame sizes increase the 
number of frames transmitted, thereby stressing the network 
device as it must switch a large number of frames. This 
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testes size is depended on customers request test. The 
frames size also can add up with the Jumbo frames with 
9000 bytes. A portable RFC2544 test equipment is used 
which immediately captured results and demonstrated that 
the Ethernet service meets the customer SLA. Two test 
gears were use it with one runs the test and another one 
setting with the looping. This tested result is also taken as a 
performance baseline for future reference. 

 

 
Figure 5: Three Phases on SLA Analysis Methodology 
 

Phase 2: Identify The Customer And Collect The Data 

The second phase of this research has identified the 
UPE at the customer’s site test using Test gear VeEX. 
Selected customers for achieve Quality of Service network 
which measured the real-live network are analyzed. After 
testes are completed, the indentified result on parameters 
which the parameters evaluation is collected. The Test Gear 
is assured running the set of time. All simulation’s results 
are archived for analysis. Currently, there are focus only at 
the UPE (User provider Edge) at the customer side with 
follow the setting and with one port in the UPE customers 
to ensure the real network have to measure and actual data 
have to get. Figure 6 show the stand RFC test setup. 

 

 
Figure 6 : Standard RFC 2544 Test Setup 

Phase 3: Analysis and Discussion 

 
 Data Collected and Analysis 

Data collected and analysis is done in the third phase. 
Analyzed results are discussed based on network parameter 
chosen. Performance result is presented with the 
comparison on different type of traffic scenario. Optimum 
result on best QoS implementation is decided. Analysis on 
data collected also is analyzed using Minitab statistical 
method. All detail parameter are presented. Figure 7 
presents the algorithm flow of data analysis on the identified 
traffic. 

 

 
Figure 7: Algorithm Flow on QoS SLA test 
 

 Benchmarking tests 
 

Benchmarking tests are done with RFC2544 on four 
identified parameters as listed. 
 
Throughput 
 Throughput is the fastest rate at which the count of 
test frames transmitted by the DUT is equal to the number 
of test frames sent to it by the test equipment. It reflects 
maximum data traffic which the DUT can handle. 
Throughput culcalation as in Eq. 1 and frame rate as in Eq. 
2. 
 

   (1) 
 

  (2) 

 

 
 
 Loss Rate 
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 Under constant load, some data packets should be 
forwarded by the DUT but lost due to lack of resources. The 
loss rate refers to the percentage of lost packets in the whole 
packets which should be forwarded. It reflects the ability of 
the DUT to withstand a specific load. Eq. 3 presents the 
percentage of lost packets where  Frame Loss (FL) is Less 
than 0.1%. 
 

 (3) 
 
Latency 
 Latency is the time the DUT need to forward data 
packets with load. Tester sends a certain amount of packets, 
records both time the packet being sent and received after 
being forwarded by the DUT. For storing and forwarding 
devices, latency is the time interval between the time spot 
when the last bit of input frame reaches the input port and 
the time spot when the first bit of output frame reaches the 
output port. For pass-through device, latency is the time 
interval between the time when the first bit of input frame 
reaches input port and the time when the first bit of the 
output frame reaches the output port. Latency reflects the 
speed of DUT to handle packets. 
 
 Back-to-back 
 Back-to-back value is the number of frames in the 
longest burst that the DUT can handle without the loss of 
any frames. Back-to-back reflects the ability to handle burst 
data. Stand-alone mode: It is the ideal test mode advocated 
by RFC2544. DUT receives test data stream from the 
transmitting port of a tester, then forwards it to the receiving 
port of the same tester, which will summarize and analyze 
the test data to provide test results according to RFC2544. 
Dual mode: There are two testers in a test system, and the 
transmitting port and receiving port are respectively on 
tester A and B. Tester A sends test data stream, which is 
forwarded by the DUT and received by tester B; Tester B 
then analyzes the data stream according to RFC2544. Stand-
alone mode and dual mode both have advantages and 
disadvantages. For stand-alone mode, because all the testing 
process is in a single tester, it is easy to control test 
accuracy and process, but difficult to generate sufficient test 
pressure. On the contrary, for dual mode, testing processes 
are respectively on two machines, resulting in process 
synchronization and time synchronization problems. Yet it’s 
easy to generate sufficient test pressure.  
 
 

RESULT AND ANALYSIS 
 

Table 2 presents all testing for RFC2544 results. The 
collected and recorded results are focused to four selected 
customers. This RFC2544 testing focused on throughput 
test, latency, jitter and Frame loss test with jumbo frames 
and without jumbo frames. These differences involve high 
capacity for frame size with the 9000 bytes for jumbo 
frames. 
 

 
Table 2: Results on RFC2544 Testing For Four Selected 

Customers 

      Figure 8 presents testing results of four customers. It is 
identified that throughput increases with growth of frame 
length. All four customers show a growth result if greater 
the data frames amount becomes. Thus, result identified that  
network devices actually spends  more time handling these 
data frames due to when data frame length increases. The 
number of data packets increased when the device handles 
in unit time decreases. At the same time, when network 
equipment spends handling a single data packet doesn’t 
increase, the forwarding rate increases and so does the 
throughput. On the contrary, when the frame size is larger, it 
presented smaller impact on the throughput. Figure 9 
presents latency result on four tested customers. Result 
presents that latency increased with growth of frame length. 
This is due to larger single data packet length took longer 
time for the device to process data packets and the 
corresponding latency also has increased. 
 Figure 10 presents Jitter result on four tested 
customers. In order to investigate the jitter parameter in 
QoS evaluation of suggested scenario, the average of the 
delay of passing packets in RFC2544 is tested. The 
deviation rates are calculated. Jitter happened when 
deviation of packets delay or the amount of packets ‘delay 
fluctuation around the average amount which is the balance 
or imbalance of packets ‘delay in packets’ arrival. Results 
present not a stable jitter with low and high value when 
greater bytes are tested. Some jitters are in a low value even 
when at the 64bytes tested. Predicted on jitter effect is 
unexplained but theories mentioned that one factors of QoS 
is jitter. With less jitter, the system will have a better 
operation. Figure 11 presents comparisons of four tested 
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customers are on Frame Loss. It shows that all frames have 
no errors and good quality network. It’s follow the QoS and 
absolutely this results is better for the customer needed. 
 

 
Figure 8: Comparison Throughput for Four Customers RFC 

2544 Tx And Rx Test 
 

 
Figure 9: Comparison Latency for Four Customers on 

RFC2544 Test 

 

 
Figure 10: Comparison Jitter for Four Customers on 

RFC2544 Test 

 
Figure 11: Comparison Frame Loss for Four Customers on 

RFC2544 Test 

  Figure 12 to Figure 14 present all parameter 
characteristic on tested throughput probability. Important 
parameter like mean and standard deviation is important in 
recognizing the samples tested traffic. Figure 12 presents 
the identified parameters based on tested QoS for 
probability throughput. Figure 13 presents Latency for 
Probability and Figure 14 presents Jitter for Probability. The 
fits probability on throughput tested QoS are done using 
Minitab 16. 

 
Figure 12: Throughput for Probability 

 

 
Figure 13: Latency for Probability 
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Figure 14: Jitter for Probability 

 
 

CONCLUSION 
 
This paper presents Service Level Agreement with the 
customers’ network performance measurement technique 
based on RFC2544. Results from the study of four affected 
customers are all found to meet Service Level Agreement 
(SLA) specifications. The testing with RFC2544 is 
successfully done. The result can be used to propose for 
service provider in ensuring the QoS meet the customers’ 
needs and follow the specifications. The analyzed result is 
concluded that SLA is verified with the RFC2544 testing. 
The analyzed on parameter evaluation is taken as proved to 
guarantee customer’s satisfaction. 
 Due to the time constraint, these researches only 
analyzed four of QoS parameters, throughput, jitter, latency 
and Frame loss and more related and focus to the User 
Provider Edge (UPE). Therefore, for future enhancement, 
other elements such as bandwidth, packet loss, bit rate, and 
burst should be included in future researches and suggest to 
focus with the another testing for ensure QoS will be 
achieve. 

        

ACKNOWLEDGEMENTS 
  
Authors would like to thank Universiti Teknologi MARA 

for all the materials and Lab supports. 
 
 

REFERENCE 
 
Bugenhagen, M. K. (2014). Indicating performance 

information to a user to improve communications: 
Google Patents. 

Halabi, S., & Halabi, B. (2003). Metro ethernet: Cisco 
Press. 

Kassim, M., Ismail, M., Jumari, K., & Yusof, M. I. (2012). 
A Survey: Bandwidth Management in an IP Based 
Network. Paper presented at the International 
Conference on Computer, Communication and 
Information Sciences, and Engineering, ICCCISE 

2012, World Academy of Science, Engineering 
and Technology (WASET).  

Kern, A. (2007). Traffic-driven optimization of resilient 
QoS-aware metro Ethernet networks. Ph. D. 
Thesis, Department of Telecommunications and 
Media Informatics, Budapest University of 
Technology and Economics.    

Lifu, F., Dongming, Y., Bihua, T., Yuanan, L., & Hefei, H. 
(2012). Technique for Network Performance 
Measurement Based on RFC 2544. Paper presented 
at the 2012 Fourth International Conference on 
Computational Intelligence and Communication 
Networks (CICN). 

Lin, A. (2004). Metro Ethernet Services, Cisco.com, from 
http://map.twnic.net.tw/ip93/doc/k/MetroEthernet-
930-2.pdf 

Lin, Y.-D., & Johnson, E. (2014). Network testing [Series 
Editorial]. Communications Magazine, IEEE, 
52(9), 96-97.  

Rabie, S., Aboul-Magd, O., Abdullah, B., & Barka, B. 
(2013). Ethernet differentiated services 
architecture: Google Patents. 

Schuster, G. M., Borella, M. S., Grabiec, J. A., & Sidhu, I. 
S. (2002). Method and apparatus for measurement-
based conformance testing of service level 
agreements in networks: Google Patents. 

Walley, J., Behzad, A., Buer, M., Karaoguz, J., MacInnis, 
A. G., & Quigley, T. (2014). Method and system 
for quality of service management in a multi-
standard mesh of networks: Google Patents. 

 
 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

1

 

 

 
www.arpnjournals.com 

 

EXPLORATION OF NATURAL IMMUNE SYSTEM FOR MULTI-AGENT 

COALITION FORMATION 

 

MARTINA HUSÁKOVÁ 
Department of Information Technologies, Faculty of Informatics and Management, University of Hradec 

Králové, Hradecká 1249, Hradec Králové, Czech Republic 
E-Mail: martina.husakova.2@uhk.cz 

 
ABSTRACT 
Coalition formation is used for cooperation of intelligent agents in the multi-agent systems. Coalition is composed of 
homogeneous or heterogeneous agents able to effectively solve complex problems requiring decomposition of the task 
into the subtasks. Various approaches can be used for multi-agent coalition formation, e. g. game theory, dynamic 
programming, graph theory  or genetic algorithms. Natural immune system is complex system containing compartments 
where processes similar to the coalition formation appear. The paper identifies actual problems in multi-agent coalition 
formation and investigates properties and mechanisms of natural immune system as the source of inspiration for solving 
some of these problems. The paper establishes next steps in the research of multi-agent coalition formation with the aid 
of metaphors based on the behaviour of the natural immune system and principles of artificial immune systems. 
 
Key words: Coalition formation  Multi-Agent System  Natural Immune System  Immune Algorithm 

 
INTRODUCTION 

Coalition formation (CF) is one of the most studied 
research subareas of multi-agent systems (MAS). It is 
widely used form of cooperation between autonomous 
agents of MAS. The coalition is a goal-oriented and short-
lived group of agents that solves predefined specific 
problem. Cooperation with agents from different coalitions 
is not supposed, but can be realized if an output of one 
coalition depends on an output of another coalition (Horling 
and Lesser, 2005). Coalition can be composed of 
cooperative (pro-social) agents which try to maximize the 
benefit of the group. The own benefit is not so important for 
them in contrast to self-interested agents which are 
competitive and interested in maximizing own benefit. 
Reasons of forming coalitions can be various. One agent 
need not be able to complete a task because of its abilities, 
knowledge or damage. One agent can be able to complete a 
task, but others agents are able to do it better. Agents can 
receive higher benefit if they join and solve a problem 
together. We can speak about coalition formation of robotic 
agents or software agents. Robotic agents should be able to 
organize themselves in efficient manner, e. g. in case of 
extensive ecological disasters, humanitarian or rescue 
operations. Searching semantically relevant information or 
knowledge sources by software web agents is different 
example. Web agents dispose of different knowledge bases 
thus cover wider search space with web documents.  

Investigated problems of multi-agent coalition 
formation are related to (Sandholm, et al., 1999), (Rahwan, 
2007):  
 distributed coalition value calculation, 

 finding optimal coalition structure, 

 maintenance of a coalition in stable state, 

 efficient dynamic organization of agents. 

The coalition value measures the usefulness of a 
coalition and thus decides on the forming of multi-agent 
coalition. Coalition value calculation is time-consuming for 

each coalition composed of many agents. Distributive 
solution can be more effective. 

The coalition structure is a group of different 
coalition combinations which can solve specific problem. 
The question is how to find the coalition structure 
containing agents able to use their sources optimally. 
Number of coalition structures increases exponentially with 
the number of agents. The goal is to find efficient 
algorithms which are able to search the space of solutions 
with minimal spending on time and computational sources. 
Dynamic programming, genetic algorithms or greedy 
algorithms are used for this purpose (Rahwan, et al., 2009). 

Coalition stability is connected with the 
administration of rewards for agents. The reward is the 
motivational mean for ensuring stability of coalition. Game-
theoretic concepts are used for solution of this problem most 
often (Klusch and Gerber, 2002). 

Agents should be able to operate autonomously in 
dynamic and unpredictable environment. The question is 
how to ensure coalition restructuring in real time and what 
type of cooperative architecture is suitable for it. 

The paper is mainly focused on the second and 
third problem, i. e. on finding optimal coalition structure 
and maintenance of a coalition in stable state. Properties and 
mechanisms of natural immune system (NIS) of human are 
investigated for these two problems in the paper. Survey of 
the past and actual research in multi-agent coalition 
formation showed that the immune processes and properties 
do not play common role in multi-agent coalition formation. 
It is necessary to investigate various aspects of behaviour of 
natural immune system with the goal to find useful 
metaphors for solving above mentioned problems in multi-
agent coalition formation.  

The paper is structured as follows. Chapter 2 
introduces basic properties and processes of natural immune 
system of human. Chapter 3 explains possible connections 
between multi-agent coalition formation and behaviour of 
the natural immune system. Concrete examples of immune 
processes are mentioned where formation of groups of 
different immune cells (coalitions) appears. These processes 
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can became metaphors for development of the new 
immunity-based algorithms used for multi-agent coalition 
formation. Chapter 4 presents key algorithms of artificial 
immune systems and their applications. Chapter 5 
introduces problems solved with the usage of immunity-
based algorithms, but these one are only similar to multi-
agent coalition formation. Chapter 6 mentiones actual and 
future research in multi-agent coalition formation. Chapter 
7 concludes the paper. 

 
NATURAL IMMUNE SYSTEM 

 
Natural immune system (NIS) is a complex system 

essential for survival every living organism. It is able to 
recognize dangerous objects able to damage the organism. 
Antigens (Ag) are objects that can invoke the immune 
response. Ag can be a part of the organism and risky for it 
(self-Ag) or come from the outer environment, e. g. viruses, 
bacteria or fungi (non-self-Ag). Healthy NIS maintains 
homeostasis of the organism and efficiently reacts to the 
danger. NIS is often perceived as the layered system with 
innate and adaptive immunity (Abbas, Lichtman and Pillai, 
2011). Innate immunity is the first line of defense. It guards 
the organism with the aid of mechanic barriers (skin, rheum, 
saliva, tears) and different types of immune cells. Adaptive 
immunity is targeted to already identified objects. B-
lymphocytes (B-ly) and T-lymphocytes (T-ly) are main 
representatives of this layer. B-lymphocytes are producers 
of antibodies (Ab) and can play a role of memory cells. T-ly 
eliminate dangerous Ag or regulate functions of others 
immune cells (Murphy, 2014). 

 
MULTI-AGENT COALITION FORMATION IN THE 

VIEW OF NATURAL IMMUNE SYSTEM 
 

We can find similarities between formation of 
immune cells into groups and group behavior that is often 
necessary in solving complex problems of artificial 
intelligent agents. The following paragraph firstly mentions 
necessary properties of artificial intelligent agents for 
coalition formation and the next paragraph characterizes 
NIS as the inspiration for dynamic and distributive coalition 
formation. 

 
Essential Properties of Agents for Coalition Formation 

Coalition formation should provide reliable, fast 
and efficient completion of certain task. The most important 
features can be divided into the following sections: 
 Distributiveness: If the agent fails to filling the task, 

the task should be completed. Coalition formation 
should not be directed by one central agent of MAS. 

 Dynamics and adaptation: Coalition of agents should 
behave flexibly in case of changing environment. 

 Robustness: Agents should monitor their states and 
state of the coalition. If something is wrong, agent 
should signalize it to others agents. 

 Stability: Agents should be motivated to stay in the 
coalition during the mission fulfillment. 

 Learning and memory: Agent should be able to learn 
and use learned in the future. Agent´s memory helps 
to adequately react to stimuli. 

 Self-organization: Only relevant agents should fulfill 
the task. It is necessary to optimally distribute agents 
according to their roles for realizing tasks. 

 Communication: The communication can be direct (e. 
g. protocols) or indirect (stigmergy). It helps in 
receiving information from the environment, e. g. 
agents or others coalitions. 

 

Properties of the Immunity as the Inspiration for Multi-
Agent Dynamic and Distributed Coalition Formation 

Above mentioned properties of agents are in 
healthy NIS, too. The following attributes can be the 
inspiration for dynamic and distributed coalition formation: 
 Distributiveness: NIS is  distributed system. This 

attribute occurs e. g. in case of production of 
lymphocytes by bone marrow in different places of 
the organism. It implies that positive and negative 
selection is distributed process. B-ly are activated on 
different places, too. It implies that clonal selection 
has also distributed nature. Immune network forming 
the immune memory is not centralized, too. 

 Learning and memory: Immune cells are able to learn 
with the aid of feedbacks received from the 
environment and to remember already once identified 
Ag. These properties ensure faster reaction of immune 
cells in the future. Memory is formed with the aid of 
immune network, gene libraries or memory cells. 

 Self-organization: It is the natural process of NIS used 
for homeostasis maintenance. Self-organization 
occurs e. g. in gene library evolution (Kim and 
Bentley, 2002). Fragments of DNA molecules are 
gradually diversified. These fragments are used for 
lymphocytes generation. Clonal selection is a self-
organization process, too. It produces off-springs of 
the B-ly that recognized Ag. Others are eliminated. 
Immune network is self-organization system. It 
contains B-ly that are stimulated on the basis of 
recognizing objects of the environment. Suppressed 
B-ly are not a part of the immune network. 

 Communication: Immune cells communicate directly 
or indirectly with the environment. Direct 
communication is executed mainly with the aid of 
adhesive molecules. Indirect communication can be 
realized e. g. by communication molecules cytokines 
(products of activites of immune cells) (Stites and 
Terr, 1994). 

Dynamics, adaptation, robustness and stability are 
expressed in cooperation of different immune cells and 
organs. These processes lead in the emergent property of 
NIS. 

 
Mechanisms of the Immunity as the Inspiration for 
Multi-Agent Dynamic and Distributed Coalition 
Formation 

Some mechanisms of NIS are very similar to the 
coalition formation. Some of them can be the inspiration for 
dynamic and distributed coalition formation.  
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The osmotic lysis (OL) is the final process of 
activation of a complement system (CS). The CS is a group 
of proteins which circulate in non-active form in a blood 
stream. On the base of specific stimuli they became active 
and influence different immune processes. One of them is 
the formation of specific proteins into the shape which is 
able to sieve the membrane of the Ag (OL). Invasion of the 
structure of the antigenic membrane causes the catharsis of 
this membrane. The death of the Ag is the result of the OL 
(Delves, 2008). There is a similarity with the coalition 
formation in MAS. One protein (artificial intelligent agent) 
of CS is not able to disturb membrane enough for 
elimination of the Ag. More competent proteins (C5b, C6, 
C7, C8, C9) are able to do it, see fig. 1 (amended according 
to the (Väkevä, 1995)). 

 
 
 
 
 
 

 
 
 
 
 
Figure 1. Osmotic lysis as a process of coalition formation 

 

Phagocytosis is focused on the elimination of 
dangerous Ag with the aid of immune cells – phagocytes 
(Abbas, Lichtman and Pillai, 2011). This process is divided 
into several steps. In the view of coalition formation, the 
similar process is phagocytic microbicide. Lysosomes 
migrate in the direction to the phagosome after the ingestion 
of Ag by phagocyte (e. g. macrophage). The phagosome 
contains the antigenic material that is dissected and 
eliminated by digestive enzymes of lysosomes. Lysosomes 
can be apprehended as artificial intelligent agents waiting 
for the danger objects. Development of the phagosome is 
the signal for lysosomes to create the coalition which 
eliminates the danger object. More lysosomes are able to 
eliminate danger object faster and efficiently than only one 
of them, see fig. 2. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 2. Phagocytic microbicide as a process of coalition 
formation 
 

Cytokines are significant regulators of NIS. They 
are produced by immune cells influencing their 
development or activation (interleukins), provoke their 

chemotaxis in the direct of the side of the infection 
(chemokines) or have the antiviral effect (interferons) 
(Stites and Terr, 1994). In the multi-agent coalition 
formation point of view, cytokines can be apprehended as 
information signals invoking forming of the coalition of 
agents. Role of interferons in the immune response on the 
presence of viruses is explained in the fig. 3. Infected cell 
produces interferons as a reaction to the viral attack. 
Interferons stimulate uninfected cells that set the antiviral 
protection. Antiviral proteins of uninfected cells block the 
replication of viruses in the cells (fig. 3A). The second 
effect of interferons is connected more with the coalition 
formation.  Interferons are able to coordinate e. g. NK cells. 
They activate them and provoke them for eliminating of 
infected cells (fig. 3B). NK cells will be concentrated in the 
sides of virus presence. 

 

 

 

 

 
 
 
 
Figure 3. Coalition formation with the aid of interferons 
 

Other example is demonstrated in fig. 4. 
Chemokines are peptide-based information molecules able 
to invoke migration of leukocytes in the direction of a side 
of infection (Murphy, 2014). Damaged tissue signals the 
presence of a danger by releasing of chemokines. Immune 
cells with chemokine receptors are able to react to this 
signal and move across from the vessels and eliminate the 
danger. More immune cells are more effective in danger 
elimination that only one of them. 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
Figure 4. Chemokine as the impulse for coalition formation 

 
ARTIFICIAL IMMUNE SYSTEMS AND ALGORITHMS 

 
Artificial immune systems (AIS) are inspired by 

properties and mechanisms of NIS. Research in AIS is 
focused on (Castro and Timmis, 2002), (Hart and Timmis, 
2005), (Castro, 2006),:  
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 discovering others properties of human NIS that can 
be useful in solving particular problems, 

 discovering mechanisms of immune systems different 
from human NIS (e. g. NIS of plants), 

 investigation of new domains in which algorithms of 
AIS can also be used, 

 specification or extending frameworks for AIS 
development, 

 improvement of current AIS. 

 There are four groups of artificial immune system 
algorithms (AISA), see fig. 5. The first one stems from the 
diversity generation of immune cells with the aid of gene 
libraries (Castro and Timmis, 2002). These libraries contain 
gene fragments that are combined for creation different 
immune cells. There are artificial gene libraries (AGL) in 
AIS. These AGL are used for generation of potential 
solutions that are changed with the mutation process 
towards the approximation to the optimal solution.  
 The second one is the group of selection 
algorithms – algorithm of positive selection (APS), 
algorithm of negative selection (ANS), algorithm of clonal 
selection (ACS) and their modifications (Castro and 
Timmis, 2002), (Castro, 2006) and (Dasgupta and Nino, 
2008). The APS is inspired by immune process called the 
positive selection (PS) which eliminates own immune cells 
with functionless immune receptors. The ANS is inspired 
by the negative selection (NS) preventing the organism 
from spreading autoimmune cells. The ANS is used more 
often in comparison to the APS. It is applied mainly for 
classification and recognition problems. Computer security 
or fault detection is typical application of ANS. ACS is 
inspired by the principle of clonal selection (CS) explaining 
the process of antibody generation. If a B-ly recognizes the 
Ag, clones of the same specificity as the B-ly are created 
(clonal expansion). Mutation occurs during the cloning. It 
can improve the affinity (tightness of bond) between Ag and 
B-ly in the future reunion (affinity maturation). The 
immune memory evolves in this way. ACS is used 
especially for optimization or classification problems 
(Castro and Zuben, 2000), (Brownlee, 2007).  

The third group of AISA is inspired by the immune 
network theory by N. K. Jerne (Jerne, 1974). This theory 
apprehends the NIS as a network of interconnected 
stimulated B-lymphocytes interacting with each other. AIS 
use two groups of artificial immune networks (AIN) (Castro 
and Timmis, 2002), (Castro and Timmis, 2003), (Castro, 
2006), (Dasgupta and Nino, 2008): continuous AIN (CAIN) 
and discrete AIN (DAIN). CAIN are used mainly for 
modeling and simulation of NIS with the aid of differential 
or difference equations. In most cases, DAIN are based on 
differential equations or iterative procedures (Castro and 
Timmis, 2002). They are used mainly for pattern 
recognition, data analysis, machine learning or optimization 
problems.  

The last group of AISA is inspired by functions of 
dendritic cells influencing differentiation of lymphocytes 
and can play a role of antigen-presenting cells or 
phagocytes. The dendritic cell algorithm (DCA) has already 
been used for anomalies detection in a computer network as 
a classifier for scanning computer ports (Greensmith, 
Whitbrook and Aickelin, 2010). 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 5. Algorithms of artificial immune systems 
 

ARTIFICIAL IMMUNE SYSTEMS FOR MULTI-AGENT 
COALITION FORMATION 

 
NIS is characterized by attributes which are 

necessary for ensuring decentralized and dynamic coalition 
formation of agents in MAS. In present, multi-agent 
coalition formation is insufficiently solved by NIS 
metaphors and algorithms of AIS. On the other hand, we 
can find some few similar domains or projects of AIS 
research area that are closed to the coalition formation. 

 
Similar Problems Solved with Artificial Immune 
Systems 

The project Symbrion (Symbiotic Evolutionary 
Robot Organisms) is focused on the development of 
autonomous intelligent system (swarm intelligent robots) 
able to self-configure, self-protect, self-optimize and self-
repare  (Kernbach, 2008). Architecture of autonomous 
robotic agent is inspired by the lymphatic system. Each 
swarm robotic agent represents a lymph node that is able to 
autonomously and collectively receive the source of energy 
with others robotic agents. If the robotic agent is not able to 
surpass the barrier alone, other suitable robotic agents join 
with it. One bigger robotic agent is built up and able to 
bridge the barrier.  
 Job Shop Scheduling Problem (JSSP) is another 
example. This NP-hard problem tries to find optimal 
schedule for each machine (source) that fulfills some task 
(job). The goal is to find a schedule containing jobs that are 
finished in minimum time. This problem can be solved with 
the AIS approach (Coello, Rivera and Cortés, 2003). The 
artificial gene library approach and the algorithm based on 
the clonal selection principle (CLONALG) is used for this 
problem. 
 The problem of finding mines in the environment 
is solved with the aid of artificial immune network (Yeom 
and Park, 2006). This network is composed of B-ly 
(altruistic and deliberative self-(robotic) agents) that are 
able to communicate and cooperate each other. Self-
(robotic) agents inform (stimulate) other self-(robotic) 
agents about the position and count of mines. 
 

CURRENT RESEARCH AND FUTURE DIRECTIONS 
 
Some of the existend clonal selection-based 

immune-algorithms have been investigated for multi-agent 
coalition formation. They are used for efficient elimination 
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of oil spills (Husáková, 2011), (Husáková, 2012), 
(Husáková, 2013). Clonalg-opt and BCA algoritm is applied 
for this purpose. The Opt-IA algorithm is mainly used for 
optimization problems (Castro and Zuben, 1999), (Castro 
and Zuben, 2000). It is the next immunity-based algorithm 
which is going to be tested for the multi-agent coalition 
formation. Opt-aiNet and Dopt-aiNet (Dasgupta and Nino, 
2008) are algorithms of discrete immune networks. They 
stem from the data clustering algorithm aiNet (Castro and 
Zuben, 2001) and are partly inspired by the idiotypic 
immune network theory by N. K. Jerne (Jerne, 1974). They 
are also used mainly for optimization purposes and they are 
going to be used for optimal coalition structure calculation. 

The most interesting part of the future research is 
focused on finding interesting processes occurring in the 
natural immune system of human for their usage in the 
multi-agent coalition formation. Some of the most 
promising processes are identified in the paper. These 
processes are going to became the inspiration for 
development of novel immune-algorithms used for solving 
problems in multi-agent coalition formation.  

 
CONCLUSION 

 The paper deals with the coalition formation of 
artificial intelligent agents of MAS in the context of the 
NIS. The paper finds similarities between formation of 
coalitions of artificial intelligent agents and particular 
properties and mechanisms of NIS. These processes can be 
the inspiration for solving coalition formation problems, 
especially dynamic and distributed formation of coalitions. 
The novel immune algorithms are going to be developed on 
the basis of these metaphors and already existed immunity-
based algorithms are going to be used for the multi-agent 
coalition formation in the elimination of oil spills. The 
paper mentions algorithms which are going to be tested with 
regards to the finding of optimal coalition structure. 
 
Acknowledgements 

The paper was supported by the project No. 
CZ.1.07/2.3.00/30.0052 - Development of Research at the 
University of Hradec Králové with the participation of 
postdocs, financed from EU (ESF project).  
 
 

REFERENCE 
Abbas, A. K., Lichtman, A. and Pillai S. (2011). Cellular 
and Molecular Immunology. Saunders, 7th ed., 560 p., ISBN  
978-1437715286. 
 
Brownlee, J. (2007). Clonal Selection Algorithms. 
Technical Report 070209A. 2007, 13 p. 
http://www.ict.swin.edu.au/personal/jbrownlee/2007/TR02-
2007.pdf (online). 
 
Coello, C. C. A., Rivera, D. C. and Cortés, N. C. (2003). 
Use of an Artificial Immune System for Job Shop 
Schedulling. Proceedings of the 2nd international 
conference on Artificial Immune Systems (ICARIS). 
Germany: Springer Verlag. LNCS, Vol. 2787, 2003, pp. 1 – 
10. 
 
Dasgupta D. and Nino, F. (2008). Immunological 
Computation: Theory and Applications. Auerbach 
Publication. 1st ed., 2008, 296 p. ISBN 978-1420065459. 

De Castro, L. N. and Von Zuben, F. J. (1999). Artificial 
Immune Systems: Part I – Basic Theory and Applications. 
Technical Report – TR – DCA 01/99. December, 1999. 
ftp://ftp.dca.fee.unicamp.br/pub/docs/vonzuben/tr_dca/trdca
0199.pdf (online). 
 
De Castro L. N. and Von Zuben, F. J. (2000). The Clonal 
Selection Algorithm With Engineering Application. 
Proceedings of the Genetic and Evolutionary Computation 
Conference (GECCO). San Francisco: Morgan Kaufmann, 
2000, pp. 36--37, 
http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.25
.6636 (online). 
 
De Castro, L. N. and Von Zuben, F. J. (2001). Data Mining: 
A Heuristic Approach. Abbass H. A. - Sarker R. A. - 
Newton C. S. USA: Idea Group Publishing. Chapter XII, 
aiNet: An Artificial Immune Network for Data Analysis, 
2001, pp. 231--259. 
 
De Castro, L. N. and Timmis J. (2002). Artificial Immune 
Systems: A New Computational Intelligence Approach. 
Springer, 1st ed., 2002, 357 p. ISBN 978-1852335946.  
 
Hart, E. and Timmis, J. (2005). Application areas of AIS: 
The past, the present and the future. Proceedings of the 4th 
International Conference on Artificial Immune Systems 
(ICARIS). Germany: Springer Verlag, LNCS, Vol. 3627, 
2005, pp. 483--497.  
 
De Castro, L. N. and Timmis, J. (2003). Artificial immune 
systems as a novel soft computting paradigm. Proceedings 
of the Soft-Computing. Germany: Springer Verlag, 2003, 
7(8), pp. 526--544.  
 
De Castro,  L. N. (2006). Leandro Nunes de Castro. 
Fundamentals of natural computing: basic concepts, 
algorithms, and applications. Chapman and Hall/CRC, 1st 
ed., 2006, 696 p. ISBN 978-1584886433. 
 
Delves, P. J., et al. (2011). Roitt´s Essential Immunology. 
Wiley-Blackwell, 12th ed., 2011, 560 p., ISBN 978-
1405196833. 
 
Greensmith, J., Whitbrook, A. and Aickelin, U. (2010). 
Artificial Immune Systems. Handbook of Metaheuristics. 
2nd ed. Germany: Springer Verlag, 2010, Chapter 14, pp. 
421--448, http://ima.ac.uk/papers/greensmith2010.pdf 
(online). 
 
Horling, B. and Lesser, V. (2005). A Survey of Multi-Agent 
Organizational Paradigms. The Knowledge Engineering 
Review. The Cambridge University Press, 2005, pp. 281—
316. ftp://mas.cs.umass.edu/pub/bhorling/horling-
paradigms.pdf (online). 
 
Husáková, M. (2011). Multi-Agent Coalition Formation 
Based On Clonal Selection. Proceedings of the 8th 
International Conference on Informatics in Control, 
Automation and Robotics (ICINCO), Netherlands, 
SciTePress, 2011, pp. 231--234.  
 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

6

 

 

Husáková, M. (2012). Immunity-Based Multi-Agent 
Coalition Formation for Elimination of Oil Spills. 
Proceedings of the 7th International Conference on Soft 
Computing Models in Industrial and Environmental 
Applications (SOCO), Ostrava, Czech Republic, Springer-
Verlag – Advances in Intelligent and Soft Computing 
Series, 2012, pp. 505—514.  
 
Husáková, M. (2013). Immunity as Inspiration for 
Elimination of Oil Spills - Multi-Agent Coalition Formation 
with B-Cell Algorithm. Proceedings of the 2nd 
International Virtual Conference 2013 (ICTIC 2013), 
Slovakia, EDIS, 2013, pp. 253 – 258. 
 
Jerne, N. K. (1974). Towards a Network Theory of the 
Immune System. In An Immunologica. 125C(1-2), 1974, pp. 
373--389. 
 
Kernbach, S. (2008). Symbiotic Robot Organism: 
Replicator and Symbrion Projects. Proceedings of the 8th 
Workshop on Performance Metrics for Intelligent Systems 
(PerMIS 2008). ACM, 2008. pp. 62--69. ISBN 978-1-
60558-293-1. 
http://www.symbrion.eu/tikidownload_file.php?fileId=231 
(online). 
 
Kim, J. and Bentley, P. J. (2002). A Model of Gene Library 
Evolution in the Dynamic Clonal Selection Algorithm. 
Proceedings of the First International Conference on 
Artificial Immune Systems (ICARIS), 2002, pp. 9 – 11. 
 
Klusch, M. and Gerber, A. (2002). Dynamic coalition 
formation among rational agents. IEEE Intelligent Systems, 
May, 2002, pp. 42--47.  

 
Murphy, K. (2014). Janeway´s Immunobiology. Garland 
Science, 8th ed., 2014, 888 p., ISBN 978-0815345312. 
 
Rahwan, T. (2007). Algorithms for Coalition Formation in 
Multi-Agent Systems. University of Southhampton. 
Dissertation Thesis. August, 2007. 
http://users.ecs.soton.ac.uk/nrj/download-files/lesser-
award/rahwan-thesis.pdf (online). 
 
Rahwan, T., et al. (2009). An anytime algorithm for optimal 
coalition structure generation. Journal of Artificial 
Intelligence Research (JAIR), 2009, pp. 521--567. 
http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.16
5.9942 (online). 

 
Sandholm, et al. (1999). Coalition Structure Generation 
with Worst Case Guarantees. Artificial Intelligence,  May 
1999, pp. 209—238. 
http://www.cs.cmu.edu/~softagents/papers/aij99.pdf 
(online). 
 
Stites, D. P. and Terr, A. I. (1994). Základní a klinická 
imunologie. Translation: Basic and Clinical Immunology. 
Prague: Victoria Publishing, 1994, 774 p. ISBN 80-85605-
37-6. 
 

Väkevä, A. (1995). Complement Activation In Myocardial 
Infarction. Dissertation, 1995. ISBN 952-90-6145-5. 
http://www.helsinki.fi/~vakeva/thesis.html (online). 
 
Yeom, K. W. and Park, J. H. (2006). An Artificial Immune 
System Model for Multi Agents based Resource Discovery 
in Distributed Environment. Proceedings of the First 
International Conference on Innovative Computing, 
Information and Control (ICICIC). Vol. 1, 2006, pp. 234--
239. 



 

 

 
www.arpnjournals.com 

 

SIMULTANEOUS COMPUTATION OF MODEL ORDER AND PARAMETER 
ESTIMATION OF A HEATING SYSTEM BASED ON GRAVITATIONAL 

SEARCH ALGORITHM FOR AUTOREGRESSIVE WITH EXOGENOUS INPUTS 
 

Kamil Zakwan Mohd Azmi1, Zuwairie Ibrahim1,    

Dwi Pebrianti1, Sophan Wahyudi Nawawi2 and      

Nor Azlina Ab Aziz3 

1Faculty of Electrical and Electronic Engineering, University Malaysia Pahang, Pekan, Malaysia 
2Faculty of Electrical Engineering, Universiti Teknologi Malaysia, Skudai, Malaysia 

3Faculty of Engineering & Technology, Multimedia University, Melaka, Malaysia 
E-Mail: zuwairie@ump.edu.my 

 
ABSTRACT 

System identification is a class of control system engineering that determines physical functionality of a plant and 
represents them in the form of mathematical expression by utilizing real experimental data. It is a process of acquiring, 
formatting, processing, and identifying mathematical models by considering raw data from the real-world system. Once the 
mathematical model is chosen, it can be characterized in terms of suitable descriptions such as transfer function that can be 
used for controller design. Most essential stages of model identification process can be summarized into four main stages. The 
first stage is collecting experimental data. Then, the model order and structure are chosen. The next stage is to estimate the 
parameters of the model and finally, the mathematical model is validated. Model order selection and parameter estimation are 
two significant aspects of determining the mathematical model for system identification. In this paper, an approach termed as 
Simultaneous Model Order and Parameter Estimation (SMOPE), which is basically based on Gravitational Search Algorithm 
(GSA), is proposed to combine these two parts into a simultaneous solution. In this technique, both the model order and the 
parameters of the system are computed simultaneously to obtain the best mathematical model of a system. According to 
heating system case study, it is proven that the proposed method is outstanding in comparison with some other approaches in 
literature. 
 
Keywords: Gravitational search algorithm, system identification, model order selection, parameter estimation 
 
INTRODUCTION 

Conventionally, least mean square (LMS) as well 
as other algorithms has been discovered for the 
identification of linear and static systems [1]. The goal of 
system identification is to adjust parameters of 
mathematical model in order to approximate actual 
parameters of an unidentified system from its inputs and 
outputs. This is implemented by varying the parameters of 
the developed model so that for a set of assigned inputs, its 
output match with actual system. In such cases, 
minimization of an objective function (generally the mean 
square error between actual output of unidentified system 
and predicted output) is usually followed by gradient based 
iterative search algorithms. 

However, in cases where the error surface 
(objective function) is multimodal, gradient-based 
approaches typically unable to succeed in converging to the 
global minimum. Therefore conventional approaches of 
parameter approximation are unsuccessful since they get 
trapped into local minimum and consequently unable to 
reach the global minimum [2]. In this situation, heuristic 
optimization techniques that require no gradient which 
enables them to attain a global optimal solution deliver 
significant capabilities in dealing with these particular 
challenging system identification problems. For that reason 
the problem of system identification can be considered as 
optimization problem. System identification implementing 
these heuristic algorithms is mentioned in some researches 
[3-6]. In spite of this, identification of systems without prior 

structural information is still challenging, hence new and 
innovative algorithms are increasingly being researched. 

A schematic of system identification problem 
utilizing the heuristic search algorithms is shown in Figure-
1. The difference of the output from the actual system with 
the modeled system gives the error e(k). This error is used 
by the heuristic algorithm to adjust and tunes the parameters 
of the ARX model, which are the pole-zero coefficients and 
thus minimize the error in a number of iterations to 
effectively identify the actual system. 

Five years ago, a heuristic search algorithm, known 
as Gravitational Search Algorithm (GSA), has been 
introduced inspired by the gravitational law and laws of 
motion [7]. It is indicated as a simple idea that is both 
convenient to execute and computationally effective. GSA 
has a functional and well-balanced mechanism to improve 
exploration and exploitation capabilities. 

System identification can be categorized based on 
their technique such as parametric model identification and 
non-parametric model identification. Non parametric 
identification technique in comparison with parametric 
identification technique is relatively simple but less 
accurate. Whereas, parametric model identification provides 
complete model description that truly describes the physical 
dynamics of a system. Examples of model structures for 
parametric identification are Auto-Regressive Model with 
Exogenous Inputs (ARX) [8], Auto-Regressive Moving 
Average with Exogenous Inputs (ARMAX) [9], and Box-
Jenkins (BJ) model [10].  
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Figure-1. A schematic of system identification problem utilizing the heuristic search algorithms 

 

 
 

Figure-2. ARX model structure 

ARX is the most basic model in linear black box 
identification. In dealing with the linear black box 
identification problem of the ARX model, the model order 
selection and parameter estimation part is solved with 
separated process. This separation may result the identified 
mathematical model not offer the best performance. The 
process needs to be repeated with the nearest model order to 
ensure that the best performance improvements are attained. 
Due to this fact, both of these parts should be merged into 
individual stage to obtain the ideal performance of the 
model. 

In this research project, we explore the possibility 
to perform model order selection and parameter estimation 
simultaneously. We found that the combination is possible 
considering the fact that the process of system identification 
can also be recognized as optimization problem. In 
mathematics and computer science, optimization is the 
problem of acquiring the best solution from all feasible 
solutions.  

In this paper, GSA is proposed to simultaneously 
identify model order and pole zero parameters of heating 
system without prior structural information. To validate the 
effectiveness of the proposed GSA, the performance of 
GSA is also compared with other existing techniques in 
literature. 

The rest of the paper is organized as follows. The 
proposed SMOPE-GSA is presented in the next section to 
give a proper background. This section is followed by 
experimental results and comparison with other methods in 
Section 3. Lastly, the paper is concluded in Section 4. 
 

 
SIMULTANEOUS COMPUTATION OF MODEL 
ORDER AND PARAMETER ESTIMATION 

In this part, an alternative approach for solving an 
ARX model will be highlighted. The technique is called the 
simultaneous model order and parameter estimation 
utilizing GSA as an optimizer (SMOPE-GSA). The strategy 
in SMOPE incorporates both solution of model order 
selection and parameter estimation in identification problem 
simultaneously by using GSA. 

The simplest form of time-domain system 
identification is ARX model, which has the following 
structure as shown in Figure-2.  The figure shows input and 
output variables, u(t) and y(t) respectively. ɛ(t) is a Gaussian 
white noise process. A(q) and B(q) are polynomials in the 
backward shift operator, q-1

. Based on the ARX model 
structure, the single-input single-output (SISO) ARX 
mathematical model can be defined as: 

 

                     (1) 

 
A linear differential equation and transfer function 

can be derived from that model as follows: 
 

                         (2)  
 

          (3) 

 
where m and n are the number of numerator and 
denominator orders of the transfer function respectively and 
an and bm are the pole and zero parameters that will be tuned 
by GSA as well as model order. 

In SMOPE-GSA, maximum order of 9th is 
considered. To determine the parameter ‘a’ and ‘b’, the 
constraint n ≥ m is taken into account. This is based on the 
transfer function form which the order value of poles (n 
value) must be the same or more than the order of zeroes (m 
value). 
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Figure-3. Flowchart of GSA for SMOPE 

Table-1. Particle representation 

Dimension 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 
Variable in 

ARX 
Order, 

n 
a1 a2 a3 a4 a5 a6 a7 a8 a9 b1 b2 b3 b4 b5 b6 b7 b8 b9 

 
The function of GSA, which is presented in 

Figure-3, is to identify the best mathematical model. The 
combination of model order and parameter for ARX 
equation are viewed in particle representation, which is 
shown in Table-1 while Table-2 and Table-3 indicate which 
ARX parameters should be decided for any assigned 
number of order, n. Hence, a set of 45 mathematical models 
are tested according to n value. 

As an example, if the model order is 2, therefore 
‘n’ value is 2 and all possible mathematical models are 
subjected to fitness calculation. In that case, the 
computations focus on two mathematical models, which are 

 and .  

Another example, if the model order is 3, then the 
computations involve three mathematical models, which are 

 and 

 

 . Note that up to ninth order 

mathematical model of ARX is taken into account for the 
purpose of this research.  

In the beginning phase of GSA, certain parameters 
are initialized. The GSA parameter values used in this 
research is shown in Table-4. The GSA parameter includes 
the number of agents, initial value, G0, α, and the maximum 
number of iterations, k. The initial placement of agents is 
randomly positioned in a search space. After the 
initialization stage is complete, the fitness function is 
computed as follows : 
 

 
 (4) 

 

Evaluate the fitness for each agent 
 

Generate initial population

Check constraint 

Update the G, best and worst of the 
population 

Update velocity and position 

Meeting end of 
criterion? 

Calculate M and a for each agent 

Return best solution
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Table-2. ARX parameters selected for the calculation of best fit (n=1,2,3,4,5,6) 

 
Order, n a1 a2 a3 a4 a5 a6 a7 a8 a9 b1 b2 b3 b4 b5 b6 b7 b8 b9 

1 X         X         
2 X X        X         
2 X X        X X        
3 X X X       X         
3 X X X       X X        
3 X X X       X X X       
4 X X X X      X         
4 X X X X      X X        
4 X X X X      X X X       
4 X X X X      X X X X      
5 X X X X X     X         
5 X X X X X     X X        
5 X X X X X     X X X       
5 X X X X X     X X X X      
5 X X X X X     X X X X X     
6 X X X X X X    X         
6 X X X X X X    X X        
6 X X X X X X    X X X       
6 X X X X X X X X X X    
6 X X X X X X    X X X X X     
6 X X X X X X    X X X X X X    

 
 

Note that the GSA assigns floating values to every 
dimension of an agent although the value of model order is 
discrete. Therefore, for the first dimension, the floating 
value is converted to discrete value by rounding its value. 
The search space at first dimension is limited between 0.5 
and 9.4. We put this constrain for maintaining stability. 

In order to maximize the best fit, the fitness 
evolution is performed by evaluating the best and worst 
fitness for all agents at each of iteration. 

 
                 (5) 

 
                (6) 

 
where represents the fitness value of the  agent at 
iteration t, best(t) and worst(t) represents the best and worst 
fitness at iteration t. Then, gravitational constant G is 
computed at iteration t. 
 

                          (7) 
 
where G0 and α are initialized at the beginning. T is the total 
number of iterations.  

After that, mass of each agent is calculated as 
follows: 

 

                         (8) 

 

                           (9) 

To calculate acceleration of an agent, total forces 
from a set of heavier masses that apply on it should be 
considered based on law of gravity (Equation 10). 
 

 
(10) 

 
where  is a uniform random variable in the interval 
[0,1],  is a small constant,  is the Euclidian distance 
between two agents i and j (Equation 11), and Kbest is the 
set of first K agents with the best fitness value and biggest 
mass. Kbest will decrease linearly with time and at the end 
there will be only one agent applying force to the others.  
 

                          (11) 

 
Based on the law of motion, the acceleration of the 

ith agent is computed by:  
 

                               (12) 

 
Finally, velocity and the position of the agents at 

next iteration (t+1) are computed based on the following 
equations: 
 

(t)           (13) 
 

              (14) 
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Table-3. ARX parameters selected for the calculation of best fit (n=7,8,9) 

 
Order, n a1 a2 a3 a4 a5 a6 a7 a8 a9 b1 b2 b3 b4 b5 b6 b7 b8 b9 

7 X X X X X X X   X         
7 X X X X X X X   X X        
7 X X X X X X X   X X X       
7 X X X X X X X   X X X X      
7 X X X X X X X   X X X X X     
7 X X X X X X X   X X X X X X    
7 X X X X X X X   X X X X X X X   
8 X X X X X X X X  X         
8 X X X X X X X X  X X        
8 X X X X X X X X  X X X       
8 X X X X X X X X  X X X X      
8 X X X X X X X X  X X X X X     
8 X X X X X X X X  X X X X X X    
8 X X X X X X X X  X X X X X X X   
8 X X X X X X X X  X X X X X X X X  
9 X X X X X X X X X X         
9 X X X X X X X X X X X        
9 X X X X X X X X X X X X       
9 X X X X X X X X X X X X X    
9 X X X X X X X X X X X X X X     
9 X X X X X X X X X X X X X X X    
9 X X X X X X X X X X X X X X X X   
9 X X X X X X X X X X X X X X X X X  
9 X X X X X X X X X X X X X X X X X X 

 

 
Figure-4. Input and output behavior of heating system 

where  is a uniform random variable in the interval 
[0,1]. The purpose of this random number is to give 
stochastic characteristic to the search strategy. 
 
EXPERIMENT 
 
Heating System 

In heating system, the input drives a 300 Watt 
Halogen lamp, suspended several inches above a thin steel 
plate. The output is a thermocouple measurement taken 
from the back of the plate. The input and output of the 
experiment is shown in Figure-4, which is taken from 
http://www.esat.kuleuven.ac.be/sista/daisy. The data collect 
from the system is separated for training and testing. This 
training data is used to calculate the model order and  
 

Table-4. GSA parameter values 
 

Parameters Value 
Population size 100 

Dimension 19 
Initial value, G0 100 

α 20 
Maximum iterations 2000 

Number of run 50 
 
parameter of the ARX while the testing data is used to 
validate the model. 
 
Experimental Setup for SMOPE-GSA 

In the SMOPE-GSA technique, each particle 
chooses a suitable model order and parameters of the ARX 
model from 1st order up to 9th order. The GSA parameter 
values used in this experiment is shown in Table-4. In each 
execution, the numbers of data points are divided equally 
into the proportions of 50% for training samples and 50% 
for testing samples from the entire dataset. The portion is 
described by Ljung (1999) in solving conventional ARX 
[8].  

To validate this SMOPE-GSA technique, Equation 
4 is taken into consideration. The output from identified 
mathematical model will be compared with actual output 
based on testing samples. The best fit for validation must be 
in good range to make sure other response from the system 
will give similar results to the model built. High best fit in 
the range of 80-100% is considered a good model. 
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Table-5. Result of Best fit using SMOPE-GSA technique in heating system identification 

 

Data Set 

Best Fit 
(Training) 

(%) 

Average Best Fit 
(Training) 

(%) 

STDEV 
(Training) 

Best Fit 
(Testing) 

(%) 

Average Best Fit 
(Testing) 

(%) 

STDEV 
(Testing) 

Min Max Min Max 
Heating System 

 
96.68 99.26 98.85 0.55 95.83 98.40 97.31 0.78 

 

 
Figure-5. Convergence curve for the maximum best fit 
value of the heating system converge at 660th iteration. 

 
RESULT 

All the results are shown in Table-5. The minimum 
and maximum value of best fit obtained in training is 
96.68% and 99.26%, respectively. Average value of best fit 
is 98.85%. In testing, the minimum, maximum, and average 
best fit are 95.83%, 98.40%, and 97.31%, respectively.  

Based on 50 experiments, Equation 15, Equation 
16 and Equation 17 are the best three mathematical equation 
selected by SMOPE-GSA. 

 

                  (15) 

 
where the model order value is 2 and parameter value, b1 = 
0.0005, b2 = 0.4587, a1 = -1.2100, and a2 = 0.2314. 

 

             (16) 

 
where the model order value is 2 and parameter value, b1 = 
0.3490, b2 = 0.2277, a1 = -0.9936, and a2 = 0.2244. 
 

                    (17) 

 
where the model order value is 1 and parameter value, b1 = 
0.5700 and  a1 = -0.9735. 

The convergence curve is shown in Figure-5. This 
convergence curve shows that all the GSA agents search 
and optimize the parameters in order to find the best 
combination of model order and pole zero parameters 
indicated by highest percentage of best fit value.  

 
Table-6. Performance of SMOPE-GSA against existing 

methods applied to the heating system dataset 
 

Method Best Fit (%)
SMOPE-GSA 97.3 

NOINSTR [11] 84.9 
Nuclear norm [12] 84.7 

IVM [11] 84.4 
CVA [11] 84.3 

N4SID [11] 82.5 
MOESP [11] 82.5 
NONE [11] 81.9 

 
In this heating system experiment, the SMOPE-

GSA converges at 660th iteration when finding the best 
mathematical model of Equation 15. 

The performance of SMOPE-GSA against existing 
methods is shown in Table-6. The performance of SMOPE-
GSA is 97.3%, which is the highest best fit in dataset. It 
followed by Hansson et al. with 84.9% using NOINSTR 
and Liu et al. with 84.7% using nuclear norm. Others are 
84.4% by IVM, 84.3% by CVA, 82.5% by N4SID and 
MOESP, and 81.9% by NONE.  

 
CONCLUSION 

This paper presented to analyze the performances 
of mentioned SMOPE-GSA. The entire outcome is 
calculated based on best fit percentage taken over 50 run. 
From evaluation based on heating system data, the 
mentioned SMOPE-GSA offers the satisfactory results in 
comparison with others. For future work, more case studies 
shall be considered to further assess the effectiveness of the 
SMOPE-GSA. 
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Example of Transfer Function from 1st Order up to 9th 
Order ARX Model 
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ABSTRACT 
Mobile device advancement and popularity has changed the way we consumed web content. However, the heterogeneity 
properties of mobile devices, subscribed network as well as its users lead to mismatch problem. The content adaptation 
system is the most viable solution for this issue. Most previous works in ADTE adapt the MPEG-21 Digital Item 
Adaptation (DIA) specification. However, only few works on optimizing energy consumption as well as quality of 
experience as a vision in Universal Multimedia Experience (UME). This paper proposes a framework of an adaptation 
decision-taking engine based on Service Level Agreement (SLA) and uses MPEG-21 Digital Item Adaptation 
specification. The SLA mechanism is integrated in this framework to enable more flexible decision-making process in the 
content adaptation system. This flexibility will support optimum QoE based on device current property status. 
 
Key words: Content adaptation  Adaptation decision-taking engine  Quality of experience  Energy-efficient  Service level 
agreement  

 
INTRODUCTION 

The consumption of today’s web content which 
includes rich media content such as video streaming and 3D 
games is mostly done in a variety of devices (i.e. 
smartphone, tablet). Due to the heterogeneous nature, these 
devices differ in system software (what file format can they 
display), screen size (how the media content appearing), as 
well as battery (how long the media content can be played). 
Another factor is the connection to the Internet: they also 
varied in term of bandwidth, jitter, and reliability. 
Furthermore, the web content is also varied (modality, 
format, quality and size). Even the user also has different 
preferences while consuming web content (Quality of 
Service and Quality of Experience). Therefore, content 
adaptation is required to fit the media content to these  
heterogeneity contexts.  

Content adaptation is one of the recent solutions to 
address content and context mismatch while viewing rich 
web content using heterogeneous device. This technique 
can either adapt web content to match the capabilities of the 
target device or adapt the resources of the target device to 
match the web content. However the first technique is 
widely used in the sense of the more practical adapting the 
content rather than adapting the resources. 

Early content adaptation approaches are device-
centric (based on the device capabilities), to enable access 
to  multimedia content, regardless device context (Mohan et 
al., 1999). This vision is known as Universal Multimedia 
Access (UMA). In this approach, only targeted device 
capabilities is considered in content adaptation system. 
Therefore, it is most likely the highest adapted content 
quality (QoS) for the matched targeted device is produced. 
However, we also need to consider the user preference 
factor to ensure user satisfaction while viewing the adapted 
content. Recent research activities in content adaptation are 
moving towards user-centric approach referred as Universal 

Multimedia Experience (UME). This approach considers 
user preferences as an important factor with the goal to 
optimize user satisfaction by providing the best match 
adapted version of content to user preferences (Pereira and 
Burnett, 2003).  

Although many content adaptation approaches 
have been proposed recently, only few concentrating on the 
energy consumption issues where the ability to manage 
limited mobile device energy resources to support 
UMA/UME efficiently (Moldovan et al., 2012; Kennedy et 
al., 2010; Zhang et al., 2009, Ismail et al., 2013). Thus, we 
need a mechanism that is, on the one hand, able to satisfy 
and negotiate users QoE and, on the other hand, optimize 
mobile device energy consumption (Ismail et al., 2013). 
Moreover, a generic and extensible approach is preferred in 
order to eliminate changes on main mechanism whenever 
any new kind of adaptation or new tools are offered in the 
future. 

 This paper proposes a framework for addressing 
the above-mentioned challenges. The contributions of this 
research are as follows. 

Content adaptation framework. This paper 
introduces a framework for content adaptation system based 
on MPEG-21 standard. It describes the interrelated modules 
and components. Then, within the framework, we present 
the adaptation decision-taking engine architecture. This 
engine considers several factors in the decision-taking 
process to increase user QoE satisfaction and as well as 
energy consumption. 

Planning a multi-objectives adaptation-decision 
steps. The adaptation solutions is determined and executed 
as a mathematical model. The process started with the 
original required content descriptions, and ended whenever 
the content is adapted within user’s QoE range for the given 
environment with minimum energy consumption. To 
achieve this goal, a set of adaptation operations identified 
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after the decision-taking process is applied to the original 
content.  

Service Level Agreement (SLA) mechanism in 
the ADTE. We notice that not all adaptation solutions can 
satisfy user’s QoE and/or  energy states of the user’s device. 
Therefore, we implement the SLA mechanism to negotiate 
the agreeable solution, if such case happens. 

We discuss the proposed framework and how 
MPEG-21 support content adaptation system in the next 
section. Then, we present the proposed architecture of the 
adaptation decision-taking engine architecture within the 
framework, followed by the service level agreement 
module. Then, the analysis of the proposed framework is 
discussed. The last section concludes the study. 

 
MPEG-21 BASED CONTENT ADAPTATION 
FRAMEWORK 

MPEG-21 is a multimedia standard endorsed in the 
ISO/IEC 21000 – Multimedia framework (MPEG-21) 
standard. It was defined by the Moving Picture Experts 
Group. The MPEG-21 standard aims to enable protected 
digital media access and delivery in interoperable 
infrastructure (Burnett et al., 2006). The tools defined in 
Part 7 of the MPEG-21 standard, which also known as the 
MPEG-21 Digital Item Adaptation (DIA) standard are 
meant for enabling content adaptation (Vetro and 
Timmerer, 2005). This research uses Adaptation Quality of 
Service (AdaptationQoS) tool, Usage Environment 
Description (UED) tool and Universal Constraint 
Description (UCD) tool.  

The AdaptationQoS tool describes all possible 
parameters of the requested content. Optimal parameter for 
actual adaptation is based on these parameters. These 
parameters and its impact in the modules is referred as 
IOPins. The relationship of optimal parameter is known as 
modules. 

The UED tool is used to describe the environment 
of the user. It includes device capabilities,  natural 
surrounding, network characteristics, and user 
characteristics. For example, in terms of device capabilities, 
it describes the available codecs and display size.  

The UCD tool specifies any constraints stated by 
the provider as well as the user. We used this tool to 
describe user Quality of Experience and energy states of the 
target device.  

A mathematical model of adaptation solution can 
be produced using the three tools above. The adaptation 
solution can be decided by determining the most optimum 
IOPins values that are within user QoE range and do not 
violate the device capabilities and constraints. Finally, the 
actual adaptation is performed by using these IOPins values.  

The proposed framework is adapted from Md 
Fudzee (2011). The framework is both utilizing user and 
device centric content adaptation, which can perform 
temporal and/or spatial adaptation of the video content in 
relation to energy efficiency. The framework’s aim is to 
personalize media content in order to optimize QoE and 
device energy constraints specified by different types of 
users. The framework is a composed of the Adaptation 
Module and Service Level Agreement (SLA) Module as 
depicted in Figure 1.  

Device 
Properties/

States
(UED, UCD)

Adapted
Content

Feedback

D
ec

is
io

n

Content 
Metadata 

(Aqos)

User 
Profile
(UED)

Adaptation Module

Content Server

SLA Module

Adaptation 
Decision‐Taking

Engine

s C e

Adaptation 
Execution 

Engine

                   Client/Device

Content 

  
Figure 1. MPEG-21 Based Content Adaptation Framework 

 
 

Adaptation Module 
The role of this content adaptation system is the 

following: given a video and a user, it tries to provide an 
adapted version of the video that satisfies user and device 
constraints while maximizing the QoE within the available 
device energy. It consists of two engines: Adaptation 
Decision Taking Engine (ADTE) and Adaptation Execution 
Engine (AEE). ADTE retrieve all necessary information 
(content metadata, device properties, device current states 
and user QoE preference) and list all possible adaptation 
solutions. ADTE then will identify the best adaptation 
solution based on current constraints and capabilities. The 
selected adaptation solution is then sent to the AEE for 
execution. The AEE takes the video from the database and 
launches the appropriate available adaptation tools 
according to the chosen adaptation solutions. This 
framework allows any third-party adapter to be easily 
plugged into the system). Any transcoding tools and 
services can be registered at the AEE with specific 
functionalities. Upon receiving an adaptation task, the AEE 
dynamically decides the most appropriate service and 
redirects the task to the selected service. Finally, the result 
of this process is kept internally as an XML file. This 
enables optimizing the delivery of adapted content by 
reusing previous adaptation plans (Bayou, Coquil & Kosch, 
2011).  

The task of the ADTE is the most challenging, 
since the content can be adapted in different ways. The 
decision-taking process may encounter two or more optimal 
set of adaptation operations that could satisfy  user's QoE 
and device constraints (i.e. energy consumption). It also 
plans for optimal energy-efficient adaptation strategy. The 
adaptation decision making process is the major focus of 
this study.  
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Service Level Agreement Module 
The SLA Module is mainly used to guarantee the 

user to get the required content version, delivered within the 
agreed QoE and availability of mobile device energy 
resources. The role of this module is to manage any 
agreement and negotiation set by the content provider and 
the user. This module also manages user QoE profiles (e.g., 
display quality preference, cost, and tolerable response 
time).  

The negotiation process will be initiated whenever 
one or more constraint cannot be satisfied by the selected 
solution identified by ADTE. As an example, if energy left 
on a mobile device is 900 mW and the user requested to 
play a 10 minutes of adapted streaming video which 
requires 1000mW of energy. It is not sufficient to play the 
whole video as needed. Therefore, the negotiation process 
will be triggered. There are two mechanisms of negotiation 
that can be used: independent and dependent negotiation. 
 The process of decision making in independent 
negotiation is done without user intervention. The ADTE 
will recalculate the adaptation solution to identify the 
optimum solution based on the new constraint. Whereas, 
user intervention is needed in the dependent negotiation 
mechanism. We propose to use both mechanisms in our 
framework based on the specific situation. Let say the 
acceptable range of QoE stated by the user in QoE profile is 
10%. If the difference of adapted content QoE is less than 
or equal to 10%, then the independent mechanism will be 
chosen. However, if it is more than 10%, then dependent 
mechanism will be used to negotiate QoE level. 
 
ADAPTATION DECISION-TAKING ENGINE 
ARCHITECTURE 

Original content is adapted based on the decision 
provided by ADTE. In our proposed framework, the 
decision is based on user QoE, device capabilities and 
current energy level. The proposed architecture is adapted 
from Kofler et al. (2007) depicted in Fig. 2. 

The metadata handling process is separated from 
the actual optimization process to conform with the MPEG-
21 standard, which standardizes the XML content 
descriptions (Arnaiz et al., 2011; Kofler et al., 2007). This 
process is handled by Profiler. The Profiler first extract all 
capabilities and constraints in the form of UCD and UED. It 
includes the description of user QoE preferences, target 
device capabilities and constraints (includes current energy 
status), network, natural environment. These descriptions 
formulated as a threshold profile. 

The Solution Resolver main task is to process the 
threshold profile and generates all possible adaptation 
solution set based on the stated threshold (Jofri et al., 2015). 
This step is done to ensure that the only adaptation solution 
that is within the stated threshold filled in the solution 
space. These solutions are in the form of mathematical 
representation consists of the IOPins and Modules (i.e. 
interrelationships of IOPins). We introduce the request 
context to represent the user’s desire towards the content. 
Meanwhile, for mapping the constraints/resources based 
context (e.g. Client profile, network parameters, and user 
QoE preferences), utility context and accessibility context, 
we can easily incorporate (Lum & Lau, 2003; Hsiao et al., 

2008; Virgilio et al., 2007), (Prangl et al., 2007) and (Yang 
& Shao, 2007; Yang et al., 2008) work, respectively.  
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Figure 2. The ADTE Architecture based on MPEG-21 DIA 

 
Generally, we can describe the overall semantics of 

related terminologies as below:  
 

Definition 1: Adaptation Factor. These values are also 
known as adaptation constraint (i.e. terminal constraint, user 
constraint, network constraint) which is in the form of UED 
and UCD descriptions. It can be defined as a set of 
parameter for adapting particular content as follows: 
 

adaptfactors = {factor1, factor2, factor3, factor4,…, 
factorn} 

Example: 
adaptfactors = {QoEpreferences, energystatus,  deviceprofile, 

networkparameters} 
 

Where each factor has certain attributes: 
 

factorn = {attrib1, attrib2, attrib3,…, attribn} 
 

Example: 
QoEresolution = {excellent} 
energystatus = {joule} 
deviceprofile = {screen_size,  supported_format} 
networkparameters = {bandwidth} 

 
There are many contributing factors to measure 

QoE of a system. For high level factors, it includes 
efficiency, system usability, reliability, suitability, and 
content consumption experience. Apart from that, low level 
factors can also be considered, for instance the sharpness of 
the video, clarity, naturalness, readability of text, blurriness 
and blockiness which are much related to human perceived 
quality in case of video contents (Jumisko-Pyykkö et al., 
2007).  



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

4

 

 

QoE preferences are important to facilitate the user 
immediate desire, as illustrated in these statements (not 
limited to): 
 
 “I want to play the video in high quality” because he 

need the details. 
  “I want to view this 10 minute video for at least 5 

minutes” because his phone battery almost empty. 
 
However, to retrieve these desires is a challenging 

task. To measure QoE, there are many possible approaches 
such as using objective quality metrics and using pseudo-
subjective quality metrics. It includes, the structural 
similarity metric (SSIM) or video quality metric (VQM) 
(Zinner et al., 2010). Then, these considered metrics values 
are matched to the mean opinion score (MOS) scale to 
measure user QoE (refer Table 1).  

 
Table 1. Mean Opinion Score 

MOS Quality Impairment 
5 Excellent Imperceptible 
4 Good Perceptible but not annoying 
3 Fair Slightly annoying 
2 Poor Annoying 
1 Bad Very annoying 

 
As such, assuming that we already captured the 

user’s QoE desire based on previously described statements 
using SLA: 
 

Condition 1: QoEresolution = {excellent} 
Condition 2: QoEview_time= {fair} 
 

Definition 2: Quality Dimension. Define the set of 
properties for a particular media content where it forms the 
QoE values. 
 

QoEmedia = {parameter1, parameter2,…, parametern} 
 
Example: 

QoEvideo = {resolution, framerate, quality} 
 

Definition 3: Quantization Steps (qstep). Each parameter in 
quality dimension has certain quantization steps. It defines 
the scale where each quantization can be represented by a 
certain value. 
 

parametern = {qstep1, qstep2, qstep3, …qstepn}. 
 
Example: 

resolution = {128x96, 176x144, 256x192, 320x240, 
352x288} 

framerate = {15fps, 20fps, 25fps, 30fps} 
quality = {28dB, 32dB, 40dB, 44dB, 48dB} 

 
All qstep values will be normalized into a numerical value 
that ranges from 0 to 1. For instance the highest resolution 
value of original content is mapped to 1. The equation for 
mapping the ith qstep values into numerical values is as 
follows: 
 

qsvali = (qstepi  / qstepmax) 

 
where qstepi represent the ith quantization step, while  
qstepmax represent the maximum quantization step within 
the respective dimension of quality (i.e. full scaling factor). 
These values, then represented as the following vector: 
 

qvalparameter = {qsval1 , qsval2 , qsval3 ,…, qsvaln} 
 
Example: 

qvalresolution = {0.12, 0.25, 0.48, 0.76, 1} 
qvalframerate = {0.25, 0.5, 0.67, 0.83, 1} 
qvalquality = {0.58, 0.67, 0.83, 0.91, 1} 

 
Definition 4: Quantization step value (Qsv) is all possible 
combinations of quantization parameter. To derive Qsv we 
use the Cartesian Product as follow: 
 

Qsv = (qval1 × qval2 × qval3 × … × qvaln) 
Qsv = {(a,b,c) | a  qval1, b  qval2, and c  qval3} 

 
Example: 

Qsv = {(0.12, 0.25, 0.58), (0.12, 0.25, 0.67),…, (1,1,1)} 
 
Definition 5: QoE threshold (Qt). Means the limit of 
acceptable user QoE preferences, which is agreed in the 
SLA. For every adaptation solution set, the user QoE 
preference threshold is assigned to each parameter. We use 
the nine-grade numerical quality scale (refer Table 2) which 
is an extension of the MOS scale to define user QoE 
preferences using SLA. Then we map the user QoE 
preferences numerical values that ranges from 0 to 1 to set 
the threshold (T) based on Table 2.  
 
Table 2. Nine-grade numerical quality scale (ITU-T P.910) 

Grade Quality 
9 Excellent 
8  
7 Good 
6  
5 Fair 
4  
3 Poor 
2  
1 Bad 

 
Qt = { T1, T2, …, Tn} 
 

Example: 
Qt = {0.7, 0.7, 0.9} 

 
From Qt, we define the weight of user QoE, w that will be 
assigned to each parameter. Total sum of weight must be 1. 
It can be expressed in the following expression for n + 1 
parameters: 
 

 
 
Example: 

w = {0.3, 0.3, 0.4} 
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Definition 6: Solution space (Sol). Define the adaptation 
solution set that is met with Qt. Each possible adaptation 
solution is analysed. First, all Qsv that is met with device 
constraint are selected. Then, these Qsv is compared with 
Qt. The result can be TRUE or FALSE. It depends on the 
requirement of the QoE by the user. For positive monotonic 
QoE (e.g., quality), the Qsv must be equal or greater than 
(i.e., ≥) the stated Qt, whereas for negative monotonic QoE, 
the Qsv must be equal or less than (i.e., ≤) the stated Qt. For 
positive monotonic QoE, if si ={Qsvk ≥ Qtk} is met, then the 
selection is TRUE, vice versa. On the other hand, for 
negative monotonic QoE (e.g., frame rate), if si = {Qsvk ≤ 
Qtk} selection is TRUE, vice versa. TRUE is equal to 1 
while FALSE assertion is 0. If all results of the comparison 
for each parameter are TRUE, then the solution set is in 
full-compliance. This solution set is selected into solution 
space. The solution set is in partial-compliance when only 
some parameters are satisfied while non-compliance is 
stated when all of the parameters are not satisfied.  
 
Definition 7: Energy estimation (Ee). Means the estimated 
energy usage for each solution in Sol. In order to evaluate 
our model, we use another power consumption model, 
which is based on the assumption that power consumption 
is linearly proportional to the frame rate (Yu et al., 2014). 
 

Ee = {e1, e2, e3, …, en} 
 
Example: 

Ee = {120, 220,300, 380, 420} 
 

Definition 8: Modified solution space (mSol). Define the 
adaptation solution set that is met with energystatus. Each 
adaptation solution in Sol is compared with energystatus. The 
Ee for each adaptation solution must be equal or less than 
(i.e., ≤) the energystatus. If si = {SolEe ≤ energystatus } selection 
is TRUE, vice versa. This solution set is selected into 
modified solution space, mSol. 

There is possibility that the solution space is empty 
(i.e. no available solution meets the threshold profile). In 
this case, the negotiation process will be invoked. This 
process is done outside the ADTE by SLA mechanism. The 
outcome of this negotiation is either to quit the adaptation 
or to negotiate with lower Qt to proceed with the adaptation 
process. 
 
Definition 9: Optimal solution (Op). The optimal solution is 
the optimal option of mSol that satisfies user QoE and 
device energy status as well as other specified UED and 
UCD constraints. For every solution set in mSol, there are 
weights assigned to the parameter, based on, Qt. The 
optimal solution can be identified after the weights are 
assigned to each of the solutions in mSol. The maximum 
value is selected as the optimal adaptation solution (Op). 
The result of this process is expressed by the following 
expression: 
 

Op = Max (mSoli × w) 
 

Finally, the output of this component is derived as 
values for the IOPins that is optimal. The output is sent to 
AEE as parameters for the actual adaptation process. 

SERVICE LEVEL AGREEMENT 
SLA is used to express commitments, expectations 

and restrictions in a transaction between two parties. 
Specifically, the main objectives of SLA in content 
adaptation are (a) to facilitate two-way communication 
between negotiating parties that include an understanding of 
needs, priorities, and specifications, (b) to protect against 
expectation creep that includes the identification and 
negotiation of service levels, (c) to have mutually agreed 
standard, and (d) to gauge service effectiveness that 
includes the basis for performing an assessment. In our 
context, it provides clients with the platform to specify their 
QoS/QoE requirements and ensures the QoS/QoE offered 
by the selected service providers are delivered accordingly. 
Figure 3 depicted the SLA management framework.  

The SLA management framework consists of three 
interrelated phases: creation, monitoring and enforcement. 
Brokers and providers have the mechanism to establish 
SLA. A broker, on behalf of the client, negotiates SLA with 
service providers. These newly created SLA clearly 
expresses the required QoS/QoE to be maintained till the 
end of service execution, the required content object level to 
be delivered, the penalties in case of failure to provide the 
offered QoS/QoE and the actions of resolution in case of a 
conflict.  

After the successful creation of SLAs, providers 
are tasked to perform the adaptation. These services 
executions are monitored using the specified monitoring 
apparatus to ensure offered QoS/QoE and required content 
adaptation are obeyed. The monitored QoS/QoE levels are 
compared with SLA created. If the SLA for the service is 
being delivered accordingly, the SLA is in compliance; 
otherwise the SLA is in non-compliance form. When a non-
compliance case detected, the enforcement phase is 
invoked. 
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Figure 3. SLA management framework for content 

adaptation (Fudzee & Abawajy, 2012). 
 

In the enforcement phase, a specific decision-
making mechanism is used to decide whether a non-
compliance case is a direct violation, a conflict or a result 
from bypassing conditions. Based on the determined result, 
it enforces the necessary action and to provide a real-time 
compliance reporting to clients. In case of any violation or 
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any conflict, the enforcement mechanism is activated to 
penalize the provider or to resolve the conflict, respectively. 
The broker sends a real time report to the client for each 
service consumed including the compliance status.  

In order to pass and adapt the content between 
service proxies, a mechanism to connect and manage the 
proxies (both the broker and service) is required. In the 
following section, we will elaborate on how this is 
achieved. 
 
DISCUSSION 
 In this section, we will evaluate the framework 
using available standard video sequence and the discuss the 
analysis of the framework. 
 
Framework Evaluation 

To prove the performance of the proposed 
framework, we use the JSVM 15.1 encoder (Reichel et al., 
2007) to generate scalable bitstreams. Video sequence, 
‘akiyo’ from the standard video database, is chosen for the 
test. The videos are originally at CIF (352×288) spatial 
resolution with a frame rate of 30fps, and each sequence is 
8-second long (240 frames). One bitstream is generated 
with five temporal layers, and each temporal layer in turn 
has five quality layers created using the coarse grain 
scalability with quality values equals to 41dB, 44dB, 
45dBb, 47dB and 48dB, respectively. The GOP size is 16 
frames in all cases. In our case, we have 4 frame rate (15, 
20, 25 and 30 fps) and 5 quantization step (16, 25, 40, 64 
and 102). 

For our test, we consider the following Quality 
Dimension of ‘akiyo’ sequence: 

 
QoEvideo = {resolution, framerate, quality} 

 
The qstep for each above parameter can be considered as 
follows: 
 

resolution = {128x96, 176x144, 256x192, 320x240, 
352x288} 

framerate = {15fps, 20fps, 25fps, 30fps} 
quality = { 28dB, 32dB, 40dB, 44dB, 48dB} 
 

Then we normalize each qstep values into a numerical value 
that ranges from 0 to 1: 
 

qvalresolution = {0.12, 0.25, 0.48, 0.76, 1} 
qvalframerate = {0.25, 0.5, 0.67, 0.83, 1} 
qvalquality = {0.58, 0.67, 0.83, 0.91, 1} 

 
From the qstep values, we can generate a total of 80 
possible combinations of quantization parameter or possible 
adaptation solution, Qsv. 
 

Qsv = {(0.12, 0.25, 0.58), (0.12, 0.25, 0.67),…, (1,1,1)} 
 
The more possible combination will enable more accurate 
adaptation decision with targeted terminal and environment 
conditions. 

For this test, we consider this scenario; a user 
wishes to play the ‘akiyo’ sequence at high quality. The 
user also need the resolution of the sequence as big as 

possible. However, the user considers frame rate as not 
important. From the stated requirement, he set its QoE 
preferences using SLA as User Preference A. Let’s consider 
his mobile device battery is nearly depleted and he only has 
600mW left. Using the Nine-grade numerical quality scale, 
we can set the Qt for User Preferences A as follows: 
 

Qt = {0.9, 0.7, 0.9} 
 
Therefore, the value of w is: 
 
 w={0.36, 0.28, 0.36} 
 
After analysing each of the possible solutions, there are only 
4 solution set that is met with Qt: 

 
Sol = {(1, 0.83, 0.91), (1, 0.83, 1), (1,1,0.91), (1,1,1)} 

 
The next step is to identify estimated energy usage, Ee for 
each solution in Sol and define it as mSol. Table 3 shows the 
results of the adaptation solution in mSol of ‘Akiyo’ 
sequence using our proposed framework. We only consider 
energy constraint on this test for simplicity and clarity. For 
real world situation there are many constraints can be 
considered using our proposed framework. 

 
Table 3. ADTE result of Akiyo sequence 
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User preference A: Qt = {0.9, 0.7, 0.9} 
1 1 0.83 0.91 600 0.95 
2 1 0.83 1 650 0.95 
6 1 1 0.91 600 0.97 

User preference B: Qt = {0.7, 0.7, 0.9} 
1 0.76 0.83 0.92 600 0.84 
2 0.76 0.83 1 650 0.88 
6 0.76 1 0.92 600 0.89 
7 0.76 1 1 650 0.93 

21 1 0.83 0.92 600 0.92 
22 1 0.83 1 650 0.95 
26 1 1 0.92 600 0.97 

 
From Table 3, we can identity that the most 

optimal solution for User preference A with energy 
constraint of 600mW chosen by this framework is Solution 
No. 6. Although the highest quality value is Solution No. 2, 
the estimated energy consumption is not met with energy 
constraint. 

Let consider another scenario; if a user prefers to 
view the same video sequence with high quality, but for him 
resolution and frame rate are not important (User preference 
B) with energy constraint of 650mW. The solution chosen 
will be Solution No. 22. Although Solution No. 26 have the 
higher score, Solution No. 22 have higher quality value. 

We can make a conclusion from the result of the 
test, that adaptation decision-taking for optimizing QoE and 
energy consumption can be made using the proposed 
framework.  
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Analysis of Framework 
In this section, we justify the strength of our 

proposed design in terms of reliability, scalability, 
extensibility, simplicity and portability. 

In the application architecture perspective, 
reliability is viewed as the degree to which the architecture 
is susceptible to failure at the system level in the presence 
of partial failures within components, connectors, or data 
(Fielding, 2000). As such, this approach improves reliability 
by enabling negotiation process between the user and 
service provider when a certain objective cannot achieve.  

In addition to scalability, extensibility is also 
important. Extensibility is defined as the ability to add 
functionality to a system (Pountain & Szyperski, 1994). In 
our design, extensibility is induced by allowing new 
services to be listed in the adaptation registry dynamically, 
without restructuring the architecture. New adaptation 
engine or data types can be facilitated as long as it is 
introduced. 

In our design, simplicity of the architecture is also 
considered. We refer simplicity as simplifying the 
functionality of each component in the architectural design. 
We induce simplicity by applying principle of separation of 
concerns to the allocation of functionality within 
components (Fielding, 2000). As such, each main 
component is separated into independent modules (e.g., 
ADTE, AEE, SLA). Moreover, each service provider can 
externally facilitate a particular adaptation task, thus 
enabling delegation of tasks. Web Services provide specific 
services, offer better adaptation services and becoming 
intelligent (Malik & Bouguettaya, 2009). 

Finally, we discuss the strength of the architecture 
in term of portability. Software is portable if it can run in 
different environments (Ghezzi et al., 1991). As such, we 
induce portability by the mean of platform neutral and 
providing message-oriented interface for public interaction. 
The use of MPEG-21 standard also contribute the 
portability of this architecture as it promotes standard 
descriptions using XML. 

 
CONCLUSION 
 This study builds on and contributes to work on 
content adaptation, as it is becoming important in the 
emerging mobile and pervasive computing. In this paper, 
we present a content adaptation framework for optimizing 
Quality of Experience and energy consumption as well as 
different network environment and user devices in an 
interoperable and efficient way. This framework uses the 
MPEG-21 standard to ensure interoperable solution. The 
components of the proposed framework were discussed 
accordingly. The proposed ADTE will enhance decision-
making process by considering user satisfaction in term of 
Quality of Experience as well as device energy 
consumption. The decision-making process also supported 
by the SLA mechanism to ensure agreeable decision thus 
increase satisfaction. The SLA is needed in the adaptation 
decision-taking process because there is a possibility that no 
adaptation solution that can meet with user QoE preferences 
and/or sufficient available energy to view the content. 
Therefore the system may negotiate with the user to proceed 
with content adaptation. Future works of this research are to 
develop and implement the proposed ADTE and the SLA to 

appropriately experiment the outcome of the framework. 
We will also conduct a subjective assessment of this 
framework to further improve the QoE requirements in the 
ADTE. Another future work is to accurately measure energy 
usage estimation of the content as well as measuring energy 
availability estimation of the target device. 
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ABSTRACT 
Mobile devices today is an important equipment to support daily activities. Nowadays, people generally tend to use 
mobile devices as it has several advantages, namely: universality, usability, high efficiency, economy and individuation. 
Mobile devices will become a major channel for eGovernment implementation in the future. In line with the increasing 
number of information presented as well as the services offered by the government, the greater the challenges of 
information security are. The exchange of information that happens should be supported by a good security mechanism. 
However, when discussing on security issues, the opposite matters are matters related to convenience. This paper 
discusses some aspects of eGovernment as well as solutions to the challenges of information security issues when 
implementing a mobile device as a communication channel. There are four things that are offered as a solution to 
information security strategy to keep a balance between security and convenience, namely: selection of data and services, 
the appropriate policy, adoption of technology and the human education aspect. 
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INTRODUCTION 

 
The globalization era have changed the way people 

view the service of the government bureaucracy. The 
easiness given with ICT support has become the new 
standard of the government bureaucracy itself. Through the 
use of ICT, the public demands that government 
performance is fast, cheap, and process-oriented. According 
to Indrajit (2013) the use of digital technology has given 
rise to a new mechanism of government bureaucracy which 
is then known as the Electronic Government 
(eGovernment), that is the use of ICT for the exchange of 
information and services between government agencies 
with the public and other units that require it.  

Indonesia is the largest archipelago in the world with a 
number of islands reached 17,508. This geographic 
condition becomes one of the reasons the government to 
immediately implement eGovernment. In this case, Djoko 
in Dahlan (2008), argued that based on the geographical 
challenges it faces, then there are 5 reasons why the 
Indonesian government needs to immediately implement 
eGovernment are: to support the government changes 
towards democratic governance, to support the application 
of balances authority between central and local 
Governments, to facilitate commnunication between central 
and local government, to gain openness, to facilitate the 
transformation towards an information society era. 

Furthermore, according to Rokhman (2011), the 
initiation of eGovernment by the Indonesian government 
has been started since 2003. Until now, the index and 
evaluation of e-government implementation provided by 
some of the parties have not shown satisfactory results.  
According to Rokhman (2011), Indonesia is still in the low 
ranks among other countries in Southeast Asia. Based on 
data released by the UN (United Nations, 2014 ), Indonesia 

currently is ranked 106th out of 193 countries assessed by 
the UN. EGDI (eGov Development Index) for Indonesia is 
0.4487, the index is still below the average value EGDI for 
all countries assessed is 0.4712. 

One problem is that there are a number of obstacles and 
challenges in implementing eGovernment in Indonesia.  In 
this case according to the survey of several cities in 
Indonesia by Priyambodo (2007) in a previous study 
concluded that there are five challenges in the development 
of eGovernment in Indonesia, namely : human resources, 
eLeadership, regulation, organization and infrastructure. 

Firman as a Director of eGovernment of Ministry of 
Communication and Information of Indonesia (Kominfo) 
said, in line with the increasing number of information 
presented by the government as part of the service, the 
greater the challenges of information security are. 
Information security usually involves confidentiality, 
integrity, and availability. In this case Kominfo concludes 
that based on the study of the application of ISO 27001: 
2009 on the information security, the information security in 
eGovernment in Indonesia is still relatively vulnerable 
(Hukum Online 2014). It encourages a number of vendors, 
such as Microsoft to help strengthen the information 
security on eGovernment in Indonesia. The assistance is 
conducted in the form of technical assistance to the 
government web portal security, payment transaction 
security and the consolidation between units of 
eGovernment services.  

Agency for Assessment and Application of Technology 
(BPPT) itself  as a government agency that has a strategic 
function for the assessment and application of technology 
has implemented six strategies to support the development 
of eGovernment in Indonesia, one of which is to utilize 
information and communication technology optimally to 
improve the quality of eGovernment services to the 



 

VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

2

 

 

community. In this case, one of the most prospect 
technology choices to support such a strategy is the mobile 
phone. It is because of considering so many users and the 
extent of mobile phone services in Indonesia (BPPT, 2010).  

According to Anestia (2014), average growth of data 
packet customers for the three major operators in Indonesia 
(Telkom, Indosat, XL) has reached 40%. Today, with a 
population of Indonesia alone reaching 237 million, it 
proves that the number of mobile phone users has reached 
270 million with the data packet users reaching 123 million. 
With this consideration, then in the future, the 
implementation of eGovernment will shift to the use of 
mobile devices as a channel of communication. It is then 
known as mGovernment. Kumar and Sinha (2008) state that 
mGovernment itself is a subset of eGovernment, that is the 
application of the concept of anytime, anywhere where 
information and services provided by the government can 
be utilized by the community through the availability of 
mobile devices. There are three things that become the 
triggers of the emergence of mGovernment services, the 
penetration of mobile devices in various circles of society, 
the convergence of telecommunication technologies, and 
the emergence of 3G data transfer services (Kushchu 2003).  

Related to the issue of eGovernment, according to 
Kumar and Sinha (2008); there are two things that become 
critical factors of implementation of eGovernment, that is 
privacy/security and accessibility issues. Privacy/security 
issues are important matters given the use of data access via 
the Internet is vulnerable to interception whether conducted 
directly by individuals or through the help of tools. While 
the accessibility issues concern how to provide access to 
information and services so that people at various levels and 
conditions can enjoy all the convenience provided by the 
eGovernment services.  

When discussing security, the problems that occur are 
related to the convenience. Security and convenience are 
issues faced the most by each institution that implements a 
security system. In this case, according to Mente (2000) 
there is a security paradox, "The more convenient we tend 
to make things, the less secure they are; conversely, the 
more secure we make things, the more inconvenient it 
becomes". It certainly applies as well in the implementation 
of eGovernment application. At the time when 
eGovernment security solutions are applied to the 
maximum, it will certainly reduce the sense of comfort in 
using the service. And vice versa. Therefore, it needs an 
appropriate strategy to implement security and convenient 
issues within the scope of the application and eGovernment 
services. This strategy is necessary so that the function and 
purpose of eGovernment services are in accordance with the 
expectations of the government and the society.  

This paper is intended to provide an idea of how 
information security strategy is on the mobile device-based 
eGovernment. The article will be divided into four section. 
In the first section, it will discuss the basic principles of 
eGovernment/mGovernment, the second part will discuss 
the basic principles for information security. After 
discussing the basic aspects, the third part will discuss a few 
thoughts on the information security on eGovernment and 
the use of mobile devices as an alternative solution.  

 
 

eGOVERNMENT and MOBILE DEVICE  
 

The definition of electronic government (eGovernment) 
in general is the system used by the government to perform 
information management and public service based on 
information and communication technology. There are 
various opinions on the definition of eGovernment as 
follows:  
 Shailendra Singh and Karaulia (2011) said, until now 

there is no standard definition of eGovernment, 
however, the generally accepted definition is: the 
application of information and communication 
technologies to transform the efficiency, effectiveness, 
transparency and accountability of informational and 
transactional exchanges with in government, between 
government and government agencies of National, 
State, Municipal and Local levels, citizen & businesses 
and to empower citizens through access and use of 
information.  

 According to the UNDP cited by Alshehri and Drew 
(2010), eGovernment is: "the application of information 
and communication technology (ICT) by government 
agencies".  

 Meanwhile, World Bank definition cited by Alshehri 
and Drew (2010), eGovernment is: "the use by 
government agencies of information technologies (such 
as wide area networks, the internet and mobile 
computing) that have the ability to transform relations 
with citizens, businesses, and other arms of 
government".  
 
The difference in the definition according to Indrajit 

(2013) is due to several factors, namely: different scenarios 
and implementation of the spectrum, the internal condition 
both macro and micro of countries which implement it, as 
well as the vision, mission and strategy of development of 
the country.  

Smith and Jamieson (2005) said, all eGovernment 
activities are intended to fulfill three main objectives, 
namely:  
 Improving service delivery, which directly improves 

service and satisfaction of the society, business, 
community by redirecting resources to priority services.  

 Getting value for money from the public purse - that is 
how the service units on the government can run its 
service activities in accordance with the budget that has 
been established, in efficient manner in accordance 
with the existing rules. 

 Aligning supporting government agendas - The 
government hopes to ensure that the planning, 
investment and management in the public sector are 
oriented to support the achievement of the agendas of 
the government.  
 
The main objective of eGovernment, according to 

Smith and Jamieson (2005) is used to encourage the 
emergence of the service through various possible channels 
which can be easily accessed by the public, the business 
environment and the community. The mobile device is a 
potential communication channel that can be used to 
implement eGovernment. Kumar and Sinha (2008) said, the 
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advantages of mobile applications compared to web-based 
applications are on the speed and the ability to data access. 
Countries with a condition in which the speed of Internet 
access is relatively slow, but the penetration and the growth 
of mobile devices are very fast, the use of mobile devices as 
a communication channel in eGovernment is very 
appropriate.  

According to NXP (2012), the development of mobile 
devices into the smartphone with the ability not only as a 
communication tool but also has other abilities equivalent to 
the functionality of the computer has made smartphones as 
a technology that adheres in human life. Cloud technology 
and 3G/4G communication technology support create the 
comfort of human in conducting their activities with the 
help of a smartphone. Report from PwC (2011) itself states 
that currently 38% of mobile phone consumers in the 
America are smartphone users and most of it is in tablet 
form. Refers to a survey made by Gartner that the 
smartphone users always show an increasing trend every 
year.  

The importance of the smartphone as a tool to support 
their daily activities, according to NXP (2012), is a common 
thing if someone leaves the wallet, which contains various 
identity cards and money, but it would be a problem if 
someone left the smartphone device. This is because all the 
important data that is typically stored in a wallet, such as 
identity cards, ATM/credit cards, business cards and money 
right now could be easily replaced its function through a 
number of smartphone-based applications.  

The use of mobile devices in the implementation of 
eGovernment has improved the quality of interaction in 
order to achieve real-time information interaction. In 
addition, according to Su and Pei (2010), the 
implementation of mobile devices in eGovernment services 
provide five virtues, namely: (1) Universality, (2) Usability, 
(3) High Efficiency (4) Economy and (5) Individuation.  

Su and Pei (2010) elaborate on the virtues that the rapid 
penetration of mobile devices allows the chances of the 
faster spread of information and services in the community. 
The use of mobile devices is easier than with computers, 
eGovernment implementation relies heavily on the topology 
and the network setting while the use of mobile devices is 
much more efficient and simple implementation. 
Economically the use of mobile devices for eGovernment 
does not require investment as the use of the computer does 
in eGovernment in general. The use of mobile devices will 
allow the direct benefit obtained by the user community 
because the service is direct according to their respective 
needs. 
 

INFORMATION SECURITY   
 
The concept of information security is more 

concentrated on the confidentiality of documents stored 
electronically. In association with government 
organizations, the information security means protection 
against records and data held by that agency. Security 
information is also related to the monitoring of the 
recording policy, administration and actions of the 
government agencies to the documents that are important 
(Wang, 2008).   

There are some definitions of security information : 

 According to Smith and Jamieson (2005), Information 
Security is "the effective implementation of policies to 
ensure the confidentiality, availability and integrity of 
information and assets is protected from theft, 
tampering, manipulation or corruption".  

 According NSTISSC cited in Smith and Jamieson 
(2005), Information Security is "the protection of 
information systems against unauthorized access to or 
modification of information whether in storage, 
processing, or transit, and against denial of service to 
authorized users, including those measures necessary to 
detect, document, and counter such threats ".  

 
Meanwhile, according to Bell, cited by Smith and 

Jamieson (2005), the purpose of information security is to 
protect an organization's information assets and to protect 
the business processes of the organization as well as the 
preservation of the CIA principles, namely:  
 Confidentiality - ensure that the information is only 

received by those who have authorization to receive it. 
Information can be confidential for reasons of privacy, 
commercial or political.  

 Integrity - ensure that the information can only be 
changed by the system or those who have authorization 
to do so.  

 Availability - ensure that the information and 
processing systems are always available when the 
information is required. According to Alshboul (2012), 
the vulnerability of a system can occur in one of the 
following four areas, namely: programs, peripherals, 
communications, input and output.  
 
Furthermore, according to Alshboul (2012), the causes 

of vulnerability of a system are divided into six factors, 
namely:  
 Technical and Technology factors. Application of the 

proper security system and the availability of many 
security tools that are either pro or anti become a 
challenge for the emergence of system vulnerability.  

 Human factors. Users at various levels of users often 
become a gap in the emergence of system vulnerability, 
both because of the emergence of human error or 
because the appropriate user behavior supports efforts 
to strengthen the security of the system.  

 Social factors. The emergence of various communities 
is a medium for the dissemination of information. It is 
not infrequently that the strength of a community 
becomes the gap for the distribution of sensitive 
security information on a computer system.  

 Political factors. The existence of political and business 
interests becomes the encouragement for the efforts to 
deliberately find a vulnerability gap of a system.  

 Economic factors. The selection of a particular 
technology which is cheaper and easier for a system 
security can be a loophole for the existence of 
vulnerability. The cost factor in choosing technology 
can be exploited by certain parties because of the 
limited capabilities of these technologies.  

 Networking factors Espionage, and interferences 
mistransmissions. Network quality and data 
transmission media can be a factor in the vulnerability 
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of the integrity and availability of information.  
 
In relation to the implementation of information 

security within an institutional environment, according to 
Wang (2008), there are four aspects that have to be 
concerned, namely:  
 Security, which is the support and readiness of the 

infrastructure and the application of appropriate 
security policy strategy including in terms of access 
control.  

 Convenient, is the ease of distribution and use by the 
client on all possible platforms.  

 Transparency, is that the system does not require 
excessive user intervention.  

 Scalability, is that the implemented system is quite 
relevant to be implemented and does not require a large 
investment.  
 

 
Figure 1 Relation of 4 Security and Convenient Dimensions 

Illustration is adapted from the paper of (Montano et al. 1988) 

 

 
Figure 2 Context Awareness Technologies As a solution to get the 

optimum value between security and convenience. (Security Document 
World 2014) 

 
Furthermore, according to Montano et al. (1988), 

security and convenient are the two of the four security 
dimensions other than control and privacy. In providing a 
solution to the design of a smart home, then Montano et al. 
(1988) mention four dimensions as the main factor for the 
relation as illustrated in Figure 1. Illustration provided by 
Montano et al. (1988) can be used as a strategic reference 
for building eGovernment application service policy. It 
means that an eGovernment application should be designed 
in such a way by considering the application of the four 

dimensions.  
Meanwhile, despite the fact that the current security 

factor is inversely proportional to the convenience, but the 
development of security technology will be more advanced 
so that the optimum position between security and 
convenience will be achieved. Studies in the field of 
context-aware security will be one of the solutions to 
overcome this problem (Security Document World 2014; 
Macdonald, 2010). Context aware in principle is the use of 
additional information to improve security decision so that 
more accurate security decisions are obtained and able to 
support the more dynamic business. 

 
INFORMATION SECURITY ON 

eGOVERNMENT 
 

According to Wimmer et al. (2008), in an effort to 
provide strategic direction for the development of 
eGovernment in the European Union countries, starting in 
January 2007 the eGovRTD2020 program in the form of a 
strategic plan for the eGovernment development through 13 
research areas is launched. From the thirteenth of the 
research area,  there are at least four same area can be 
grouped into information security areas, namely: 
 Trust in eGovernment with one of the problem is about 

how to build and enhance the concept of trust in 
eGovernment environments.  

 Information quality: there are some problems in this 
topic, one of which is about how the framework can be 
established to ensure the information quality and 
trustworthy certification mechanism, then how to 
ensure the information quality that will be used for the 
purposes of decision making.  

 Cyber Infrastructures for eGovernment. In line with the 
development of technology, the technology platform 
for eGovernment will involve the involvement of many 
platforms so that its reliability must be maintained. 
Agreed standard, prepared modules and services must 
have interoperability with each other and support the 
growth of the industry that supports the field of 
eGovernment.  

 Data privacy and personal identity. Personal data, if it 
is used properly, will improve the quality of 
eGovernment services, but, on the other hand, there is 
also the potential for abuse. Therefore, issues related to 
policy, security protocols and data management will be 
very important matters to maintain a balance between 
the use of personal data for the benefit of eGovernment 
services and protection from potential abuse.  
 
According to Puyosa (2012), the main challenge of 

implementing eGovernment not only improves the 
efficiency of public services, but also strengthens the trust 
and openness among the government administrators with 
their society through the exchange of relevant information. 
Unfortunately, this is not supported by a secure 
infrastructure. In this case, Moen et al. (2007) state that 
most of the countries that implement eGovernment are not 
built in a safety mechanism that supports authentication, 
confidentiality, and integrity. In his research, Moen et al. 
(2007) mentioned that most of the implementation of 
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eGovernment is utilizing a web-based application, and it 
turns out 80% of web-based eGovernment applications were 
found to have vulnerabilities against web application attack 
especially Cross Site Scripting and SQL injection. 

Furthermore, according to Istiyanto (2005) there are 7 
business risks that must be anticipated from the 
implementation of eGovernment, namely: fraud, error, 
delay, the publication of the Confidential Information, 
Intellectual Property theft and Safety-Critical Dependence. 

The problems that arise in the implementation of 
eGovernment is the number of e-provided government 
services, but it turns out that there is no interoperability 
between services. Each eGovernment service implements a 
separate security system so that the user is faced with a lot 
of security systems that require the user to pass 
authentication. Therefore, according to Wang (2008), the 
SSO (Single Sign-On) mechanism is important to 
implement for the implementation of eGovernment services. 
If the system is not implemented, it will have an impact on 
the reduction of the user's convenience in the use of 
eGovernment services because they have to authenticate 
multiple times each time they enter into different 
eGovernment services.  

According to Smith and Jamieson (2005), in a public 
perspective, eGovernment is viewed as a whole, so if there 
is a security problem in one of the services, it will be 
regarded as a fail on the whole process of eGovernment. 
Thus, efforts to improve the information security on all 
eGovernment services are regarded as something very 
important. The level of community participation in the 
eGovernment is strongly influenced by the fulfillment of the 
expectations of the society itself, on the quality of services 
provided, the completeness of information obtained, the 
speed and flexibility of the information transaction and the 
important thing is security through an infrastructure which 
is widely accessible by the society (Alshboul 2012).  

Moreover, according to Kushchu (2003) there are a 
number of challenges to be faced by the government 
generally applying mobile application in eGoverment 
services, namely: Infrastructure development, Payment 
Infrastructures, Privacy and Security, Accessibility, Legal 
Issues and Compatibility. It is a challenge for e-government 
professionals, practitioners, and researchers to demonstrate 
its contribution, solutions and support to help realize a good 
eGovernment. 

 
 

STRATEGY FOR INFORMATION 
SECURITY  

 
One example of the implementation of eGovernment 

applications with a level of very good data security is at 
handling the passport. There are a number of very strict 
regulations and standards to ensure that the data stored in a 
passport are completely secure like (ISO/IEC 15408) for 
computer security, the ISO 14443 for interoperability 
standards between devices and services (NXP 2012). 

Mobile device solutions for eGovernment through the 
use of smartphones should be supported by a secure 
communication process between servers of eGovernment 
and the smartphone devices. At least there should be two 

sides of security to be considered properly. The first is from 
the server side of eGovernment services, and the second is 
on the side of smartphone device used.  

According to NXP (2012), the implementation of the 
Trusted Execution Environment (TTE) on a smartphone 
would be a guarantee of security for data handling in this 
scope. The thing to note is that if the provided eGovernment 
services are concerned the identity of personal data. NXP 
(2012) said, on the application of eGovernment the most 
fundamental matter is to control the access to personal data 
information. Therefore, PwC (2011) mentions that there 
should be an appropriate strategy related to where important 
personal data is stored. Data is stored on the device, the 
network, the cloud service or a combination of all three. In 
addition, no less important matter is to classify the types of 
data and information that can be accessed/exchanged 
between the service provider to its users.  

There are a number of constraints on the 
implementation of security in eGovernment mobile, namely:  
 User acceptance, that is when a number of important 

data can eventually be accessed or stored on the 
smartphone devices so how the users treat the 
technology will be one of the important keys in the 
application of information security.  

 Human factors associated with loss or broken tools can 
be a loophole for the emergence of security system 
vulnerabilities in eGovernment services.  

 Some smartphone vendors are known to have excellent 
security support. The diversity of smartphone users in 
the community will be a constraint for providing 
security assurance from the aspects of smartphone 
technology. In this case, of course it is not possible that 
eGovernment service providers limit their services only 
in the smartphone user community of a particular 
vendor.  

 Implementation of a secure eGovernment should 
upgrade the infrastructures that support it. It is a 
constraint on the funding aspect. It is necessary to have 
a good vision of eGovernment service providers on the 
impacts and benefits of upgrading infrastructure and 
technology for national security as a whole so that 
funding is not a constraint.  

 
Considering the various constraints, then according to 

NXP (2012) anyhow the advancement of smartphone 
technology is but in principle this technology should not be 
targeted as a total replacement for all government services. 
eGovernment in general and mobile technology in 
eGovernment in particular should still be regarded as a 
complement of the actual government services. In this case, 
the rapid development of mobile technologies that affect the 
lifestyle of the community at large should be considered as 
a challenge to build a new model of communication 
between the government and society. But according to 
Security Document World (2014) transfer of government 
services in accordance with the progress of these 
technologies is dependent on the ability of the government 
itself in preparing the trusted transaction services and 
policies in the handling of the lifecycle of digital identity. 
While the predictions of Security Document World (2014) 
state that if from now these two matters can be prepared 
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well by the government, in 2020 saving cost amounting to 
30-50 Billion US$ will be obtained.  

Therefore, based on previous studies by Priyambodo  
(2007), the study of various topics related to the basic 
principles of eGovernment, the potential use of mobile 
devices moves as a communication channel that is widely 
distributed in the community, the viewpoint of security, the 
development of technology, then broadly there are four 
main strategies that can be used for a reference for mobile 
device-based eGovernment information security. The four 
strategies is the Types of Data and Services, Policy, and the 
Infrastructure and Technologies as well as human. An 
explanation of the four strategies are as follows: 
 
Types of Data and Services 
 Classifying types of data/information that will be used 

in eGovernment services.  
 If the data/information to be displayed/exchanged leads 

to data private and confidential data, then it must be 
ensured that there is an infrastructure which can ensure 
the safety of both the eGovernment service provider or 
of the user community of its services.  

 
Policy Aspects 
 Need to establish integrated policies such as the 

concept of single sign-on for all eGovernment services.  
 Need a clear policy relating to the application of the 

security system and control concept to every level of 
user.  

 Implement the concept of General security policy 
which includes the current status, security measures, as 
well as contingency plans.  

 Law Policy aspects should be prepared to provide 
support of legislation to anticipate all possible 
protection and legal arrangements . 

 
Aspects of Infrastructure and Technology 
 The support and commitment to the implementation of 

a number of security standards such as ISO 27001: 
2009 for computer security and ISO 14443 for 
interoperability standards.  

 In-depth study for the adoption of the latest security 
technologies such as context awareness to improve 
comfort in terms of security.  

 The policy to control the quality of security that applies 
to various types of mobile devices/smartphones that are 
used widely in the community.  

 
Human Aspects 
 The continuous education about the importance of 

maintaining personal/private identity that is stored in 
the smartphone.  

 The education to select the type of smartphone devices 
that support technologically support the security system 
which is applied in the eGovernment. General 
description of the four strategies is as seen in Figure 3 
below.  

 Including education on privacy and security issues.  
 
       In previous studies, Priyambodo (2007) delivered five 
key aspects as the eGovernment readiness. These five 

aspects are human resources, e-Leadership, regulation, 
organization and infrastructure. The fifth aspect of his point 
of view is the ability of the government itself in preparing 
themselves to implement eGovernment. The community as 
a user of the service eGoverment will see the successful 
implementation of eGovernment from the attainment of the 
objectives and functions of the eGovernment itself as well 
as the government's readiness to support the 
implementation. In this case the success of the 
implementation of eGovernment is when all of the aspects 
of readiness can be met properly. 
 

 
 

Figure 3 Aspects of Information Security Strategy In eGovernment 

 
        In this study proposed an idea of the eGovernment 
strategy for securing data based on the mobile application. 
The strategy includes four aspects, namely the type of the 
data and service, policy, technology and human aspect. Two 
of the four aspects, namely the type of data and service as 
well as the policy entirely in the government domain. While 
aspects of the technology and infrastructure is the domain 
between the government and the actors in the technology 
market. Human aspect itself entirely at the user side. Thus, 
for the study of eGov security strategy based on the mobile, 
the government together with technology and society actors 
should jointly take a role in maintaining the security of the 
data. Security is not entirely the responsibility of the 
government as a provider of eGovernment services, but 
safety is also the responsibility of the owner of the 
technology as well as the citizens as owners and users of 
data . 
        Kushchu (2003) argues, there are three aspects that 
require the government to consider the mobile application 
as a communication channel eGovernment future. The three 
aspects are: the increasing penetration of mobile devices, 
the evolution of technology, standards and Internet protocol 
that enables faster data transfer as well as the increasing 
adoption of mobile applications services provided by 
individuals or businesses. In this case the four strategies 
presented in this paper would be a reference to the authority 
of eGovernment policy holders to consider and pay 
attention to certain things that the implementation of e-
government at the mobile communication channel 
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completely in accordance with the expectations of the 
government itself and the citizens. 
        

 
CONCLUSION. 

 
In principle, the use of mobile phone/smartphone to 

support eGovernment services are highly dependent on the 
readiness of the government itself in providing a secure 
infrastructure guarantee for the control of important data. If 
this still cannot be done, then the mobile device-based 
eGovernment services should be only as a backup of a 
conventionally similar mechanism.  

The very broad characteristics of mobile device users 
are an alternative communication channel for the 
implementation of eGovernment. There are many virtues of 
mobile devices that support the objectives of eGovernment; 
one of which is large and rapid penetration in society. 
Therefore in the future, the mobile government will be the 
tendency of eGovernment implementation. One issue that 
must be addressed is the security issue, it cannot be 
separated from the use of public paths for data traffic. The 
implementation of security in a system is always inversely 
proportional to convenience. Therefore, it needs a strategy 
to implement a security system, but still continues to 
consider the aspect of comfort. There are four things that 
are offered as a solution to information security strategy in 
order to keep a balance between security and convenience, 
namely: selection of data and services, the appropriate 
policy, technology adoption and the aspect of human 
education.  

The strategy proposed in the perspective of the region 
even though the Indonesian government, but in fact can be 
applied by any government. The problems and challenges 
faced by each country in the data security for eGovernment 
use mobile application in principle is the same so that the 
strategy proposed in this paper can also be used as a 
reference by other countries. 

Further research on the issue of the application of these 
security strategies can be more focused on the technical 
deepening of each of these aspects, for example, is about 
mapping information and services that require a dedicated 
data security, the study of technology standards that can be 
applied to ensure the communication and data exchange on 
mobile devices as well as studies on the application of 
context-aware security for mGovernment implementation. 
Overall the study in this paper and a series of follow-up 
research will be a valuable input for the improvement of the 
quality of eGovernment implementation in the future. 
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ABSTRACT 
In recording the EEG signals are often contaminated by a large of signals called artifacts such that the brain activity 
(source) difficult to estimated. There are different kinds of artifacts such as power line noise, electromyogram, 
electrocardiogram and electrooculogram. In this research, an adaptive recurrent neural network (ARNN) for estimation of 
source and reduction of noise from recorded EEG signals is proposed. In the experiment, the EEG signals are recorded on 
three conditions, which is normal conditions, closed eyes, and blinked eyes. After processing, the dominant frequency of 
the EEG signal is obtained in the range of 12-14 Hz either on normal conditions, closed eyes, and blinked eyes. The 
experimental results show that the ARNN methods was effectively estimated the brain activity according to the given 
stimulus and remove the artifacts from all subjects. 
 
Key words: EEG  Adaptive  Neural Network  Estimation Reduction  

 
INTRODUCTION 

Electrical impulses raised by firing of neuron 
within the brain diffuse through the head and can be 
measured by placing the sensors (electrodes) on the scalp, is 
known as electroencephalogram (EEG) (first measured in 
humans by Hans Berger in 1929). The EEG signals contain 
an information about the neural activity and has been non-
invasively used for clinical or research application such as 
brain computer interface (BCI). A BCI has been defined as 
a communication system that does not depend on the brain's 
normal output pathways of peripheral nerves and muscles 
(Wolpaw et al., 2000). To increase the effectiveness of BCI 
systems it is necessary to find methods of increasing the 
signal-to-noise ratio (SNR) of the observed EEG signals. In 
the context of EEG driven BCIs, the signal is endogenous 
brain activity measured as voltage changes at the scalp 
while noise is any voltage change generated by other 
sources. These noise, or artifact, sources include: line noise 
from the power grid, eye blinks, eye movements, heart beat, 
breathing, and other muscle activity. Some artifacts, such as 
eye blinks, produce much higher amplitude of voltage 
changes than raised by brain activity. In this situation the 
data must be discarded unless the noise or artifact can be 
removed from the data. 

There are two general methods for removing 
artifact from the EEG record. The simplest approach is to 
discard a fixed length segment, perhaps one second, from 
the time an artifact is detected. Discarding segments of EEG 
data with artifacts can greatly decrease the amount of data 
available for analysis. Regression using the EOG channel 
was attempted in the time and frequency domain (Gratton, 
Coles, & Donchin, 1983; Woestenburg, Verbaten, & 
Slangen, 1983). This method is fast, easy to implement, 
reliable, and still in use by modern researchers. Although 
this method can result in losing of certain information from 

the recorded data, it can be mitigated by doing the recording 
for a longer periods or larger numbers of trials. However, 
this method of artifact removable is not acceptable for many 
experiments and also is not practical in online or real-time 
application. However, as a reliable means of removing 
artifact from the EEG record and leaving clean data would 
be of tremendous value, there has been an ample amount of 
research toward this goal (Babiloni et al., 2011; Escudero et 
al., 2011; Turnip, Hong, & Jeong, 2011; Turnip & Hong, 
2012). Many of these newer approaches involve techniques 
including independent component analysis, neural networks, 
Kohonen maps, and other methods which were either 
unavailable or much less well known during the early days 
of EEG signal processing. Techniques for removal of EEG 
artifact without rejecting other data are now prevalent in 
EEG processing software. 

During the experiment, the electrodes is located in 
some significant distances away from the neural activity. 
Therefore, the EEG signal collected at any point on a 
person’s scalp is a nonlinear mixture of the activities 
generated over a large brain area. The analysis of EEG data 
and the extraction of information from this data is a difficult 
problem. This problem is exacerbated by the introduction of 
extraneous biologically generated and externally generated 
signals into the EEG. In this paper, an adaptive recurrent 
neural network (ARNN) for estimation of brain activity 
sources and simultaneously reduce the additive noise from 
collected EEG signals is proposed. This problem can also be 
solved by optimisation algorithms such as ELPSO (Jordehi, 
2015). 

The rest of this chapter is organized as follows. 
Section 2 presents the adaptive recurrent neural networks. 
Section 3 explains the experiment method. Results are 
discussed in Section 4, and conclusions are drawn in 
Section 5. 
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ADAPTIVE RECURRENT NEURAL NETWORKS 
Let M be the number of measured EEG signals and 

N be the number of unknown input sources. Then, the 
measured signal at channel i, )(kxi , can be represented as a 

linear combination of N unknown mutually statistically 
independent source signals )(ks j , Nj ,,2,1  , as follows 

(typically NM  ) (Choi & Cichocki, 2000; Cichocki, & 
Amari, 2002). 

 

  )()()(
1

kvksakx ij

N

j
iji 



, (1) 

 
or in matrix form, 
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where T
M kxkxkxkx )](,),(),([)( 21   MR  is a noisy 

sensor vector of EEG signals, NMA R  with entries ija  is 

an unknown NM x  mixing matrix, 
T

N ksksksks )](,),(),([)( 21   NR  is an unknown 

source vector signals, and MT
M kvkvkv R)](,),([)( 1    

is a vector of additive noises.  
When )(kx is noisy such that )()(ˆ)( kvkxkx  , 

where )()(ˆ kAskx  and )(ˆ)()(ˆ kxkWky  are the noiseless 

estimates of the input and output vectors respectively. It is 
easy to show that the additive noise )(kv within 

)(kx introduces a bias in the estimated decorrelation matrix 

W. In general, the problem of noise cancellation is diffcult 
or even impossible to handle, because we have (m+n) 
unknown source signals (m sources and n noise signals), but 
only m available or measured sensor signals. However, in 
many practical situations, the unbiased separating matrices 
can be estimated and the noise can be reduce or cancel (if 
some information about the noise is available). In this 
research, the additive noise in the i–th sensor is modeled as 
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where 1z  is the unit delay operator. In this model, a 
reference noise which is added to each sensor (mixture of 
sources) with different unknown time delays and various 

unknown coefficients )(khip  representing attenuation 

coefficients is assummed. Therefore, the unknown mixing 
can be described in matrix form as 
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where T
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10)( . Analogously, the 

separating and noise deconvolutive process can be 
described as  
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~)( . In order to develop a viable neural 

network approach for noise cancellation, we define the error 
vector 
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where T
m tetetete )](,),(),([)( 21  and )(ˆ ty  is an 

estimate of the source s(t). To compute )(ˆ ty , consider the 

minimum entropy (ME) cost function 
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expressed as 
 

  














i

i

i

iii

i
ii

r
e

rrr

r
ep



1
exp

/12
)( . (8) 

 
Stochastic gradient descent of the ME function 

yields stochastic independence of the error components as 
well as the minimization of their magnitude in an optimal 
way. The resulting system of differential equations is 
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or in a discrete-time algorithm as 
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)(log
)( . The functions 

)( ii e (i=1,2,...,m) can be implemented via nonlinear filters 

that perform filtering and nonlinear noise shaping in every 
channel such that  
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where the parameters of filters { ipb } and nonlinearities 

)( ii e are suitably chosen depends on the noise 

distributions. In this paper, any value of ir  ≥1 is selected, in 

which case the locally-optimal nonlinear activation 
functions are of the form 
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iiii eee where   is a small positive 

constant to avoid the singularity of the function at 0ie . 

The proposed algorithm can be considered as a form of 
nonlinear post-processing that effectively reduces the 
additive noise component in the estimated source signals. 
 
 

EXPERIMENT METHODS 
EEG is most commonly recorded according to the 

international 10-20 electrode placement system (Jasper, 
1958). The 10-20 system was developed to standardize the 
collection of EEG and facilitate the comparison of studies 
performed at different laboratories. When only a few 
channels of EEG are collected the electrodes are placed at a 
subset of the sites. The EEG data were collected from eight 
healthy adult subjects (all men, ranging in age between 20-
22 years old). Five subjects have slight hair and the rest are 
thick hair. All subjects were asked to complete the standard 
task by following three stimuli contition which are baseline 
(normal), closed, and blink eyes.  

During the experiment, the participant were sitting 
in a comfortable chair in front of 14” monitor at a distance 
of about 1 m. Continuous EEG signals were recorded 
(sampling frequency about 128 Hz) from 6 electrodes 
placed on the scalp using Emotiv wireless EEG. The desired 
brain activity is focused in the F7, F8, T7, T8, O1 and O2 
channels which represent the visual of human brain. The the 
OpenVibe software is used to perform the data acquisition, 
stimulus visualization, and EEG recording with the built in 
function block. The experiment consists of two sessions 
with period of 130 second (two stimuli: normal and closed 
eyes condition) and period of 66 second (two stimuli: 
normal and blink eyes condition). The stimuli arrangement 
is built based on a scenario in Table I. The picture of all 
subject during the experiment are shown in Fig. 1.  

 
Table I. Scenario for EEG sample recording 

Time (s) Activity Time (s) Activity 
Sessions 1: 31-33 Blink eye 

0-30 Normal 34-35 + 
31-32 + 36-38 Blink eye 
33-63 Closed eye 39-40 +
64-65 + 41-43 Blink eye 
66-96 Normal 44-45 + 
97-127 Closed eye 46-48 Blink eye 
128-130 End 49-50 + 

Sessions 2 : 51-53 Blink eye 
0-18 Normal 54-55 + 
19-20 + 56-58 Blink eye 
21-23 Blink eye 59-60 + 
24-25 + 61-63 Blink eye 
26-28 Blink eye 64-65 + 
29-30 + 66 End 

 

 
Fig. 1. Eight experiment participant. Participant 2 and 5 

showing blink eyes activity, and the rest are showing 
closing eyes activity 

The first sessions is started with baseline (no 
movement) condition for 30 seconds. At the 31-32th second, 
OpenVibe will show the ‘+’ sign indicating the preparation 
for first movement. Then, the arrow is shown at the 33-63th 
second to indicate the subject to do closed eyes. These 
stimuli are repeated for twice. The second scenario is started 
with baseline (no movement) condition for 18 seconds. At 
the 19-20th second, OpenVibe will show the ‘+’ sign 
indicating the preparation for second movement. Then, the 
arrow is shown at the 21-23th second to indicate the subject 
to do blink eyes. Two-second interval is added to finish the 
current movement. These continue until the 10th stimulus 
appeared. 
 

ANALYSIS RESULTS 
 The matrix equation x(k)=Hs(k)+v(k)  is used to 
create x(k), where each ν(k) is a Gaussian random noise with 

the covariance matrix IR vvv
2̂


  with 2ˆ v = 0.01. Twenty 

trials were run, in which W(0) were different random 

orthogonal matrices such that IWW t 25.0)0()0(  and 

ensemble averages were taken in each case. Fig. 2 shows 
the evolution of the performance factor )(k defined as 
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where n = 6. ijg  is the (i,j)-element of the global system 

matrix WHG   and ij
j

gmax represents the maximum 

value among the elements in the ith row vector of G. 

ji
j

gmax  is the maximum value among the elements in the 

ith column vector of G. The value of )(k measures the 

average source signal crosstalk in the output signals 

 )(kyi  if no noise is present. Crosstalk is usually caused 

by interferece of undesired signal effect from channel to 
another. As can be seen, the original algorithm yields a 
biased estimate of )(kW , whereas the bias removal 

algorithm achieves an average crosstalk level that is about 5 
dB lower except for subjects 5 and 6. Also shown for 
comparison is the original algorithm with no measurement 
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noise, showing that the performance of the described 
algorithm approaches this idealized case for small learning 
rates for all subjects. 
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Fig. 2. Ensemble-averaged value of the performance index 

for uncorrelated measurement noise (subjects 1 – 4) 

0 1000 2000 3000 4000 5000 6000 7000 8000 9000
10

-3

10
-2

10
-1

10
0

(
k)

 [
dB

]

 

 

Clean EEG signal

Raw data

Noise Removal

Subject 5

0 1000 2000 3000 4000 5000 6000 7000 8000 9000
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

 

 

Subject 6

0 1000 2000 3000 4000 5000 6000 7000 8000 9000
10

-3

10
-2

10
-1

10
0

number of iterations k

(
k)

 [
dB

]

 

 

Subject 7

0 1000 2000 3000 4000 5000 6000 7000 8000 9000
10

-2

10
-1

10
0

number of iterations k

 

 

Subject 8

 
Fig. 3. Ensemble-averaged value of the performance index 

for uncorrelated measurement noise (subjects 5 – 8) 
 
The raw EEG data (see Fig. 4) were first pre-

processed using a band-pass filter with cut-off frequencies 
of 0.5 Hz (i.e., to remove the trend from low frequency 
bands) and 49 Hz (i.e., to remove unimportant information 
from high frequency bands), respectively (see Fig. 5). Using 
only band pass filter, the signal amplitude has been highly 
reduce from about 5000 µ volts into about 60 µ volts. This 
result indicate that the raw data was cantaminated by a large 
of variety artifacts. Since the artifacts can randomly occur 
and are unexpected, they are difficult to identify. Thus, 
instead of detecting and removing artifacts, our approach is 
to extract the event-related components based on a global 
pattern that encapsulates models for signals of interest.  

One way of gaining further insights into EEG 
signals is by applying ARNN techniques. In this algorithm, 
brain activity is estimated and the noise is simultaneously 
reduce. The signal after applied estimation and noise 
reduction techniques are shown in Fig. 6. As shown that a 
view of brain activity is slightly reconizable in the each 
channels except channels 1 and 3 from the top (i.e., 
contaminated by noise or artifacts). These channels are 
predicted as accumulation of the noise or artifact after 
separation. Therefore, it can be concluded that the left 
channels can be used for the analysis or further application. 

It demonstrates that the proposed algorithm can effectively 
extract the brain activity from even when the background 
artifact or noise amplitude is very high in the original 
signals. 

 

 
Fig. 4. Raw EEG data (subject 1) 

 

 
Fig. 5. EEG data after band pass filtering with cut off 

frequency about 0.5 – 49 Hz (subject 1) 
 

 
Fig. 6. Estimated brain activity with simultaneously noise 

reduction using ARNN method 
 

CONCLUSION 
An adaptive recurrent neural network to estimate 

the brain activity according to the given stimuli and 
simultaneously reduce the noise from recorded EEG signals 
is proposed. The best noise reduction by minimizing the 
generalized energy of all its output signals under some 
constraints and simultaneously to enforce their mutual 
independence are achieved. The performance index of 
removal algorithm achieves an average crosstalk level that 
is about 5 dB lower. 
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ABSTRACT 
Ubiquitous home care is considered as a promising innovation for addressing the increase of aged population. Equipped 
with wearable sensors and ambient intelligence, a ubiquitous home care model called Reflective Sensing and 
Conditioning System Used for Elderly (ReSCUE) is proposed in this paper. A new technique as a contribution of this 
paper is automatic reflection of sensing gathered from wearable body sensor and ambient intelligence to home 
appliances, based on the needs and preferences of elderly, in oder to enhance the wellbeing of elderly people. Three 
essential features in ReSCUE model that are presented in this paper are learning elderly characteristics based on medical 
references as previous data set and preferences of elderly as experiences acquired over time, alerting to stakeholders if 
elderly in critical condition, and reporting to stakeholders and wellbeing experts. The combination of reinforced and 
adaptive learning is used in developing ReSCUE smart system. 
 
Key words: Reflective Sensing  Conditioning System  Ubiquitous Home Care  Machine Learning  

 
INTRODUCTION 

Population of older people whose aged 60 years 
and above grows rapidly in the world. The demographic of 
Indonesia and many countries in the world facing the year 
2050 is characterized by continuous rise of population 
ageing (United Nations, 2013). The decline in fertility and 
improvements in life expectancy have contributed to the 
rapidly ageing population. Due to the unique demography 
profile in many countries, fast growing population of 
elderly people has recently been a serious issue. The main 
challenge in maintaining the population aging is helping 
elderly people to stay healthy and active, also giving them 
better improvement for their quality of life. 

Most elderly people require assistance in their 
daily life, including in caring of their health, maintaining 
their wellbeing, or responding to emergency medical 
situations. Wellbeing has become an important focus, 
particularly in facing aging population. For elderly people, 
usually wellbeing is related to their health condition. Many 
health issues come in the old age. The decline of physical 
function of elderly in the forms of illness, chronic medical 
condition, or severe pain will lead to disabilities for elderly 
(Sneha and Varshney, 2009). However, those with health 
problems also deserve an enjoyable life. They really need 
new tools and technologies for supporting their wellbeing. 

Time and space are the most important problems 
for elderly to go to the healthcare providers for clinical 
check-up. Furthermore, elderly people who need some 
assistances, particularly elderly people with long term care, 
prefer to stay and be cared at home. Information 
communication technology-based services, which can adapt 
with the environment and can be made available 
everywhere (ubiquitous computing), can be used to assist 

elderly people at home. Ubiquitous computing (UbiCom) is 
the term, which is characterized by the growth of small 
networked portable computer products in the form of smart 
phones and embedded computers built into many of the 
devices (Krumm, 2010). The seamless integration between 
information communication technology-based services with 
real world situations, including ambient environment, is the 
heart of ubiquitous computing. Through the concepts of 
UbiCom technologies that enable ambient environments, 
wellbeing of elderly people can be enhanced. 

 Home care is a good solution for elderly people, 
particularly for elderly people with many incapabilities in 
accessing health care provider because of suffering from 
chronic diseases, even lead to some cognitive and motoric 
disabilities, and also for elderly people who lives 
independently (Bitterman, 2011). For some people, the 
quality of their life is better at home than anywhere else. The 
cost of home care is cheaper than hospitalization and almost 
always more affordable than nursing home. Elderly’s 
difficulty in accessing public health services and their 
preference to have the convenience and comfort of staying at 
home are a strong justification for developing a ubiquitous 
home care, which is equipped with a variety of intelligent 
assisted living systems and controlled with various 
technologies remotely that provide communications with the 
outside world. Increasingly, smart home care not only 
overcomes the inconvenience of distance, but also provides 
elderly people with control over the time and the place for 
monitoring their condition, more manageable their 
conditions, and increasing convenience that finally can 
enhance the wellbeing of elderly people. However, most 
intelligent assisted living systems are not designed based on 
perspective of human, and it makes some difficulties to use, 
particularly for elderly people. There is a need for 
developing intelligent assisted living system for home care 
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for elderly people, which is designed based on ergonomic 
issues, such as high acceptance of technology, usability, and 
worry free from a user’s viewpoints. 

Every human body has various vital signs that need 
to be monitored. Most health problems of elderly health 
status related to vital sign. Vital sign status of elderly can be 
one of important indicators for elderly’s health in detecting 
or monitoring medical problems. Biologic processes are 
exquisitely body temperature sensitive. It has long been 
known that increasing body temperature is associated with a 
respond from infectious diseases. Body temperature is one 
of the four main vital signs that is very important and must 
be measured, recorded and monitored regularly and 
consistency, especially for elderly people to ensure safe and 
effective home care of elderly people (NICE, 2007). The 
decreased of body metabolism at older ages, some medical 
problems, medications and the environment will affect the 
ability of elderly people to control and sense changes in its 
temperature.  

Last few years, many researches focused on elderly 
people, particularly in assisting their daily life. A number of 
projects have been proposed, related to elderly’s health 
issues of providing smart home, monitoring body 
temperature of elderly, and enhancing the wellbeing of 
elderly people. Different techniques used in smart homes, 
such as video-based techniques, audio-based techniques, 
and multimodal-based techniques have been presented by L. 
C. De Silva et.al (De Silva et al., 2012).  

Three types of sensor technologies have been 
demonstrated by D. Ding et.al (Ding, 2011) related to 
ability to sense human activity in smart home, such as 
wearable body sensors which are worn by the residents, 
environment sensors where sensors are distributed in the 
environment, and infrastructure mediated systems where 
sensors are installed on an existing home infrastructure. 
Similarly, N. K. Suryadevara and S. C. Mukhopadhyay 
(Suryadevara and Mukhopadhyay, 2012) have developed 
monitoring system using wireless sensor network to monitor 
and assess elderly activities at home in real time in order to 
enhance the wellbeing of elderly.  

B. Mohammad, et.al (Mohammad, 2013) 
demonstrated the design and implementation of portable 
wireless biomedical temperature monitoring system to 
continuously measure body temperature of babies, disable 
or elderly people. M. A. Hossain (Hossain, 2014) showed 
the improvements related to efficiency, effectiveness, and 
user satisfaction of elderly by designing elderly monitoring 
system based on perspectives of human factors. C. 
Sugimoto from Japan (Sugimoto and Kohno, 2011) has 
developed the intelligent measurement system utilizing 
wireless sensor network, which operates real time based on 
human thermal comfort in order to promote human 
satisfaction and to prevent excessive cooling and heating. 

Home care monitoring and enhancing the wellbeing of 
elderly people have wide coverage research area and still 
gain much attention in many aspects. Elderly behaviour and 
preferences at home is highly unstructured. Conditioning 
system based on elderly’s body and their needs is an 
interesting and important research area that has not yet 
gained much attention. It becomes an opportunity to work 
in this area in order to enhance the wellbeing of elderly 
people.  

Our previous work on Contempo as a home care model 
to enhance the wellbeing of elderly people has three main 
sub systems, such as reflective sensing system, alert system, 
and diagnostic support system (Kurnianingsih et al., 2014). 
Continuing the work on Contempo, this paper proposes 
reflective sensing and conditioning system in ubiquitous 
home care for elderly people, which implements ubiquitous 
concepts and specifically optimised ambient sensors are 
used to address elderly context, environment context and 
elderly activity. In this research, the reflective sensing 
system of Contempo that is based on adaptive machine 
learning related to the needs and preferences of elderly is 
explored. We come up with a new model called Reflective 
Sensing and Conditioning System Used for Elderly People 
(ReSCUE).  
 

RESEARCH METHOD 
 

Materials 
 The experiment used components as shown in 

Figure 1. They consist of: 
a. Body temperature Sensor for e-health platform.  

This sensor has capability to measure body temperature. 
b. E-Health sensor shield v2.0 for Arduino. 

The e-Health Sensor Shield has capabiliy to perform 
biometric and medical applications where body 
monitoring is needed by using body sensor.   

c. Arduino DFRobot Leonardo with Xbee socket. 
 DFRobot Leonardo with Xbee socket is an Arduino 

Leonardo processor, based on the Atmega32u4 chip. 
d. DHT11 Sensor Module. 

DHT11 is a calibrated digital temperature and humidity 
sensor temperature and humidity combined sensors for 
digital signal output. 

e. Light Sensor BH1750 BHI1750FVI. 
BH1750 is a light sensor module with 16 bit AD 
converter built-in, which has digital signal output. 

f. Xbee 2MW Wire Antenna Series 2. 
Xbee XB24-Z7WIT-004 module has capability in 
creating complex mesh networks and a very reliable and 
simple communication between systems. 
 

 
 

Figure 1: Components used in the experiment 
 
Proposed Model of ReSCUE 

ReSCUE consists of three functional layers of 
system design such as: Wearable Peripheral System on 
Elderly, Wall Mounted Device on Wall, Environmental 
Control System in environment.  

 Layer 1: Wearable Peripheral System on Elderly 

Wearable peripheral system represents each 
particular object accompanying elderly in their daily 
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acitivies in a smart environment. It consists of wearable 
body temperature sensors, environmental sensors, and 
feedback system. Wearable body temperature sensors will 
be used to measure elderly’s body temperature in real time. 
Environmental sensors consist of temperature sensors to 
measure temperature of environment, humidity sensors to 
measure humidity level of environment, and lighting 
sensors to sense the changes characteristics depending on 
light intensity. Feedback system consists of simple and 
advanced feedback systems. There are three items on simple 
feedback system that represent indicators of wellbeing 
(Placa, 2013), namely anxiety, satisfaction, happiness. In 
advanced feedback system, there’s adjustment knob, which 
consists of three knobs, namely temperature knob to control 
the changes of temperature, humidity knob to control the 
changes of humidity, and dimmer to control the changes 
depending on the strength of light. Elderly can adjust their 
preferences of temperature, humidity, and lighting 
manually. As shown in Figure 2, data gathered from layer 1 
will be sent to layer 2 to be proceed (see data flow a) and 
also will be recorded in medical record of elderly (see data 
flow e). Layer 1 and layer 2 will communicate using 
wireless fidelity (wifi) network. 

 Layer 2: Wall Mounted Device on Wall 

Wall mounted device consists of environmental 
sensors, positioning system system, smart system, and 
feedback system. Environmental sensors consist of 
temperature sensors, humidity sensors, lighting sensors, and 
occupancy sensors to detect the existense of a person in a 
room. Feedback system on wall mounted device only has a 
role as an advanced system. We use adjustment knob as an 
advanced system, which consists of three knobs, namely 
temperature knob to control the changes of temperature, 
humidity knob to control the changes of humidity, and 
dimmer to control the changes depending on the strength of 
light.  

Smart system is the central processing of this 
ReSCUE system. There are three main processes in 
ReSCUE smart system: machine learning, alerting, and 
reporting. All data gathered from layer 1 will be sent to 
layer 2 as an input to be proceed in layer 2. Layer 2, as 
shown in Figure 2, also gets input about wellbeing 
parameters from wellbeing experts (see data flow g). 
Wellbeing parameters are parameters concluded by 
wellbeing experts based on medical report from doctor (as 
need, see data flow e) and preferences of elderly people (as 
want, see data flow f). Doctor will analyse elderly’s medical 
record (see data flow d), which is recorded directly from 
physiological data of elderly (see data flow c) and real time 
measurement from wearable peripheral system on elderly 
(see data flow b). The result of layer 2 will be sent to three 

parties, such as: (1) to layer 3 (see data flow h) as the input 
for layer 3, (2) to Internet cloud (see data flow j) to send 
report to wellbeing experts and doctors, and to alert 
interface cloud (see data flow k) to send alert to care givers 
and family members.    

 Layer 3: Environmental Control System  

Environmental control system consists of 
temperature, humidity, and lighting, as shown in Figure 2. It 
will give action (see data flow p) to give comfort to elderly 
based on instructions from layer 2, wall mounted device on 
wall. Action from layer 3 will be recorded in smart system 
on layer 2, as a history of elderly service at the certain time. 
Wearable peripheral system on elderly can not send request 
to environmental control device directly, it has to send 
request through wall mounted device on wall to ask some 
services to environmental control system. Layer 3 and layer 
2 will communicate each other using infrared as wireless 
personal area network (wpan), or it also can communicate 
each other using wired network. 

The detailed data flow of ReSCUE model as shown in 
Figure 2 is described as follows. 

a. Layer1_Data 

Layer1_Data is data as the result of processing on layer 
1, wearable peripheral system of elderly. It consists of body 
temperature data of elderly in Celcius degree, environmental 
temperature data in Celcius degree, environmental humidity 
in procentage, lighting in lumen, simple feedback data of 
elderly (anxiety, happiness, satisfaction), and advanced 
feedback (preferences data of elderly, such as temperature in 
Celcius degree, environmental humidity in procentage, and 
lighting in lumen).  

b. Layer1_Historical_Data 

Layer1_Historical_Data is real time data gathered from 
body temperature sensor on layer 1, wearable peripheral 
system of elderly. It will be recorded in medical record of 
elderly.  

c. Elderly_Physiological_Data 

Elderly_Physiological_Data is measurement of 
physiological data of elderly from laboratory, which consists 
of all items tested in the laboratory, such as vital sign data 
(body temperature, heart rate, blood pressure, respiratory), 
urine, fat, and other kinds of laboratory test. 

d. Elderly_Medical_Record_Data 

Elderly_Medical_Record_Dataconsists of elderly health 
status, which is maintained by each of health care providers, 
including personal identification; anamneses; laboratory; 
radiological, and other test record (Kurnianingsih et al., 
2014). Medical record data of elderly can be gathered from 
Layer1_Historical_Data and Elderly_Physiological_Data. 
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Figure 2: A proposed model of ReSCUE 

e. Medical_Report_Data 

Medical_Report_Data is data reported by doctors after 
analysing elderly health status from 
Elderly_Medical_Record_Data.  

f. Elderly_Preference_Data 

Elderly_Preference_Data describes what elderly prefer 
and do not prefer. 

g. Wellbeing_Parameter_Data 

Wellbeing_Parameter_Data is data of wellbeing 
parameters, concluded by wellbeing experts. Wellbeing 
experts will combine data gathered from doctor’s medical 
report and data gathered from preferences of elderly, then 
they will conclude the parameters that appropriate for each 
elderly people. Health condition of elderly and preferences 
of elderly are different from one to another, so this data is 
unique for each elderly.  

h. Layer2_Data 

Layer2_Data is data as the result of processing on layer 
2, wall mounted device on wall. It consists of data 
environmental sensors (temperature, humidity, lighting, 
occupancy), position data of elderly, advanced feedback data 
of elderly, and smart system data (the central processing unit 
of ResCUE). 

i. Layer3_Historical_Data 

Layer3_Historical_Data is data as an action result of 
processing on layer 3, environmental control system. It 
consists of temperature, humidity, and lighting. New update 
data on layer 3 will be recorded in the knowledge base on 
layer 2. 

j. WellbeingExpert_ Report_Data 

WellbeingExpert_Report_Data is data as the result of 
layer 2, which will be sent as a report to the wellbeing 
experts via Internet. 

k. Doctor_Report_Data 

Doctor_Report_Data is data as the result of layer 2, 
which will be sent as a report to the doctors via Internet. 

l. CareGiver_Alert_Data 

CareGiver_Alert_Data is data as the result of layer 2, 
which will be sent as an alert to the care givers via alert 
interface network. 

m. FamilyMember_Alert_Data 

 FamilyMember_Alert_Data is data as the result of layer 
2, which will be sent as an alert to the family members via 
alert interface network. 
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n. Elderly_Service_Data 

Elderly_Service_Data is data as the result of layer3, 
which will be sent to layer 1 as a reflective sensing from 
layer 1. 

ReSCUE adopts feedback control mechanism, 
which uses information gathered from wearable body sensor 
on elderly, environment sensor, and feedback from elderly 
to provide adaptive service. In feedback control mechanism, 
the environment being conditioned is measured and 
compared with knowledge base (preferences and medical 
references) to improve learning and the results close to the 
expected outcome. 

 

PROCESSING UNIT OF ReSCUE 
 
Smart System of ReSCUE 

Harbor Research (Harbour Research, 2013) defines 
smart system as a new generation of systems, which 
consists of hardware, software, network technologies and 
managed services that integrate people, process, and 
knowledge to enable awareness and better decision making. 
IRISS (Topham, 2012) defines  smart system as a 
combination data processing with sensing, actuating, 
communicating, and be able to analyse complex situation, 
make smart decision making, and be predictive. As the 
environment changes over time, the represented data also 
needs to be changed.  

A smart system requires learning capability. 
Learning refers to the ability of a machine to get some 
knowledge to improve machine's functionality (Raducanu 
and Vitria, 2008). Some research has been concentrated on 
applying machine learning to work with user preferences. 
The Dynamic Incremental Associative Neural NEtwork 
(DIANNE), has been proposed to handle user behaviour 
anomalies and provide accurate user preferences (Gallacher 
et al., 2012). Other projects, such as Ubisec (Groppe and 
Mueller, 2005), MobiLife (Sutterer et al., 2007), SPICE 
(Cordier et al., 2006) and iDorm (Hagras, 2007) also work 
in user preference processes in an attempt to provide 
adaptive service systems that are more responsive to 
preference changes. 

Smart system of ReSCUE is the central processing 
unit of ReSCUE, which has a reflective capability. We use 
the term ‘reflective sensing and conditioning system’ to 
emphasize ReSCUE’s capability of (1) responding 
immediately to every changes of elderly condition in 
peripheral environment; (2) alerting to stakeholders (such as 
care givers and family members) automatically if elderly in 
critical condition; (3) carrying out automatic update of the 
results of context learning to the knowledge base. 

The decline of motoric function and cognitive 
function of elderly people in the old age makes difficulties 
for elderly people to control surrounding environment. The 
roles of assistive technology that has capability to learn 
elderly's needs and preferences, which is adjusted with 
surrounding environment and, and also to aware of the 
context is really needed. There are three main sub system in 
smart system of ReSCUE, namely: (1) machine learning, (2) 
alerting, (3) reporting. Machine learning will learn from 
elderly’s context, including their preferences too, so one day 
smart will automatically recognise the person in smart way, 
without any interfere human’s manual input. Alerting 
system will give alert to stakeholders (care givers and 
family members) if elderly is in critical or emergency 
condition. Reporting system will give report about 
human/elderly’s states and preferences to caregiver and 
wellbeing expert.If someone who does not use wearable 
peripheral device enters a room which has this wall 
mounted device on wall, the system will do detect those one 
and give comfort in general based on real time sensing 
gathered by sensors at that time. If someone or elderly who 
uses wearable peripheral system enters a room which has 
this wall mounted device on wall, the system will recognise 
the person’s context based on data in elderly’s wearable 
peripheral device. The wall mounted device will change 
priority of the system. Then the wall mounted device will 
use the smart system data on elderly’s wearable peripheral 
device to do action based on elderly’s states and 
preferences. At the same time and at the same location, the 
wearable peripheral device and wall mounted device who 
have each smart system will work together and will do 
database synchronization, then the wearable peripheral 
device will take over to do requests to environmental 
control system to  give comfort to elderly. In this case, the 
wearable peripheral device has higher priority than wall 
mounted device. 
 
Machine Learning in ReSCUE Smart System  

The mechanism of ReSCUE’s machine learning is 
depicted in Figure 3. Three types of machine learning in 
ReSCUE smart system, are: (1) Machine Learning for 
Temperature; (2) Machine Learning for Humidity; (3) 
Machine Learning for Lighting. Each type of machine 
learning has different input and output to environmental 
control systems. All machine learning components have 
input from knowledge base.  

Knowledge base in ReSCUE smart system is a 
centralized repository for wellbeing parameters, which 
consists of needs and preferences of elderly. Needs of elderly 
are derived from doctors’ medical report by analizing 
medical record of elderly, while preferences of elderly are 
derived from wellbeing experts by interviewing directly to 
elderly people about what they want.   
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Figure 3: Machine learning in ReSCUE  

 Machine Learning for Temperature 

Machine learning for temperature will learn the 
characteristic of temperature for elderly that can give level 
of comfort to elderly by learning continously the body 
temperature of elderly adjusted with environmental 
temperature, while considering the needs (medical report of 
elderly) and temperature preferences of elderly. Machine 
learning for temperature has six inputs: time, body 
temperature sensor, ambient temperature sensor, simple 
feedback, advanced feedback, and knowledge base. Time 
will record time of event. Body temperature sensor will give 
input about the measurement of body temperature of elderly 
in real time. Ambient temperature identifies the surrounding 
environmental temperature. Simple feedback will give input 
to machine learning about the condition of comfort level of 
elderly that represent wellbeing indicators, such as anxiety, 
happiness, satisfaction. Advanced feedback will give input 
the temperature preference of elderly. Knowledge base will 
give input the wellbeing parameters of temperature for 
elderly based on medical references and preferences of 
elderly. Output for the machine learning for temperature is 
temperature_parameter_data (Figure 3, data flow a) to 
control temperature peripheral on environmental control 
system. Environmental control system results 
historical_temperature_data (Figure 3, data flow d). 
Historical_temperature_data is historical data about 
temperature sent to elderly, which will be recorded to 
knowledge base to update the knowledge about temperature 
for elderly. New update of knowledge about temperature 
will replace the existing one. Machine learning will learn 
the appropriate temperature for elderly every time in 
weekday period. 

 Machine Learning for Humidity 

Machine learning for humidity will learn the 
characteristic of humidity for elderly that can give level of 
comfort to elderly by learning continously the 
environmental humidity, while considering the needs 
(medical report of elderly) and humidity preferences of 
elderly. For elderly with special case, such as elderly who 
have problem in respiratory should have certain level of 
humidity. Machine learning for humidity has four inputs, 
such as: time, humidity sensor, advanced feedback, and 
knowledge base. Time will record time of event. Humidity 
sensor will give measurement about surrounding 
environmental humidity. There is no simple feedback 
needed for machine learning for humidity. Advanced 
feedback will give input the humidity preference of elderly. 
Knowledge base will give input the wellbeing parameters of 
humidity for elderly based on medical references and 
preferences of elderly. Output for the machine learning for 
humidity is humidity_parameter_data (Figure 3, data flow 
b) to control humidity peripheral on environmental control 
system. Result from environmental control system is 
historical_humidity_data (as shown in Figure 3, data flow 
e). Historical_humidity_data is historical data about 
humidity sent to elderly, which will be recorded to 
knowledge base to update the knowledge about humidity for 
elderly. New update of knowledge about humidity will 
replace the existing one. Machine learning will learn the 
appropriate humidity for elderly every time in weekday 
period. 
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Figure 4 : Building the decision network of adaptive reinforcement learning of ReSCUE 

 

 Machine Learning for Lighting 

Machine learning for lighting will learn the characteristic 
of humidity for elderly that can give level of comfort to 
elderly by learning continously the environmental lighting, 
while considering the needs (medical report of elderly) and 
humidity preferences of elderly. Machine learning for 
lighting has four inputs, such as: time, lighting sensor, 
advanced feedback, and knowledge base. Time will record 
time of event. Lighting sensor will give measurement about 
the real time surrounding environmental lighting of elderly. 
There is no simple feedback needed for machine learning for 
lighting. Advanced feedback will give input the lighting 
preference of elderly. Knowledge base will give input the 
wellbeing parameters of lighting for elderly based on 
medical references and preferences of elderly. Output for the 
machine learning for lighting is lighting_parameter_data 
(Figure 3, data flow c) to control lighting peripheral on 
environmental control system. Result from environmental 
control system is historical_lighting_data (as shown in 
Figure 3, data flow f). Historical_lighting_data is historical 
data about lighting sent to elderly, which will be recorded to 
knowledge base to update the knowledge about lighting for 
elderly. New update of knowledge about lighting will 
replace the existing one. Machine learning will learn the 
appropriate lighting for elderly every time in weekday 
period. 

 

Decision Network of ReSCUE 
The proposed model of ReSCUE smart system 

concerns on adaptive reinforcement learning. Adaptive 
reinforcement learning refers to learning with ability of 
context aware, decision scenario, or a learning problem. 

Adaptive reinforcement learning can be viewed as a model 
for elderly people to adjust to changing environment. In 
reinforcement learning, a learner makes decisions and 
actions in association with the environment while an agent 
is any human being who keeps learning continously, 
interacts with the environment and decides the best action. 
In real life, the environment is not deterministic and 
generally dynamic. Trial and error based learning related to 
the environment is the point of reinforcement learning. A 
system interacts with environment and takes feedback. 
Feedback is based on the adjustment of preferences to 
expect comfort performance in order to improve results and 
learning. The feedback is used to deliver required action 
from elderly people and tune the learning system.  

Decision making is very important in adaptive 
reinforcement learning that can be the directives for actions. 
Decision making in ReSCUE is used for alerting system as 
a reflective action and for controlling the peripheral 
environmental system as a conditioning action.  Managing 
decision information, related relationships and attributes 
will build the decision network. In the decision network, a 
decision will retrieve and interprete information, including 
environment condition (Kulkarni, 2012). The decision 
network of ReSCUE includes information about elderly 
present state, possible actions from environment, elderly’s 
feedback, transition, and learning process mode. Figure 4 
describe the process of decision network of adaptive 
reinforcement learning of ReSCUE. 
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Figure 5 : Predefined parameters of ReSCUE smart system 
 
ReSCUE decision network is built using sensing of 

real time elderly body temperature, historical environmental 
record, historical elderly feeback record, and final decision 
record, predefined parameters. Figure 5 depicts predefined 
parameters of ReSCUE consist of: 
a. Medical references of elderly, namely body temperature 
range, humidity range, lighting range 
b. Elderly preferences, namely body temperature rate, 
humidity rate, lighting rate  
c. Wellbeing parameters 
d. Learning machine parameters, namely mode [historic | 
behaviour | heuristic], period [daily, weekly, monthly/date], 
priority [medical reference | user preference | median] 
 

ReSCUE in UBIQUITOUS HOME CARE 
 

The physical limitation of elderly people needs 
technologies support mobility and assistive living 
seamlessly. ReSCUE, which is based on the needs and 
preferences of elderly, will make assistive living 
technologies become seamlessly integrated. Seamless 
integration is at the heart of UbiCom, which provides 
systems and can be understood by elderly. Three basic 
architectural designs of UbiCom (Poslad, 2009) are Smart 
Devices (D), Smart Environments (E), Smart Interaction (I), 
and it is called smart DEI (Device, Environment, 
Interaction). Smart reflects active, digital, networked, 
autonomous, reconfigurable, and local control 
characteristics. Smart devices means devices tend to 
become smaller and lighter in weight, cheaper to produce, 
prevalent, made more portable and can appear less 
obtrusive. Smart environment means that environment has 
capability to embed devices in  the physical environment 
and can sense and react to events such as people. Smart 
interactions have capabilities for more interoperable 
distributed mobile devices and promotes unified & 
continuous interaction model between UbiCom applications 
and UbiCom infrastructure, physical world & human 
environments. Wearable body sensor and environmental 
sensor that embedded in the environment, and interaction 
among devices as shown in Figure 2 shows that ReSCUE 
has met the DEI requirements of basic architectural designs 
of UbiCom.    

There are five properties of UbiCom (Poslad, 
2009), namely: distributed, implisit human-computer 
interaction, context aware, autonomous, and intelligent. The 
design of ResCUE refers to five properties of UbiCom 
viewpoints, namely: 

1. Distributed 

ReSCUE provides a platform for seamless connection, 
which is designed to be able to connect anyone (elderly, 
family member, doctors, care givers, or others), anywhere 
(at home, at work, at health care providers, in the city, in the 
country or on move), anything (household appliances, 
environments, individual items), anytime (24 hours, day and 
night), and any devices (on a multi-platform devices). The 
design of ReSCUE model makes information exchange 
among heterogeneous system with different format in 
ReSCUE become seamless, synchronised and coordinated. 
Data is open and transparently distributed among 
applications that work together across domains in a target 
environment.  

2. Implicit Human Computer Interaction 

The design of ReSCUE model has met the 
characteristics of human centered design that concerns on 
user awareness, proactive, sense of presence, calmness, and 
virtual. From the main user’s (elderly) point of view, the 
ease of use on assisting technology for elderly can be 
provided by automatic reflection of sensing mechanism. 
Wearable body environmental sensors make the technology 
become seamless. Home appliances is also designed 
seamless to give service to elderly without interfere 
elderly’s activities. From the supporting user’s point of view 
(care givers, doctors, family members, wellbeing experts), 
the easy to use on assisting technology for elderly can be 
provided by automatically alerting if elderly in critical 
condition and automatically reporting to supporting users 
related to elderly health status. It is designed as a seamless 
technology so that can make the easy to monitor and 
analyze elderly automatically. 

3. Context Aware 

Context awareness of environment for ReSCUE is a 
crucial matter in the design of solutions for inhouse safety. 
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ReSCUE integrates residents, household appliances, 
sensors, and services by the use of wireless network 
technology, so that environment would become more 
intelligent to learn to user’s needs and preferences and 
provide adaptive services to elderly. As an adaptive 
ReSCUE, ReSCUE can adjust to the needs and preferences 
of elderly based on medical references. As an informative 
ReSCUE, context information related to elderly wellbeing 
such as location and health status will be obtained by 
occupancy and position sensors, body temperature sensors, 
and environmental sensors such as temperature, humidity 
and lighting. The information can then be further processed 
and combined with wearable body sensor data to give 
appropriate condition of elderly health status. The results of 
this will reflect to home appliances. 

4. Autonomous 

ReSCUE is equipped by an automated stand-alone 
surveillance method utilizing wearable sensor and ambient 
intelligence that embedded into environment. It is suitable, 
particularly for elderly people who lives autonomously at 
home. Elderly can manage their daily activities by 
themselves. 

5. Intelligent  

ReSCUEsmart system consists on three main sub 
systems, such as machine learning, alerting, and reporting. 
This smart system will deliver information related to 
condition of the elderly, adjusted to preferences of elderly, 
while considering medical references. ReSCUE system 
provides automatically reflection of sensing gathered from 
body sensor and ambient environment sensors and has 
learning capabilities based on needs and preferences of 
elderly.  
 

CONCLUSION 
As people going through older age, motoric and 

cognitive functiontends to decline. Many lessons have been 
learned about physical limitation and disabilities of elderly 
people. Unfortunately, the other facets of decline due to 
natural ageing are still gaining little attention. It brings the 
problem of having convenience for the elderly people living 
at home. We proposed a ubiquitous home care model of 
reflective sensing and conditioning system used for elderly. 
Automatically intelligent reflection of sensing gathered 
from elderly’s wearable body sensor and the surrounding 
environmental conditions, which has capabilities in learning 
of elderly’s preferences, while considering medical 
references, and providing adaptive services in environment 
conditioning needs is the new concept to assist elderly 
people with physical limitation and disabilities in order to 
improve their quality of life, and it becomes our challenging 
work. 
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ABSTRACT 

This study is intended to resolve software testing processes to create reliance of a system. With traditional testing 
processes, there are many issues from the number of defects found after the end of a test which is not acceptable. To 
resolve this problem, the author has applied quality management according to 6 Sigmas quality improvements. From the 
principles of DMAIC, it was found that most mistakes came from Runtime error, logical error and syntax error at 3.83%, 
2.83 % and 5.50 %, respectively. This research consists of 5 stages according to the principles of the DMAIC process of 
problem identification, root cause analysis to find out the problems, drawn tree and fishbone diagrams to help analyze 
and solve problems. The quality improvement concepts are implemented by using design of experiment techniques 
controlled by standard software testing in the final step to ensure that the problems will not occur again. The results 
showed that using quality management combined with the principles of DMAIC can reduce defects referring to Run 
Time error from 3.83%, 2.83 %, 5.50% to 2.67%, 1.33%, 3.83%.  This will improve the confidence level, and raise the 
good image of the company. 

 
Key words: Software Testing CMMI Six Sigma DMAIC Information system. 

 
INTRODUCTION 

This research focuses on software testing processes 
using technical know-how to identity errors and mistakes 
(Ng, 2005). A case studied was selected from one of the 
software house organization that had local and international 
business operations in the field of software development 
services. The software configuration-management; SCM is 
one component in the process of creating a software quality 
standard of CMMI (Capability Maturity Model: CMMI). 
This is because the prototype was an appropriate approach 
to software development and increases the ability of the 
organization to manage the software development projects 
(Brayton, 2009). That means, this prototype should provide 
more quality and promote the trusted image of an 
organization to customers. The CMMI processes will 
address the steps of development. It begins with the 
conceptual designed steps, development, final implement, 
and then through to the maintenance steps.  
Disadvantageous, the CMMI process usually affects each 
artifact, each items and each mistake in the process causes a 
lot of work in the document generation area. This research 
looks for the methodology to solve this problem to reduce 
errors and loss of earnings from quality of products and 
services. 

(Kaur, 2005) Development of the organization 
used elements of a six sigma which focused on reducing 
errors and eliminating problems to provide an efficient 
process guideline – DMAIC (Define, Measure, Analyze, 
Control, and Improvement). As part of the method, defining 
the problems was the goal of the project, especially 
measuring characteristics of the current process and collect 
relevant data, then analyzed in order to verify and confirm 
the relationship between causes and effects. Once verified, 

all relationships and factors were then considered to find out 
the causes of defects under investigation. The update or 
enhancement of the current process is dependent on the data 
analysis process, which uses error-checking techniques to 
ensure the standardization and creates a new process in the 
future.  

These problems must be studied to minimize the 
error in the manufacturing process. This idea aims to 
provide a DMAIC process to solve this problem, which also 
increases customer trust, reduces cost, time consumption, 
and barriers of software testing as in Figure-1. 
 

 
 
Figure-1. Barriers of the software testing 
 
RESEARCH SIGNIFICANCE 

Principles of six sigma (Yaacov, 2000) are an 
important principle of the quality improvement process 
based on customer or customer-based center. The concepts 
of Six Sigma management attempts to reduce the defects 
that cannot meet the customer requirements. That means, 
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the need to know the requirements and expectations of the 
customer is very important. This was addressed in the first 
stage of development by using the actual requirement and 
facts from customers. The management of Six Sigma 
complied on appropriated statistical strategy to decision 
support based on factual evidences to take more advantage. 
In other words, the six sigma was an improvement process 
which aims to improve the quality by re-arrangement of 
management and processes to create the best of products 
and minimize errors (Suratkar, 2002).  

The six sigma contained a process of analysis and 
evaluation to continuity improve, which consists of the 
proactive management that focuses on dealing with the 
problems, emphasis on the important of customer, and finds 
a problem by exploring directed causes and eliminates the 
root causes of the problem (Santorin, 2003). There are three 
major goals to successfully archive when trying to satisfy 
customers and reduce the cycle to minimize the defects. The 
three major process elements of six sigma are as follows 
(Mandl, 1985). The first element processes of improvement 
are used to search for the problem, and then ways to 
improve the existing processes. Further steps are then 
applied to get rid of the existing problems, and the last steps 
of the first element are to discover ways to control the 
permanent of best results. The second element is the design 
process (Process design/redesign) (Tatsumi and Keizo, 
1987) in cases when the organization have chosen a new 
product to develop, this process is used instead of the 
correcting the previous defects or adds a new 
service/product rather than trying to update from old 
mistakes. Because the original process involves improving 
the old process, this is not enough to beat other competitors 
or achieve customer requirements. This can be selected to 
develop new processes which are designed to achieve 
maximum customer satisfaction with minimal defects. This 
new process is designed to achieve the highest quality by 
applying designs of 6 Sigma quality (Brownlie, 1992) 
(Design for six sigma-DFSS). 

The third element aims to manage the process 
(Process management) (Bernstein, 1993). The Six Sigma 
process cannot be fully creative and with sustainable results 
without the participation of quality and process 
management appropriately (Tatsumi and Keizo, 1987). It 
means that the management has to determined the direction 
and strategy of the organization, using leadership strategy to 
create a  quality culture in the development of the Six 
Sigma. This includes finding out customer needs, seeking 
development opportunity, quality monitoring, as well as 
trying to control sustainable results of development in the 
organization. The author of this paper highly emphases the 
third element as the leadership quality of Six Sigma. 
 
PROCESS SIX SIGMA 

(Apichat, 2012) D-Define is the first step of Six 
Sigma to define (Lyu, 1996) the topics and scopes of the 
project. This project works to improve or change the 
objectives beginning with the search for the true customer. 
Followed by searching for customer needs, which met the 
customer’s specifications, or what can compete in the same 
business to drawn the target of project (Von, 1993). In 
addition, defining the scope of the project to ensure the 
project has an appropriate size and direction within a 
timeframe to check steps by writing a process map to clarify 

the work process involved in each step from start to the 
project’s completion. Because each project takes at least 3 
months to complete, there were joint projects among several 
involved people who came from different departments. 
These need to be defined and understood referring to the 
framework of the project to ensure effective collaboration.  

M-Measure is a collection of information of 
outputs (Gokhale, 1997). The services of the process, 
starting from a defined data input plans, data formats, 
method of data storage in which appropriated to 
requirements. After that, data was evaluated reflecting 
effectiveness and performance of the process compared to 
the target which are the customer needs (specification) in 
(Michael, 2008) Six Sigma. Anything that does not conform 
to the target will count as a defects (Defect) and Sigma 
Level reflecting the occurred chance of defects. 

A-Analyze is the analytical process to make the 
assumption why the output did not meet the goal of 
customer needs (Michael, 2008). This is the same as the 
cause of defect (Xs): the mathematical equation is Y = f 
(Xs). If the targets are not met in Six Sigma, they are 
considered defect (Y), so this gathering of statistical data 
statistically analyzed what factors affect the defects and 
then arranged in order of precedence to determine the 
causes, and secondary causes (X1, X2, X3, ....) (Bubevski, 
2008). The Six Sigma working steps must be verifiable and 
clear and not rely on beliefs or feelings for the final 
decision. There is a variety of statistical tools and must be 
chosen correctly to fit the data and the process works 
(Bubevski, 2009) to provide precision analysis, so the 
results can be trusted. 

I-Improve, can analyzes until the main causes are 
known (X1) (Gokhale, 1997). This step directly addresses 
the improvement process by focusing on eliminating or 
reducing main cause of problems in Six Sigma that can also 
evaluate (Paul, 1983).  Each X was able to deliver results to 
improve as many of Y values especially useful in the field 
of academic and cost-benefits. Because some changes may 
require more investment, it is necessary therefore to study 
ways to improve the work. (Paul, 1983) The guidelines 
applied evaluate the most appropriate guidelines or sort 
option on before-after, thus appropriate according to the real 
environment, such as the budget.  

C-Control is the final stage of the Six Sigma 
project. It is an important step, especially after an update or 
after changes to improve procedures of work, it is necessary 
to place the control system to maintain the results for long-
term. If one needs control, it requires both creating an 
accepted new process with continuous evaluation of risks 
which need to be analyzed to ensure no unwanted adverse 
effects. 

 
PRELIMINARY INVESTIGATIONS 
I. Problem defining processes (Define Phase)  

a. The overviews of software testing process 
studies (Thomas, 2005) from a case study of the software 
companies house, started with system testing referring to 
education, studied the process to test system, assigning 
personnel,  a device used for the test, to prepare the data in 
testing and testing case’s document prepared as a basic 
knowledge of research to understand before making 
analyses and process improvements. (Schaef, 1999) By 
gathering information from a document in the system, the 
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quality of each of the relevant procedures, the data collected 
will be used to display information in tables, graphs and 
flow charts (Burke, 2002) to show in each step to make 
more understand. 

b. Select a sample in a study using the method of 
group selection (Cluster Sampling) (Petrovic, 2004) those 
are divided into 3 groups of 12 system based on the 
relationship of each group and selected the 3 system to 
studied (Wang, 2006). Those were System Security 
Module, Card Interchange System Module and System link 
Dispute Manager Module. After already made a selection to 
collect classified data from the fault testing system (Ming-
Hsien, 2008) from retrospective considered to System 
Security Module Card system link Module and System 
Manager Module Interchange Dispute to choose problems 
that occurred and affected the most quality for 
improvement. The data collected has made the process of 
successful end of each process, and then have collected the 
fault information from all qualifying issues that were 
significant. Then, using the principle of pareto to prioritize 
of these problems.  

c. Identification of the research (Anite SAS, 1999) 
problem, sorted from most fault information primarily to 
find defects as possible into the analysis made in order to 
find the problem that caused most of these flaults. The 
information provided on each of the issues that arise for 
finding fault percentage and cumulative percentage 
qualifying for significant problems. 

d. Team preparation related to the problem (Biehl, 
2004) of Security was a system of systems, three modules 
system, link Manager, and system Module Card Interchange 
Dispute Module, divided into 3 groups of works by testing 
the old system and to test the Six Sigma. The audit team 
used the same series. 
 
II. The measurement procedure (Phase Measure) 

a. Measurement procedure (Deming, 1975) 
measurement procedure, an error value as an introduction to 
improve starting from creating a flow chart (Vriendt, 2002) 
(Mapping Process) of the test system in the production of 
software to be aware of the factors and the relation of each 
process, then lead the associated factors of knowledge 
problems and created a flow chart (Mapping Process), a 
conceptual chart, tree or fishbone diagram, respectively. To 
use the analyses of the problems and questions why these 
problems occurred (Florac, 1999) (Tree Why-Why) In order 
to show causes and effects related to the problems that 
resulting from this process.  

b. Determining the process flow chart of the 
(Graham, 1999)  Process Mapping to study the software test 
process map. The procedure consists of several working 
steps. The first step of studied of quality and development 
of production will be aware of the factors and relationships 
in each step of the process. The team must have an 
understanding of the level that was capable of providing 
more details of their duties; responsibilities reside in the 
production (Harry, 1998) process in order to be able to 
identify the problem. That may be the cause of the fault. 
The result of this step, noted which opportunity step to pose 
problems and aware of the severity of the problems that 
arose from the process to arrange the order in which to 
consider the information and to edit it-have to do further 
diagnostic analysis. 

c. Provide a reason (Humphrey, 1998) using the 
Fishbone chart (Cause and Effect Diagram) and tree maps 
(Why-Why Tree Diagram) is to consider the relationship of 
causes and effects of the issues that affected a factor to 
distinguish according to the characteristics of this type of 
research selected by using Fishbone chart, tree chart, and 
that analyzed the question why the problem occurred 
(Pettichord, 1996) (Tree Why-Why Diagram). Because of 
they wanted to make the team aware of themes and 
approaches to analyze problems systematically. By showing 
the relationship of the problem with the map in the form of 
a reason that it was easier to understand and be able to 
identify the cause of the problem was clear. (Rahnema, 
1993)  The initial reason given by the Tree diagram in the 
last slot will be the determining factors in making the 
analyses with the statistical principles. 

 
III. The analysis phase (Analyze Phase) 

a. Experimental method to find new faults 
proportion of (Graham, 1999) trials required to find a reason 
to verify if the reason was not able to confirm the faith of 
the needed to accept the alternative. We chosen its because 
there was no reason to be refused (Harry, 1998) (Fail to 
Reject) alternative to the contrary, if the reason was to 
confirm the belief of the acceptable test. The reasons for the 
beginning of each treatment were analyzed by trial to find 
out how a new type of defect and measure the rate of 
crashes by controlling the other constant factors, then the 
method used to compare the original method of (Humphrey, 
1998) hypothesis testing to demonstrate the significantly 
difference. 

 
IV.The Process improvement (Improvement Phase) 

a. (Siebra, 2007) The design factors which affect 
the process as much as possible for the experiment because 
it made work more efficient. By studying the old software 
and system test to test the six sigma for development. 

b. Presentation guidelines revised the fault issues 
when we had the most appropriate values of each of the 
individual processes that were fault. Get the value of the 
response variables from the best process. (Walsh, 2004) The 
next step will be proposed to revised guidelines, the error 
problem, and some of faults issues that were not difference 
but must can be better improved. 

c. The original test, see Figure-2. 
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Figure-2. Traditional software testing process 
 

d. The new testing process diagram of the  
Six sigma testing, see Figure-3 

 
Figure-3. The process of software testing in Six sigma 

 (Frederick, 1995) Test planning software test 
plans, which include a schedule of activities. To allocate the 
necessary resources to determine a clear scope of work and 
to prepare the necessary required in all tests (Test 
Environment), such as Hardware, Software (OS, Browsers, 
Database Systems) tools in the workplace and other related 
equipment, etc.  

 (Tortoise, 2008)  Test Analysis to define Test 
Scenario that corresponds to the test Requirement, 
Functional Specification, Specification System and 
Business Process Specification for use in the design, 
development, Test Case and Test Script, as well as to 
prioritize testing of the subject. 

 (Raghuraman, 2001) (Simon, 2007) The Test 
Case and Test Design prepared Test Script that are used in 
the test, which is a detailed Checklist covers every Feature 
or Function of the software under test when testing was 
completed to identify the results (pass/fail), and any other 
details that are necessary to evidence to be used as a 
Checklist for delivering or receiving grants to. 

 Test Implementation activities under 
Implementation such as Test. 

 Produce a table in the Test Execution 
Schedule Test 

 Prepare Environment and data for use in 
testing. 

 Prepare the process that is used to keep 
track of test results. 

 Prepare the process that is used to track 
the Defect caused by the tests. 

 Prepare tools 
 Test Execution Test Execution Test Execution 

Schedule 
 Do saving, editing, Defect Tracking that 

occurs.  
 Track the progress of testing. 
 Test controls according to plan. 

 Evaluating Exit Criteria and Test Reporting To 
check the test results as, for example, testing all the Test 
Execution Schedule or Defect has been corrected that 
(Alexandre, 2006)  caused all of the testing and whether or 
not etc and also the test progress report to know, such as: 

 The number of test case, pass/fail test, or in 
the process of being tested. 

 The number of defect found by severity 
(Severity) (Status) 

 The number of change requests (CR) which were 
occurred, etc. test closure activities an activity that is subject 
to closure activities such as test events. 

 Check the completeness of the test that 
was in accordance with the test execution schedule, and 
(Allen, 2003)  whether the defect were detected, or not 
found. 

 Continue to deliver the work, incident 
data, test results that were generated by the tests and reports, 
(Bae, 2007) those involved the acknowledgement. 

 Storing important documents and test 
results information Incident arising from the various reports 
on the test and its storage (Configuration Management 
System) 
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V.The revision procedure (Phase Control) 

To do this, as the monitoring and evaluation of the 
work performed by comparing the experimental results 
(Design of Experiment), (David, 2005)  was used to find the 
optimal conditions of improvement. As a result of the 
improved performance was satisfied. Thus, controls 
(Control) system works by creating a standard work 
(Operation Standard) for the process to avoid those 
problems repeated. 
 

 
APPLICATION MODULES 
I. Process of selecting problem (Define Phase) 

Storage in proportion to the problem of software 
testing. From data to action from April to may period 2014 
6 weeks the number of cases, the test cases by 300 test was 
divided into 50 cases a week tested in phase 1 (Phase 1) had 
encountered a problem Error Run-time in case of defects 
(errors during execution, caused unwittingly: Run-time 
Error) The operations review was a 3.833%, 5.500%, 2.833 
respectively can be seen in Figure-4. 

 
Figure-4. The number of flaws of each system 

e. The problem analysis can be done using 
the 3W2H question as follows: (Brodman, 1994)   

 What: found a defect in a test case Where 
Error Run-time: error during operation did not understand 
the test data. 

 When: April to October  
 How: a report from the quality inspection 
 How much: 3.833%, 2.833 %, 5.500% 

The information in above shows the main 
problems that occurred and affected the most quality 
problems Error Run-time by selecting this issue to continue 
to develop and improve in the next step. 
 

II.The measurement procedure (Phase Measure) 
Study on work flow processes (Mapping Process), 

(Dorling, 1993) (Patcharin, 2005) which studies the process 
and work flow processes in detail, makes it possible to show 
the process of running a test case was born in Run-time's 
range of Error is an error that occurs while the worker is not 
a Syntax error, but may also had a logical error is caused by 
a zero-divisor, or errors that occur while the program was 
operated by either due to unexpected conditions or a 
saphaokan one at a time. The unexpected can be seen in 
Figure-5. 

 

 
Figure-5. Shows the factors that affect the occurrence of problems 
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III. The analysis phase (Analyze Phase) 
Measurement (Phase Measure) (Garcia, 2003)  was 

found to cause a major impact study which caused 3 
problems, which consists of operational programme error 
due to lack of customer knowledge tests add to the analysis 
done by the 3 reasons why and find out the average of each 
system and compare your system's reliability.  
 
III. The analysis phase (Analyze Phase) 

Measurement (Phase Measure) (Garcia, 2003)  was 
found to cause a major impact study which caused 3 
problems, which consists of operational programme  error 
due to 

lack of customer knowledge tests add to the analysis done 
by the 3 reasons why and find out the average of each 
system and compare your system's reliability. 
 
IV. The process improvement (Improve Phase) 

 
Experimental analysis from the process mapping 

testing to refine the defect factors. The causes of defect 
were found and adjusted to three main factors. By the 
proposed ways to improve the scaling procedure by 
standard six sigma was applied to improve from the original 
test process, monitor the process of the adjusted settings and 
planning and execution process of working,  see Figure-6. 
 

 
Figure-6. Six sigma is the number of defects 

 
V.The process control (Phase Control) 

(Garcia, 2003)  Control of defects, which will earn 
both direct and indirect results.  This was needed to control 
and prevented the problem through monitoring problems, 
and shown abnormalities of the process. This phase needed 
to control both the internal and external factors (Goldenson, 
1995) by doing the design and establish follow-up methods 
and quality control operations. 

a. stages control to test the software division of 
most Runtime Error. Control at this stage have made 
modifications to the details of the software test process. 

b. the results of observation after defected of 
control defects. From the purpose of this research was 
aimed to reduce the problem of software test process by 
applying principles of DMAIC. After an operation to 
correct the problem, perform the check new data capture 
results show dancing after adjustment on the part of the 
operating result to comparison the effect of Error Runtime 
problems before and after to making the adjustment, as well 
as control factors. 

 
CONCLUSIONS  

This study is a study in order to solve the problem 
of the software testing process, for example, Accellence 
company, Thailand by doing a study on the problems and 
Run-time Error, Logical Syntax Error, consisting of a 

system of work to be followed. One of the codes using the 
DMAIC process, mostly of the Six Sigma approach 
performance are as follows: 

a. Factors that affect Run-time Error problems, 
Other error, Logical, and Syntax Error. 

b. Operational error 
c. The lack of knowledge test, and customer needs 
This research also illustrates the principle of 

DMAIC can be used as a tool in reducing the Error Run-
time problem, Bug, Error, Logical and Syntax Error 
occurred in the software testing process properly because 
they can analyze to find the causes of the problem with 
brainstorming to collect all the causes, as well as to find out 
the cause of the problems, defect work processes using 
charts from Fishbone (Fishbone Diagram) and Tree (Tree 
Diagram) to diagnose the problem to determine the factors 
to be taken into consideration, and then execute on the 
experimental design to see whether it is tied to appropriate 
factors that are causing the problem, Run-time Error, Syntax 
Error, Logical or not, until the result annulled the defect 
reduction by which the trial results showed that the use of 
standard and quality equipment can reduce the number of 
defects, and more quality work well. 
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ABSTRACT 
We describe an empirical study findings on the impact of throughput performance when transmission power is adjusted 
among access points in closed-proximity network devices. The experiment was conducted in an office environment to 
emulate such wireless LAN network. We introduce a potential energy efficient mechanism based on cognitively learning 
one of the attributes which then triggers the power selection. We show that similar throughput performance at the client 
can be obtained at reduced transmission power thus prevent an access point from maximizing power unnecessarily. We 
have also evaluated the impact of increasing and reducing power to other neighbouring access points. It was found that 
the improvement of throughput is increased to 44% maximum. Throughput performance alert is introduced in the 
mechanism to be aware of sudden throughput changes in the system. 
 
Key words: Transmit Power Control  Interference  Dense Network  Cognitive Radio System 

 
INTRODUCTION 

A promising solution to resolve the exponentially 
increasing demand for wireless data services is to have the 
concept of small-cell networks. It is founded by the idea of a 
very dense deployment of self-organizing, low-cost and 
energy efficient devices. It is well known that cell size 
reduction is the simplest and most effective ways to increase 
system capacity [Hoydis, 2011]. The 5th generation (5G) of 
mobile radio access technologies is expected to become 
available for commercial launch around 2020. It is 
envisioned that 5G system design for optimized small-cell 
deployment will start to play a very dominant role to meet 
multifold capacity and user data rate demands [Mogensen, 
Pajukoski and et al, 2013]. 

Small cell networks require a paradigm shift from the 
usual operations, administration, and maintenance (OAM) 
to self-organizing networks (SONs) with self-learning and 
intelligent decision making at the close-poximity devices. It 
is widely acknowledged that a massive network 
densification poses interference management issue which 
need to be tackled efficiently while maintaining the 
expected capacity. It is desirable to have each devices that 
able to cooperatively manage any inter- or intra-cell 
interference by learning the network performance and 
decide based on the learning evaluation.  

The interference between small cells and the interference 
within small cells grow and need to be managed. 
Interference will adversely impact the aggregate wireless 
network throughput and thus the quality of applications such 
as multimedia streaming [Viswanathan, 2009]. Intelligent 
power control is one of the promosing solutions to 
minimized interference [Claussen, 2010]. By means of 
intelligent power control to prevent or combat interference 
issue, some elements of cognitive radio networks (CRN) and 

SON are needed in the mechanism. Among examples of 
these elements are the ability of the device to scan the 
network condition, learn on the monitored value and decide 
to change based on the evaluation from the self-learning. 

There exist several devices that incorporate cognitive 
capabilities element such as WiFiRanger [WifiRanger, 
2011], MiFi2352 [Davies, 2011] and NCIT Mobile Wireless 
Router [Harada, 2007]. However, through the review that 
had been carried out, none of these products’ cognitive 
capability able to change power based on the network 
behavior let alone be power adjustment based on network 
condition. In order to provide the communication device 
with a proactive decision making while maintaining 
minimal complexity of the system, the algorithm has to be 
made efficient without compromising the broadband 
spectrum.  

Technique such as transmit power control (TPC) by 
knowing reliable channel state condition [Gesbert, 2010] is a 
very complex method and the benefits for practical network 
usage are still unclear. The objective of Transmit Power 
control (TPC) on a small cell wireless device such as an 
access points (AP) is to use minimum transmit power while 
meeting the requirements for throughput and packet loss 
rate. TPC helps reduce interference with other devices, 
improve channel reuse, and eventually increase the overall 
capacity in wireless networks. In addition, TPC also helps 
conserve energy and improve battery life of mobile devices 
[Viswanathan, 2009]. However intelligent algorithms are 
required to adapt transmit power in a practical and 
distributed way in order to achieve improvement in 
performance while maintaining good energy efficiency. 

Most researchers on TPC concentrate on the theoretical 
and simulation works because it is challenging to setup an 
experimental study due to issues on hardware 



 

 

incompatibility as well as proprietary matter that limits the 
capability to modify the resource management system of the 
device. In practice, system networking company such as 
Cisco incorporate its TPC module in specific access point’s 
resource management to reduce power with the assistance of 
three more nearby access points [Cisco, 2010]. Power 
increment is not programmed in this TPC but it is covered in 
coverage hole algorithm. In each decrement or increment of 
power there is a limit that has been set in the device as an 
example minimum power reduction is at 14dB. Higher 
power level settings may be constrained by local regulatory 
requirements and AP capabilities.  

Although the TPC mechanism build by Cisco does take 
into consideration of other nearby APs, it does not evaluate 
the impact of reducing power to the throughput performance 
of associated clients. Hence, in this paper, we propose our 
own transmit power adjustment which minimize cooperation 
from other neighbouring APs and measure the throughput 
performance. Our developed algorithm, which we coin the 
term cognitive energy efficient (CEE) is evolved from our 
previous work on cognitive selection mechanism (CSM) 
[Hashim, 2013]. In this study, CEE is incorporated on PC 
engine hardware for empirical study research instead of the 
more common evaluation in simulation machine. 

  
COGNITIVE ENERGY EFFICIENT 

 
Introduction of Cognitive Energy Efficient 

 We have extended related work in CSM [Hashim, 
2013] to power adjustment application and modification on 
the selection intelligence. An aspect of cognitive sciences is 
deployed to intuitively choose and decide for best element 
of power adjustment hence, energy efficiency. This is 
achieved by implementing such components in an ingenious 
algorithm that capable of controlling the element selection 
at the physical layer of a communication device. The 
massively discussed Internet-of Things (IoT) [McEwen, 
2014], demands for future generation network (5G, 6G) to 
become smarter, able to learn, to sense the environment and 
energy efficient. Such requirements obviously need 
cognitive intelligence in each communication device. Figure 
1 depicts the proposed concept of CEE.  

 

 
 
Figure 1: Cognitive Energy Efficient (CEE) concept 
 

Cognitive Energy Efficient Process 
The proposed CEE algorithm, able to scan, 

invigilate, analyze and evaluate the given parameters for 
finding the most suitable AP power that should be adjusted. 
It is through scanning and invigilating process that this 
concept manipulates the learning of the network 
environment in its CEE decision. Figure 2 highlights the 
flow diagram of CEE which is targeted at AP power 
management unit. It begins with measuring the current 
received signal strength (RSS) and device transmission 
power. Once captured, the current throughput between local 
AP and randomly select client is measured. That information 
is stored within a temporary database. Transmission power is 
adjusted based on some predefined rules. This is considered 
as temporary power. In our proposal we have set the rules as 
such; 
1) Low: instantaneous RSSI < -75dB, increase 

transmission power to 27dB.  
2) High:  instantaneous RSSI > -50dB, reduce 

transmission power to 15dB 
3) Medium: -75< instantaneous RSSI <-50dB, adjust 

transmission power to 20dB.  
Our selection on this value and range is based on the 

preliminary experiment in the laboratory and also the 
limitation power given by hardware manufacturer. Once 
selected, the next period another evaluation of the new 
throughput is measured and compared with the previous 
reading. The second measurement is taken to ensure that the 
decision on the power is stable. An enhancement to our 
current system as compared to the previous mechanism in 
our studies is the alert message when the periodic throughput 
is below certain threshold to trigger for next power 
adjustment. As our empirical study is still at the preliminary 
statge, the throughput measurement is taken for random 
clients associated to access points. For more advanced work, 
an average throughput performance of each associated 
clients is still under investigation. 

 

Figure 2: Cognitive Energy Efficient (CEE) process flow in 
the power management unit of an access point (AP) 

 

 
System Architecture 

 Due to hardware and devices constraint, this study 
only manage to implement the proposed CEE mechanism for 



 

 

three access points and two clients. Nonetheless for the 
purpose of illustration, we shows our close-proximity 
network with three access points and several clients for the 
purpose of understanding. Figure. 3 depicts the scenario 
whereby no CEE is incorporated in the conventional AP. 

It is always being perceived in dense deployment 
network such that, if the AP has maximum transmission 
power, this may cause unnecessary interference to the 
nearby AP. Although high transmit power usually known 
able to improve RSSI and coverage hence throughput, the 
impact to other AP performances in the whole network can 
be destructive. Refer to Figure 3, the clients associated to AP 
1 can experience cell interference from excessive transmit 
power of AP 3 (green circle). Whenever the clients of AP 1 
try to connect to the associated AP 1, it might get confuse 
with the signal strength power from AP 3.  

 

 
Figure 3: Scenario in close proximity devices in small cell 
network without the incorporation of cognitive energy 
efficient. 

 
By having cognitive energy efficient on each access 

points, unnecessary transmission power can be prevented. 
Though, this perhaps may be seen to reduce coverage of the 
AP, situations whereby most clients are near to the AP, can 
tolerate some transmission power reduction while still 
maintaining good RSSI, supports such functionality. For the 
clients at the edge of coverage, if knowing connecting to the 
AP gives a bad RSSI, the client should be connected to other 
alternative APs. If this is exercised, a harmony, unselfish and 
stable wireless LAN network can be achieved. Hence, the 
incorporation of our proposed CEE can be illustrated as in 
Figure 4. In this figure, transmission power of AP 3 is 
reduced and only provide sufficient coverage to its nearby 
associated clients. 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4: Scenario in close proximity devices in small cell 
network with the incorporation of cognitive energy efficient 

 
With CEE, the AP now able to adjust its power based on 

the RSSI assessment that can either be from the associated 
clients or the AP itself. By reducing the power, the device 
not only reduces potential interference to the whole network 
but also to serve better throughput to the nearby clients. On 
the other hand, it can also operate in more energy efficient. 
Figure 5 describes the simplify version of the system 
components.  

 

 
 

Figure 5: Cognitive Energy Efficient components module in 
an access point 
 
System Architecture 

The system analysis in this empirical study is based 
on the real time measurement. Throughput assessment was 
measured throughout office hours and an average of the 
throughputs values is calculated for the final measurement. 
Average throughput is calculated following equation 1. 
Whereby, T’ is the total of average throughput, and Ni is the 
instantaneous throughput at a given time of measurement. 

 
 

 
EXPERIMENTAL SETUP 

 
System Setup 

CEE was developed in our laboratory based on an 



 

 

open source programming language such as Voyage Linux 
system. Once completed, the algorithm was embedded into 
a development board from PC Engine namely Alix 3D2 
model as shown in Figure 6. This is the main processor for 
the AP.  

 
 
 
 
 
 
 
 
 
 
 
 

 
 
Figure 6: Alix PC Engine board of 3D2 model is used to 
embed with the proposed CEE mechanism 

 
System Parameter 

Our system parameters for laboratory experiment are 
listed in Table I.  We have used WLAN frequency at 2.4 & 
5.8 GHz band following the IEEE 802.11 protocols. The 
main reason for experimenting at high frequency is to avoid 
any channel congestion. 

 
TABLE I: SYSTEM PARAMETERS 

Parameter Description 
Spectrum band WiFi – 2.4 and 5.8 GHz  

Operating system Ubuntu 12.04 LTS & Voyage 
Channel tested Uncongested available channels 
Development board PC Engine Alix 3D2 model
Throughput assessment IPERF 
Data monitoring time 8am – 5pm 
Subscribed network HSPA, WiMAX 
Free network WiFi 
No of days monitoring 1 month 
Download file size 2 Mbit 
 
 For our empirical study, the completed proof-of-concept 

(PoC) together with the development board as shown in 
Figure 7, was tested in two environments.  One was in the 
laboratory shield room (Figure 8) and one is in the office 
environment. For shield room, the PoC was tested and 
verify to ensure the algorithm performed at its best. 

 
 
 
 
 
 
 
 
 
 
 
 

Figure 7: Alix PC Engine board of 3D2 model that is 
embedded with the proposed CEE mechanism for proof-of-
concept 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 8: Shield room that is used to measure the 
performance of CEE in less congested environment 

 
EXPERIMENTAL RESULTS 

 
Our experimental results are depicted in Figure 9 

and Figure 10 respectively. Figure 9 compiles two impact of 
throughput performance on AP 1 and AP 2 when 
transmission power of AP 3 is increased to 20 dBm. This is 
then compared with the other performance of similar 
devices when the transmission power of AP 3 is reduced to 
15 dBm as shown in Figure 10. 
  From both figures, the impact of increasing 
transmission power to other APs throughput performance is 
significant. As an example, when power of AP 3 is 
increased to 20 dBm, the average throughput performance 
for AP 1 is 3.6 Mbps and 4.3 Mbps for AP 2. When the 
transmission power of AP 3 is reduced to 15 dBm, the 
corresponding average throughput performance for AP 1 
and AP 2 is increased to 5.2 Mbps and 5.4 Mbps 
respectively.  
 The power decrement improves the throughput 
performance for AP 1 up to 44% and 26% for AP 2 when 
AP 3 only reduces it necessary transmission power to just 5 
dBm difference. The reason for little improvement in AP 2 
maybe due to the distance between AP3 and AP2 whereby 
the further position of AP 2 from AP 3  does not give much 
impact on the throughput improvement. Another reason 
could be due to non-overlapping of coverage between AP 2 
and AP 3. 
 



 

 

 
 

Figure 9: The impact of throughput when one of the APs 
(AP 3) is increased its power to 20 dBm 
 

 
Figure 10: The impact of throughput when one of the APs 
(AP 3) is reduced its power to 15 dBm 

 
STANDARDIZATION CHALLENGES 

Having discussed the proposed cognitive energy 
efficient mechanism for potential 5G future small cell 
network, the issues of standard in future devices with cross 
multi-functionality over diversify of networks are vital to the 
success of technology adoption. Since the device is expected 
to operate in heterogeneous way, developing a standard that 
covers multidisciplinary technical details will be a big 
challenge. When a device is expected to operate in such way, 
a range of frequency bands is obviously required to support 
such system. This is again going to be a big hurdle to set a 
one single platform standard since globally, the spectrum 
arrangement is different from one region to another region. 

Other than technical specification detail, 5G future 
network is expected to meet the following objectives [Lee, 
2014]: 
 Economic incentives: Future Networks (FN) are 

recommended to be designed to provide a sustainable 
competition environment for solving tussles among the 
range of participants in the ICT/telecommunication 
ecosystem such as users, various providers, 
governments, and intellectual property rights holders 
by providing proper economic incentive. 

 Network management: FNs are recommended to be 
able to efficiently operate, maintain, and provision the 
increasing number of services and entities. In 
particular, FNs are recommended to be able to process 
massive amounts of management data and information 
efficiently and effectively transform these data to 
relevant information and knowledge for the operator. 

 Mobility: FNs are recommended to provide mobility 
that facilitates high-speed and large-scale network in an 
environment where a huge number of nodes can 
dynamically move across heterogeneous networks. FNs 
are recommended to support mobile services 
irrespective of node’s mobility capability. 
 

On the other hand, in certain countries, network 
infrastructures are built per provider basis instead of sharing 
the base station site and tower. Perhaps sharing leads to 
technical difficulties in network operations, but think about 
benefits in terms of economy and environmental awareness, 
the initiative could be a potential solution to reduce 
overhead cost. 

 
CONCLUSION. 

 The findings from our proposed cognitive energy 
efficient confirm that there is some degradation in 
throughput when all APs in dense deployment network 
boost its power to the maximum unnecessarily. A harmony 
and stable network can be useful for other APs to give their 
best performance to the clients.  Transmission power 
adjustment using cognitive energy efficient mechanism is 
one of the ways to ensure all APs are not contributing 
interference to other devices. However an intelligent power 
adjustment will further ensure cooperative communication 
among all devices and mitigating interference in more 
systematic solution. A communication device with several 
network alternatives is certainly improving service 
reliability to the user. From our experiment, we have found 
an improvement of throughput performance 26% to 
maximum 44% depending on the distance between APs in 
small cell arrangement. Our preliminary research will be 
extended into calculating how much energy can be saved 
when such cognitive energy efficient is incorporated in each 
APs. Perhaps 10 APs will not give significant value of 
energy saving but imagine if there are thousands of devices, 
the figure surely gives an impact to the environment. 
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ABSTRACT 
Obesity among children around the world has now reached an alarming level. Obesity affects one out of every ten 
children or teenagers all over the world. Parents should be the one responsible for their children well-being. With the 
advent of mobile technology, various mobile app have been developed to help people to manage their daily lives. This 
paper discusses on the development and evaluation of the Body Mass Index (BMI) Percentile Monitor, a mobile app for 
monitoring children's obesity status by parents. The results of the evaluation indicated that the parents highly rated the 
application in terms of usefulness, ease of use, hedonic motivation, outcome/future Use and satisfaction. 
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1. INTRODUCTION 

In recent years, childhood obesity has been one of 
the issues that are of great concern in most developing 
countries. According to Segel (2011), the World Health 
Organization (WHO) declared that overweight or obesity 
affects one out of every ten children or teenagers all over 
the world. Whilst in 2012, an estimated 44 million (6.7%) 
of children under 5 years of age were overweight or obese 
(World Health Organization, 2014). Child obesity causes 
high risk due to its relation to diseases such as 
Hypertension, Dyslipidemia, Metabolic Syndrome and Type 
2 Diabetes Mellitus (Gupta et al, 2013; Herouvi et al, 2013). 
Throughout the world, child obesity has rapidly becomes 
one of the prominent health challenges and spreads widely 
over the years (O’Dea and Eriksen, 2010). In 2010, 43 
million children were estimated to be overweight and obese 
worldwide, with 35 million in developing countries (De 
Onis et al, 2010). In the United States, during the period of 
2010 to 2011, the prevalence of child obesity has reached 
greater than 20%. The prevalence of child obesity among 
children from lower-income families rose from 12.7% in 
1999 to 14.4% in 2010 (Levi et al, 2014). On the other 
hand, there was about one-third (32 percent) of children 
aged from 2 to 19 are overweight, and 18 percent are obese 
in the USA (World Health Organization, 2014). Meanwhile, 
child obesity for low-income aged between 6-18 years in 
eight European cities has increased (Evans et al, 2012). 

In Malaysia, child obesity has also increased where data 
showed that as much as 30 percent of primary school 
children and 15 percent of toddlers and pre-school children 
are obese or overweight (HEALTH TODAY, 2013). In 
2008, a study by Universiti Kebangsaan Malaysia (UKM) 
on a sample of 9,375 primary school children found that 
more than 25 out of 100 children were classified as either 
overweight or obese (Nutrition Month Malaysia, 2013). 
Additionally, the problem is getting worse where obesity 
among Malaysian children is highest in Southeast Asia and 
ranked sixth in Asia countries (Soliano, 2013).  Problems 
that arise due to obesity from childhood into adulthood can 

be seen through the increase of cardiovascular diseases 
including Hypertension, Dyslipidemia, Metabolic Syndrome 
and Type 2 Diabetes Mellitus and Coronary Artery disease 
later in life (Gupta et al, 2013; Herouvi et al, 2013). In 
tackling this problem, the effort has to start early when the 
children are still small. According to (Singh et al, 2008), 
childhood obesity is an independent risk factor for adult 
obesity. Parents’ involvement is the most influential 
treatment of childhood obesity (Oude Luttikhuis et. al, 
2009). Parents' involvement in monitoring their children’s 
BMI is important to address the obesity epidemic (Anderson 
and Whitaker, 2010; Ward et. al, 2011). Thus, family's 
realization of excess weight and its related health hazards to 
their child is likely to be the significant step towards an 
effective intervention. 
 
2. BACKGROUND 

 
2.1 Parents Intervention in reducing Child Obesity 

Parents play an important role in the issue of child 
obesity. Research supports parental involvement in 
interventions to prevent and reduce childhood overweight 
and obesity because parents play such an important role in a 
child’s life (McGarvey et al, 2004; Slawta et al, 2008). 
Parents play a major role in the socialization of eating 
behaviors in young children (Faith et al, 2004; Clark et al, 
2007). It is important for parents to know how to maintain 
healthy food, healthy life style and physical activity habits 
for their children. During the preschool years, parents are 
usually the primary determinants of the types and amounts 
of food their children eat (Ventura and Birch, 2008). Parents 
should be primarily responsible for food procurement, 
choices and meal preparation. Parents can be a strong 
positive influence on their children (Adamo and Brett, 
2014). Family involvement is the key to an effective 
treatment of childhood obesity (Anderson and Whitaker, 
2010), therefore parents' recognition of excess weight and 
its associated health risks in their children are likely to be 
important steps towards successful intervention. Parents 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

2

 

 

who perceive their child's weight to be a health problem are 
more likely to be prepared to make behavior changes to 
help with weight management (Rhee et al, 2005). However, 
more than 60% of parents fail to recognize their child is 
overweight (Rietmeijer-Mentink et al, 2013). Parental 
involvements in interventions targeting childhood obesity 
can help to prevent unhealthy increase in children’s BMI 
(Story and friends, 2003).  Sufficient evidence supports the 
inclusion of parents in interventions to prevent and treat 
childhood obesity; however, there is no consensus yet on 
which type of intervention is the most effective (Maynard et 
al, 2009). Currently, there is no structured framework for 
childhood obesity prevention interventions involving 
parents (Mast and friends, 2002).  Parents have a significant 
role to play and successful intervention effort is supposed to 
come directly from the parents from earlier stage to support 
healthy life inside and outside the home. Given that obesity 
early in life has effects on health and economic outcomes 
into adulthood (Cawley, 2010). 
 
2.2 Body-Mass-Index (BMI) 

BMI is the most common method that has been 
used to assess the level of obesity since it is easy to use, 
relatively cheap and reliable (Lob-Corzilius, 2007). It is 
considered the standard method for assessing the weight 
status of children in terms of underweight, healthy weight, 
overweight and obese (Dennison and Boyer, 2004). BMI 
provides an excellent indicator of overweight and obesity 
that is sufficient for most clinical and surveillance purposes. 
However, it is not a diagnostic tool. The calculations for 
BMI are as follows:   
 
BMI=Weight (kilograms)/[Height (meters)]2 
BMI= (Weight (lb)/[Height (in)]2) x 703 
 

BMI for adults are different from BMI for 
children. The age for adult is from 20 years and above and 
the calculation of adult's BMI does not depend on gender or 
age. Adults are considered overweight if the BMI readings 
are 25 to 30 and obese if the readings are greater than 30. 
Meanwhile, for healthy weight the BMI readings are 18.4 to 
25, and underweight if the readings are less than 18.5 
(Wang and Wang, 2002). 

 
2.3 BMI Percentile 

In calculating the BMI for children, the age must 
be from 2 to 20 years, while there is no BMI calculation for 
children under 2 years old. The BMI for children could be 
determined using the 2000 age and gender specific growth 
charts from the Centers for Disease Control and Prevention 
(CDC) (Kellomaki et al, 2000). The BMI-for-age 
percentiles growth chart for boys is shown in Figure 1 and 
for girls is shown in Figure 2. Percentile is the most 
frequently used indicator to evaluate size and growth 
patterns of individual children in the United States (Sawyer, 
2011). Children is considered overweight if the BMI is 
equal or above the 85th percentile and under the 95th 
percentile and obese if the BMI is equal or above the 95th 
percentile. Children’s BMI below the 5th percentile is 
considered underweight, while above the 5th percentile and 
below the 85th percentile is considered healthy weight 
(Office of the Surgeon General (US), Office of Disease 

Prevention and Health Promotion, Centers for Disease 
Control and Prevention and National Institutes of Health, 
2001). 

 

 
 

Figure-1. BMI-for-age growth chart for boys. 
 

 
 

Figure-2. BMI-for-age growth chart for boys 
 
2.4 Mobile Technology  

Tiainen, Wigelius and Lonnqvist (Kellomaki et al,  
2000) stated that Mobile technology entered the main 
stream in 2002 when the global number of mobile networks 
exceeded the number of fixed lines and in January 2007, the 
number of mobiles doubled the number of fixed lines with 
2.6 billion. They added that eighty percent of the world’s 
population are exposed and live in the vicinity of a mobile 
signal. In developed world, mobile technology continues to 
exist among other ICTs, but in developing countries, mobile 
may be the only technology people can access and afford 
(Teng and Helps, 2010). Nowadays, Smartphone allows 
users not just for phone call, SMS or e-mail, but a plethora 
of applications. Smartphone combines features of cell phone 
and Personal Digital Assistant (PDA) (Aram et al, 2008). 
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Smartphone has powerful capabilities built on mobile 
computing and available on various platforms which 
include Android, iOS, Symbian, Windows Phone and etc.  

Mobile technology such as Smartphone enables a 
new generation of users and business applications (Teng 
and Helps, 2010).  Mobile applications are developed to 
assist personal mobile phone, personal digital or enterprise 
digital applications. They can be pre-installed into the 
mobile phone from the firm or downloaded by users from 
the applications website (Tahnoon Al Ali et al, 2008). These 
applications are developed by using many programming 
languages like HTML, JavaScript, J2ME and etc.  
Smartphone uses open source operating system such as 
Android, Windows mobile and iOS. Android has been the 
most popular mobile platform in the world (Mullen, 2011). 
According to a survey, majority of people use a mobile 
phone worldwide and more than half are Asia-Pacific 
region (3.6 billion out of 7 billion total subscriptions) (ICT, 
"Facts and Figures," Switzerland, 2014). Meanwhile, 
mobile applications in the medical field has become also 
increasing in availability and popularity (Patrick et al,  
2008).  For example, the mobile health apps include 
interventions that help people quit smoking (Abroms, 2012) 
or weight Control (Lopes et al, 2011). Additionally, many 
mobile apps have been merged into the behavioral 
healthcare sector as a way to monitor disease such as 
monitoring the children by school nurses in the United 
States through collecting and storing data locally, instead of 
the traditional ways and sent it at a later time to a central 
database in case of availability of the Internet (Luxton et al,  
2011). 
 
2.5 Android Platform 
 Android is a Linux-based platform developed by 
using Java programming language and has been introduced 
by Google in 2007 (Agarwal and Bilokhatniuk, 2012). It is 
an Open Source Smartphone operating system, middleware, 
user interface and application software (Wu et al, 2010). In 
addition, Android platform supports a wide range of audios, 
images, videos and a lot of other features. Android provides 
a compatible platform for the proposed prototype of this 
study. Android applications are developed by using Java 
and XML languages in order to be exported as the 
executable file (APK file).  Other features of Android 
include accelerated 3D graphics engine (based on hardware 
support), database support powered by SQLite and an 
integrated web browser (DiMarzio, 2008). Moreover, 
Android platform takes the first place in the 2012 US 
Smartphone’s market with a share of 48.6% as shown in 
Figure 3 (Chen et al, 2011).  
 
3. APPLICATION DEVELOPMENT 

This section discusses the development of the BMI 
Percentile Monitor app and it involves four stages which 
include requirements planning, user design, construction 
and  implementation. 

 
3.1 Requirements Planning  

In this stage, all the requirements for the 
development of the BMI Percentile Monitor app were listed 
based on the following steps. Firstly, all information on 
body-mass-index and the required charts in determining 

children obesity status were gathered. Secondly, images to 
be used in the application were collected, resized to suit 
mobile phone screen and saved as PNG format. Thirdly, 
audio files for advice and information were recorded at 128 
kbps bit rate and saved as MP3 format. 

 

 
 

Figure-3. Smartphone platform market share in the US 
 
3.2 User Design  

Figure 4 shows the Activity diagram that has been 
designed for the BMI Percentile Monitor app where it 
illustrates the sequence of events by the user. Based on this 
activity diagram, the user will be able to complete all the 
necessary processes such as launching the application, 
choosing the language between English or Malay and so on 
easily. 

 
3.3 Construction  

This stage describes the construction of the BMI 
Percentile Monitor app which is based on the prototyping 
approach (Laudon and Laudon, 2012). This approach 
includes three steps developing initial prototype, using 
prototype and revising and enhancing prototype as shown in 
Figure 5. The prototype of the application is produced after 
the completion of this cycle.  Finally, after all the steps have 
been completed, the app is produced in the form of 
executable file (APK file). The BMI Percentile Monitor app 
was developed using the standard design principle which 
contains a rich set of application interfaces. The graphical 
user interfaces (GUI) in Android mobile applications are 
significantly important during the development of the 
application. It provides user with options such as a Data 
Entry, Data Monitoring, Data Update, Save or Delete Data, 
Data Monitoring etc which are discussed below. 

 
3.3.1 Splash screen and Main Menu  

A splash screen is the background image that 
shows the application name and logo when the application 
is running. The screen will be displayed only for a few 
seconds and then disappeared automatically when the 
application's main menu appeared, that consists of two 
buttons; the first one for English language and the second 
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for Malay language.  The application allows the user to 
select one of the two languages. Figure 6 shows the splash 
screen and the Main Menu. 
 

 
Figure-4. Activity diagram for BMI Percentile Monitor 
 
 

 
Figure-5. Prototyping Approach 

 
3.3.2 Login 

This screen will appear after clicking on the 
English language button. It is the third screen of the BMI 
Percentile Monitor application that consist of one text box 
to insert the ID for user after the registration process and 
four buttons; Login, New Registration, Back and About. 
The user must pre-register in order to login. The new 
registration button enables the user to insert his/her new 
data.  Back button enables the user to return back to the 
previous screen. The last button is About which gives more 
information about the application. On the other hand this 
same process occurs when using the application in Malay 
Language. Figure 7 shows the Login for English and Malay 
Languages. 

 
3.3.3 Registration 
 This screen will appear after clicking on the New 
Registration button. It is the fourth screen of the BMI 
Percentile Monitor app that contains user details which 
include; User ID, Name, Sex, Child, Address and Email. All 

the information will be stored in a database in the mobile 
device. The Back button allows the user to return to the 
previous screen. Figure 8 shows the registration for English 
and Malay Languages. 

 

 
 

Figure-6. Splash screen and The Main Menu 
 

 

 
 

Figure-7. Login for English and Malay Language 
 

 

 
 

Figure-8. Registration for English and Malay Languages. 
 
3.3.4 The BMI Percentile Monitor Processes  

This is the most important screen which will 
appear after pressing the Login button provided that the user 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

5

 

 

has prior registration. It is the fifth screen of the BMI 
Percentile Monitor app which contains many of the 
processes  which include; Calculate BMI Percentile, BMI 
Percentile Chart, Update Your Data, Delete Your Data, 
Main Menu, Your Data and Logout.  Figure 9 shows the 
BMI Percentile Monitor processes for the English and 
Malay Languages. 

 

 
 

Figure-9. The BMI Percentile Monitor Processes for 
English and Malay Languages. 
 
3.3.5 Calculate BMI Percentile  

This is the sixth screen of the BMI Percentile 
Monitor app which will appear after pressing the Calculate 
BMI Percentile button. It allows the user to calculate BMI 
percentile which requires the user to input the weight in 
kilograms and the height in centimeters and select the age in 
months. The BMI Percentile will be stored automatically for 
each entry in the user's database where user can view this 
data. The calculated BMI Percentile will be displayed as 
BMI Percentile Chart.  Figure 10 shows the screenshots for 
BMI Percentile calculation for English and Malay 
Languages. 

 

 
 

Figure-10. The screenshots for BMI Percentile calculation 
for English and Malay Languages 
 
3.3.6 BMI Percentile Chart  

There are two ways of displaying this screen 
(seventh screen); firstly, by pressing the BMI Percentile 
Chart button and secondly, the screen will be displayed 
immediately after the BMI Percentile calculation. It enables 

the user to see the weight category status which include; 
underweight, healthy weight, overweight, and obese.  The 
weight category status appears as bar charts with four 
different colors whereby red represents obese, orange 
represents overweight, yellow represents underweight, and 
green represents healthy weight. In addition, the screen 
displays advices related to the particular weight category 
status whenever the user touch (click) the bar chart. Figure 
11 shows the BMI Percentile Chart for English and Malay 
Languages. 

 

 
 

Figure-11. BMI Percentile Chart for English and Malay 
Languages 

 
3.4 Implementation  

This stage is also known as the deployment phase.  
The APK file produced from the previous stage was 
installed to the users' Android mobile phones. During the 
test, all recommendations provided by parents were noted 
and will be used implemented in the future versions of the 
app. Some of the recommendations include develops the 
application in other languages besides English and Malay, 
sending part of the data to child obesity specialist and BMI 
Percentile Monitor specific for adults. 

 
4. EVALUATION 

The evaluation comprised of heuristic and user 
evaluations. 

 
4.1 Heuristic Evaluation  

Heuristic evaluation was conducted to determine 
the robustness of the BMI Percentile Monitor app user 
interfaces and functionalities. The rationale was to detect 
fault in the app before presenting it to the end users and also 
to ensure the validity of the app's contents. The experts 
involved were categorized into two groups; content and user 
interface (UI) experts.   Two medical doctors who have 
knowledge and experience related to child obesity were 
required to validate the contents of the app while two 
lecturers who have knowledge and experience related to the 
design of user interfaces were required to validate the UIs. 
Feedbacks and recommendations from the experts were 
documented and earlier versions of the app were modified 
accordingly. 
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4.2 User Evaluation  
User evaluation was conducted to determine users’ 

perception on the usability aspect of the BMI Percentile 
Monitor app. The evaluation was conducted amongst 30 
parents (users) who have been selected using the convenient 
sampling technique. The instrument used in this evaluation 
was adapted from previous studies and covers five 
dimensions which include:  Usefulness, Ease of Use, 
Hedonic Motivation, Satisfaction and Outcome/Future Use. 
Usefulness constructs the level that a person believes about 
using a specific application would raise up the user’s 
performance level (Davis, 1989; Zins et al, 2004). Ease of 
Use is the degree of easiness for a particular application by 
being free of heavy effort (Zins et al, 2004; Venkatesh et al, 
2012). Hedonic Motivation represents the way that can be 
followed to motivate the users to use a specific application 
and how this application can influence on results 
(Venkatesh et al, 2012). Satisfaction measures the level of 
satisfaction of the user with the whole application and 
contents (Kicken and Stoyanov, 2008). Finally, 
Outcome/Future Use represents the degree a person is 
expecting to use this application (Davis, 1989; Zins et al, 
2004). A 5-point Likert scale anchored by "Strongly 
Disagree" (1) and Strongly Agree (5) was used (Likert, 
1932). 

 
4.3 User Evaluation  

User evaluation was conducted to determine users’ 
perception on the usability aspect of the BMI Percentile 
Monitor app. The evaluation was conducted amongst 30 
parents (users) who have been selected using the convenient 
sampling technique. The instrument used in this evaluation 
was adapted from previous studies and covers five 
dimensions which include:  Usefulness, Ease of Use, 
Hedonic Motivation, Satisfaction and Outcome/Future Use. 
Usefulness constructs the level that a person believes about 
using a specific application would raise up the user’s 
performance level (Davis, 1993; Davis, 1989). Ease of Use 
is the degree of easiness for a particular application by 
being free of heavy effort (Davis, 1989; Zins et al, 2004). 
Hedonic Motivation represents the way that can be followed 
to motivate the users to use a specific application and how 
this application can influence on results (Venkatesh et al,  
2012). Satisfaction measures the level of satisfaction of the 
user with the whole application and contents (Kitchen and 
Stoyanov, 2014). Finally, Outcome/Future Use represents 
the degree a person is expecting to use this application 
(Davis, 1989; Zins et al, 2004). A 5-point Likert scale 
anchored by "Strongly Disagree" (1) and Strongly Agree (5) 
was used (Likert, 1932). 

 
 

5. RESULTS 
Descriptive statistics, reliability analysis and t-test 

were used in this study. SPSS version 18 for Windows 8 
was used to analyze the data. Results from the reliability, 
descriptive and t-test analyses are discussed in the following 
sections. 

 
5.1 Demographic Data  

The parents consist of 16 male (53.3%) and 14 
female (46.7%) parents. In terms of education background, 

17 (56.7%) of them have master and 13 (43.3%) have PhD.  
In terms of age, 3.3% of the parents are between 21-25 
years, 33.3% are between 26-30 years, 33.3% are between 
31-36 years, 13.3% are between 36-40 years and 16.7% are 
over 40 years. 

 
5.2 Reliability of Measurements  

Internal consistency of questionnaires' reliability 
can be measured in a number of ways. The most popular 
one is the use of Cronbach Alpha which can be calculated 
by using SPSS to determine the items reliability that 
involved in the scale. Cronbach Alpha is usually expressed 
on a numerical scale from 0 which represents the lower 
reliability to 1 which forms the greater reliability in the 
internal reliability criterion (Pallant, 2010). Ultimately, 
Cronbach alpha value is classified as follows; above 0.6 
questionable, above 0.7 acceptable, above 0.8 good, above 
0.9 excellent, and above 0.5 poor. Table 1 presents the 
Cronbach Alpha value for all the dimensions (George and 
Mallery, 2003).  The Cronbach alpha for Usefulness is 
0.885, Ease of Use is 0.826, Hedonic Motivation is 0.714, 
Outcome/Future Use is 0.826, and Satisfaction is 0.827. 
Since the Cronbach alpha values for all the dimensions are 
greater than 0.7, all of them satisfy the internal reliability 
criterion (Nunnally, 1978). 

 
Table-1. Cronbach Alpha Values for All Dimensions. 

 
Dimension Number of 

items 
Cronbach Alpha 

Usefulness 
Ease Of Use 
Hedonic Motivation 
Future Use 
Satisfaction 

6 
5 
3 
4 
3 

0.885 
0.826 
0.714 
0.828 
0.827 

  
5.3 Descriptive Statistics  

The descriptive statistics for all the dimensions and 
items are presented in Table 2.  Items with means more than 
4.0 are bolded which indicate that most of the users agreed 
on these items and only one item has a mean of 3.90 (*). 

 
Table-2. Descriptive Statistics for All Items. 

 

Item Mean 
Std. 

Deviation 
Perceived usefulness   

Using the BMI percentile monitor would 
enable me to accomplish tasks more quickly in 
knowing my child's BMI status 

4.47 0.571 

Using the BMI percentile monitor would 
make it easier for me to monitor my child's 
BMI status 

4.47 0.571 

I find the BMI percentile monitor useful in 
determining my child's BMI status 

4.50 0.572 

BMI percentile monitor is suitable for both 
experienced and inexperienced parents in 
determining the child's BMI status 

4.10 0.759 

I find the BMI percentile monitor adequate as 
needed 

4.13 0.776 

Overall, i find that the BMI percentile monitor 
is useful  

4.37 0.556 

Perceived ease of use
Learning the BMI percentile monitor is easy 
for me 

4.27 0.640 

My interaction with the BMI percentile 
monitor is clear and understandable. 

4.23 0.568 
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I find the BMI percentile monitor is flexible to 
use. 

4.23 0.568 

I find the BMI percentile monitor is satisfying 
to use 

4.20 0.714 

Overall, I find the BMI percentile monitor 
easy to use 

4.20 0.714 

Perceived hedonic  motivation 
I find that using the BMI percentile monitor 
on my mobile device was fun and appealing to 
me. 

4.20 0.551 

Monitoring the child’s BMI status by using 
the BMI percentile monitor is enjoyable. 

4.10 0.548 

I would recommend other parents to also use 
the BMI percentile monitor 

4.37 0.490 

Perceived outcome / future use 
I could effectively complete my tasks using 
the BMI percentile monitor. 

4.10 0.662 

I was able to efficiently complete my tasks 
using the BMI percentile monitor. 

3.90* 0.803 

From my current experience with using the 
BMI percentile monitor, I think I would use it 
regularly. 

4.00 0.743 

I would recommend to others the BMI 
percentile monitor. 

4.20 0.664 

Perceived satisfaction 
I felt comfortable using the BMI percentile 
monitor. 

4.23 0.626 

I enjoyed using the BMI percentile monitor. 4.07 0.740 

Overall, I am satisfied with BMI percentile 
monitor. 

4.30 0.535 

 
5.4 Independent-samples T-Test  

An independent-samples t-test was conducted to 
compare mean scores for Male and Female parents for all 
the dimensions in order to signify the differences 
statistically. The results indicated that there is no significant 
difference between the two groups for all the dimensions 
since all the significant values are greater than 0.05 (George 
and Mallery, 2003) as shown in Table 3. 

 
Table-3. Group Statistics 

 

Dimensions Gender 
Std. 

Deviation 
Sig. 

Usefulness 
Male 0.50918 

0.802 
Female 0.51311 

Ease Of Use 
Male 0.58066 

0.085 
Female 0.39586 

Hedonic 
Motivation 

Male 0.48496 
0.199 

Female 0.35635 

Outcome / Future Use 
Male 0.60467 

0.622 
Female 0.58012 

Satisfaction 
Male 0.56928 

0.729 
Female 0.55028 

 
6. DISCUSSION AND CONCLUSION 

This paper describes the development and 
evaluation of the BMI Percentile Monitor app.  This app 
provides parents with many options which include; data 
entry, data monitoring, data update, saving and deleting data 
for the purpose of monitoring their children's BMI status so 
as to allow parents to take appropriate early intervention in 
reducing the problems associated to obesity. Even though 
there are various mobile apps that are available in the 
market for the purpose of calculating the BMI, apps 
specifically for monitoring the children’s BMI status by 
parents are still limited. Most mobile apps do not calculate 
and display the BMI charts over time. In addition, the BMI 
values of multiple entries could not be saved over time in 

the database to produce on-demand charts. Moreover, 
advises are not provided to help the parents to deal with 
their child obesity problems.   

Questionnaires were used to record the perceptions 
of parents towards the use of the BMI Percentile Monitor 
app.  The results revealed that the parents appreciated the 
BMI Percentile Monitor app in monitoring their children's 
BMI status and its various built-in features.  The descriptive 
statistics indicated that the parents agreed in terms of 
Usefulness, Ease of Use, Hedonic Motivation, Satisfaction 
and Outcome/Future Use of the app. Besides that, the 
experts found that the app complies with all required 
standards both in terms of the interface design and also the 
medical information contents.   

Overall, this study highlights the importance of 
parents’ involvements as the most influential remedy to 
child obesity problems.  Thus, our effort in developing the 
BMI Percentile Monitor app coincides with the need to 
involve parents to ensure the success in reducing the child 
obesity problems. It is hoped that the findings of this 
research will encourage parents to use the BMI Percentile 
Monitor app not just for monitoring their children's BMI 
status but also to eventually be a more responsible parents.  

This research focuses on the perception of parents 
towards the use of the BMI Percentile Monitor app. Due to 
time limitations, work constraints and not enough 
motivation or ability, some parents tend to neglect in 
carrying out their responsibilities in monitoring their 
children's BMI status. Further work to be considered can be 
a theoretical framework for investigating the important 
determinants in changing the parents' behavior towards the 
use of the app in monitoring their children's BMI status by 
incorporating persuasive technology into the app. 
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ABSTRACT 
As one of the tourism city in Indonesia, Solo tourism 
was not optimized at all, for example if compared to the 
nearest city, Yogyakarta. Service science perspective of 
value co-creation can be used to improve the tourism in 
Solo. The purpose of this research is to build a platform 
using information technology which will be used to 
accommodate the expectations of potential tourists who 
wants to visit Solo. This paper use service science 
perspective to build a model of the value orchestration 
platform. The result of the study is a platform that can 
accommodate the expectations of potential tourists who 
wants to visit Solo. In the future, it is expected can be 
adapted by the other city in Indonesia to accommodate 
potential tourists to come to their city.  

Keyword: Solo tourism, value co-creation, value 
orchestration platform 

 
Introduction 

Solo is one of the tourism cities in Indonesia 
which located in Java Island. It is located in the Central 
Java region with Karanganyar, Boyolali and Sukoharjo 
around Solo city. Solo has a beautiful river, namely 
Bengawan Solo in the eastern part of the city which is 
very famous and even have a song created for it. Solo 
with Yogyakarta is the successor of Mataram Kingdom 
that was divided in 1755.  16th June 1946 was a birthday 
of Solo which celebrate Solo as a City and mark it as the 
end of Kasunanan and Mangkunegaran kingdom. Solo is 
known as one of the tourism city in Indonesia. It has 
many tourism object to attract tourist to come to the city. 
The main tourism object in Solo is Keraton Surakarta, 
Keraton Mangkunegara, Kauman and Laweyan Batik 
village and the traditional market in the city. With some 
many kinds of tourism object that exist in the city, it 
should not  be hard for Solo to attract potential tourists to 
come to their city. Unfortunately in the reality, so many 
people still confused to get the information about Solo 
tourism. The information is given throughout the media 
but it is still not enough for customers. Some potential 
customers who want to visit Solo still struggling to get 
the information. For example, customers from Bandung 
still struggling to get information about hotel and travel 
agent in Solo. “I want to go to Solo with my wife and 

child using train, can someone give recommendation 
about travel agent and hotel 
(ramlannarie.wordpress.com, 2010).” This is one proof 
that information about Solo is not completely yet to help 
potential customers. “I have a plan to go to Solo’s 
Karanganyar but still confused about the tourism place I 
am about to visit (anasuciana.blogspot.com, 2013).” 
That quote means that from many information exist still 
cannot help the potential customers. Another example of 
quotes, “I want to go to Solo for writing a journal but I 
do not know how to get there and the recommended 
place. I also do not have any friends there. Which place 
is good for writing a journal? (anasuciana.blogspot.com, 
2013).” This quote shows that there still a lack of 
recommendation given to the tourists like 
recommendation for nature tourism object, education 
tourism object, culinary tourism, etc. The other problem 
seen from the quotes was that potential customers cannot 
interact with provider to ask about the information. The 
information given mostly in one way where the provider 
posted the information and the potential customers can 
access the information and even leave a comment but no 
further feedback about their needs. This quote also 
proves that there is lack of recommendation and 
feedback to get potential customers to come to Solo, “A 
Lot of tourism places which is very good and interesting 
in Central Java, but I am confused where to go with my 
MGMP friends, is there any suggestions? 
(tempatwisatamu.com, 2013).  As one of the tourism city 
in Indonesia, Solo tourism was not optimized at all for 
example if compared to the nearest city, Yogyakarta. 
Therefore, the aim of this research is to build a platform 
using information technology which will be used to 
accommodate the expectations of potential tourists who 
wants to visit Solo. They can participate in the platform 
since there are interaction among customers and also 
providers as well. 
 

Tourism in Solo 
As one of the tourism city in Indonesia, Solo 

has so many tourism objects. There are so many types of 
tourism object from nature tourism, historical and 
educational tourism, culinary and also batik tourism. 
Solo has a nature tourism object. There is Tawangmangu 
tourism, Kemuning tea plantation, Jumog waterfall, 
Parang Ijo waterfall, Segoro Waterfall, Grojogan Sewu, 
Lawu Mountain, etc. As Yogyakarta has a tourism 
temple to visit like Prambanan Temple and Ratu Boko 
temple, Solo have a tourism temple in their city which is 
used by Hindu-Buddha back in time such as Sukuh 
temple, Cetho temple, the monkey temple, etc. Solo also 
has Festival and celebration to look after. We call it 
Kirab Pusaka 1 Suro, Sekaten, etc. Solo also held event 
about Batik as Batik is their city identity. Solo Batik 
Carnival and Solo Batik Fashion was the event that the 
government created to promote Solo Batik to tourists and 
also local civilization. For the culinary, Solo have their 
own culinary to be enjoyed. There are Nasi liwet, nasi 
gudeg, cabuk rambak, bestik solo, selat solo, tengkleng 
and sate buntel for example. For the beverages Solo have 
wedang asle, wedang dawet, etc. Historical value in Solo 
can be felt because of the famous historical tourism 
object. There are the famous Keraton Surakarta which is 



built in 1675, Keraton Mangkunagaran, build in 1757, 
the famous Great wall from the Netherlands era, 
Vastenburg and also a place that now used as where the 
Solo government lives, Loji Gandrung. Another 
historical tourism can be visited in Solo is Batik tourism 
in Laweyan and Kauman. Laweyan Batik first 
introduced in the era of Pajang in the beginning of the 
16th century   by Kyai Ageng Henis. The other Batik 
tourism in Solo is Kauman. Kauman is the heritage of 
the Kasunanan Surakarta Hadiningrat. Kauman was used 
to be living place of the people of Keraton Surakarta 
before.  

Value Co-creation 
Value co-creation is identified as an active, 

creative and social process based on collaboration 
between the entities in the service system. There are four 
phases in service that describe the complexity of the 
service innovation process based on service dominant 
logic which is co-experience, co-definition, co-elevation 
and co-development. In order to create the new service 
value, first, both customer and provider co-experience 
the services process and co-define it to share an internal 
model through mutual understanding between them. In 
order to improve and/or to innovate service value, co-
elevation and co-development is needed. Co-elevation is 
a zig-zag shape spiral up process of expectation of the 
customers and abilities of the providers. Co-development 
pays attention to co-innovate generated by simultaneous  
collaboration among the various entities. (Novani, Putro 
and Hermawan, 2014) 

 
 

Figure 1. Value orchestration platform and value co-
creation (Kijima and Mitronen, 2013) 

 
Value Orchestration Platform 

In the value co-creation process, customers and 
providers interact with each other and co-create new 
values. The value orchestration platform invites 
customers and providers to get on board. It facilitates 
and orchestrates new value co-creation with customers 
and providers, but leaves the control of the process 
entirely in the hands of providers and sometimes 
customers as well (Nakamura and Kijima, 2013). 

 
 

Figure 2. Value orchestration platform and value co-
creation (Kijima and Mitronen, 2013) 

In the value orchestration, there are three 
management strategies of value orchestration platform 
for orchestrating the value co-creation process, 
involvement, curation, and empowerment strategies. 
Involvement strategies focused on how to attract 
customers and providers to the platform. Curation can be 
defined as a proactive and selective approach that 
collects, select analyzes, edits, and reexamines content 
and meaning of existing information for both customers 
and providers to provide new meaning for them. 
Empowerment refers to how a platform empowers 
customers and providers so that, both sides are motivated 
to interact each other. 

 

Figure 3. Model of two sided platform for Solo Tourism 

 

Developing Value Orchestration Platform in Solo 
Tourism 

By using service science concept in value co-
creation, both of providers and customers interact each 
other and co-create a new value. Both providers and 
customers will be the resource knowledge where they 
can interact, share and exchange information that will 
benefit both of providers and customers. To facilitate the 
interaction for both providers and customers, need a 
platform which can be accessed easily by both of 
providers and customers.  

There is some platform already provided to give 
information about Solo to the customers but it is still not 
enough for them. For example in Solo Destination, there 
is no recommendation about tourism places to visit when 
customers come to Solo. In the existing platform, the 



information is given in one way, from providers to 
customers so that the customers cannot interact with the 
providers and the other customers in a discussion forum. 
The existing platform also not yet integrated into the 
transportation and accommodation services which will 
make it easier for customers to book transportation and 
hotel services if they want to come to Solo. 

To see customers perception and expectation 
about current platform, a survey was made using a Likert 
Scale involving 30 random respondents. From the 
survey, we knew that most respondents have no interest 
to search information about Solo by using existing 
platform. They said that the existing platform didn’t give 
them a complete information about Solo.  

 

Figure 4. Customers’ perception about existing website 

 Their first impression is not good and they said 
it is because the picture that take most of the space. The 
main interface of the platform is not well designed 
because of the picture is too big and not interesting at all. 
Most of respondents said that they prefer a simple and 
interesting interface rather than the existing one. They 
also said that it is better classifying the tourism 
information like tourism place, event and also culinary 
and provided by its location from the heart of the city. 
Respondents also expect that there is some kind of 
recommendation for tourism like nature tourism, 
educational tourism, etc. They also expect some kind of 
tourism package that provide them with information 
about hotels and transportation in the platform so they do 
not  need to look around again to book for 
accommodation 

 

Figure 5. Potential improvement on platform 

 To fulfill the customer’s expectation, the 
improvement of the existing platform is needed. The 
idea is to create a one stop web-based platform using 
service science value co-creation and value orchestration 
to meet customer’s expectation. The following table and 
graph explain the difference between the existing 
platform and the proposed. The graph will explain 
customers’ perception about proposed platform. 

 

Figure 4. Customers’ perception about proposed 
website 

 

 

 



 

Table 1. The difference of existing and proposed 
platform 

Component Existing 
Platform 

Proposed 
Platform 

Recommendation about 
tourism place to visit 

No  Yes 

Flow of Information One way Two ways
Integrated to Transportation 

and accomodation 
No Yes 

Forum Discussion No Yes 
Improvement of Platform No Yes 

 

In the proposed platform, there are three 
management strategies of value orchestration platform 
for orchestrating the value co-creation process. First, 
involvement strategy, will include all information about 
Solo. Tourism place, events, and culinary information 
will be provided. It aims to attract both of customers and 
providers to the platform. Second, curation strategy, will 
be providing an integrated tourism program. The 
platform will integrate with accommodation facilities 
such as plane, train and hotel. So the customers will give 
a direct link to the accommodation facilities. The last 
strategy is an empowerment strategy, it will be the 
development program of potential domestic and 
international tourism market through the Internet. Also 
there will be the developing facilities for customers who 
come to Solo such as transportation and accommodation.   

As a service science value co-creation purpose 
to create a new value, we proposed an improved 
platform to meet customer’s expectation and create a 
new value in services in Solo tourism. The platform will 
provide  information that customers need about Solo. 
The history about Solo will give customers information 
about Solo such as the moving history of Solo city, the 
transition of government from the kingdom to the city 
and also there will be a fact about Solo. The differences 
with history will includ information about border, the 
number of people who live in Solo, etc. There will also 
tourism information including tourism place, events and 
culinary. Tourism page will give recommendations about 
the best tourist place in Solo, historical tourism like 
Keraton, nature tourism like Sukuh Temple, batik 
tourism like Kampung Batik Laweyan and Kampung 
Batik Kauman. Events page will give information about 
the events that already held in Solo and its review. Also 
there will be information about upcoming events that 
will be held in Solo. Culinary page will give information 
about the best culinary that can be found in Solo for 
example like wedang dongo, tengkleng, serabi solo,etc. 
The proposed platform also will provide forum page that 
will be a media for providers and customers to get along 
together. Customers can give comment, 
recommendation, feedback, and discuss everything about 
Solo. Providers will let customers know if they respond 
to their feedback. The customers will get to know all 
their feedback, critics progression. For example if 
customers report about there is a hole in the street, 
he/she will get to know their report still at admin or 

already in progress to the government. This platform 
also will integrate with accommodation facilities such as 
plane, train, and hotel. This proposed platform aim to 
give easy access for customers who want to look for 
information about Solo and visit the city. 

Analysis 
By seeing the trend of the Internet user 

nowadays, website is the best option for both providers 
and customers. It can be easily accessed from any media 
like Android, Apple, and PC. Website will give potential 
customers easy access to get the information given about 
Solo. This website will give a travel recommendation 
and tourism places recommendation for customers. 
Previously, there is no place for interaction for 
customers and providers, but now, therefore in this 
website will provide a discussion forum. It can be used 
to discuss all topics about Solo and a use for the 
interaction of providers and customers. Customers also 
can receive the feedback about their critics and 
suggestion progress to the providers. After giving 
information about tourism in Solo, customers who want 
to visit Solo can booked the transportation and hotel 
through the link given which does not yet exist in the 
current platform. Also the customers can decide with 
what kind of transportation they want to go to Solo, by 
using a plane or train. There will be option for hotel 
booking also where the customers can choose where they 
want to stay and the providers should also give 
recommendations about the hotel. The idea is to create 
an integrated website which is connected to facility 
service that can facilitate customers when they decided 
to come to visit Solo, such as transportation and hotel 
services. The website will also provide information 
about Solo, its tourism object, history and facts, culinary 
and also a forum discussion.  

 

 

Figure 6. Prototype of Solo tourism platform: Solo pages 

Figure 6 show about the history and fact of Solo 
pages. It gives customers all information they wanted to 
know about Solo. On History page, customers will find 
historical information about Solo. For example about 
Pakubuwono, 1998 riot, etc. History gives customers 
information about historical events that already 
happened in Solo with a brief explanation about the 
event itself. Fact page gives customers general 
information they need to know about Solo like 
demography of Solo, Solo border, Solo government, etc.  

 



 
Figure 7. Prototype of Solo tourism platform:Tourism 

pages 

Figure 7 shows us about a page in the proposed 
platform which will give customers travel 
recommendation. Customers will be shown the 
recommended places to visit to from nature tourism, 
historical place, etc. There will we a brief explanation 
about the places for example, Surakarta Place, 
information about the location, when it was built are in 
given to provide customers with the information about 
the recommended place itself.  

 

 

Figure 8. Prototype of Solo tourism platform:Event 
pages 

Figure 8 show about these events that held in 
Solo. As Solo has so many cultural events, these pages 
aim to give customers information about the events in 
Solo. The events itself will be provided in video form. It 
will make customers feel like they are watching the real 
event and make the event itself more interesting and 
providing more information to the customers. Hopefully, 
this will make the customers interested and attract them 
to come and visit Solo to watch the real events. 
 

Figure 9. Prototype of Solo tourism platform:Forum 
page 

Figure 9 shows us the forum page. This page 
aims to facilitate both of provider and customer to 
interact each other. This page also facilitates customer to 
interact with other customer to discuss anything about 
Solo.  
 

 

 
Figure 10. Integrated accomodation and transportation 

icon 

To get to Solo, customers given an easy access 
to booked for transportation and hotel using the icon 
showed in the upper right corner on every page like 
showing in Figure 10. The icon already integrated with  
the facility services which can be used directly by 
customers to book their transportation and 
accommodation when they decide to visit Solo. As a 
proposed platform is an improvement of the current 
platform, there will be risks and benefit of designing the 
platform as shown in the table below.  

 
Table 2. Risk and Benefit of the proposed platform 

Risk Benefit 
Server’s capacity is not 
big enough. So if that is 

too many user it will lead 
to full tracking or server 

busy 

Customers and providers 
can communicate each 

other through discussion 
forum  

Need a lot of database 
including transportation 
and hotel services, event 

and tourism place. 

Travel recommendation 
make it easier for customers 

to choose tourism place 
they want to visit 

Feedback feature which 
given a feedback process 
need an excellent synergy 

within admin of the 
platform and the 

departement in charge. 

Classification of the 
information make it easier 

for customers to get the 
information they need 

 Feedback feature which 
giving customers 

information progress about 
their feedback will make 

customers feel they opinion 
is appreciated 

 Platform integration with 
accomodation services like 
transportation and hotels 

will make it easier for 
customers to arrange their 

travel plan 
 The platform will be one 

stop service for customers 
who have interest about 

Solo where they can get the 
information and directly 

plan to go to Solo 
 



Conclusion 
This paper provided the concept of value 

orchestration platform for Solo tourism. We used 
website as the platform that facilitates both of customers 
and providers to interact each other. Figure 2 shows the 
protoype of the platform for Solo tourism. It will contain 
all information about Solo and linked to accommodation 
and transportation services to give customers easier 
access to accommodation and transportation services. 
They also provided with forum discussion for both 
parties  to share feedback and information. We expect 
that the website will be a good platform for customers 
and providers to interact and also it will help to attract 
more customers to come and visit Solo in the future. 
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Abstract— Mapping water energy potential is one of the 
important aspects in the management of renewable energy 
sources. In Maluku region in Indonesia, it was recorded that there 
had been a total potential of 621 kW of micro-hydro power 
generation, but some plants having been exploited are not 
functioning anymore nowadays. If being fully exploited, the 
microhydro power plants (MHP) could account for approximately 
1.93% of the total generating capacity nowadays existing, i.e. 
31542 kW, in the region. This demand supply is currently carried 
out by using diesel generators. On the other hand, Maluku is 
geographically endowed with water energy potential in the form 
of 166 rivers being potential for micro-hydro power plants 
development. In order to explore the electrical energy potential in 
Maluku, mapping of the water energy potential for power 
generation has been undertaken four regencies, namely Central 
Maluku, West Seram, North Buru and South Buru. The mapping 
is done by measuring  water flow rate and river head directly in 13 
villages, as well as through the use of rainfall data and watershed 
area being combined with the elevation data estimated using 
Geographical Information System (GIS)  and Google Earth Map 
in 216 villages. Among 371 villages as the object under 
consideration, water power generation capacity in 229 villages has 
been obtained from the relationship between the water flow rate 
and river head, while that of the remaining 142 villages has been 
obtained using statistical analysis. The results of mapping indicate 
the total potential capacity of 61.11 MW for generation of micro 
hydro electricity, with the possible largest generator output of 
374.50 kW, the smallest output of 17.20 kW, and the average 
output of 165.85 kW. These results also demonstrate the potential 
for reducing the dependence on electricity generation originating 
from fossil fuels currently dominating in Maluku region. Based on 
the projection of electricity demand in the next 5 years performed 
by the national electricity provider in Indonesia (PT PLN), the 
resulted mapped potential could contribute to fulfillment 64.4% of 
the total electrical energy needs in Maluku region. 

Keyword— mapping, micro-hydro, generation capacity.  
 

I. INTRODUCTION  

n Indonesia, the demand for electrical energy is fulfilled by 
the state-owned electricity company, the PT PLN (Persero), 

using a variety of sources such as fossile-fuelled diesel, steam, 
gas, and also hydroelectric power. However, there still existing 

communities with no access to electricity, especially those 
people who live in areas being far from the centre of power 
generation [1], including some areas in Maluku region,  
particularly the Seram and Buru islands. The electricity demand 
in this area so far is supplied using some diesel generators with 
a total capacity of 31542 kW, which is still far from being 
adequate. 

Geographically Maluku region is endowed with water 
energy potential in the form of 166 rivers being potential for 
micro-hydro power plants development. These rivers are 
distributed over in four regencies, namely Central Maluku, West 
Seram, North Buru and South Buru [2]. Data of the Ministry of 
Energy and Mineral Resources (ESDM) show that that there is 
a total potential of 621 kW [3] of micro-hydro power generation. 
Ninety kilowatts of the potential have been obtained from MHPs 
in three locations, but now they are not functioning anymore. If 
being fully utilized, the potential could account for 
approximately 1.93% of the total generating capacity nowadays 
existing, i.e. 31542 kW, in the region. Based on the electricity 
power supply business plan of PT PLN (Persero), the increase 
of power generation need in the next five years of the 4 regencies 
in Maluku would be fulfilled with a total generating capacity of 
about 95.5 MW [4]. 

Considering the huge water power potential being compared 
to that already being identified in Maluku by ESDM, there open 
the possibility of developing microhydro power generation to 
meet the needs which are still not fulfilled. On the other hand, 
the exploitation of the potential is often constrained by the 
unavailability of sufficient data because of the limited number 
of conducted studies and researches. This paper presents the 
results of water potential mapping in four regencies in Maluku 
region, i.e. Central Maluku, West Seram, North Buru and South 
Buru. 

II. METHOD OF WATER ENERGY POTENTIAL MAPPING 

The area under consideration in this study covers 371 
villages being spread over four regencies in Maluku region, i.e. 
Central Maluku, West Seram, North Buru and South Buru. 
Among these villages, direct measurement has been carried out 
to obtain the head and water flow debit in 13 villages using 

I



widely known methods [5]. The head and water flow discharge 
in 216 villages have been obtained with the help of site 
elevation, rainfall data on the location and the watershed area. 
The site elevation has been obtained from the data available on 
the Google Earth system, the rainfall data from the Indonesian 
Agency for Meteorological, Climatological and Geophysics (or 
simply called BMKG), whereas the watershed area has been 
obtained from the local government institution dealing with river 
data in Maluku region. Before using the Google Earth Map 
systems, the coordinate of villages whose names are provided by 
the local government, has been determined using Geographical 
Information Systems (GIS) software. This method is necessary 
because direct measurements in the field are not possible to carry 
out in the whole villages, considering the number of villages 
under consideration, the geographical position of the Maluku 
region and the limitations of time and research costs.  

A. Determining Village Location using ArcGIS Software   

Considering that not all the village names under 
consideration have been included in the Google Earth map, their 
location coordinates should be determined in advance using the 
GIS software based on the available village names. 

The process of determining the villages’ location is done by 
using a map in JPG or PNG graphical formats provided by the 
Maluku province office. The map is then converted into spatial 
data through the digitization process/trace, so that the obtained 
map data are correlated to the earth map’s coordinates (X,Y). 
Further process of transformation to obtain geographical 
coordinates (georeferencing) results in data file in .shp 
extension. The next step is to incorporate the resulted map into 
the GIS software, as shown in Fig. 1. 

 
The result of inputting Maluku province map into the GIS is 

shown in Fig. 2. 

 
As shown in Fig. 3, Tool identity is enabled to display the 

coordinates of the village location needed. 

 
Identification process of village location is done for each 

village name under consideration, so that an Excel file format 
table data containing the village names and coordinates can be 
obtained for further processing. 

B. Determining Site Elevation  using Google Earth Map 

Site elevation determination in Google Earth Map system is 
done with the help of data resulted from GIS software. Fig. 4 
shows how to add village names and coordinates data into the 
GIS software. Table data file in Excel format containing the 
village names and coordinates is imported in GIS software. The 
resulted spatial data will contain geograpgical orientation as well 
as a particular coordinate system as the basis of reference. These 
data are different from others in the fact that they contain 
location information (spatial) and descriptive information 
(attribute/non-spatial). 

Figure 1. Process of inputting map file into GIS software

 
Figure 2. Display result of incorporating Maluku map into GIS 

software 

Figure 3. Village location information in GIS 



 
Fig. 5 indicates the actual position of villages on earth. In 

order to get this view, the Add Data process as shown in Fig. 4 
must be done on the appropriate file extension, i.e. Excel file 
format. Finally, the corresponding earth-projected coordinates 
(X,Y) will be resulted in accordance with the actual position on 
the earth. The dots on the map indicate the village locations. 

 

 
In the Layer properties, coordinate points which make up the 

map, e.g. maps of the Buru and Seram islands,  are added with 
symbols and village names as location identities, as shown in 
Fig. 6. 

 
It is indicated in Fig. 6 that Buru island consists of two 

regencies, i.e. Nort Buru and South Buru, and that it has 56 
villages. Seram island contains 2 regencies, i.e. Central Maluku 
and West Seram, consisting of 160 villages. The map containing 

symbols and village names is then stored as a new data, and then 
being displayed again for further conversion into Google Earth 
map as shown in Fig. 7. 

 
As shown in Fig. 7, bringing layer to KML is done to change 

the features or raster layer in memory into a KML file containing 
the translation of ESRI geometry (ArcGIS). The obtained file is 
of .KMZ extension and can be read by Google Earth Map, so 
that the determination of site elevation can be done at each 
coordinates point, as can be seen in Fig. 8. 

 

C. Determining Water Flow Discharge (Q). 

Determination of water flow discharge at specified location 
based on the GIS and Google Earth Map data is done with the 
help of rainfall and watershed area data in the Maluku region. 
The maximum daily rainfall data are obtained from the highest 
daily rainfall in a year at two stations, i.e. the Kairatu station in 
Seram island and the Mako station in Buru island. Water flow 
discharge is calculated using the following equation [6]. 

)/3(...002778.0 smAICQ  

where: 
Q = water discharge (m3/s) 
C = run-off coefficient = 0.15 (steep-slope sand type) 
I = intensity of rainfall (mm) 
A = watershed area (km2) 

 
Figure 4. Process of importing Excel file containing village names and 

coordinates in GIS 

Figure 5. Projected coordinates x, y on earth 

Figure 6. Map accordance Symbol and Name of Village 

 
Figure 7. Conversion process of GIS data into Google Earth map system 

Figure 8. The position of village location on Google Earth Map



D. Calculation of Generation Capacity  

The calculation of the capacity of micro-hydro power 
generation is done by using water flow discharge (Q) and head 
(H)  data, which have been directly measured on-site of 13 
villages and determined based on rainfall data, watershed area 
and elevation by using GIS and Google Earth Map in 229 
villages. The generation capacity is calculated using the 
following formula [7]. 

][***81,9 kWnetQnetHtntP                                     

where: 
ɳt   = turbine efficiency  
Qnet = water flow discharge (m3/s) 
Hnet = head (m) 
 
Generator output to be used can be calculated using the 
following equation. 
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where: 
ɳg  = generator efficiency 
 
Calculation of the generator capacity can be done using the 
following equation [8]. 
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where: 
A - Temperature Factor Altitude 
B - Altitude Factor 
C - ELC Correction Factor 
D - Power Factor   

Parameters A, B, C, and D are predetermined factors based 
on the condition under consideration. Parameters A , B , C and 
D are determined by the height in the study area is 4000 m with 
a room temperature of 50oC , so that the value of A = 0.92 , B 
= 0.80 , C = 0.88 and D = 0.8 

In the remaining 142 villages the generating capacity 
calculations have been performed using statistical methods. The 
overall condition of the research object is measured based on 
the variables of the whole object under consideration, such as 
the average size of the used variables, i.e. the output of the 
generator, turbine output, head and discharge. Estimation of the 
variables valueof the whole research is not always as accurate 
as the actual value, so that the estimation results are to be 
expressed in the form of a certain level of accuracy indicating 
certain chance of α of making mistakes [9]. 

The accuracy level or confidence range SK, indicating the 
estimation range which covers the whole objects under 
consideration, can be obtained using (5). 

n

s
tx

n

s
txSK 2/2/                           (5) 

where : 

x  : average value of the part of the overall object of study 
(sample) 

S  : standard deviation  
  : average value of the overall object of research  

  : error tolerance  
 

n

s
t 2/

 : tolerance limits of the accuracy level  

 
2/t

 : statistics t table with respect to the error degree of α 

The number of samples can be determined based on the 
desired level of error , e.g. 1%, 5%, or 10%. [10]. In this study, 
the error rate (α) is determined based on the relationship between 
the total number of objects of the study (N) and the number of 
samples (n). Number of samples (n) is a direct result of research 
in 13 villages and captured elevations in Google Earth Map in 
216 villages, bringing the total samples of 229 villages. The 
overall number of the objects of study (N) in the four regencies 
is 371 villages. Error tolerance is determined based on the 
equation (6). 

Nn

nN

*


                                                           (

where : 
N = the total number of objects of research  
n = number of samples  

Based on [10], a level of accuracy with an error tolerance of 
4% or by 96% of confidence level has been presumed for 
estimating the average output of the generator, turbine output, 
head and discharge of the objects under study. 

III. RESULTS AND DISCUSSION 

Mapping of the micro-hydro energy potential has been 
carried out in 4 districts in the Maluku region, namely Central 
Maluku, West Seram, North Buru and South Buru. Direct 
survey has been done on site of 13 villages, whereas data of the 
remaining locations have been obtained with the help of 
coordinates data of location generated using Geographic 
Information System and elevation data retrieval on the Google 
Earth Map system. This latter method is taken based on the 
consideration of time and cost availability. GIS proves to 
provide benefits in the determination of location of 216 villages 
in this study. 

A. Calculation Results of Power Generation Potential based on 
Direct Survey at 13 Villages. 

The calculation results of power generation potential based on 
direct survey at 13 villages under study are shown in Table 1. 



 
Calculation of the power generation potential of 13 villages 

has been done using (1) and (2). Turbine output power and the 
generator output are derived from the river flow rate and head 
which had been measured on site directly. The total generated 
power potential in 13 villages is 682.54 kW, with an average of 
52.50 kW, the largest power of 90.09 kW and the smallest power 
of 17.20 kW. The head values vary between 4.23 m and 21.17m, 
while the river discharge between 0.39 m3/s and 1.82 m3/s. 

B. Calculation Results of Power Generation Potential based on 
GIS and Google Earth Map data retrieval of 216 Villages.  
The head has been calculated using the elevation data 

retrieved from GIS and Googel Earth Map. The water flow rate 
has been obtained from the local rainfall data and watershed 
area. Calculation of power generation potential based on the 
obtained values of head and water flow rate in 216 villages under 
study shows a total power potential of 36193.48 kW, with an 
average of 333.58 kW, the largest power of 374.50 kW and the 
smallest power of 36.15 kW. The head average is 11.34 m and 
the average of water flow-flow rate is 2.23 m3/s. 

C. Analysis Results of Power Generation Potential of 142 
Villages using Statistical Methods. 

The analysis of power generation potential of the remaining 
142 villages under consideration was performed with statistical 
methods. The parameters used in this analysis is the average 
value of generator output power, turbine output, head and 
discharge, while the standard deviation is obtained based on the 
number of samples used, i.e. 229. Based on the presumed level 
of accuracy with an error tolerance of 4% or by 96% of 
confidence level, the estimation of the average output of the 
generator, turbine output, head and water discharge id sone as 
follows. 

- Analysis of the turbine output power: 
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- Analysis of the generator output power: 
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- Analysis of water flow discharge : 
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- Analysis of head value: 
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The obtained turbine output power varies from 171.932 kW 
to 198.247 kW, whereas the generator power output varies 
between 149.583 kW and 172.476 kW, with the required 
generator capacity varies between 332.871 kVA and 288.688 
kVA. The water discharge varies between 2.102 m3/s and 2.217 
m3/s, whereas the head varies between 10.549 m and 11.970 m. 
At 96% of confidence level with 4% of error tolerance, the 
power generation potential in the remaining 142 villages has 
been estimated to vary between 21240.786 kW up to 24491.592 
kW 

Exploiting the of micro-hydro power potential previously 
known would only contribute to 1.93% of the total power need 
fulfillment, while the mapping result of this study shows the 
huge potential of reducing current dependence on fossil-fueled 
power plants. Calculation of total power using all the three 
methods under consideration in this study results in the total 
generation potential of 61.11 MW. Based on the projection of 
the electric energy supply by PLN in the next 5 years in Maluku 
region, which is of 95.5 MW, this potential accounts for 
fulfilling about 64.4% of the total electrical power needs. 

IV. CONCLUSION 

Based on the analysis of data and calculation results, some 
conclusions can be drawn as follow.  
1. The total generated power potential in 13 villages is 682.54 

kW, with an average of 52.50 kW, the largest power of 
90.09 kW and the smallest power of 17.20 kW. 

2. The total generated power potential in 216 villages is 
36193.48 kW, with an average of 333.58 kW, the largest 
power of 374.50 kW and the smallest power of 36.15 kW. 

3. At 96% of confidence level or an error tolerance of 4%, the 
total generated power potential in 142 villages is estimated 
to vary between 21240.786 kW and 24491,592 kW. 

4. The total microhydro power generation potential in 4 
regencies of Maluku region, i.e. Central Maluku, West 
Seram, South Buru and North Buru, is equal to 61.11 MW. 

5. Exploiting the full potential of microhydro energy 

TABLE 1. 
THE POWER GENERATION POTENTIAL IN 13 VILLAGES 

Desa 
HNet       

(m) 
Qnet 

(m3/s) 
PT               

(kW) 
Pe          

(kW) 

Rohomoni 11.75 0.81 71.71 62.39 
Tamilow 5.48 0.63 26.18 22.77 
Morela 18.80 0.64 90.82 79.01 
Saleman 21.17 0.39 62.47 54.35 
Piliana 5.17 0.51 19.77 17.20 
Niniari 7.52 1.82 103.56 90.09 
Waesala 11.28 0.76 64.99 56.54 
Rumahkay 9.12 1.06 72.72 63.26 
Uneth 7.52 1.39 79.08 68.80 
Waekatin 4.23 1.20 38.41 33.41 
Fatmite 6.58 1.01 50.36 43.82 
Nanali 11.28 0.81 68.78 59.82 
Ilath 7.99 0.59 35.72 31.07 
Total   784.53 682.54 
Average 9.84 0.89 60.35 52.50 

 



previously known would fulfill only 1.93% of the total 
needs, while the results of mapping show the contribution of 
64.4% of the total electrical power needs in Maluku region, 
based on the projection of the electric energy supply by PLN 
in the next 5 years, amounting to 95.5 MW. 

6. The results of microhydro power generation mapping 
indicate a potential reduction of dependence on electricity 
generation from fossil fuels, currently dominating in the 
Maluku region. 
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ABSTRACT 
The aim of this paper is to investigate the viability to recognise an individual by gait where this individual is having a twin 
sibling where he/she is sharing similar facial features, hence may render a challenge to face recognition systems.  To facilitate 
the investigation, supervised classification experiments are devised to compare the gait of both twins and non-twins siblings 
and additionally compare both of these with the inclusion of an early SOTON data set to synthesise a small population data 
set.  An important component of this investigation is to firstly develop data sets consisting of twins and non-twins siblings, 
which are video-based data sets.  After extraction of lower limbs kinematics signals from the videos, to learn the recognition 
viability performance, this paper performs classification with a leave-one-out cross validation on the data sets.  The best 
correct classification rates using the proposed descriptor is 95%, 76%, 82%, and 74% respectively for data sets containing of 
only non-twins siblings, only twins, both non-twins and twins, and both non-twins and twins including SOTON data set. 

 
Key words: Gait Biometric  Twins Siblings  Classification  Small Sample Validation   
 
INTRODUCTION 

Gait is a biometric based on the way human walks. 
It is believed to be unique to every person (Murray, 1967) 
(Stevenage et al., 1999) and every person is said to have 
his/her own idiosyncratic way of walking.  Gait and face 
biometrics are biometrics suitable for use in surveillance 
systems.  These are non-invasive biometrics via computer 
vision technologies that do not require an individual to even 
realise that he/she is being recorded.  However, for a 
security system that employs face biometric, the issue of 
facial similarity still poses a risk and thus interest in 
research on face biometric for recognising between twins 
has increased (Rychlik et al., 2008) (Park & Jain, 2010), 
(Sun et al., 2010), (Phillips et al., 2011), , (Strikland et al., 
2011), (Jain et al., 2012), (Srinivas et al., 2012), 
(Dinakardas et al., 2013).  One central issue in these twins 
biometric literatures is to distinguish one twin from another 
via the facial features.    

So far, no research on the gait biometric 
recognition of twins has been found except the ones by us.  
Similarly, there is no preliminary research being done to 
analyse gaits among siblings let alone a gait biometric 
research involving twins in a sample population.  This paper 
aims to research this issue since it is unknown if an 
individual with a twin can be recognised based on his/her 
gait via computer vision. 

This work  adopts a data-driven machine learning 
approach via classification to investigate its data set.  Thus, 
the methodology section that follows is divided into 
subsections that describes the data sets collection, feature 
extraction and selection, and finally classification.  After 
that this paper presents and discusses its results and finally 
presents its conclusion. 
 
METHODOLOGY 
 
Data sets collection 
 In this work, there are two supervised gait data sets 
that are investigated; one is a 12 pairs of twins data set 

(TW) and two is a 10 pairs of non-twins siblings data set 
(NT).  These are volunteered young adult subjects, age 16-
28, declared as healthy without known gait problem.  To 
reduce the effect of body weights, the subjects in the data 
sets are having almost similar height-to-weight ratio.  This 
carefully establishes a better measure than just relying on 
weight measurement alone. 
   Following the setup of early SOTON database 
(Nixon et al., 2006), which has successfully been used in 
previous gait biometric research on unique individual 
recognition, each subject in each data set is to have recorded 
videos of them walking from left-to-right and right-to-left.  
This is to ensure data are invariant to walking leg and body 
sides.  Subjects are to walk their usual walk and at their 
normal pace to ensure invariability to walking speed.  At 
least three steps are recorded in each video.  There are at 
least two videos per subject recorded for the left-to-right 
and right-to-left walking.  Each video is then converted to 
image-frames.  

Additionally, two extra data sets are created by 
combining both the TW and NT data sets, known as siblings 
data set (SB) and by combining the SB data set with an 
early SOTON data set of 10 unique individuals (AP) that 
has been used here (Mohd-Isa, 2005).  The early SOTON 
data set is from the Southampton Human ID at a Distance 
project, which was supported by DARPA.  This paper has 
used the Large DB data set that can be found here: 
http://www.gait.ecs.soton.ac.uk/database/large_db.php3.  
The data sets dictionary is as described in Table 1.   
 

Table 1. Data Sets Dictionary of This Paper 
Acronyms Description 

TW Twins of 24 individuals (12 pairs) 
NT Non-twins siblings of 20 individuals (10 

pairs) 
SB Combination of TW and NT data sets 
AP Combination of SB data set and 10 unique 

individuals from early SOTON database. 
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The inclusion of this early SOTON data set as the 
AP data set can be equated to synthesizing a real-world 
population that consists of unique individuals and twins.  
This strategy is chosen as an approach to validate the small 
sample size data, which is due to the scarcity of twins data.    

 
Feature extraction 

The lower limb orientation has been proposed as 
the descriptors to represent the kinematics of gait for the 
TW and NT video data sets.  This is because according to 
research on motion perception, it had been shown that 
human observers perceive gait by relying on features from 
lower limbs motion (Todd, 1983).  Other similar studies in 
similar domain also support the use of the proposed 
descriptor (Giese et al., 2008), (Roether et al., 2009) 
(Thurman et al., 2010).  Early research on recognition of 
individual by gait has been successful as well (Huang, 
2001), (Yam et al., 2004), (Bouchrika & Nixon, 2008).  

To extract this kinematics attribute from a video, 
raw data in the form of coordinates are gathered and tracked 
at each coloured image-frame.  The coordinates are the 
manually located positions of the hip (SH), knee (SK), and 
ankle (SA) on the lower limbs of a human object in an 
image-frame.  By triangle trigometry, the kinematics 
measurements by the thigh () and lower leg () orientation 
angles can be calculated between the coordinates at the hip 
(SH), knee (SK), and ankle (SA) locations at each image-
frame as illustrated in Figure 1. 

 
 

 

 
Figure 1: Coordinates (SH, SK, SA) gathering and kinematics 

measurements (, ) at an image-frame of a video. 
 

Once all  and  values are gathered from all 
relevant image-frames in a video (as illustrated in Figure 2), 
they form two representative signals ( and ) for each 
video containing walking individual,  

 

 [ ]              ,2 2n n        α Z   (1) 

       

 [ ]              ,2 2n n        β Z   (2) 

 
n   =  image-frame number 

 
Figure 2: Collection of [n] and [n] measurements at each image-frame form signals of  and   for a video. 

 
 
Feature selection 

Different person walks at different speed and thus 
the number of image-frames produced by each video varies.  
There is a need to select features to make further analysis 
invariant to the effect of speed.  According to Murray 
(1967) gait is periodic and can be defined by a gait cycle as 
shown in Figure 3. 

 
Figure 3: A complete gait cycle that starts from a heel strike 

and ends at a heel strike of the same leg (Murray, 1967). 
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Our signal values vary between positive angles 
(when a person’s leg moves forward) and negative angles 
(when a person’s leg moves to the rear of the body) 
continuously in a continuous video.  There will be zero 
values that each signal crosses for a continuous video.  
These zero values represent the position when the leg is 
straight.  Thus, we define our gait cycle to be between two 
consecutives zero values of the same leg as in Figure 4.  
Figure 4 is an extended version of Figure 3 with an addition 
of arrows to point to the position of zero values. 

 

 
Figure 4: Our gait cycle that is defined between two zeros. 

 
To deal with the unequal lengths of signal data, we 

resample the signals lengths to 30 data points by firstly 
interpolating each signal data and then resampling by a 
piece-wise cubic spline.  The number 30 is chosen since it is 
the average lengths of all signals that can make up one gait 
cycle.  Both processes of interpolation and resampling are 
done via the Support Vector Regression (SVR) framework.  
The mathematical formulation for  is as follows (the 
mathematical formulation for  is similar): 

 

[ ]
1

ˆ( ) ( , )
n

j j
j

t K t t  


    (3) 

 
ˆ( )t     =   SVR function estimate for  [ ]n  

[ ]( , )jK t t  =   kernel function as in Equation 5 

j     =   support vectors 

  =   bias term 
 

γ and   are found by minimising the regularised risk R,  
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   =  regularisation parameter 
 
While the piece-wise cubic polynomial spline kernel is, 
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The resultant signals of new  and  are ilustrated in Figure 
5 and Figure 6. 

To sum up, for every video, there are two 
representative signals.  Each person has four videos, and 
hence has in total eight representative signals as his/her 
kinematics descriptor.  Additionally, a combined feature is 
formed that concatenates both   and  and is denoted as 
signal w.  The w signal adds for more signals to each video. 
Thus there are in total 12 representatives signals. 

 

 

 
Figure 5: An example  signal after feature selection. 

 
 

 
Figure 6: An example  signal after feature selection. 

 
Classification analysis 

To investigate the usefulness of the gait descriptor, 
machine learning method of supervised classification has 
been employed for calculating a correct classification rate 
(CCR).  A high CCR value may indicate that a person has 
been successfully recognised by his/her kinematics 
descriptor and vice versa.  In any supervised classification 
method, the data set is divided into a training and a test set.  
A classifier is then used to map an unlabelled exemplar 
from the test set to a labeled class using internal data 
structures information in the training set.  

Two standard and established classifiers, the k-
nearest neighbor (k-NN) and linear discriminant analysis 
(LDA) are chosen for the task.  Both are similarity-based 
linear classifiers that consider successful classification 
based on nearest distance of a test sample (unknown class) 
to a training sample with a known class.  The difference 
between the two is that k-NN measures distance nearest to 
some k numbers of samples while LDA measures distance 
nearest to a discriminant function.   

For the TW data set, there are in total 96 samples 
of 24 subjects (12 pairs) with four video samples each; two 
samples of left-to-right walking and two samples of right-
to-left walking.  For the NT data set, there are 80 samples of 
20 subjects (10 pairs).  Altogether the SB data set contains 
176 samples of 44 subjects (22 pairs).  The early SOTON 
data set has 40 samples of 10 unique subjects.  Altogether 
the AP data set contains 216 samples of 54 subjects.  This is 
summarised in Table 2. 
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Table 2. Size of Data Sets 
Name Size 

Subjects Pairs Total Samples 
TW 24 12 96 
NT 20 10 80 
SB 44 22 176 
AP 54 0 216 

   
Due to the difficulty in getting volunteered 

subjects, this gives rise to the small sample size as seen in 
Table 2, validation technique is required for confirming the 
best estimator for classification performance.  In a 
validation technique, data set is split into training and test 
sets.  For each run of classification (or known as 
classification run), a test set is set aside containing some 
numbers of samples, the other samples become the training 
set.  At each run, the classifier is re-trained from scratch 
with combinations of training and test sets.  The 
performance estimate (via CCR) is obtained as the average 
of the classification performance considering all runs. 

The leave-one-out cross validation (LOO) takes 
out one sample as its test set and others become its training 
set at each classification run.  This allows for a very 
accurate estimate of performance due to the large number of 
splits that is based on the total number of samples in a data 
set.  The trade-off is the computational expense.  However, 
since our data sets are small, the LOO is our preferential 
choice so that the classifier runs on as many total samples in 
our data set as possible. 
 
RESULTS AND DISCUSSION 
 
Results 

Table 3 – Table 5 summarise the results of 
classification for all data sets using w, , and  signals, 
respectively.  The standard Euclidean and City-Block 
distance measures are used with the k-NN classifier.    The 
average CCR values in all three tables the results when the 
test sample is tested for its individuality and hence gait 
viability as a descriptor.   

In Table 3, with the k-NN classifier of k = 1 and 
via City-Block distance measure, an individual gait may be 
recognised as unique with an average CCR of 95% for NT 
and 76% for TW, when using the w data, as highlighted in 
Table 3.  The next highest result in NT is through k = 1 
classification via k-NN classifier with the Euclidean 
distance at 87.5%, while the third highest is the LDA 
classifier that gives out 75% average CCR.  For TW, the 
second highest results of 65.6% are from k = 3 of k-NN 
classifier of both Euclidean and City-Block distance.  LDA 
gives out the worst performance at 43.8% for TW data set. 

Table 4 and Table 5 give out the best results when 
using the 1-NN City-Block classifier with values of 80% 
and 63.5% for NT and TW data in Table 4 while Table 5 
lists 70.8% and 61.3% for NT and TW data sets, 
respectively for each  and  kinematics. 

To further look at how well the descriptors can be 
discriminative, extra data sets known as SB data set and AP 
data set have been created.  This AP data set can be equated 
to synthesising a real-world population that consists of 
unique individual and twins.  The results are presented in 
the third and fourth columns of Table 3 – Table 5.  

Comparing these two columns in all three tables, the best 
results are from 1-NN via City-Block.  In Table 3, the 
results are 82.4% for SB data set and 74% when using the w 
signal.  In Table 4, for the  descriptors, the results are 
63.1% (SB) and 55.6% (AP).  Table 5 shows the results of  
descriptors, the results are 61.4% (SB) and 56.5% (AP). 

 
Table 3. Average CCR Values for All Data Sets using w 

Signal (Concatenation of Thigh and Lower Leg Orientation  

w signal 
Average CCR (%) 

TW NT SB AP 
LDA 43.8 75.0 77.8 70.8 

1-NN via 
Euclidean 

76.0 87.5 75.0 66.7 

3-NN via 
Euclidean 

65.6 65.0 60.8 56.5 

5-NN via 
Euclidean 

45.8 55.0 52.8 48.1 

1-NN via 
City-Block 

76.0 95.0 82.4 74.0 

3-NN via 
City-Block 

65.6 76.3 73.9 68.1 

5-NN via 
City-Block 

58.3 70.0 65.9 62.5 

 
 Table 4. Average CCR Values for All Data Sets using  

Signal (Thigh Orientation Signal) 

 signal 
Average CCR (%)

TW NT SB AP 
LDA 52.1 66.3 53.4 46.8 

1-NN via 
Euclidean 

43.8 72.5 52.8 46.3 

3-NN via 
Euclidean 

42.7 60.0 48.3 43.1 

5-NN via 
Euclidean

41.7 27.5 32.4 31.9 

1-NN via 
City-Block 

63.5 80.0 63.1 55.6 

3-NN via 
City-Block 

53.1 70.0 60.2 55.1 

5-NN via 
City-Block 

54.2 46.3 50.6 46.8 

 
Table 5. Average CCR Values for All Data Sets using  

Signal (Lower Leg Orientation Signal) 

 signal 
Average CCR (%) 

TW NT SB AP 
LDA 63.5 60.0 59.7 56.0 

1-NN via 
Euclidean 

61.5 60.0 56.8 51.4 

3-NN via 
Euclidean 

51.0 50.0 45.5 41.7 

5-NN via 
Euclidean 

38.5 38.8 35.8 32.9 

1-NN via 
City-Block 

70.8 61.3 61.4 56.5 

3-NN via 
City-Block 

54.1 60.0 53.4 50.0 

5-NN via 
City-Block 

46.9 48.8 44.3 41.2 
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Figure 6 shows the best classification performance 
of all three developed descriptors across all data sets.  The 
figure is tabulating values from the 1-NN City-Block 
classifier from Table 3 to Table 5.  The average CCR are 
plotted against four different data sets, which are the NT, 
TW, SB, and AP.  This figure can be used for looking at 
recognition trends which has shown a decreasing trend 
whenever the data set sample (population) increases.  As 
described earlier, the NT data set has 20 classes (20 
persons), TW has 24 classes (24 persons), SB has 44 
classes, and AP has 54 classes (20 + 24 + 10 persons).  
These results are useful to predict the generalisation ability 
of the gait signal descriptors in a large population. 
 

 
Figure 6: Recognition performance trend across data sets. 
 
Discussions 

It is apparent that the highest results are mostly 
from the value of k = 1 for the k-NN classifier.  This 
situation arises in all three NT, TW, and SB data sets.  One 
possible causes of this is perhaps due to the sample size 
limitation.  As mentioned in Raudys & Jain (1991) the 
number of neighbours among others can affect the 
evaluation of a finite number of sample data set.  Due to the 
small sample size, of only four, the number of nearest 
neighbours of k = 3 and k = 5 does not affect the results 
much.  This can be seen from the results where the 
difference between the average CCRs of 1-NN is sometimes 
so much higher than its 3-NN and 5-NN counterparts.   

On the results between the LDA classifier and k-
NN, the LDA has not been performing very well for most 
data sets when compared to k-NN.  The LDA calculates the 
CCR by considering the statistics of the training set 
population and thus creates the decision function for 
classification; as opposed to the k-NN classifier where it 
looks at the location of the data in a classification sample 
space.  Again the number of samples is believed to affect 
the results of the LDA classifier.  Since statistical measure 
on the small size data set may be inaccurately estimated. 

It may be expected that the performance of the 
classifiers to drop as the number of samples increases, 
which means an increase of the sample population.  As has 
been seen in Figure 6, this effect has been shown by the 
decreasing trends occurring in the figure.  Also, the 

performance does increase with combined signals descriptor 
(w) than any independent signal descriptor () and (). 

Is gait a viable biometric for use in person 
recognition involving twins? From  the promising results in 
Table 3 – Table 5, perhaps TW data set can be said to 
contain such singularity that may allow a twin to be 
recognised by his/her gait.  However, the results can be said 
to depend much on its proposed descriptor.   

   
CONCLUSION 
 This paper has presented a gait biometric 
recognition analysis on twins and non-twins siblings and 
extrapolate its analysis to include some unique individuals 
to simulate a real world population sample.  Throughout this 
paper, the problem of person recognition by gait is 
considered.  This paper investigates the viability of gait as a 
biometric in recognising person when there are individuals 
with genetic similarities included.  Guided by the nature of 
gait, a lower limb orientation has been adopted as its 
descriptor.  The recognition measure is learnt from 
classification performances on the descriptors of four data 
sets, which are small in size.  The results cannot be verified 
in complete absence of a validation method.  A leave-one-
out cross-validation with multiple runs and multiple 
partitions may allow the confirmation of the accuracy of the 
developed descriptors.  It is hoped that the results would be 
a contribution to the twins biometric research domain. 
 Future work may consider explorations on a more 
holistic description of gait such as the silhouette image data 
as was the approach by many in the domain of gait 
recognition on unique individual. 
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ABSTRACT 
IT governance in organizations has strategic roles and makes effective, consistent, and transparent decisions regarding 
strategies and IT investment. In Indonesia, IT governance has been a necessity, because organizations have been 
investing a big amount of money for IT. However, many IT projects failed and have not achieved their goals. To 
determine the level of achievement and the implementation of IT governance, the influence of IT processes over the 
monitoring and evaluation mechanism needs to be looked into and assessed. In regards to that, a model has been 
developed, and it is used to test the hypotheses. The findings show that IT governance processes involving the 
implementation of the outcomes of monitoring and evaluation have influenced especially on the operational, 
maintenance, and culture.  Meanwhile, system planning, investment management, and system realization have not shown 
any strong influence. Through this research, an initial theoretical model of the factors that affect the IT processes over the 
monitoring and evaluation is a contribution. 
 
Key words: IT governance  Public sector  Monitoring   

 
INTRODUCTION 

A survey by (ITGI, 2008) found that 93% of 749 
companies worldwide believe that IT governance is 
important to deliver their business strategies, and they 
understand that their proper IT governance practice will 
make the IT governance management more efficient. 
Findings also show that public sectors are very strong in 
considering the IT governance implementation (61%). This 
shows a positive sign in IT governance every year.  On the 
other hand, IT governance models by famous world-class 
organizations such as COBIT, Peterson, Togaf, COSO, AS-
8015, and Weill and Ross explain that they provide clear 
foundation and best practice in IT governance in assisting 
and managing IT risks, which enable them to increase their 
performance in the organizations.  

The use and implementation of IT by government 
as a public organization is sufficient to create relationship 
with the society, business partners, and other stakeholders. 
Accordingly, IT guidelines and practices are needed in 
accelerating the business that supports the optimization of 
IT usage in government. The understanding about factors 
influencing IT governance is very important in being 
competitive and maximizing the IT project delivery as 
outlined in the investment. This creates the necessities for 
guidelines in managing IT in organizations. Every 
organization needs its own specifications based on its 
culture and influencing factors that form the management 
and governance (Coen and Kelly, 2007). 

In Indonesia, its IT governance has been stated in 
regulation (Inpres No. 6 of 2001), regarding the 
development and use of telecommunication and information 
in the country. In 2007, regulation of the Minister of 
Communication and Information of the Republic Indonesia 
(No.41/per/menkominfo/11/2007) has been decided the 
guidelines for IT governance in Indonesia.The guidelines 
have been standardized as the basic for implementation the 
government agencies’ coordination, for the needs of 

transparency, accountability, efficiency, and effectiveness 
aspects in their implementation. 
 As the profit of IT governance is highly significant 
to be competitive, to increase the service value, to maximize 
the return on investment, and to reduce risks (Lackovic, 
2013), (Bodnar, 2006), (Kakabadse and Kakabadse, 2001), 
organizations need to plan properly for their investment, so 
that the possibility of unsuccessfulness is minimized. In 
2008, a study by IT governance Institute found that 80% of 
the organizations believe that IT governance concept is the 
potential solution or the framework for appropriate 
coordination. In fact, the implementation of IT governance 
as a basic implementation of IT management to establish a 
good governance, especially in Gorontalo province since 
2008. However, the success of the programme could be 
noticed through the influences of the IT processes. In this 
regard, it influences the benefits of the implementation, and 
will lead to various problems before, during, as well as after 
the IT implementation. 
 

THEORETICAL FOUNDATION  
 

IT Governance Definitions 

 IT governance is the organizational capacity 
conducted by the board, IT management and executive 
management  to control the formulation and implementation 
of IT strategy and that ensure IT is aligned with objectives 
and organizational strategy (de Haes and van Grembergen, 
2004), (ITGI, 2003). In addition, IT governance combining 
best practices of IT planning and organizing, delivery and 
support, acquisition and implementation, and monitoring the 
performance of IT in the organization and ensure that 
information technology supports the organization's business 
objectives (ITGI, 2001). 

IT governance is the responsibility of the board of 
directors and executive management. It is an integral part of 
enterprise governance and consists of the leadership and 
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organisational structures and processes that ensure that the 
organisation’s IT sustains and extends the organisation’s 
strategies and objectives (ITGI, 2003). According to (ITGI, 
2003), although some existing definitions of IT governance 
are different in some aspects, but all focus on the same issue 
is that of how IT can provide value by adjusting the 
relationship between IT and the business and reduce the 
risk.  
 
 IT Governance In Public Sector Organizations 

The implementation of effective IT governance has 
been very important for organizations. IT governance aims 
at increasing the use of IT sources effectively, as a very 
important success factor in organizations (Bodnar, 2006), 
(ITGI, 2003), so that it becomes a norm and preference in 
the future (Kakabadse and Kakabadse, 2001). When it is 
effective, IT governance helps ensuring that IT supports 
organizational goals, optimizes IT investment, and reduces 
risk. 
 It has to be realized that the difference in IT 
governance among public and private organizations is the 
basic needs for managerial principles in basic organizational 
information system (Bozeman and Bretschneider, 1986). 
According to (Rocheleau and Wu, 2002), the obvious 
difference between public and private organizations lies in 
the provision of ‘public services’ in the public 
organizations, not services for sale.  In contrast, private 
organizations aim at making profit by selling everything 
including services, which makes them able to invest big as 
long as they foresee the profit and competitive advantage. 
  The trend is clear that the use of IT in public 
organization has evolved into every aspect as part of their 
efforts in improving their services.  According to (Juiz et 
al., 2014), a good governance principles as a public asset 
should be included and implemented on IT governance 
practices. It is agreed by (Bermejo et al., 2014) who add 
that IT governance is a major resource to the aggregate 
value of the public service offered to the community. 
However, the IT governance model, framework, and 
techniques have been bound with hurdles and challenges.  
Hence, it strengthens the debates in approaching to 
investigate the governance of IT in public sector. 
 
IT Resource Management 
 IT resources management are the optimal 
investment and management of critical IT resources such as 
applications, information, people and organizational IT 
infrastructure (Gheorghe, 2010). IT resources are intended 
to provide direction for the allocation and utilization of IT 
resources, monitor the amount of IT funding, assess the 
ability of IT to work and ensure adequate infrastructure to 
support the needs of current and future business (Hardy, 
2003). The important component of IT resources that can be 
used in IT processes are: applications; Information; people; 
and Infrastructure. 

All criteria of IT resources were deemed essential 
to the process of IT to support organizational goals. IT 
resource management in governance practices must pay 
attention to the following 1) allocation of IT resources 
associated with business priorities; 2) implementation of 
controls to identify things necessary to fulfil IT 
infrastructure and; 3) maintenance and expansion of 

investment in staff development, education and training in 
IT operations (Gheorghe, 2010). Organizations need to 
address infrastructure investments and capabilities and also 
ensure that IT resources are used wisely and in accordance 
with the methods and that adequate skills exist within the 
organization.  

In Indonesia, IT resources management include 
technology infrastructure, information, applications, and 
human resources. The intended use of IT resource 
management is to ensure that IT resources can be 
empowered to support the achievement of IT activities 
efficiently and effectively in achieving government 
objectives. The basic principles of IT resource management 
in Indonesia (Depkominfo and Detiknas, 2007) are to ensure 
1) IT planning  synergy and convergence at the level of 
internal and national institutions; 2) the establishment of 
clear responsibilities at the level of IT in internal and 
national institutions; 3) the development and / or acquisition 
of valid IT; 4) IT operations go well, whenever needed, and; 
5) continuous improvement with respect to organizational 
change management and human resources. In essence IT 
resource management is to ensure that the use of IT in the 
organization synergizes with the vision, mission, goals and 
values of the organization concerned. 
  IT resources management in Indonesia focused on 
the management of IT processes through the mechanism of 
guidance and monitoring and evaluation. It ensures that the 
use of IT supports the national implementation goals, and 
focusing on the effectiveness of resource management and 
IT risk management (Depkominfo and Detiknas, 2007), 
(Pemprov Gorontalo, 2008). The processes of IT 
governance that can be identified and contribute to the 
implementation of IT governance in accordance with the 
purpose of IT governance are as follows: 
1. System planning is a process to establish a vision and IT 

architecture in relation to the needs of the organization 
and realization of the plan for the implementation of the 
vision and IT architecture. System planning is needed to 
manage and direct all IT resources in line with the  
strategies and organization's business priorities. 

2. IT Investment is the process of managing the budget for 
spending purposes / IT investments, in accordance with 
the mechanism of the IT initiative project. set out in the 
project portfolio IT initiatives and the roadmap 
implementation The purpose of IT investment is to 
improve operational processes and ultimately enhance 
organizational performance.  

3. Systems realization is a process that is intended to 
implement IT planning from choosing IT systems until 
to evaluate post-implementation. The realization of the 
system includes the definition purposes, consideration of 
alternative sources, assess the technology and feasibility, 
implementation of risk analysis and cost analysis, then 
the conclusion of a final decision to make or buy. 

4. Operating system is an IT service delivery process, as 
part of the support to business process management to 
the parties who need appropriate predetermined 
specifications. Maintenance of the system is a process to 
ensure that all IT resources to function properly in order 
to support the optimal operation of the system. 

5. Organizational culture is one success factor in IT 
governance that needs attention. Organizational culture 
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that is as a system of meaning held by members that 
distinguishes the organization with other organizations 
(Robbins and Judge 2008). Organizational culture can 
support the relationship between technology acceptance 
and growth of the organization (Chatman and Jehn, 
1994) and it can be a critical success factor in the 
development and implement of IS / IT (Indeje and 
Zheng, 2010).  

 
 

RESEARCH METHODOLOGY 
 

 Literatures on IT governance have been reviewed 
extensively. As a result, a set of principles as the foundation 
of IT resource management have been found.  They have 
been set as the basis for IT governance in Indonesia, coined 
with four domains in COBIT (Control Objectives for 
Information and Related Technology) framework, which are 
(1) plan and organize, (2) acquire and implement, (3) 
deliver and support,and (4) monitor and evaluate. COBIT 
framework, released by the IT Governance Institute of the 
Information Systems Audit and Control Association is a 
tool (based on best practices) that provides a method to help 
on the alignment of business with IT processes. The COBIT 
framework describes sub divides IT into four domains, 34 
specific IT control and security processes that organizations 
can use to enhance the organization’s ability to achieve its 
business goals and to improve internal control (Kerr and 
Murthy, 2007), (ITGI, 2007), (van Grambergen and de 
Haes, 2009). By constructing the research model as seen in 
Figure 1 that consists of independent and dependent 
variables, it enables this study to further test the hypotheses, 
which is described in the following section.  
  
Research Model and Hypotheses 
  The IT policy in Indonesia has been formulated to 
ensure that IT governance in public organizations conforms 
to the rules and method regarding IT, which needs 
monitoring and assessment in its conformance management 
(Depkominfo and Detiknas, 2007). In regards to this, 
(Depkominfo and Detiknas, 2007) define IT governance 
policy as the processes to ensure that the main purpose of IT 
governance is accomplished, and that they are related to the 
accomplishment of the organizational goals, resource 
management, and risk management. Additionally, (ITGI, 
2003) adds that IT governance process begins with the 
formulation of organizational goals, continued with 
performance measurement, comparison with the goals, and 
goals reformulation is necessary. The effective IT 
management needs that the knowledge to be processed is 
coordinated with the planned, delivered, implemented, and 
controlled domains (ITGI, 2007). 
 In a complementary, monitoring and evaluation are 
needed in ensuring that there are feedback for all IT 
governance processes, in achieving the expected 
performance. According to (ITGI, 2007), effective IT 
performance management needs monitoring and evaluation 
process. The reason for this is to monitor and assess the IT 
performance suitable with the business needs in terms of 
transparency, IT investment, benefits, strategies, policy, and 
service level as required by the IT governance needs (ITGI, 
2007). 

  This model was constructed to determine the 
causal-effect relationship among the IT governance process 
variables in achieving the IT governance goals. With 
reference to Figure 1, the following hypotheses have been 
formulated and Table 1 depicts the components of research 
instrument. The research instrument is based on data 
collected from research and existing literature, primary 
sources and archives. Based on this research instrument will 
be developed questionnaire.  
H1: There is a positive relationship between system 

planning and monitoring and evaluation process.  
H2:  There is a positive relationship between IT investment 

management and monitoring and evaluation process.  
H3: There is a positive relationship between system 

realization and monitoring and evaluation process.  
H4: There is a positive relationship between system 

operation and maintenance and monitoring and 
evaluation process.  

H5: There is a positive relationship between culture and 
monitoring and evaluation process. 

 
 

SR

SP

SOM

ITIM

ME

H1

H2

H3

H4

CU

H5

 
 

SP: System Planning, ITIM: IT Investment Management, 
SR: System Realization, SOM: System Operation and 
Maintenance, CU: Culture, ME: Monitoring and Evaluation. 
 

Figure-1. Proposed Research Model 
 
Table-1. The Components of Research Instrument.  
 

Variables
 

Elements  Items

System 
planning  

Information architecture  

15 

Application and infrastructure 
architecture 
Organization and 
management  
Approach and implementation 
roadmap 

IT investment 
Management 

Financial management 
framework  

10 
Priority in budget  

IT budget  

Costs and benefits 
management 
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System 
realization  

Identification and selection 
system  

11 
Realization of software 
applications and infrastructure 

Realization of data 
management 

Operation and 
maintenance 

Service Level Management 

21 

Security and sustainability 
system 
Software application and 
infrastructure management 
Data management  

Management of third party 
service  
Software applications and 
infrastructure maintenance  
Maintenance of data 

Culture Innovation and risk taking  

14 

Attention to detail  
Outcome orientation  
People orientation  
Team orientation 
Aggressiveness  
Stability 

Monitoring 
and 
evaluation 

Object monitoring and 
evaluation  

10 Monitoring and evaluation 
mechanisms  
Compliance management 

 

RESEARCH APPROACH 

Survey Questionnaires and Data Collection 
 This study involves 135 public organizations in 
Indonesia, especially in Gorontalo province. Gorontalo 
province has been selected, because as the pilot project to 
reform the bureaucracy in Indonesia. It is also, because it 
has participated in the implementation of IT governance. 
Respondents are among the leaders of all 
departments/agencies, the leaders of planning division and 
IT support division.  Altogether, they total the sample up to 
367. Data were gathered through a five-point Likert scale 
questionnaire. 
 
Validity, Reliability and Data Analysis 

In this study, two experts were involved to validate 
the model and the instrument. The experts were selected 
based on their expertise in information technology field to 
refinement of the model. The pilot study was carried out to 
validate the instrument. In the study, the Cronbach Alpha 
value was greater than 0.9 which is reliable because it is 
greater than the threshold value 0.6 (Hair et al., 2010), 
(Sekaran and Bougie, 2013). 

The measurement models were assessed based on 
the significance of each estimated coefficient or loading, the 
convergent validity and discriminant validity. All items 

loaded significantly on their latent construct (p < 0.05). 
Convergent validity was assessed using Composite 
Reliability (CR) and Average Variance Extracted (AVE). A 
commonly used threshold value for composite reliability is 
0.6 whereas for average variance extracted is 0.5 (Hair et 
al., 2010), (Ghozali, 2011), (Awang, 2012). In this study, 
the CR value and AVE for all variables are within the 
acceptable locus, as exhibited in Table 2. Further, the data 
were analyzed using Structured Equation Modeling (SEM) 
using Analysis of Moment Structure (AMOS) and SPSS 
version 16 tools. Table 3 shows the results of the structural 
mode for goodness-of-fit (GoF) measures. 

 
Table-2. Summary of measurement scales 
 

Variables CR 
(above 0.6) 

AVE 
(above 0.5) 

System planning 0.874 0.635 
 

IT investment 
management 

0.855 0.596 

System realization 0.890 0.730 
 

System operation and 
maintenance 

0.907 0.583 

Culture 0.903 
 

0.607 
 

Monitoring and 
evaluation

0.914 
 

0.779 

 
Table-3. The Goodness-of-Fit (GoF) Measurement Model 
 

Fit 
Indices 

Fit 
Statistics 

Recommended 
Fit Criteria 

Conclusion 

Chisq 503.787 P > 0.05 Satisfactory 

RMSEA 0.042 Range 0.05 to 
1.00 acceptable 

Satisfactory 

Chiq/df 
(Ratio) 

1.630 ≤ 2.00 or ≤5.00 Satisfactory 

GFI 0.908   ≥ 0.90 Satisfactory 

NFI 0.914   ≥ 0.90 Satisfactory 

CFI 0.965   ≥ 0.90 Satisfactory 

TLI 0.960   ≥ 0.90 Satisfactory 

 
Result  
 The testing began with data preparation for SEM 
analysis as shown in Figure 2 and Table 3. It was found that 
the model fulfills the criteria, followed with the overall 
goodness-of-fit (GoF) measures indicated an acceptable fit  
of the model using SEM analysis. It was found that the GoF 
for GFI is 0.908, NFI = 0.914, TLI = 0.960, and CFI = 
0.965. This means that the overall average index is 0.90, 
which is significant. Meanwhile, the chi-square is 503.787, 
RMSEA = 0.042, and index value CMIN/Df is 1.6.  As a 
result, the overall GoF values explain that the model fit the 
data. 
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 The overall findings for the model in the above 
paragraph are shown through hypotheses testing. It was 
found that H4 and H5 contribute positively, meanwhile H1, 
H2, and H3 do not contribute positively.  Direct influence 
have been used to determine the strength of the influence 
between independent and dependent variables. Particularly, 
variable that have the highest direct influence is operation 
and maintenance (0.687), while the lowest is system 
planning (-0.201). 
 The analysis reveal that operation and maintenance 
process and culture have significant influence over the 
monitoring and evaluation variable at significant level p 
<0.01, in which the Critical Ratio (CR) values are 2.762 and 
2.497 respectively. This suggests that the relationship 
variables are correct. Also, the analysis reveals that the 
coefficient of determination value (R2) for operation and 
maintenance process is 0.472. This explains that monitoring 
and evaluation process has been successfully explained (at 
47.2%) by the change operation and maintenance as 
independent variables. Meanwhile, the influence of system 
planning, IT investment, and system realization processes 
over monitoring and evaluation has no influence  in the 
analysis.  Further, Table 4 details the results. 
 

SR

SP

SOM

.54
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.63

SR2e10
.79

.63

SR1e9 .79

.46

SP1
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.49

SP3

e3

.70

.58

SP4
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Figure-2. The Results of Research Model

 
 

Table-4. The Results of  Hypothesis Testing 
 

Hypotheses Variables Path Variables Estimate C.R. p-
value 

Hypothesis 
Result 

H1 Monitoring and 
evaluation 

 System planning  -0.018 -0.131 0.896 Not 
Supported 

H2 Monitoring and 
evaluation 

 IT investment -0.230 -1.085 0.278 Not 
Supported 

H3 Monitoring and 
evaluation 

 System realization 0.161 1.028 0.304 Not 
Supported 

H4 Monitoring and 
evaluation 

 Operation and 
maintenance  

0.752 2.762 0.006 Supported 

H5 Monitoring and 
evaluation 

 Culture 0.304 2.497 0.013 Supported 

 
 
DISCUSSIONS 
 According to (Henderson and Lentz, 1996), 
(Luftman and Brier, 1999),  (Weill and Broadbent, 1998), 
IT governanve process involves the introduction and 
drafting of cases/results of IT business, prioritization, 
justification, and endorsement of decisions on IT 
investment, and the implementation of the results of 
monitoring and evaluation of IT performance. The 
outcomes show that the situation agrees with that proven by 
(Depkominfo and Detiknas, 2007), that the achievement of 
each process governance including operation and 
maintenance has been the main objective in monitoring and 
evaluation activity. In fact, (Ojha, 1998) explained earlier 
that monitoring and evaluation a coherent process 
consisting data collection, process and information selection 
in project implementation, the progress of each project 
towards its impacts and effects. This means that the 
monitoring and evaluation of the operation and maintenance 
has been well-operated. 

 Besides, culture has been identified as an important 
success of a project that is involved in organizational 
change. This study found that it has a positive relationship 
with monitoring and evaluation. According to (Sebedi, 
2014) that organizational culture has a direct and significant 
relationship to the monitoring and evaluation. The 
importance of a strong organizational culture together with 
the monitoring and evaluation process will contribute to the 
performance of an efficient and effective service delivery. 
Monitoring and evaluation of function properly and be 
acceptable to provide a big boost to the work and 
performance of the organization (Khan, 2003). Hence, 
(Robbins, 2008) address that the evaluation on the 
organizational culture is required to determine the 
leadership and perception orientations by the members in 
the organization on the organizational culture. Further, the 
outcome of the evaluation will be the reference for the 
planned change and for discovering the characteristics of 
the organization. 
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 In addition, the outcome of this study also 
indicates that there is no influence of system planning, IT 
investment, and system realization over the monitoring and 
evaluation In this case, the consideration that could realize 
the outcome includes the unavailable guideline for 
monitoring and evaluation on the IT process. Most 
organizational leaderships have not been cleared about the 
techniques to measure IT process, and have not been 
spelled-out technically. Anyway, regarding the general 
guidelines for IT governance, the findings in this study 
could be accepted as IT processes that needs monitoring and 
evaluation (the regulation of the Minister of 
Communication and Information of the Republic Indonesia,  
no.41/per/menkominfo/11/2007). 
 In conjunction, in ensuring that all IT run well, this 
study recommends that the management of the 
organizations come out with their guidelines for monitoring 
and evaluation besides the formation of Gorontalo ICT 
committee as a public institution led by the Gorontalo 
Governor.  Their contributions are required in monitoring 
and evaluation the activities in the organization. The ICT 
committee as a public institution has a vision to accelerate 
the ICT development in Gorontalo.  It plays roles in 
reviewing the ICT implementation assessment to ensure the 
coordination with the planning. However, the effectiveness 
of the monitoring involving the ICT committee is up to the 
benefits of that mechanism, especially organizations that 
have IT department. 
 

CONCLUSION 
 Monitoring and evaluation process is required for 
programmes and activities in every process, so that it helps 
every party to gain information about appropriate benefits 
of the initiated programmes. The guidelines for monitoring 
and evaluation in IT management are needed to fulfill the 
organization’s specific necessity. Public organizations that 
have special specification in terms of culture and 
motivational factor, directly influence the management and 
good IT implementation and governance. Hence, this study 
could be evidence that monitoring and evaluation 
mechanism is needed for all IT processes in organizations 
periodically. It is a necessity if organizations want to ensure 
that their IT implementation is sufficient, and affect 
positively especially at the strategic level. 
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ABSTRACT 
Problem Based Learning (PBL) is a teaching method that is able to transfer tacit knowledge from lecturers to students 
based on Socialization, Externalization, Combination and Internalization (SECI) model. However, the SECI model does 
not include the students’ performance factor, which is an indicator to measure the effectiveness of teaching and learning 
processes. Hence, our study proposes a framework to evaluate the effectiveness of using PBL as a teaching method in 
Software Engineering (SE) education to transfer the tacit knowledge by enhancing the SECI model. This paper is a part 
of our study that purposely wants to evaluate a measurement model of knowledge transfer process in PBL teaching 
method in SE education. This study used survey as a method for data collection. The respondents were students who 
registered for System Analysis and Design (SAD) courses. The data was analyzed using Structural Equation Modeling 
(SEM) with Analysis of Moment Structures (AMOS). The results have shown that the measurement model fits the data. 
Therefore, the framework is suitable for PBL teaching method in SE education. Further, this study intends to identify the   
relationship between SECI model in PBL teaching method for SE domain. 
 
Key words: Knowledge transfer process  problem based learning teaching method  software engineering education   

 
INTRODUCTION 

An Institution of Higher Education is a center for 
knowledge creation (Chen & Burstein, 2006), which refers 
to a center for creating new knowledge by the experts in 
respective fields through systematic and scientific studies 
and research as well as a center for creating new 
understanding and applications among the novices through 
teaching and learning processes.  The creations of new 
knowledge involve experiments and tests by the experts in 
proving theories and models in understanding the nature 
and social processes. Meanwhile the creations of 
understanding and new applications involve experts sharing 
their accumulated knowledge and expertise by supervising  
novices or students. The experts in respected fields have 
wealth of knowledge which are divided into; 1) tacit 
knowledge, and 2) explicit knowledge.  The process of 
sharing the knowledge is aimed at transferring the formed 
knowledge within the experts into their students involving 
interaction and transaction processes over the tacit and 
explicit knowledge iteratively until the knowledge is formed 
within the students. Common methods in knowledge 
sharing among novices and experts are through face-to-face 
medium such as giving tutorials, guiding in technical 
writing, and teaching in small groups.   

Knowledge includes intention, ideas, rules, and 
procedures (Bhatt, 2000) that lead to reactions and decisions 
(Barreto & Eredita, 2004). Polanyi (1966) classifies the 
knowledge into two types; tacit knowledge and explicit 
knowledge.  Tacit knowledge is difficult to be explained or 
transferred in an easily understood context (Arnett & 
Wittmann, 2014; Hau, Kim, Lee & Kim, 2013).  It is 
usually in the in the forms of intention and ideas.  On the 
contrary, the explicit knowledge could be easily understood 
and explained which are transferred through words or 
numbers (Nonaka & Konno, 1998). Brockmann and 

Simmonds (1997) define tacit knowledge as the ability of 
making strategic decisions. In the online environment 
aspect, Jialin (2006) explains that tacit knowledge refers to 
personal knowledge which is difficult to be explained to 
others and are based on the contexts and problems.  In terms 
of academic context, Leonard and Insch (2005) define the 
tacit knowledge as cognitive, technical, and social abilities 
that lead to learning and thinking strengths.  Further, 
Leonard and Insch (2005) classify the abilities into more 
detail, in which cognitive abilities consist of self-motivation 
and self-organization; technical abilities in individual tasks 
and institutional tasks; and social abilities in interaction 
regarding the tasks and social interaction. Based on those 
views (Barreto & Eredita, 2004; Brockmann & Simmonds, 
1997; Leonard & Insch, 2005), the tacit knowledge could be 
concluded as learning sophistication, thinking 
sophistication, and decision making sophistication in social 
context of teaching-learning processes. 

Tacit knowledge can vary as well as it can be 
articulated and passed on from the senior to the apprentice 
(Busch, Richards & Dampley, 2003). In this paper, the tacit 
knowledge is referred to the SE knowledge that lecturers 
have gained and experienced through the years, which is 
difficult to transfer onto paper but to some extend it could 
be articulated in the classroom. Thus, the key  success of 
leveraging tacit knowledge in the class environment is by 
using PBL teaching method that would help accelerate the 
students ability to solve problems.  

PBL is a learning technique that uses inductive 
thinking approach based on the observation of a problem, 
analyze data and formulate the principles of the findings 
(Savery & Duff, 1995). The students have the ability levels 
showed a positive outcome in the learning process through 
the inductive approach (Berg & Bergendahl, 2003; 
Heywood, 1992). 
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One of the compulsory subject in Bachelor of 
Information Technology (BIT), Bachelor of Multimedia 
(BMM) and Bachelor of Education IT (BEduIT) 
curriculums in UUM is SAD. The SAD course is part of the 
SE program under School of Computing, UUM. The 
syllabus for SAD subject consists of theory, methodology, 
techniques as well as the practical aspects related to analysis 
and design phase during system development. The students 
need to have the skills to analyze the problem and design 
the solution. In addition, students are expected to go beyond 
the knowledge and skills obtained in the class in order to 
improve their competence as well as performance in system 
development practice. PBL has been applied as a teaching 
method for SAD subject to fill the gap between the theories 
and practices of SAD.  

SAD course at UUM is implemented using the PBL 
technique for teaching method. The learning takes place in 
which the lecturers explain about the course.  The ideas, 
views, and information are shared and revised with other 
learners and are documented for referencing.  In gaining 
more knowledge, learners explore through the teaching 
materials and external resources provided by their lecturers.  
Based on the gathered information, learners refer to their 
lecturers and peers, to form their tacit knowledge or 
sharpening their existing skills.  In PBL, the lecturers’ tacit 
knowledge are transformed into group’s explicit knowledge 
and organized into learners’ tacit knowledge in a structured 
way. 

Previous studies on SECI model in higher education 
have measured the relationships of four processes in the 
model - Socialization, Externalization, Combination, and 
Internalization (Ahmad, 2010; Kuty & Aurum, 2007). Thus, 
the aim of this study is to proposed a framework that 
consists of five factors with an additional factor namely 
Performance as shown in Figure 1. Performance is an 
extension of the model. The original model of Nonaka and 
Takeuchi’s had only four processes. In this study, our aim is 
also to determined wheather the four factors from the 
original model has any influenced on the fifth factor which 
is Performance.  

Socialization is a process of transferring knowledge 
and experience from lecturer to student via email and 
forum. Externalization is a process of explaining the tacit 
knowledge into explicit knowledge in writing formats or 
sharing of knowledge between lecturer and student through 
online learning environment as the basis of new knowledge. 
The online learning environment will be measured by mode, 
system performance, social presence and media richness.  

On the other hand, Combination refers to the process 
of collecting inconsistent explicit knowledge such as 
teaching material, external sources or via online system 
which consist of complex and systematic explicit 
knowledge. In the mean time, the process of Internalization 
is the experience acquired through previous process and 
then converted into a valuable knowledge for student in 
term of learning, thinking and decision making skills. Last 
but not least, Performance is measured based on the student 
results of final semester exam. In our study, we proposed a 
framework that represents a complete causal relationship, 
starting from Socialization to Externalization, Combination, 
Internalization and finally Performance, which is an indirect 

relationship from Socialization to Internalization influence 
of the students’ performance.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure-1. The Proposed Framework 
 
Knowledge Transfer Process. 

Nonaka and Takeuchi (1995) propose four 
knowledge generation modes; Socialization, 
Externalization, Combination, and Internalization which is 
known as SECI model.  It involves interaction and 
transaction between the tacit and explicit knowledge 
(Schiele, Laux & Connolly, 2013). The model is 
implemented in industries.  In supports of the organizational 
goals, the processes in the SECI Model are combined in 
managing the within-organization knowledge.    

According to Nonaka and Takeuchi (1995), 
socialization refers to the sharing of knowledge which 
creates the tacit knowledge such as the sharing of mental 
model and technical skills.  Meanwhile, externalization 
refers to the processes of representing the tacit knowledge in 
writing formats or the explicit knowledge in any form of 
raw data so that they could be shared as the basis for new 
knowledge. Combination refers to the process of 
transforming the raw explicit knowledge into a group of 
complex and systematic explicit knowledge.  

In the internalization process, the gathered 
experiences in earlier processes are transformed into 
valuable values in views of the individuals and the 
organization. The cycle in the SECI model depicts the 
dissemination of knowledge among individuals and further 
the knowledge is expanded by other individuals in a 
dynamic knowledge creation environment. In particular, the 
dynamic knowledge creation begins when new knowledge 
created through a complete knowledge creation process 
functions as the basis for the creation of other new 
knowledge, and the basic knowledge grows gradually to 
higher levels (Nissen, 2006).  

In relation, Bhatt (2000) states that the transformation 
of self-created knowledge needs continuous knowledge 
flow within individuals. Hence, knowledge transformation 
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should stress on the importance of interaction and 
transaction among the tacit and explicit knowledge 
dynamically and consistently. The findings from Ahmad 
(2010) concluded that SECI model is capable for measuring 
knowledge transfer from lecturer as expert to student as 
novice via PBL teaching method.  

It should be noted that this paper is a part of our 
study that focuses on knowledge transfer process in PBL 
teaching method for SE education. This paper discusses a 
study which attempts to answer question pertaining to the 
theoretical-based measurement model that fit the data 
collected at UUM, Malaysia. The knowledge transfer 
process in this study is divided into four main construct, 
which are Socialization, Externalization, Combination and 
Internalization. In the future, we will investigate the 
relationship of SECI model in PBL teaching method for SE 
education. 

 
METHODOLOGY 

This study used a survey as a method of data 
collection. An instrument for the survey is a set of 
questionnaire that focuses on how knowledge is transferred 
in Socialization, Externalization, Combination and 
Internalization. The instrument was adapted from SECI 
processes in educational context (Ahmad, 2010). For data 
collection, the questionnaires were distributed to the 
students who are currently registered for SAD course. A 
five-point Likert scale was used to tap into individual’s 
perception, ranging from 1=Strongly Disagree to 
5=Strongly Agree for all items. The data collected is 
analyzed using SEM with AMOS. 

 

RESULTS AND DISCUSSIONS 
The survey involves 79 respondents, comprising of 

35 males and 44 females. The age of the respondents ranged 
between 20 years old to 23 years old. The majority were 
Malaysian (85% or n=67) and Non Malaysian (15%, n=12). 
The majority of the respondents were from BIT which 
consists of 49 students, 27 students from BMM and 3 
students from BEduIT. In this present research, a more 
holistic approach to model evaluation was employed using 
SEM technique with AMOS. AMOS is used to determine 
the fitness of a model. Some indexes are used including 
Chi-square, Root Mean Square Error of Approximation 
(RMSEA) (Browne and Cudek, 1992), Comparative Fit 
Index (CFI) (Bentelr, 1973), Tucker Lewis Fit Index (TLI) 
(Tuucker, 1973), Normed Fit Index (NFI) (Reinard, 2006)  
and Chi Square/Degree of Freedom (Marsh and Hover, 
1985). The chi-square index test is a reasonable measure of 
fit for model with about 75 to 200 cases (Information, 
2012). In this study, the measure of fit is based on chi-
square index as the sample is 79 and other indexes to 
determine the fitness of the measurement model.    

In this study, the exploratory factor analysis (EFA) 
was not carried out because the constructs and indicators are 
based on an existing theory (SECI model).  Meanwhile, the 
EFA was utilized to identify the variables in each construct 
in which the construct was determined through factor 
analysis (Hair, Anderson, Tatham & Black, 2006). The 
items in this study are categorized into five constructs 
(Socialization, Externalization, Combination, Internalization 
and Performance) which are formed based on the 
relationships among the elements in the PBL teaching 
method. The criteria for model fit assessment for both the 
Confirmatory Factor Analysis (CFA) and SEM are 
presented in Table 1.

 
 

Table-1. Criteria for Model Fit Assessment 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
. 
 
 

 
 
 

Name of 
category 

Name of 
index 

Index full 
name 

Level of 
acceptance 

Literature Comments 

Absolute fit Chisq Chi-square P > 0.05 Wheaton et al. 
(1977) 

Sensitive to 
sample size > 
200 

RMSEA Root Mean 
Square Error of 
Approximation 

RMSEA<0.08 Browne and 
Cudeck (1993) 

Range 0.05 to 
1.00 acceptable. 

GFI Goodness of Fit 
Index 

GFI > 0.90 Joreskog and 
Sorbom (1984) 

GFI = 0.95 is a 
good fit 

Incremental fit CFI Comparative 
Fit Index  

CFI > 0.9 Bentler (1989) CFI = 0.95 is a 
good fit 

TLI Tucker-Lewis 
Index  

TLI > 0.9 Bentler and 
Bonett (1980) 

TLI = 0.95 is a 
good fit 

NFI Normed Fit 
Index 

NFI > 0.8 Reinard (2006)  NFI = 0.95 is a 
good fit 

Parsimonious Chisq/df Chi 
Square/Degree 
of Freedom 

Chi square/df < 
5.0 

Marsh and 
Hocevar (1985) 

The value 
should be 
below 5.0. 
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Measurement for Model Specification.  
A group of goodness-of-fit indexes were used to determine 
the fit of the respective measurement models (variables) and 
overall measurement model in this study. These indexes 
include Chi-Squared (Chisq), Root Mean Square Error of 
Approximation (RMSEA), Goodness of Fit Index (GFI), 
Comparative Fit Index (CFI) and Chi-Squared/degree of 
freedom (Chisq/df). In this study, a combination of all fit 
indices was used to assess a model. 
 
 
 
 

The CFA procedures for Socialization.  
Figure 2 shows the CFA procedures for Socialization.  As 
the indicators, factor loading for each item is stated.  
Additionally, the goodness-of-fit indices for Socialization 
measurement model is also stated.  According to Hair et al. 
(2006), an acceptable factor loading (significant) is greater 
than 0.30. Then, Table 2 describes the Socialization 
measurement model. Hence, with reference to Figure 2, 
eight items have to be removed, because they have factor 
loadings less than 0.3. Having tested the new model, new 
values for goodness-of-fit indexes are depicted in Table 2. 
The new loadings for Socialization ranged from 0.3 to 0.9. 
 

  
Figure -2. The Socialization – CFA 

 
Table-2. The assessment of fitness for the Socialization 
measurement model 

 
The CFA procedures for Externalization.  
Figure 3 illustrates the CFA procedures for Externalization, 
which is described by Table 3. Figure 3 illustrates the factor 
loading for each item and goodness-of-fit indices for 
Externalization measurement model. Similarly, all (12) 
items that have factor loading less than 0.30 have been 
removed and new values for goodness-of-fit indices are 
summarized in Table 3. The new loadings for 
Externalization ranged from 0.5 to 0.8. 
 

 
 

 
Figure-3. The Externalization - CFA 

 

Fit Indices Fit 
Statistics 

Recommended 
Fit Criteria 

Conclusion 

Absolute Fit 
Indices 

   

Chisq 0.255 P > 0.05 Satisfactory 

RMSEA 0.000 RMSEA<0.08 Satisfactory 

GFI 0.998 GFI > 0.90 Satisfactory 

Incremental 
Fit Indices 

   

CFI 1.000 Over 0.90 Satisfactory 

Parsimony 
Fit Index 

   

Chiq/df 
(Ratio) 

0.128 Below 5 Satisfactory 
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Table-3. The assessment of fitness for the Externalization 
measurement model 

 
Fit Indices Fit 

Statistics 
Recommended 

Fit Criteria 
Conclusion 

 Absolute 
Fit Indices 

   

Chisq 4.411 P > 0.05 Satisfactory 

RMSEA 0.036 RMSEA<0.08 Satisfactory 

GFI 0.977 GFI > 0.90 Satisfactory 

Incremental 
Fit Indices 

   

CFI 0.997 Over 0.90 Satisfactory 

Parsimony 
Fit Index 

   

Chiq/df 
(Ratio) 

1.103 Below 5 Satisfactory 

 
The CFA procedures for Combination.  
Further, the CFA procedures and measurement model for 
Combination is illustrated in Figure 4 with the new values 
for goodness-of-fit indices, described by Table 4. It is seen 
that eight items have factor loading less than 0.3. As a 
result, those items were removed and new values for 
goodness-of-fit indices are summarized in Table 4. 
Consequently, the new loadings for Combination ranged 
from 0.5 to 0.9. 
 

 
 

 
Figure-4. The Combination CFA 

Table-4. The assessment of fitness for the Combination 
measurement model 

 
Fit Indices Fit 

Statistics
Recommended 

Fit Criteria 
Conclusion 

Absolute 
Fit Indices 

   

Chisq 0.751 P > 0.05 Satisfactory 

RMSEA 0.000 RMSEA<0.08 Satisfactory 

GFI 0.995 GFI > 0.90 Satisfactory 

Incremental 
Fit Indices 

   

CFI 1.000 Over 0.90 Satisfactory 

Parsimony 
Fit Index 

   

Chiq/df 
(Ratio) 

0.375 Below 5 Satisfactory 

 
The CFA procedures for Internalization.  
The CFA for Internalization and the measurement model are 
illustrated in Figure 5, described by Table 5.  Figure 5 also 
states the factor loading for each item and goodness-of-fit 
indexes for Internalization measurement model. When all 
items with factor loading less than 0.3 have been removed, 
only six items remain in the model.  Having run the test, 
their factor loadings range between 0.5 and 0.9. Eventually, 
the new values for goodness-of-fit indexes are summarized 
in Table 5. 
 

 
 

 
Figure-5. The Internalization – CFA 
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Table-5. The assessment of fitness for the Internalization 
measurement model 

 
Fit Indices Fit 

Statistics 
Recommended 

Fit Criteria 
Conclusion 

Absolute 
Fit Indices 

   

Chisq 7.340 P > 0.05 Satisfactory 

RMSEA 0.054 RMSEA<0.08 Satisfactory 

GFI 0.972 GFI > 0.90 Satisfactory 

Incremental 
Fit Indices 

   

CFI 0.996 Over 0.90 Satisfactory 

Parsimony 
Fit Index 

   

Chiq/df 
(Ratio) 

1.223 Below 5 Satisfactory 

 
The measure of validity and reliability of a measurement 
model. Once the CFA for the measurement is completed, 
the requirement for unidimensionality, validity and 
reliability are needed before analysis of correlation can be 
done (Awang, 2012).  Hence, we list down requirements as 
suggested by (Awang, 2012) as follows: 
 The requirement for unidimensionality that has been 

achieved through the item-deletion process and model 
re-specification. 

 The requirement for validity that could be achieve 
through convergent validity, construct validity and 
discriminate validity.  

i. Average variance extracted (AVE) slightly above 
0.50 might be acceptable - Convergent validity.  

ii. All fitness indexes for the model meet the 
requirement level - Construct validity.  

iii. All redundant items are either deleted or 
constrained, and correlation between exogenous 
construct is less and equal 0.85 - Discriminant 
validity.  

 The requirement for reliability could be achieved through 
internal reliability, constructs reliability and average 
variance extracted. 

i. Cronbach alpha is greater and equal 0.60 - Internal 
Reliability. 

ii. Construct reliability (CR) greater and equal 0.60 - 
Construct Reliabilty. 

iii. AVE greater and equal 0.50 - Average Variance 
Extracted. 

 
Table 6 shows the acceptable model fit that was 

obtained since all the chosen fit statistics was verified to the 
requirements. While all the factors have acceptable 
reliability value, each factor can also be measured 
individually depending on the nature of the research.

 
Table-6. The suggested CFA results reporting for measurement model 

 
Construct Item Factor 

Loading 
Cronbach 

alpha 
(above 0.6) 

CR 
(above 

0.6) 

AVE 
(above 

0.5) 

 
Socialization 

SF2 0.259  
0.6420 

 
0.7894 

 
0.5189 SC1 0.651 

SC2 0.834 
SC3 0.943 

Externalization EM1 0.730  
0.8470 

 
0.8302 

 
0.5001 EM2 0.837 

EM4 0.682 
EM5 0.739

EMR2 0.508 
Combination CTM1 0.934  

0.834 
 

0.8550 
 

0.6114 CTM2 0.972 
CTM3 0.556 
CES4 0.565 

Internalization IL3 0.806  
 

0.839 

 
 

0.6742 

 
 

0.6228 
IL4 0.893
IL5 0.918 
IT1 0.800 
IT2 0.692 
IT5 0.573 

 
The diagonal values (in bold) are the square root of AVE 
while other values are the correlation between respective 
constructs, as presented in Table 7 below. The discriminant 
validity is achieved when a diagonal value in bold is higher 
than the values in its row and column. Before proceeding to 
the modeling the structural model, the normality assessment 
for the data needs to be examined. The value of skewness 

shows that all of the items have the skewness values that fall 
within the range of -1.0 and 1.0. This indicates that the data 
distribution is normally distributed.  
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Table-7. The Discriminant Validity Index Summary
 

 
 
 
 
 
 

 
 

CONCLUSION 
This paper presented a study which was conducted to 

propose and evaluate a measurement model of knowledge 
transfer framework in PBL teaching method for SE 
education to understand the processes in transferring the 
tacit knowledge from lecturer to students. The study used a 
survey for data collection and the measurement model was 
tested using SEM with AMOS version 16.0. The study 
concludes that the framework is suitable for PBL teaching 
method in SE education. Therefore, the future work will 
concentrated on identifying the relationship of SECI model 
in PBL teaching method for SE education. 
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                                   ABSTRACT 

In Malaysia, ICTs have been identified as a crucial enabler in the knowledge-based economy to facilitate the acquisition, utilization, 
and dissemination of knowledge towards enhancing the economic and social values of society. Numerous programmes have been 
organized, developed, designed and executed to optimize the usage of these ICT Public access centres (telecentres). This paper 
presents a computational model that addresses important factors contributing to the effective usage of telecentres.  Simulation was used 
to show the behaviors produced by the model.  Several cases of different scenarios showed various patterns that are consistent with 
past literatures.  These results indicate that the model is able to illustrate different behaviors when different scenarios are applied.  The 
model could be used as a justification for conducting an inception study to understand the working model of a telecentre’s operation 
given a certain scenario. 
 
Key words: Effective Telecentre Usage  Computational Modeling  Social Simulation   

 
INTRODUCTION 

Obtaining access to ICTs and using them actively 
has been linked to the advantages of demographic and 
socio-economic characteristics, namely; income, education, 
geographic location (urban-rural), skills, awareness, 
political and cultural perspectives . In this context, it is 
equally important to ensure that all clusters of society in 
Malaysia have equitable access to ICT and have the 
adequate capacity to improve their socio-economic status, 
as a result from the digital access. To consolidate this 
initiative, the National Strategic Framework for Bridging 
the Digital Divide (NSF-BDD) was formulated. The 
formation of ICT public access centres (telecentres) across 
the country is one of the initiatives under the NSF-BDD 
programmes. There are more than 2000 telecentres have 
been established to support the BDD programmes (Ibrahim 
et al., 2002). However, a number of telecentres have been 
under-utilized and even reaching a point of closure due to 
several factors. Thus, it is important to understand the 
underlying mechanism that leads to those events and take 
necessary steps to avoid the risk. The aim of this paper is to 
present a computational model that can be used to simulate 
the dynamics of telecentre effective usage as one of the 
methods to provide early insights of overall telecentre’s 
operation and its possible outcomes. 

The paper is organized as follows; Section 2 
describes several imperative concepts in telecentre effective 
usage. From this point of view, an agent model is designed 
(Section 3). Later in Section 4, a number of simulation 
traces are presented to illustrate how the proposed model 
satisfies the expected outcomes. Finally, Section 5 
concludes the paper. 
 

IMPORTANT CONCEPTS IN EFFECTIVE USAGE OF 
TELECENTRE 

 There are a number of factors associated with 
users’ attitudes and motivation towards telecentre usage 
(Zahurin et al., 2001). These factors can be classified into 

three categories namely openness, readiness, and ICT 
programmes. In general, openness refers to a tendency 
to accept new ideas, methods, or changes. In the context of 
telecentre usage, Turpin and Ghimire (2012) define it as the 
capacity of users to access and share information and 
applies it for productive practices. This includes the ability 
to comprehend the importance of ICT in achieving one’s 
goal, acquiring ICT skills and knowledge, and participating 
in telecentre’s activities (Colle, 2005). ICT awareness is 
about the ability to understand the importance of ICT tools 
and applications and hence lead to the usage of ICT 
facilities (Azman et al., 2008; Lwoga et al., n.d.). ICT 
awareness therefore is characterized by their ability to use 
ICT facilities and applications to solve problems. In order to 
drive openness and ICT awareness, relevant ICT 
programmes have to be organized. The programmes serve 
as platforms to gain openness and ICT awareness (Ibrahim 
et al., 2002). The above-mentioned factors are related to 
perceived control, self-efficacy, competence and motivation 
as described by (Zahurin et al., 2001).  

Perceived control refers to the ability of the users 
to readily acquire ICT skill and knowledge and seek to be 
more efficient in getting information and use the skills to 
improve their socio-economic well-being (Zahurin et al., 
2001). Self-efficacy denotes the users’ ability to achieve the 
desired goals when they have the skills and knowledge in 
ICT. Competence factor reflects the users’ needs to improve 
their technical skills and knowledge. Motivation factors are 
what motivate themselves in enriching their capabilities. 
These cover both intrinsic and extrinsic factors. In addition 
to those factors, other external factors that are pertinent to 
telecentre effective use are social and economic policy 
(Kumar & Best, 2006; Walsham, 2010), external support 
(Colle, 2005; Proenza, 2001), and community engagement 
(Rao, 2008). Policies, both social and economic, that 
support such ICT-based projects indicate government’s 
strong support and seriousness in the effort to leverage the 
ICT uptake by the rural dwellers (Azman et al., 2008; 
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Gurstein, 2003). Similarly, external support, particularly in 
terms of financial and responsible personnel from the 
government, private institutions and non-governmental 
organizations is also important in ensuring the life of a 
telecentre project (Fatuma, 2010; Gurstein, 2003; Kumar & 
Best, 2006). 

 In short, the following relations can be identified 
from the literature; (1) community engagement, policies 
(social and economic), support, and ICT programmes are 
among important external factors to ensure effective 
telecentre usage; (2) improvement in ICT awareness and 
ICT competence will increase community’s motivation to 
deploy ICT in their daily living; (3) social and economic 
development are related to the executed policies, 
competence, support, community engagement; and (4) a 
combination of local long-term socio and economic 
development will reflect the effectiveness of telecentre 
usage. 

MODELING APPROACH 
The characteristics of the proposed model are 

based on the factors discussed in the previous section.   
These factors are translated into several interconnected 
nodes (Figure 1).  The nodes are represented as variables 
that can contain values ranging from 0 (low) to 1 (high). 
The interaction will determine a new value, either by a 
series of accumulations (temporal relation) or an 
instantaneous interaction for each node.   

In this paper, only temporal relations are shown, 
namely; ICT awareness (Ca), community engagement (Ce), 
long-term economic (Le) and social (Ls) development, and 
effective usage (Eu). In addition, the rates of change for all 
temporal relationships are determined by flexibility 
parameters C, C, L, S, U, respectively. 

 

 
(1) 

 

Here, ICT awareness level builds or reduces over time. 
When community programme (Cp) is higher than the ICT 
awareness level multiplied with the contribution factor, C 
then the ICT awareness level increases. Otherwise, it 
decreases depending on its previous level and contribution 
factor. This condition also can be used to explain for the rest 
of all temporal relations, according to their respective 
parameters and attributes. 
 

 
(2) 

(3) 

(4) 

 
(5) 

 
 

Error! Reference source not found.  and   
 

Error! Reference source not found. 
 
where  is a steepness factor, Error! Reference source not 
found. is a proportionate rate and   a threshold parameter. 
In this choice, a common practice is followed (logistic 
function) but other types of combination functions can be 
specified as well.  

The operator Pos for the positive part is defined by 
Pos(x) = (x + |x|)/2, or alternatively; Pos(x) = x if x  0 and 
0 else. Using all defined formulas, a simulator has been 
developed for experimentation purposes; specifically to 
explore interesting patterns and traces that explains the 
behaviour of the formal model. All simulation results were 
generated and stored in spread sheets for further analysis. 

 

 
Figure 1: Conceptual Model for a Telecentre Effective Usage 
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SIMULATION RESULTS 
 The proposed model was tested through several 
scenarios to generate a number of simulation traces. 
However, for the sake of brevity, only three types of 
scenarios are discussed: a realistic effective usage case 
(A), a one-off execution case (B), and a non-supportive 
case (C). The initial settings for ICT programme, external 
support, social and economic policies based on the three 
scenarios respectively are: A (consistent, consistent, high 
impact, high impact), B (one-off, one-off, low impact, low 
impact), and C (inconsistent, inconsistent, low impact, low 
impact).  In addition, there are several dynamic 
parameters that were used to simulate different 
characteristics. These include the following settings: tmax = 
500 (to represent a monitoring activity up to 730 days), t 
= 0.3, regulatory rates = 0.5, initial temporal values = 0.5, 
and flexibility rates = 0.2. These settings were obtained 
from several experiments to determine the most suitable  
values for the model.  
 Figure 2 visualizes a condition when all external 
factors are consistent (for example, these are; 1) the ICT 
training programmes are organized as scheduled, 2) good 
support from various agencies, and 3) effective policies) 
(Azman et al.; 2008; Ibrahim et al., 2002; Zahurin et al., 
2001). Facing such encouraging conditions, it will later 
boost the development of both, social and economic 
development in the long run. As a result, the effective 
usage will increase, which later improve the effect of ICT 
usage through more positive community engagement. 

This condition occurs when members of the society 
believe that ICT usage gives more positive impacts 
towards improving their quality of life (Zahurin et al., 
2001).  

In Figure 3 different scenarios can be seen when 
a new kind of condition to simulate one-off training 
programmes and external support was introduced. This 
condition comprises of two parts: the first part is one with 
very high constant value (up to 90 time steps), and is 
followed by the second one, with a very low constant 
value (until the end of simulation steps). The simulation 
results show that the ICT awareness and local economic 
development levels slightly rising up at the beginning of 
the simulation steps, and later gradually decreasing along 
with several other indicators (Nor Iadah et al., 2007). It 
reflects a condition when the telecentre is no longer 
functioning to serve the community after its first 
inception. Moreover, a number of ineffectiveness of the 
telecentre usages can be traced back from this very 
problem. In addition, another case was simulated where 
all initial values were very low (Case # 3). The effective 
usage level in this case decreases which shows the direct 
impact of low ICT awareness and community engagement 
levels among the community (Nor Iadah et al., 2007). This 
case represents the effect of having a telecentre just as a 
quick win project but there is no long-term plan being 
designed to support its operation. 
 

 
Figure 2: Simulation Trace for Case #1 
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Figure 3: Simulation Trace for Case #2 

 
CONCLUSION 

 In this paper, an approach to model behaviors on 
telecentre’s effective usage is presented. The 
computational model was simulated using three different 
cases that describe the level of positive and negative 
contribution towards telecentre’s effective usage over 
time. The simulation traces exhibit patterns that are 
consistent with reports found in past literatures.  The 
resulting model can be considered as an alternative 
method to analyze a telecentre's effective usage when 
various scenarios occur.  This could also provide a basis 
for conducting an inception study to understand the 
working model of related telecentre’s operation. 
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ABSTRACT 
This paper investigates the accuracy of a GPS device. The GPS accuracy is treated as a pattern recognition problem. Each 
location estimate is classified into a certain accuracy class. Various observation conditions provided by the GPS device 
are used as features relating a location estimate to an accuracy band. 
In this paper we introduce an evidence-based classifier (EBC) in which three independent classifiers are used: namely, 
feed forward neural network, K-nearest neighbor and the support vector machine. The decisions of these classifiers are 
combined by a reasoning-based-engine using dempster-shafer (DS) evidence theory for decision fusion. The DS engine 
will produce the final classification decision. As proof of concept, a comprehensive experimental work including two 
use-cases is conducted in this paper. Experimental results are discussed at the end of this paper. 
 

Key words: Dempster-Shafer  Pattern Recognition  Accuracy Classification  Basic Probability Assignment  
 
I. INTRODUCTION 

Global Positioning System (GPS) devices play 
major role in our daily life. They are widely used whether 
by individual in daily trips or by more sophisticated 
applications for threat assessment and collision avoidance 
purposes. However, GPS devices are error prone devices. 
There are several types of errors associated with them either 
caused by internal functionalities or by external effects. The 
error of the location estimate, depending on the GPS device, 
ranges from few centimeters to hundreds of meters. This 
wide range of error may become a source of confusion for 
applications that wish to rely on certain GPS estimate. An 
indication of accuracy, thus, became a major demand when 
processing GPS device’s location estimate. The accuracy 
represents the range of error to which a certain location 
estimate may belong. 

GPS devices use observation conditions to estimate 
the current location. These observation conditions span 
various parameters such as the number of satellites, the 
mean and variance of the signal to noise ratio (SNR) as well 
as the speed and the dilution of precision. These observation 
conditions can be treated as features and then used to 
classify each GPS location estimate so as it belongs to a 
single class of localization accuracy. The accuracy classes, 
which represent a range of errors, can be defined 
linguistically or numerically. Linguistic definitions such as 
Accurate and Non-accurate should represent a numerical 
range of errors. The definition of these ranges is an 
application related problem. Different approaches can be 
found in the literature to provide a solution for the GPS 
localization accuracy classification. For e.g., see [1] and [2]. 

We aim to design an Evidence Based Classifier 
(EBC) that maps each location estimate into an accuracy 
class that represents an error band. For the general case, we 
would have the following classes {High Accuracy, Mild 
Accuracy, Low Accuracy}. Several classifiers are used to 
classify each GPS estimate into certain class. Through 

combination a better result might converge. The 
combination, in our classifier, is to be achieved through an 
evidence reasoning combination approach. Dempster and 
Shafer (DS) theory is one of the most notable combination 
techniques. In this paper we use it at the core of our 
combination engine. 

Dempster and Shafer (DS) theory [3] is widely 
used in classification applications. In [4] Hegarat-Mascle et. 
al. have established that DS theory can be used successfully 
for unsupervised classification. This success is driven by the 
ability of DS to integrate the imprecision and uncertainty as 
part of the classification process. In [5] Bloch used DS’s 
subsets of more than one class to model the impression and 
uncertainty in the classification of multi-modality medical 
images. In [6] DS was used to enhance the performance and 
mitigate the drawback that may occur when using certain 
classifiers such as K-NN and neural network. In addition, in 
the context of combining classifiers, DS was used to fuse 
the outputs of multiple classifiers and produce a fused 
decision which may lead to a better overall performance for 
various applications; cf. [7] [8] [9]. 

Our developed EBC utilizes the confidence each 
classifier has in its decision. Through DS’s evidence fusion 
rule we can combine the decisions of all three classifiers. 
Furthermore, it’s possible, through an adequate 
representation of ignorance and belief, to control what types 
of misclassification error can be avoided. In general, it’s 
more crucial for the classifier to avoid misclassifying a non-
accurate location estimate as an accurate than other types of 
misclassifications.  

The remainder of this paper is organized as the 
following: Section I provides an introduction to the topic 
tackled in this paper. Section II describes the developed 
classifier with an emphasis on DS application in this paper 
and the basic probability assignment. Section III describes 
the experimental work including description of the used 
dataset, experimental set up, use cases design, results and 



discussion. This paper concludes with conclusion and 
remarks on future work in Section IV. 

 
II. EVIDENCE BASED CLASSIFIER (EBC) 
 

The developed evidence based classifier consists of 
three basic classifiers: Feed Forward Neural Network 
(FFNN), K-Nearest Neighbor (K-NN) and Support Vector 
Machine(SVM). These classifiers will process a pattern 
simultaneously. Once the classification is concluded, the 
results will be communicated to the DS engine as in Figure 
1. 
 

 
Figure 1 Generic Description of The Evidence Based 
Classifier 

The input of EBC is the set of features that 
represent each estimate. The classification completion time 
may vary from one classifier to another. However, if two 
classifiers produced their classifications, the DS engine 
should start its fusion process. Next, we describe the design 
of the DS engine. 
 
A. DS Engine 
 

Dempster-shafer theory revolves around 
combining evidences of observations from independent 
sources. Each source provides an observation and a mass 
function (basic probability) related to that observation. Then 
the DS engine fuses the collected observations based on 
their masses. 

In our developed classifier, we have three sources 
of information: FFNN, K-NN and SVM. Due to space 
limitation we will describe DS engine as it pertains to our 
application. We have  

  {c1,c2 ,c3}   (1)

Where   is the frame of discernment and C1,C2 and C3 are 
the chosen accuracy classes. Let 

(2)
The power set. Now we have 
  {,c1,c2 ,c3,{c1,c2},{c1,c3},{c2 ,c3},{c1,c2 ,c3}} (3) 

Let’s define a mass function m, where 
m [0,1]   (4) 

For independent evidence, focal point with non-zero mass 
function, we would have the following 
  

m(A)  1
A
   (5) 

 m(.) is referred to as basic probability. We have another 
condition for the subset   and that is    

m()  0   (6)

Now, the DS rule combines the evidences from L classifiers 
as the following  

1
L mi (A) 

1

1 k
m1(B1)

B1B2 ........BnA
 ....mn (Bn )   (7) 

Where K is the conflict in the provided evidences and can 
be calculated as the following 
    

K  m1(B1)
B1B2 ........Bn

 ....mn (Bn )   (8) 

A, B    (9)
Since in our application we have the following: 
    

ĉi {c1,c2 ,c3}   (10)

The remaining subsets in   represent the ignorance factor 
in the observations.  

When dealing with systems that rely on DS theory 
there are few issues that must be resolved in order to get 
good results. One of the most important issues is to have 
independent sources of information. For our purpose in this 
paper, we assume that since our classifiers are of different 
types then they are independent. Another issue when 
dealing with DS theory is how to deal with bad sources that 
have a high confidence in their decision. Describing a 
classifier as being bad implicitly means that we have a 
priori knowledge of the classifier’s actual performance. This 
priori knowledge can be used to discount the confidence 
produced by the said classifier. A third issue with DS is the 
basic probability, m(.), assignment.  Given our classifiers, 
how can we compute the basic probability of each subset in 
 . Next section discusses our approach for basic 
probability assignment. 
 
B. Basic Probability Assignment 

In this paper, our approach for basic probability 
assignment takes into consideration the discounting of our 
classifiers when computing mi(.). It, also, considers each 
classifier’s confidence, CC, regarding its classification 
decision. To discount any classifier, we need to have a 
priori knowledge of its performance. For each classifier, a 
confusion matrix computed during the training stage will be 
used to produce P(h(pk)|ci). This P(h(pk)|ci) is used as a 
discounting factor for each classifier. Each classifier 
produces the confidence index, CC, during the process of 
classifying the associate pattern. The process of computing 
CC differs from one classifier to another and will be 
discussed in the next section. In general, the basic 
probability, m(.), is computed as follows: 

for ci {c1,c2 ,c3}   (11)

and for CC [0,1]  (12)

m(ci )  CC * P(h(pk ) / ci )   (13)

Where h(.) is the chosen classifier and pk is the classified 
pattern.  The next section describes the FFNN classifier and 
how it is used to compute m1(ci ) . 

1) Forward Neural Network: Feed Forward Neural 



Network (FFNN) has a unique attribute related to its output, 
which is the activation function. Depending on the 
activation function, we can range the output between 

. One of the most common activation functions 
used in NN’s is the logistic sigmoid function. To estimate 
the mi(ci) we will be replacing CC in Equation 13 by  and 

the output is used to compute the belief function m(.) for the 
primary FFNN classifier and the non-parametric fusion 
engine, as the following: 

(14)

m(ci )  0 where j  i   (15)

m()  1 m1(ci )  (16)

In Equation 16 the complement of the basic probability is 
assigned to the set  . However, this is not a must as it can 
be assigned to or distributed among other subsets, Ai’s. 

Where Ai   and Ai  2 . 

 
2) K- Nearest Neighbor: There are various approaches as 
to how does the K-NN perform its classification. In our 
application, K-NN classifies each pattern based on its 
location with respect to its K-closest neighbors.  For K-NN 
the computation of m2(ci) is relatively easier than that of the 
FFNN. It is computed as the following: if K is the number 
of nearest neighbors to be considered and ζ is the number of 

votes for certain class then CC 

K

 and we have:  

m2 (ci ) 

K

* P(h( pk ) / ci ) where i {1,2,3}   (17)

m2 (ci )  0 where j  i   (18)

m2 ()  1 m2 (ci )   (19)
 
3) Support Vector Machine: A non-linear support vector 
machine can be best described as the solution to the 
following quadratic equation: 

f (pk )   i * Kr(pki
* pk )

i
  b   (20)

Classification decision = sign(f (pk )){1,1} (21)
 

Where Kr is the kernel function, we used quadratic 
function.  

As we can see in Equation 20, the classification is made 
based on the distance between the examined pattern and the 
hyper-plane created by support vector machine. The smaller 
the distance, the more doubtful the result might be. In order 
to compute m3(ci )  we need to find a function  ( f (pk )) 

that represent f (pk ) in a way that satisfies Equation 12. An 

example of a function that can translate f (pk ) into a 
measure of CC is the sigmoid function. Consider the 
following Equation: 

 ( f (pk )) 
1

1 e f ( pk )
  (12) 

The sigmoid function in Equation 22 is simple in a sense 
that as f (pk ) 0 ,  ( f (pk )) 0.5 which can 

translate in entropy as complete doubt. That is, pk could 

belong to either one of the two classes. However, for DS, 
we might seek different approach to compute  . In [10], 
Platt computes  ( f (pk )) as the following: 

PrA,B(y  1| pk ) 
1

1 eA* f ( pk )B ;  A  0   (23)

There are various method presented in the 
literature to estimate A and B [10, 11, 12]. In our work, we 
define A  ciand B  0 multiplied with tuning factor 
  to compute the basic probability for the SVM classifier. 

0  1  (24)

m3(ci ) 


1 eci f ( pk ) * P(h(pk ) / ci ) where i {1,2}  (25)

 
m3(ci )  0 where j  i   (26)

 
m3()  1 m3(ci )  (27)

 is empirically computed using the training data 

to produce an overall good measure of confidence of the 
SVM classification. We avoid using the term probabilistic 
to refer to CC as it may require us to adhere to the general 
axioms of probability, which might not be feasible at this 
stage. 
 
III. EXPERIMENTAL WORK 

A commercial GPS in a roving vehicle was used to 
collect the data set for this experiment. The GPS devices 
provide parameters that are related to how the location 
estimate is made and can be used as features for 
classification. Five parameters, in particular, were chosen to 
represent our classes: 1) Dilution of Precision (DOP), 2) 
Number of Satellites, 3) (SNR ) , 4)  (SNR ) , 5) Vehicle 

speed. The dataset used for our experimental work is 
thoroughly detailed in [13]. 

Two use-cases are deployed to prove the efficiency 
of the developed classifier. For the first use case, the three 
classifiers are behaving as binary classifiers for the first use-
case. The first use case is tackling the problem of 
classifying our data into two classes, accurate, non-accurate. 
It gears towards certain applications that tolerate specific 
accuracy and can provide further processing to mitigate the 
classification error. Anything beyond that is deemed as a 
Non-Accurate and not worthy of any further processing. For 
the second use case, three hierarchical classifiers are used: 
FFNN, K-NN and SVM. Then the results are introduced to 
the DS engine that produces a final classification. The 
second use case tackles the problem of classifying the 
accuracy into three classes: High accuracy, Mild Accuracy, 
Low Accuracy. Use-case 2 is geared towards application 
that can accommodate different accuracy ranges. For 
instance, applications for message routing in Vehicular Ad-
hoc Networks (VANETs), data dissemination and map 
localization consider the accuracy range of 10-20m, the 
Mild Accuracy class, acceptable for their implementation 
requirements [14]. 

A. Experimental Setup 
For use-case 1, the training data was partitioned 

into two regions: region 1, R1, and region 2, R2, as defined 



in Table I. The classification will decide to which region a 
pattern belongs and the classification will be concluded. 
 

Table I: GPS ACCURACY CLASSES 
Classes R1 R2 
Error range 0-15m >20m 

 
For use-case 2, region 1, R1, contains the whole of 

c1, and region 2, R2 contains c2 and c3. All three classes are 
defined in Table II. The first level of classification will 
determine to which region a pattern belongs. If it belongs to 
R1, then the classification process is concluded and we have 
our class. If a pattern belongs to R2 then we move on to the 
second level of classification. In this level, a pattern is 
classified either into c2 or c3. 
 

Table II: GPS ACCURACY CLASSES 
Classes C1 C2 C3 
Error range 0-10m 10-20m >20m 

 
The dataset was divided into two parts. Out of 

6680 patterns, 65% is used for training and validation. The 
remaining is used for testing. The training set was divided 
into 10 folds. 9 folds were used for training and one fold 
was used to test the generalization of the trained classifier. 
Next, we discuss the set up of our three classifiers. 
1) Feed Forward Neural Network: The neural network 
uses three layers: the input, the output and the hidden layer. 
The input layer had five nodes corresponding to the number 
of features. The hidden layer consisted of 10 nodes. The 
number of nodes in the output layer was similar to the 
number of classes for each use case. A tangent sigmoid 
activation functions was used in all nodes. 
2) K-Nearest Neighbor: The K-NN classifier used an odd 
K which was set to 3. To reach a decision about certain 
class a majority vote was used to determine to which class a 
test point would belong. To find the closest neighbors, the 
Euclidean distance was measured between the test point and 
the training points.  
3) Support Vector Machine: For the SVM, we used soft 
margin SVM to relax the optimization problem of finding 
the support vector. For the optimization function the Least 
Square (LS) was used to find the support vector. For the 
choice of the kernel function, it was found that the quadratic 
kernel function would produce the least error rate. 

 

B. Comparative Results  
The goal is to classify a GPS location estimate into 

certain accuracy class. We will use several performance 
assessment measures to assess our proposed classifier. The 
first measurement is the class accuracy rate ACi which 
computed as the following: 

Aci


#  of correctly classified patterns ci

# of patterns ci

  (28)

Also, we will be using the Receiver Operating 
Characteristic (ROC) figure from which we can find the 
precision and recall of each class. Furthermore, for use-case 
2, we will compare our results against results of other 
models using the same data set as reported in [13] as well as 
the performance of Ada-boost and forest tree classifiers to 
indicate how well the designed classifier fair against other 
well known ensemble of classifiers. Next, we discuss the 
experimental results for use-case 1.  
1) Experimental Results For Use-Case 1: This use case 
investigates the EBC performance as a binary classifier. 

EBC’s decision ĉi  was made with respect to 1
3 m(c1) 

and 1
3 m(c2 ) as the following: 

 

ĉi 
c1  if 1

3 m(c1)  1
3 m(c2 ),

c2                       otherwise.






  (29)

 
FFNN, K-NN and SVM classifiers were tested 

individually to compare their performances with the 
performance of their fused results using the EBC. The 
accuracy rates shown in Table III indicate the classification 
rate per class for each classifier. 
 
Table III: ACCURACY RATE FOR THE SECOND USE-
CASE 

Class AC1 AC2 
FFNN 76.2% 95.4% 
SVM 75.65 % 95.95% 
K-NN 99.9 % 74.32% 
EBC 89.13 % 96.13% 

 
For the use-case 1, we can see the EBC has 

achieved the best performance for c1 and c2 with the 
exception of K-NN’s classification of c1. Figure 2 shows 
that the performance of EBC is uniform for both classes 
with most of the patterns that are classified to c1 do indeed 
belong to c1. While for K-NN classifier, even though it 
recognizes almost 100% of the patterns that belonged to c1, 
i.e., high recall rate, it has a less than ideal precision rate, 
less than 80% of what was classified as c1 is correct. The 
rest were misclassified patterns from c2. 
2) Experimental Results For Use-Case 2: In this use case, 
a pattern is classified into one of three classes. First, we 
discuss the performance of hierarchical FFNN, hierarchical 
K-NN and hierarchical SVM. Then, we compare their 
results with the performance of the EBC. EBC’s 
classification was made with regard of 

1
3 m(c1),1

3 m(c2 ) and 1
3 m(c3)  as the following:

  
 

 



 
(a) ROC for SVM for use case 1  (b) ROC for K-NN for use case 1  

(c) ROC for FFNN for use case 1  (d) ROC for EBC for use case 1  
Figure 2 Comparison between a variety of ROCs using use-case1. 

ĉi 

c1  if 1
3 m(c1) 1

3 m(c2 )&1
3 m(c3),

c2  if 1
3 m(c2 ) 1

3 m(c1)&1
3 m(c3),

c3                                       otherwise.










 (1) 

As we can see from Table IV, all classifiers were 
able to detect good percentage of c1. However, their 
performance was different for c2 and c3. A good 
performance on one class results in a worse performance for 
the other class; with adaboostM1 being the worst-case 
scenario. EBC performed the best and most consistent. 
 

Table IV: ACCURACY RATE FOR MULTIPLE 
HIERARCHICAL CLASSIFIERS 

Class AC1 AC2 
RBF Network [13] 73.12% 45.99% 
Bayesian Network [13] 77.88% 43.5% 
Tree-J48 [13] 79.5% 61.2% 
HCCU [13] 80.37% 64.25% 
CBAC [13] 82.37% 67.37% 
AdaboostM1 74.24% 0% 
Random Forest 87.4% 28.2% 
FFNN 81.28% 38.40% 
SVM 81.1% 56.87% 
K-NN 99.89% 73.39% 
EBC 90.15% 76.31% 

 

Granted that EBC classifier should represent the 
fusion of the other classifiers’ decision, the assumption is 
that it should outperform them across all classes. Indeed, it 
outperformed them in c2 and c3, but not the same for c1. The 
explanation is that, as seen in Figure 3, EBC has a uniform 
performance across all three classes. The recall is below 0.1 
across all classes; especially in c1, we can see that c1 has 
96% of precision. 
 
IV. CONCLUSION 

In this paper, several classifiers have been 
implemented for the GPS localization accuracy problem. 
This paper has presented an Evidence Based Classifier 
(EBC) that combines the decisions and evidences from the 
implemented classifiers into one classification decision 
using Dempster-Shafer fusion rule. A method to compute 
the basic probability assignment for each primary classifier 
was devised for the purpose of DS engine. Two use cases, 
covering the two-class and the multi-class cases, were used 
to examine the performance of the various developed 
classifiers as well as the EBC. The results were plausible 
and further signified our proposed evidence based classifier. 

For future work, further investigation on how to 
the basic probability assignment might lead to improved 
results. Also, different training procedures may improve the 
performance of our chosen classifiers; as well as using other 
classifiers might yield to different results. 
 
 



 

(a) ROC for SVM for use case 2  (b) ROC for K-NN for use case 2  

 
(c) ROC for FFNN for use case 2  (d) ROC for EBC for use case 2  

 
Figure 3 Comparison between a variety of ROCs using use-case2.
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ABSTRACT 
Teamwork is important element to enhance learning experiences. In order to build effective teamwork, team formation is 
a critical process to ensure that team consists of effective team members. In a team, leadership is the most significant role 
which contributes to the success of a software project. However, extant literature demonstrated that criteria which suits 
into team members specifically for leadership role is inconclusive. Therefore, this study aims to construct a software team 
formation model for selecting team leader by using AHP approach. AHP is chosen because it is able to achieve high 
accuracy and robustness in dealing with selection process. To evaluate the model, experimental research design was 
employed and the sample comprised of 24 students enrolled in Information Technology (IT) course from Universiti Utara 
Malaysia. The initial results showed that the team using AHP to select team leader experienced significantly higher level 
of satisfaction compared to team with self-selection team leader. The proposed  model provides a mechanism for decision 
maker to form and select team leader in a group work project, and thus can enhance team performance.  
 
Key words: Team Formation, Team Leader, Multi Criteria Decision Making (MCDM), Analytic Hierarchy Process (AHP), Team 
Performance. 

 
INTRODUCTION 

Teams are often refers to members that have 
common goals for enhancing organizational performance. It 
is believed that teams are capable of increasing an 
organization’s adaptability to dynamic environment, are 
able to dealing with complexities of working and 
production processes (Molleman 2004; Amir et al. 2014). In 
a similar vein,  Katzenbach (2003), pointed out that an 
effective team composed of a small number of people with 
complementary skills who are committed to a common 
purpose, established performance goals, and approach that 
hold themselves mutually accountable.  Marques and Ochoa 
(2014), indicated that the teamwork can mean the difference 
between success and failure of a software project.  

One of the important elements in building effective 
teamwork is team formation. The team member formation is 
the first task to carry out in order to make sure successful 
team  performance (Guzzo, Hollenbeck, & DeRue, 2004; 
Kozanoglu & Fahri, 2009; Paris et al., 2000). Guzzo et al. 
(2004), added that the team formation describes matching 
personal to team roles and appropriate teams. An 
understanding about team formation could serve as a 
significant and valuable tool to form and building an 
effective team (Kozanoglu & Fahri, 2009).  

Team leader plays an important role in the success 
or failure of the team (Rong & Shao 2012; Gilley et al. 
2010; Humphrey 2000). According to Gilley et al. (2010), 
good leadership is required by effective teams which is used 
for managing their external as well as internal associations 
of teams and align teams towards their objectives. Levi 
(2007), stated that teams require quality leadership for 
facilitating interactions of team and for providing assistance 

to the members of the team when problems or conflicts 
happen.  

There are many author such as (Venkatamuni & 
Rao 2010; Ahn et al. 2007; Tseng et al. 2004) that have been 
developed different types of technique for team formation, 
using for example multi-dimensional trust is shown that 
worthiness assessment have significant benefit in solving the 
team formation problem. However Cann, Jansen and 
Brinkkemper (2012), indicated that this techniques have 
lacking number of attributes, like the experience or expertise 
of potential team members, the project characteristics, and 
the functions of the team members. 

 During team formation, there are several criteria 
that should be considered for decision  makers to select 
which criteria that suit into which team. With regard to this 
problem, team formation can be considered as Multi Criteria 
Decision Making (MCDM) problem whereby many criteria 
should be considered in decision-making. According to 
Christopher and John (2014), MCDM is concerned with 
structuring and solving decision and planning problems 
involving multiple criteria, the purpose is to support decision 
makers facing such problems.  

Several approaches have been developed to 
standardize the process of making decisions. Velasquez and 
Hester (2013), pointed out some techniques in MCDM such 
as Analytic Hierarchy Process, Fuzzy Set Theory, Multi-
Attribute Utility Theory, Goal Programming, and Data 
Envelopment Analysis. However, selecting a proper 
technique for decision making is based on the kind of issue 
being dealt with, the attributes of the method of decision 
making and the aims of decision makers (Deniz & Metin, 
2009; Trab, 2012). 
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One of the popular techniques of MCDM is Analytical 
Hierarchical Process (AHP) technique (Dalalah et al. 2010). 
AHP is probably the best known and most widely used 
model in decision making because of its promising 
accuracy, theoretical robustness, ability to handle both 
intangible and tangible criteria, simplicity,  and importantly, 
its capacity to directly measure the inconsistency of the 
respondent's judgments, It is essentially a formal way of 
understanding a complex problem using a hierarchical 
structure (Gibney & Shang 2007; Deniz & Metin 2009; 
Zendeh & Aali 2011; Bouhana et al. 2011; Jain & Rao 
2013; Khatrouch et al. 2014).  

Gibney and Shang (2007), conclude that AHP is a 
valuable tool and should be incorporated into personnel 
selection processes in academia; the AHP provides a 
convenient and effective tool for evaluating personnel. AHP 
is widely used during decision situations, such as in 
government, business, industry, healthcare, and education 
fields (Deniz & Metin 2009). 

Hence, this paper addressed this area by 
constructing a team formation model of selecting software 
team leader by using an Analytic Hierarchy Process (AHP) 
approach which can help decision maker to form an 
effective team in educational group project teamwork. 
 
TEAM FORMATION METHODS 

During team formation, there are three main 
methods to form team members (Cann et al., 2012; 
Hamilton, 2010; Liu, Joy, & Griffiths, 2013), which are 
random-formation, self-formation, instructor-formation. 
Details of these methods are discussed as the follows: 

 
1. Random-Formation 

Assigning team randomly can lead to newness and 
freshness in newly formed teams. Besides, it risks placing 
the best, or the worst, students in a single team, thereby 
limiting their abilities (Cann et al. 2012). Liu, Joy and 
Griffiths (2013), stated that using random formation method 
can increase the efficiency of the group formation process   
as well as the likelihood of heterogeneous groupings, but do 
not guarantee that students satisfy their individual needs. 
While Chapman et al. (2006), concluded that self-formation 
method in educational setting tend to work better than those 
groups formed by random assignment. Their study revealed 
that students in randomly assigned groups usually had more 
concerns about working in their groups, as well as had 
lower group outcome measures and slightly less positive 
group attitudes. 

 
2. Self- Formation 

According to Hamilton (2010), one simple method 
for the instructor for defining teams is by letting the 
students choose themselves. It is usual for the groups to 
form on a natural flow, based on the connectivity between 
the group members, which definitely has minimal to do 
with the performance of each group member in the project. 
This criteria used by the students will not be the best to 
form a team which can be effective, but it avoids the waste 
in time for the students to form a group, as they already 
know each other’s.  

In educational settings, instructors usually either let 
students self-form their group partners or random formation 

into different groups. However, there are limitations for these 
methods, as well as student self- formed groups are usually 
formed based on friendship rather than for educational 
reasons (Liu et al. 2013). 
 
3. Instructor- Formation 

When an instructor form a team, the objective is the 
enhance learning in the classroom. As such, teams are 
formed with the prime aim of enhanced learning experience 
and knowledge sharing. After surveying the students, the 
instructor chooses a method for developing groups. The 
method can be a random classification or specific criteria 
based classification. Certain criteria such as the grades of the 
students, proximity of their residences or timings of classes 
are used by instructors to develop effective teams (Hamilton 
2010). 

On the other hand, past reviews demonstrated that 
instructor method is able to encourage members to 
participate in teamwork and thus having equal chance to be 
successful (Deibel 2005; Oakley et al. 2004). 

 
CRITERIA TO FORM TEAM MEMBERS 

Most information technology classes require 
students to work in team projects (Rutherfoord, 2006). One 
of the difficulties in forming students for these teams is in 
the criteria for formation. Therefore, several researchers 
determined different criteria in order to form team member 
such as personality, teamwork experience, gender, Grade 
Point Average. Table 1 depicted some criteria use to choose 
team members.  

 
Table 1: Summary of criteria to form team member 

 
Authors  (year) Criteria to Form Team Member 

Humphrey (2000) Skills, aptitudes, and interests 

Paris et al. (2000) Age, gender, race, intelligence, aptitude, 
training, experience, personality 

Tsai et al. (2003) Knowledge ,experience and technical skills 

Gibson and Cohen 
(2003) 

Unique knowledge, skills, and experience 

Chen and Lin (2004) Teamwork experience, communication skill, 
flexibility in job assignment. 

Rutherfoord (2006) Personality, country of origin, gender, work 
experience, and ethnic background 

Kozanoglu and Fahri 
(2009) 

Knowledge, skills, personality characteristics 

Hamilton (2010) Gender, Grade Point Average , class 
schedule, student housing location 

Antoniadis (2012) Experience, technical skills, management 
skills and personal profile. 

 
Accumulating evidence has shown that most of the 

criteria used in the research are more focusing on cognitive 
ability which are team member’s knowledge. In addition, 
there are recent studies that tend to focus on soft skills such 
as personality and communication skills. Therefore, this 
study focuses on four criteria which are personality type, 
academic achievement, teamwork experience and previous 
academic achievement (GPA) because the combination of 
these criteria is able to determine effective team members in 
educational group project. 
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INTRODUCTION OF AHP APPROACH 
The Analytic Hierarchy Process (AHP) is a 

multiple criteria decision making method which was 
developed in the 1970’s by Thomas L. Saaty. It is simply 
the most common and widely used approach in the process 
of decision making (Bouhana et al. 2011). According to 
Dalalah et al. (2010), AHP’s popular use as a multiple 
criteria decision making approach is because of the pair-
wise comparisons used by AHP which enables the verbal 
judgment and increases the result’s precision.  

AHP has diverse applications, Vaidya and Kumar 
(2006), provided a detailed literature review on AHP 
applications, over 150 applications were categorized in their 
study. Categories were identified on the basis of themes as 
well as the areas of applications. Ho (2008), reviewed the 
applications of integrated AHP in a similar way, use of 
AHP combined with other techniques including SWOT, 
Quality Function Deployment, Mathematical Programming 
and Data Envelopment Analysis between the years 1996-
2007. All of these show how versatile and capable AHP is 
in the decision making process (Gurumurthy & Kodali 
2012). 

Some applications of AHP in selecting of 
alternatives for various purposes such as, AHP used in dean 
selection process in academic field (Gibney & Shang 2007). 
Deniz and Metin (2009), describe an application of AHP for 
selection of an appropriate host country for further English 
language education abroad.  AHP was also employed for 
Selecting the Suitable leadership Style (Zendeh & Aali 
2011). 

Generally, AHP consisting of three key principles, 
firstly, hierarchy framework, secondly, priority analysis and 
finally, consistency verification (Saaty 1980; Adhikaril et 
al. 2006; Cheng et al. 2007). In the beginning of AHP 
should formulate the decision problem into suitable form of 
the hierarchical framework, with the top level which 
represent the overall objective or goal, the middle level 
which represents the criteria and the final level representing 
the alternatives. Figure 1 illustrates the three level of 
hierarchy for decision process for this study. 

 

Figure 1: A hierarchy model for selecting team leader 

In the beginning, the goal or overall objective of 
the decision is showing at the first level (the top) of the 
hierarchy. In particular, the overall goal for this study is to 
select the most suitable team leader based on specified 
criteria. The second level represents the main decision 
criteria that have beed considerd in making selection 
decision of team leader which are (Personality, Academic 

Achievement, Teamwork Experience, and Previous 
Programming Grade). The final level of the hierarchy 
represents the alternatives which are the decision option. In 
this study, the alternatives are the team members in 
educational group project teamwork. Thus, the letters (A, B, 
C and D) refers to the alternatives (candidates) of team 
members as shown in Figure 1. 

Once a hierarchical framework is constructed, the 
users are requested to create a pair wise matrix at each level 
of hierarchy and then compare each element with the other 
by using the fundamental scale for pair wise comparisons as 
shown in Table 2. The nine point scale developed by (Saaty 
1980) has been accepted by most experts as a very scientific 
and reasonable basis for comparing two alternatives (Taylor 
2010). 

Table 2: Scale for pair-wise comparisons (Saaty 1980) 

 

The scale translates the pairwise comparative 
judgements into intensity of relative importance represented 
by numbers to assess the intensity of preference between two 
elements (Saaty 1980). The judgements are entered using the 
numbers 1, 3, 5, 7, and 9 which correspond to the verbal 
judgements. The values of 2, 4, 6 and 8 are intermediate 
values that can be used to indicate compromise values of 
importance between the five basic assessments. 

In order to determine the relative importance of 
criteria to form team members specifically team leader in 
educational group project teamwork, data was obtained from 
direct questions by experts who are effectively involved in 
the decision problem. In this study, questionnaire for 
pairwise comparison proposed by Lee and Kim (2013) was 
adapted Questionnaire, it was helpful to collect data in order 
to assign weight to the element of the decision hierarchy. 

According to  Cheng and Li (2001), it was observed 
that AHP approach is subjective methodology and that do 
not necessary involve large number of expert to participate in 
AHP process. While Saravanan and Mahendran (2014), 
pointed out that consulting more experts will avoid bias that 
may be present when the judgments are considered from a 
single expert. 

Therefore, in this study five instructors in School of 
Computing (SOC), Universiti Utara Malaysia (UUM) were 
selected as the experts for the decision-making; the experts 
are responsible to evaluate four criteria which are (1) 
personality type, (2) academic achievement, (3) team work 
experience, and (4) previous programming grade, with 
respect to their importance in achieving the overall goal. 

The pair wise questionnaires were given to the 
experts and requested  to fill up  by identify relative 
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importance between those four decision criteria that which 
considered in making formation decision of team  leader by 
using the fundamental scale for pair wise comparisons as 
shown in Table 2. All responses were collected and 
recorded. The expert’s opinion data is depicted in Table 3.  

Table 3: Pair wise comparison of criteria 

Criteria Personality 
Academic 

Achievement 
Teamwork 
Experience 

Previous 
Programming 

Grade 

Personality 1.00 4.00 3.00 7.00 

Academic 
Achievement 

0.25 1.00 0.33 3.00 

Teamwork 
Experience 

0.33 3.03 1.00 5.00 

Previous 
Programming 
Grade 

0.14 0.33 0.20 1.00 

 
The experts believed that a personality type is four 

time more important than academic achievement, and three 
time more important than teamwork experience, as well as 
seven time more important than previous programming 
grade respectively, due to extrovert team leader can 
improve performance of team in group work project. In 
regards to this, Omar and Syed-Abdullah (2010), pointed 
out that an effective team needs to have more extrovert 
members. 

Furthermore, experts thought that teamwork 
experience is three time more important than academic 
achievement, in contrast to this, they thought academic 
achievement is three time more important than previous 
programming grade. Finally, experts believed that 
teamwork experience is five time more important than 
previous programming grade in selecting suitable team 
leader for group project in educational setting. 

The data collected from alternatives by using 
questionnaire, so as to evaluate alternatives with respect to 
their strengths in achieving each of criteria. The respondents 
of the study are targeted for undergraduate students, School 
of Computing (SOC), Universiti Utara Malaysia (UUM).  

Saaty (1980), demonstrated mathematically that the 
eigenvector method was the best approach to determine the 
priorities from each pair wise matrix in order to get 
importance of criteria and alternative performance. The 
three main principles of AHP can be elaborated by 
organizing them in a more comprehensive nine steps as 
described in Figure 2 (Ariff et al. 2012).  

To ensure the judgment are consistent, the last 
process called consistency verification, which is considered 
as one of the significant task of AHP, is included to measure 
the degree of consistency among the pair wise comparisons 
by computing the consistency ratio (Ho, 2008). According 
to Saaty (1980), if the CR is greater than 0.1 the judgments 
are untrustworthy because they are too close for comfort to 
randomness and the exercise is therefore valueless or must 
be repeated. However, in practice, consistency ratios of 
more than 0.1 sometimes have to be accepted. For instance, 
an inconsistency of 10% or less must sometimes be 
accepted even though the adjustment is small as compared 

to the actual values of the eigenvector entries (Asamoah, 
Annan, & Nyarko, 2012). 

 

 

Figure 2:  Steps of AHP adopted from (Ariff et al. 2012) 

EXPERIMENTAL STUDY  
To assess the validity of the prototype, an 

experimental study carried in Universiti Utara Malaysia 
(UUM) was conducted. In this study, there were 24 
undergraduate participant whereby students from System 
Analysis and Design (SAD) class. This experimental study 
was carried out by giving (lab assignment) to 24 participant 
that formed randomly by using the prototype into six groups, 
each group consist of 4 students. 

According to Luna-Reyes and Andersen (2003), the 
experimentation toward a real project can be carried out in 
order to measure the practical aspect, as well as in assisting 
for validating of the proposed model. In particular, this study 
was used pre-test, post-test design, where only the 
experimental group (random assignment) was selected as the 
study subjects to compare level performance of participants 
(students group), it includes a pre-test of participants on a 
dependent measure before the introduction of a treatment, 
followed by a post-test after the introduction of the 
treatment. 

 This is supported by Bordens and Abbott (2011), 
who pointed out that by using a one-group pre-test, post-test 
experimental design, can compare levels of performance 
before the introduction of change to levels of performance 
after the introduction of the change, as well as it help in 
assessing the effect of changes in an educational 
environment. 

One hypothesis has been formulated: 
H1: Team using AHP of team leader selection will 
experience higher level of team satisfaction compared to 
team with self-selection team leader. 
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To test the hypothesis (H1), a self-evaluation 
questionnaire adapted from (Tseng et al. 2009; Ku et al. 
2013)  was used for assessing members’ satisfaction on 
teamwork learning environment and perceptions on peer 
interaction, this questionnaire containing 10 items and all 
questions were measured on a five-point Likert-type scale, 
ranging from ‘Strongly disagree’, ‘Disagree’, ‘Do not agree 
neither disagree’, ‘Agree’ and ‘Strongly agree’. Wilcoxon 
Signed-Rank Statistical Test was used to test the hypothesis. 

Ku et al. (2013), argued that teamwork satisfaction 
involves understanding the team’s interaction and process 
from the perspective of the team participants themselves. In 
addition, the teamwork satisfaction scale has been shown to 
demonstrate desirable factorial validity and internal 
consistency with the selected student population (Tseng et 
al. 2009). 
 
RESULTS AND DISCUSSION 

The results of this study showed that the team 
using AHP technique to select team leader experienced 
significantly higher level of satisfaction compared to team 
with self- selection team leader (Z=-2.967 , p=0.003). 
Accumulating evidence has demonstrated that team 
formation has an impact on team performance. Detail of 
results for each items in the teamwork satisfaction 
questionnaire such as the mean scores and standard 
deviations and the associated significance levels of the 
teamwork and satisfaction scale collected from 24 
participants are ranked and tabulated as shown in Table 4. 

 
Table 4: Teamwork satisfaction scale 

Note: Responses ranged from 1 (strongly disagree) to 5 (strongly agree) 

 
 
 
 

Omar and Syed-Abdullah (2010), demonstrated that 
an effective team needs to have more extrovert members. 
Therefore, application of AHP for selecting the most suitable 
extrovert team leader can improve performance of team in 
group work project in educational field due to the team 
leader plays an important role in the success or failure of the 
team (Gilley et al., 2010; Humphrey, 2000a; Rong & Shao, 
2012). 

In the current study, the results from the two 
highest-rated items from the Teamwork satisfaction 
questionnaire also indicated that participants communicated 
with their team leader regularly helped them to understand 
the team project better. Lancellotti and Boyd (2008), pointed 
out that through communication, team members can find 
better ways to work with each other, increase team 
effectiveness, and lead to greater teamwork satisfaction. 

 
CONCLUSION 

The results shown that AHP approach can be used 
to help decision maker to evaluate and select the best 
alternative based on the certain criteria of a decision. 
Application of AHP for selecting the most suitable team 
leader can improve performance of team in group work 
project in educational field due to the team leader plays an 
important role in the success or failure of the team (Rong & 
Shao 2012; Gilley et al. 2010; Humphrey 2000).  

Knowledge in identifying and understanding 
significant criteria to form team members in are beneficial, 
particularly for SE community. In addition, by using the 
proposed model, it can help decision makers specifically 
instructor to form effective team members.  This study can 
be improved by integrating a hybrid technique to improve 
the accuracy of model. In addition, the proposed model can 
be extended and evaluated in industrial setting. 

 
  

ACKNOWLEDGMENT 
 

The authors wish to thank Universiti Utara Malaysia 
(UUM) for funding this study under High Impact Group 
Research Grant Scheme (PBIT), S/O project: ―12867. 
 

REFERENCES 

Adhikaril, I., Kim, S.Y. & Lee, Y.D., 2006. Selection of 
appropriate schedule delay analysis method: Analytical 
Hierarchy Process (AHP). In Technology Management 
for the Global Future, 2006. PICMET 2006. IEEE. 

Ahn, J., DeAngelis, D. & Barber, S., 2007. Attitude driven 
team formation using multi-dimensional trust. In 
Proceedings of the 2007 IEEE/WIC/ACM International 
Conference on Intelligent Agent Technology. IEEE 
Computer Society, pp. 229–235. Available at: 
http://ieeexplore.ieee.org/lpdocs/epic03/wrapper.htm?a
rnumber=4407287 [Accessed February 21, 2014]. 

Amir, F. et al., 2014. Measuring the effect of five factor 
model of personality on team performance with 
moderating role of employee engagement. Journal of 
Psychology, 2(2), pp.221–255. 

 
 
No 

 
 

Questions 

Mean (Std. Deviation)  
 

P- 
value 

Pre-Test 
(N=24) 

Post-Test 
(N=24) 

1 My team members are sharing 
knowledge during the teamwork 
processes  

4.42 (.504) 4.67 (.482) .109 

2 Interacting with the other members 
can increase my motivation to learn  4.46 (.658) 4.58 (.584) .366 

3 I like solving problems with my 
teammates in group projects  4.67 (.482) 4.92 (.282) .580 

4 Working with my team helps me 
produce better project quality than 
working individually  

4.46 (.509) 4.50 (.511) .808 

5 I gained expertise and skills from 
the teamwork processes  4.50 (.511) 4.75 (.442) .083 

6 Communicating between team 
leader and team members regularly 
helps me to understand the team 
project better  

4.29 (.464) 4.75 (.442) .005 

7 My team leader was supportive and 
considerate to other team members  4.38 (.495) 4.71 (.464) .033 

8 My team leader consider suggestion 
made by team member  4.50 (.511) 4.38 (.495) .405 

9 I like team leader that acts as a 
referee when our members cannot 
seem to resolve differences  

4.38 (.495) 4.83 (.381) .002 

10 I have benefited from team leader 
guidance on the group project  4.33 (.482) 4.71 (.464) .013 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2014 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608
 

 

Antoniadis, D.N., 2012. Complexity and the process of 
selecting project team members. Journal for the 
Advancement of Performance Information and Value, 
4(1). 

Ariff, H. et al., 2012. Use of analytical hierarchy process 
(AHP) for selecting the best design concept. Jurnal 
Teknologi, 49, pp.1–18. 

Asamoah, D., Annan, J., & Nyarko, S. (2012). AHP 
Approach for Supplier Evaluation and Selection in a 
Pharmaceutical Manufacturing Firm in Ghana. 
International Journal of Business and Management, 
7(10), 49–62. doi:10.5539/ijbm.v7n10p49 

Bordens, K.S. & Abbott, B.B., 2011. Research Design and 
Methods: A Process Approach Eighth Edi., McGraw-
Hill. 

Bouhana, A., Abed, M. & Chabchoub, H., 2011. An 
integrated Case-Based Reasoning and AHP method 
for personalized itinerary search. In Logistics 
(LOGISTIQUA), 2011 4th International Conference 
on. IEEE. Available at: 
http://ieeexplore.ieee.org/lpdocs/epic03/wrapper.htm?
arnumber=5939443. 

Cann, R. Van, Jansen, S. & Brinkkemper, S., 2012. Team 
Composition in Distributed Software Development, 
Technical report, Information and Computing 
Sciences,University of Utrecht. 

Chapman, K.J. et al., 2006. Can’t we pick our own groups? 
The influence of group selection method on group 
dynamics and outcomes. Journal of Management 
Education, 30(4), pp.557–569. 

Chen, S. & Lin, L., 2004. Modeling team member 
characteristics for the formation of a multifunctional 
team in concurrent engineering. Engineering 
Management, IEEE Transactions on, 51(2), pp.111–
124. Available at: 
http://ieeexplore.ieee.org/lpdocs/epic03/wrapper.htm?
arnumber=1288436. 

Cheng, E. & Li, H., 2001. Analytic hierarchy process: an 
approach to determine measures for business 
performance. Measuring Business Excellence, 5(3), 
pp.30–37. Available at: 
http://www.emeraldinsight.com/10.1108/EUM000000
0005864. 

Cheng, S.C. et al., 2007. Semantic-based facial expression 
recognition using analytical hierarchy process. Expert 
Systems with Applications, 33(1), pp.86–95. 

Dalalah, D., Al-oqla, F. & Hayajneh, M., 2010. Application 
of the Analytic Hierarchy Process (AHP) in multi-
criteria analysis of the selection of cranes. Jordan 

Journal of Mechanical and Industrial Engineering, 
4(5), pp.567–578. 

Deibel, K., 2005. Team formation methods for increasing 
interaction during in-class group work. In ACM 
SIGCSE Bulletin. ACM. 

Deniz, C. & Metin, N., 2009. Using Analytic Hierarchy 
Process for selecting the appropriate host country to 
study english language abroad. International Journal 
of Social Sciences and Humanity Studies, 1. 

Gibney, R. & Shang, J., 2007. Decision making in academia: 
A case of the dean selection process. Mathematical 
and Computer Modelling, 46(7-8), pp.1030–1040. 
Available at: 
http://linkinghub.elsevier.com/retrieve/pii/S089571770
7000830 [Accessed April 30, 2014]. 

Gibson, C.B. & Cohen, S.G., 2003. Virtual Teams That 
Work: Creating Conditions for Virtual Team 
Effectiveness, John Wiley & Sons. 

Gilley, J.W. et al., 2010. Integrated Theoretical Model for 
Building Effective Teams. Advances in Developing 
Human Resources, 12. 

Gurumurthy, A. & Kodali, R., 2012. An application of 
analytic hierarchy process for the selection of a 
methodology to improve the product development 
process. Journal of Modelling in Management, 7(1), 
pp.97–121. 

Hamilton, S.S., 2010. Optimizing team selection for 
educational group projects. United States Military 
Academy at West Point. Available at: 
http://www.usma.edu/cfe/literature/hamilton_10.pdf. 

Ho, W., 2008. Integrated analytic hierarchy process and its 
applications–a literature review. European Journal of 
Operational Research, 186(1), pp.211–228. Available 
at: 
http://linkinghub.elsevier.com/retrieve/pii/S037722170
7000872 [Accessed July 15, 2014]. 

Humphrey, W.S., 2000. introduction to the team software 
process, Addison-Wesley Professional. 

Jain, R. & Rao, B., 2013. Application of AHP tool for 
decision making of choice of technology for extraction 
of anti- cancer bioactive compounds of plant origin. 
International Journal of the Analytic Hierarchy 
Process, 5(1), pp.3–29. 

Khatrouch, I. et al., 2014. An integrated Case-Based 
Reasoning and AHP method for team selection. 
International Conference on Business, Economics, 
Marketing & Management Research, 2, pp.13–18. 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2014 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608
 

 

Kozanoglu, O. & Fahri, A., 2009. A goal programming 
model for optimizing team composition. Journal of 
Yaşar University, pp.1–25. 

Ku, H.Y., Tseng, H.W. & Akarasriworn, C., 2013. 
Collaboration factors, teamwork satisfaction, and 
student attitudes toward online collaborative learning. 
Computers in Human Behavior, 29(3), pp.922–929. 
Available at: 
http://linkinghub.elsevier.com/retrieve/pii/S07475632
12003597 [Accessed October 1, 2014]. 

Lancellotti, M.P. & Boyd, T., 2008. The effects of team 
personality awareness exercises on team satisfaction 
and performance the context of marketing course 
projects. Journal of Marketing Education, 30(3), 
pp.244–254. 

Lee, H.H. & Kim, C.S., 2013. An analysis on the relative 
importance of the risk factors for the marine traffic 
environment using Analytic Hierarchy Process. 
Journal of the Korean Society of Marine Environment 
& Safety, 19(3), pp.257–263. 

Liu, S., Joy, M. & Griffiths, N., 2013. An exploratory study 
on group formation based on learning styles. In 
Advanced Learning Technologies (ICALT), 2013 
IEEE 13th International Conference on. IEEE, pp. 
95–99. 

Luna-Reyes, L.F. & Andersen, D.L., 2003. Collecting and 
analyzing qualitative data for system dynamics: 
methods and models. System Dynamics Review, 19(4), 
pp.271–296. Available at: 
http://doi.wiley.com/10.1002/sdr.280 [Accessed 
October 13, 2014]. 

Molleman, E., 2004. Person-job fit applied to teamwork: a 
multilevel approach. Small Group Research, 35(5), 
pp.515–539. Available at: 
http://sgr.sagepub.com/cgi/doi/10.1177/10464964042
64361 [Accessed February 5, 2014]. 

Oakley, B. et al., 2004. Turning student groups into 
effective teams. Journal of student centered learning, 
2(1), pp.9–34. 

Omar, M. & Syed-Abdullah, S.-L., 2010. Identifying 
effective Software Engineering ( SE ) team 
personality types composition using rough set 
approach. In Information Technology (ITSim), 2010 
International Symposium in. IEEE, pp. 1499–1503. 

Paris, C.R., Salas, E. & Cannon-Bowers, J.A., 2000. 
Teamwork in multi-person systems: a review and 
analysis. Ergonomics, 43(8), pp.1052–75. Available 
at: http://www.ncbi.nlm.nih.gov/pubmed/10975173. 

Rong, G. & Shao, D., 2012. Delivering software process-
specific project courses in tertiary education 

environment: challenges and solution. In Software 
Engineering Education and Training (CSEE&T), 2012 
IEEE 25th Conference on. IEEE, pp. 52–61. Available 
at: 
http://ieeexplore.ieee.org/lpdocs/epic03/wrapper.htm?a
rnumber=6245007 [Accessed February 18, 2014]. 

Rutherfoord, R.H., 2006. Using personality inventories to 
form teams for class projects: a case study. In 
Proceedings of the 7th conference on Information 
technology education. ACM, pp. 9–14. 

Saaty, T.L., 1980. The Analytic Hierarchy Process., New 
York: McGraw Hill. 

Saravanan, S. & Mahendran, P., 2014. An AHP based 
approach - selection of measuring instrument for 
engineering institution selection. Asia Pacific Journal 
of Research, 1, pp.143–150. 

Taylor, B.W., 2010. Introduction to Management Science 
Tenth Edition 10th ed., New Jersey: Pearson Education 
Inc., pp. 431-433. 

Tsai, H.T., Moskowitz, H. & Lee, L.H., 2003. Human 
resource selection for software development projects 
using Taguchi’s parameter design. European Journal 
of Operational Research, 151(1), pp.167–180. 

Tseng, H. et al., 2009. Key factors in online collaboration 
and their relationship to teamwork satisfaction. 
Quarterly Review of Distance Education, 10(2), 
pp.195–206. 

Tseng, T.L.B. et al., 2004. Novel approach to multi-
functional project team formation. International 
Journal of Project Management, 22(2), pp.147–159. 
Available at: 
http://linkinghub.elsevier.com/retrieve/pii/S026378630
3000589 [Accessed February 26, 2014]. 

Vaidya, O.S. & Kumar, S., 2006. Analytic hierarchy process: 
An overview of applications. European Journal of 
Operational Research, 169(1), pp.1–29. Available at: 
http://linkinghub.elsevier.com/retrieve/pii/S037722170
4003054 [Accessed July 11, 2014]. 

Velasquez, M. & Hester, P.T., 2013. An analysis of multi-
criteria decision making methods. International 
Journal of Operations Research, 10(2), pp.56–66. 

Venkatamuni, T. & Rao, A.R., 2010. Reduction of product 
development time by team formation method in lean 
manufacturing. Indian Journal of Science and 
Technology, 3(5), pp.578–582. 

Zendeh, A.B. & Aali, S., 2011. An AHP approach for 
selecting the suitable leadership style. International 
Proceedings of Economics Development & Research, 
25, pp.20–24. 



 

VOL. 5, NO. 2, DECEMBER 2014 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608 

  

 

1 

 

 

www.arpnjournals.com 

 

LEAF LESION CLASSIFICATION (LLC) ALGORITHM BASED ON 
ARTIFICIAL BEE COLONY (ABC)  

Faudziah Ahmad1, Ku Ruhana Ku-Mahamud2, Mohd Shamrie Sainin3, 
 Ahmad Airuddin4 

School of Computing, 
Universiti Utara Malaysia, 

Sintok, Malaysia, 
1 fudz@uum.edu.my,    2ruhana@uum.edu.my, 3shamrie@uum.edu.my, 4mrairuddin@gmail.com 

 
ABSTRACT 
In this paper, an algorithm to classify leaf disease severity based on lesions is presented. The algorithm involved 
three main steps, filtration, recognition and detection. Artificial Bee Colony, Fuzzy Logic, Otsu and Geometry 
formula were incorporated to achieve the goal. Ninety-four leaf images were used in this algorithm combination 
experiment. The study was conducted in four phases, filtration, recognition, detection and evaluation.  Comparison 
was made with four other algorithms, Otsu, Canny, Robert and Sobel. Results showed that the Leaf Lesion 
Classification (LLC) algorithm based on Artificial Bee colony (ABC) produced an average 96.83% of accuracy  
and average 1.66 milliseconds of processing time, indicating that LLC algorithm is better than algorithm such as 
Otsu, Canny, Roberts and Sobel. The study makes a substantial contribution to the body of knowledge in image 
processing. 

       Key words: Leaf Lesion Fuzzy Logic Area Size Hybrid Artificial Bee Colony Otsu Geometry Formula  

 
INTRODUCTION 

Drastic climate change or extreme weather such 
as drought, heavy rain, and very hot days are contributing 
factors for plant disease occurrences.  Millions of people 
will be deprived of food if plants with diseases are not 
treated (Chakraborty & Newton, 2011).  Plant disease can 
be identified by measuring the level of leaf lesion severity. 
Leaf lesion severity is the percentage of seriousness of a  
lesion's appearance. For example, the green color on the 
leaf surface will slowly change to yellow if it is infected 
with a disease.  The color will then change to red dark  if 
the plant is dying. Plant disease can be divided into five 
categories, grade 0 (infection-free), grade 1 (0 – 25% leaf 
area infected), grade 2 (26 – 50% leaf area infected), grade 
3 (51 – 75% leaf area infected), and grade 4 (>75% leaf 
area infected) (Faudziah Ahmad & Ahmad Airuddin, 
2014a; Horsfall & Heuberger, 1942).  

The level of severity can be determined using 
color features (Abdul, et al., 2013). Leaf Color Chart 
(LCC) has been popularly used by farmers to classify the 
grade of plant disease. However, two major problems 
existing in LCC are time consuming in determining the 
level of disease, and the results are less accurate. Thus, to 
overcome the problems, methods such as fuzzy logic, k-
means, clustering, histogram matching, wavelet 
decomposition, and neural networks have been used 
(Arivazhagan, Shebiah, Ananthi, & Varthini, 2013; 
Dadwal & Banga, 2012).  Based on their studies, these 
methods cannot classify leaf diseases correctly and the 
methods could only classify leaf images into two 
categories, healthy and unhealthy leaves. The problem 

with these two categories are those dying leaves (unuseful) 
will be categorized as unhealthy, thus are inclusive in the 
dataset.  The inclusion will result into irrelevant data and 
still will be processed.  To improve the processing time, 
dying leaves need to be identified and then remove from 
the dataset.    By removing them, only relevant data will be 
contained in the dataset, thus resulting to a faster 
classification process.  Recently, leaf lesions have been 
used to determine the level of plant disease's severity 
(Ahmad, et al., 2010; Chen, 2005). For example, [8] have 
used leaf segmentation to search for a lesion such as Otsu, 
Canny, Sobel, Robert and etc. However, segmentation 
method could not speed up processing time. This is 
because the method involve checking one pixel at a time 
sequentially until an object is detected in an image (Patil & 
Bodhe, 2011). This method is less accurate in determining 
a lesion area as the method sometimes over counts the 
pixels and sometimes understate the number of pixels 
(Weizheng, Yachun, Zhanliang, & Hongda, 2008). In 
another study, (Phadikar, Sil, & Das, 2012) used the 
threshold method known as Otsu to measure the lesion 
area.  However, Otsu was found to be unsuitable for 
images of large size.  There are also cases where some 
lesions are not recognized by the method.  Due to the 
limitation of the methods, a better method has been sought.   

Several researchers explored the possibilities of 
using artificial intelligence methods.  In one of the 
attempts, Artificial Bee Colony (ABC) has been shown to 
be capable of  handling problems related to thresholding, 
segmentation and object detection. For example, Ye et al. 
(2011) proposed an automatic choosing threshold 
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algorithm using ABC and compared its performance with 
thresholding segmentation algorithm. Their results shown 
that the performance of ABC algorithm was better than 
the thresholding segmentation algorithm. In another 
research by Zhang and Wu (2011), ABC had been used to 
achieve multi-level thresholding image segmentation. 
They used ABC to overcome time consumption problem.  
They identified that ABC was faster than other 
optimization algorithms. Another method known as Fast 
segmentation in Synthetic Aperture Radar (SAR) and 
combining with ABC had proposed by Ma et al. (2011). 
The objective of their study was to enhance the threshold 
optimal value of grayscale between pixels. They found 
that ABC produced better quality than Artificial Fish 
Swarm (AFS) and Genetic Algorithm (GA) in terms of 
accuracy in segmentation and time. Application of ABC 
for recognition of an object within certain images was 
introduced by (Chidambaram & Lopes, 2009). The 
objective of their work was to find a pattern or template of 
an object anywhere on a target scene. The experimental 
results, using grayscale and color images shown that the 
performance of ABC was faster in finding a pattern than a 
comparable technique such as Evolutionary Algorithm 
(EA). However, in terms of object detection using ABC, 
reviews of past literatures shown that there is no work has 
been done on lesion detection. The positive reviews 
produced from past works have resulted in an attempt to 
use ABC in detecting an object, specifically lesions. 

The major problems of the current algorithms are; 
(i) cannot classify a leaf specifically and correctly, (ii) 
inaccurate detecting leaf lesions, and (iii) time consuming 
to measure the leaf lesion for determining the level of 
disease. In this study, ABC algorithm is the basis for 
developing the proposed classification algorithm to 
overcome the problems.  ABC is used to (i) search 
randomly intensity pixel of mean RGB (in Phase 1) for 
filtering the useful image which is unhealthy leaf that used 
in this experiment, (ii) search randomly global intensity 
pixel  (in phase 2)  for identifying the lesion's location and  
(iii) search randomly local  intensity pixel (in Phase 3) for 
identifying point of maximum and minimum major and 
minor axis to calculate the lesion area.  Otsu and Geometry 
formula were also incorporated  to calculate the total 
lesion area and determine the leaf disease severity level. 
The Leaf Lesion Classification (LLC) algorithm is an 
important research topic as it may prove benefits in 
monitoring large field of crops, and thus automatically 
detect diseases from symptoms that appear on plant 
leaves. Thus, automatic detection of plant disease with the 
help of image processing technique provides more 
accurate and robot guidance for disease management.  

The organization of the paper is as follows. 
Section 2 describes the methodology of the study. Section 
3 and 4 presents analysis of results and discussion. 
Conclusions and future research are shown in Section 5.  

 
METHODOLOGY 

The research was conducted in four phases, 
filtration, recognition, detection and evaluation.  

 
PHASE 1: Filtration 

 
The aim of this phase is to produce an algorithm 

that categorizes leaf images into three categories, healthy, 
unhealthy and dying. Healthy and dying categories are not 
meaningful for this study, thus need to be eliminated. 
With the identification of three categories, it would be 
easier to capture healthy and dying images, and remove 
them from the dataset.     

 
The steps for the phase can be listed as follows:   

 
Step 1: Convert images from JPEG or RGB to TIFF  

 
The study used green leaf images from 

www.forestryimages.org. The images, initially in RGB 
and JPEG format,  were converted to TIFF format using 
the Microsoft Paint software. The images were converted 
to TIFF format because TIFF images are sharper than 
images in JPEG or RGB. 

 
Step 2: Convert TIFF images into grayscale  

 
In a color image, each pixel contains three color 

values, red, green and blue. Converting the color image 
into grayscale will reduce the number of colors to one. 
This will reduce the storage size that will result in a 
decrease in computing time.  The conversion was done by 
using Octave software.  

 
Step 3: Data Cleansing 

 
The aim of this step is to filter grayscale images 

from noises such as dust, blurriness, and unwanted spots. 
This will produce sharper, smoother and noiseless images 
(Rajan, 2012). For this process, Gaussian technique was 
used.  

Next step is to develop a filtration algorithm.  
The algorithm is to categorize the clean grayscale leaf 
images into three categories, healthy, unhealthy, and 
dying.  The steps to develop the algorithm can be found in 
(Faudziah Ahmad & Ahmad Airuddin, 2014a).   

 
PHASE 2: Recognition 

 
In this phase, a recognition algorithm is 

developed.  The algorithm will randomly search for points 
from intensity pixels.  The lesion recognition algorithm 
has been developed.  Details of the algorithm can be 
found in (Faudziah Ahmad & Ahmad Airuddin, 2014b). 

The algorithm was evaluated in terms of 
percentage of correctness, percentage of error and 
detection time.   Figure 1 shows the output obtained from 
running the algorithm.  
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Figure 1.  Lesion image that are Recognized or 

Unrecognized 
 

 From the Figure 1, several blue (+) symbols and 
red (+) symbols were spotted. The symbols represent  
intensity points that recognize or unrecognized an object. 
The blue (+) symbols show that an object has been 
recognized, while the red (+) symbols show unrecognized 
objects.  For the research, only the blue (+) symbols are 
used for analysis.  Based on the blue (+) symbols, the x 
and y coordinates are gathered. 

 
 

PHASE 3: Detection  
 
The aim of this algorithm is to calculate the 

overall lesion area. The algorithm has also been developed.  
The detail description can be found in (F. Ahmad & A. 
Airuddin, 2014).  

   In short, the process can be described as 
follows. The algorithm starts by creating a small window 
based on the coordinates obtained from Phase 2.  The 
window is used for determining the minimum and 
maximum values of major and minor axis.  Major axis 
represents the height of a lesion image, while the minor 
axis represents the length of a lesion image.  

Based on the minimum and maximum values of 
major and minor axis, the lesion area is calculated using 
the ellipse geometry formula.  Figure 2 shows a lesion 
area.  The red oval line represents an ellipse.   
 

 
 
Figure 2. Detection lesion area 
 

Next step is to calculate the ellipse area.  The 
process is repeated for other ellipses (if more than one 
ellipses are found in an image).  Finally, the total ellipse 
area is obtained.   

 
PHASE 4: Evaluation 

 
This phase contains 2 parts; Part 1 performs 

combination of the three algorithms, and Part 2 evaluates 
the combined algorithm.   

       Part 1 develops an algorithm to determine 
the severity of leaf disease.  The algorithm is a 
combination of three algorithms that are obtained  from 
Phase 1, Phase 2 and Phase 3. The algorithm is known as 
Leaf Lesion Classification (LLC) algorithm as shown in 
Figure 3. The algorithm is constructed by implementing 
the first algorithm (from Phase 1), followed by the second 
algorithm (from Phase 2) and finally the third algorithm 
(from Phase 3). The output of Phase 1 is used for input in 
Phase 2. Then, the output of Phase 2 is used for input in 
Phase3. Figure 3 shows the algorithm flowchart. 

      In Part 2, LCC is tested on 94 leaf images. 
The images consist of three groups: 1 to 5 lesions (61 
images), 6 to 10 lesions (20 images), and 11 to 32 lesions 
(13 images).  

     Then, the algorithm is compared with 4 
existing algorithms, Canny, Otsu, Sobel and Roberts. Its 
performance is measured in terms of percentage of 
accuracy, and processing time in millisecond (ms). 
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Figure 3. Flowchart  of  LCC 
 
 
 
 

RESULTS AND DISCUSSION  
 

Table 1 and  Table 2 shows the results. 
 
Table 1.  Comparison percentage of accuracy  
 
   Accuracy (%)  Average 

Algorithms 
Lesion 
(1‐5) 

Lesion 
(6‐10) 

Lesion 
(11 
and 
above)    

LLC  96.1  98.5  95.88  96.83 

Canny  83.72  81.47  81.75  82.31 

Otsu  96.08  93.54  93.63  94.42 

Roberts  30.45  33.25  47.05  36.92 

Sobel  18.27  25  12.15  18.47 
 
Table 2.  Comparison percentage of processing time 
 
   Time Processing  (Ms)  Average 

Algorithms 
Lesion 
(1‐5) 

Lesion 
(6‐10) 

Lesion 
(11 
and 
above)    

LLC  1.65  1.77  1.56  1.66 

Canny  3.01  3.02  3.47  3.17 

Otsu  13.97  14.14  14.08  14.06 

Roberts  4.00  4.32  3.95  4.09 

Sobel  11.18  10.78  12.28  11.41 
 
 

Based on the Table 1, column 1 until 3 denotes 
the percentage of accuracy. Table 2, column 1 until 3 
denotes the whole processing time.  The measurement unit 
used are average percentage of accuracy, and average 
processing times in milliseconds.  

From Table 1 and Table 2, it can be seen that the 
LLC outperforms other algorithms in terms average 
percentage of accuracy, and the average processing time.   

 
CONCLUSIONS 

 
This study produced a classification algorithm that is 

based on ABC. Results showed that LLC algorithm could 
detect faster and more accurately than other algorithms 
such as . The LLC algorithm performs 96.83% average of 
accuracy percentage and 1.66 millisecond for processing 
time. This indicates that incorporating ABC in a 
classification algorithm can produce an innovative, 
efficient and fast interpreting algorithm which will not 
only detect the disease but also classified it into various 
grade levels. 
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RECOMMENDATIONS 

 
Further experiments will be conducted to test on 

a larger set of data and using leaf images that contain 
more lesions.    
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ABSTRACT 
 
The number of major losses and equipment breakdown due to unavailability of spare parts has posed challenges for 
planning and inventory control. Moreover this issue can lead to unproductive breakdown of the equipment with 
eventually give impact towards company’s profit. Most of the inventory planner strengthen their inventory policies by 
maintaining high inventories of spare parts in which resulting irrelevant to the total cost of the asset investment. The 
inventory planner is considered risk neutral and willing to trade off between the lower profit gain for the protection 
against possible production losses. Nevertheless, the objectives of maintaining high inventories of spare parts often 
conflict from meeting the needs of risk averse inventory management. In view of this situation, the management of spare 
parts become critical issue in the company and it is suggested to quantify the potential impact in order to reduce 
risks.This paper describes the development of risk quantification technique using Spare Parts Probability Derivation 
Table for the plant inventory control. The table will provide the probabilities of four critical spare parts that has been 
identified by the maintenance planner. These probabilities can be used to quantify the risk for the spare part failure and 
later to produce optimization in terms of risk and finding the minimal inventory cost. 
 
Key words: Inventory Risk Inventory Holding Cost  Monte Carlo   

 
INTRODUCTION 
 

A higher maintenance cost, unexpected failures, 
down time and loss of production associated with 
equipment failures can create disastrous problems in any 
process plant. In United States about $ 300 billion has been 
used for the purpose of plant maintenance and operation 
(Dhillion, 2002). Malaysia industry also is no exception to 
this issue where in construction industry alone, the 
management spent average RM40 million or 12% of the 
annual budget for the cost of maintenance (Heng et. al, 
2009). In addition, Krishnasamy et. al (2005) has 
discovered that manufacturing company spent about 80% 
from its operation cost to address issue on equipment 
failures and injury to people. These issues actually have 
drawn response among various parties of business and 
industries to look into maintenance management seriously 
(Liyanage and Kumar, 2003). 

  
Maintenance of production machinery incurred a 

lot of money worldwide. Machinery breakdown due to 
uncertainty equipment failure increase the cost of repair and 
production downtime. Thus, it is important to understand 
the maintenance function in manufacturing industry to 
ensure the operation is reliable (Udin & Othman, 2008).  
Nevertheless selecting the right method to address the issue 
of maintenance is quite crucial and sometime become the 
toughest part of the management decision (Tixier et. al, 
2002). (Krishnasamy et. al, 2005) stated that the blend of 
different maintenance strategies will assist the company in 
increasing the equipment reliability and substantially can 
reduce the maintenance cost. For instance Krishnasamy et. 
al (2005) added that various maintenance techniques have 

been applied in oil-fired power plant to rise the operation 
readiness and cut the maintenance cost as most of the 
equipment is functioning within enormous operating 
condition. The failure of the said system can result 
calamitous for the people that depending on electricity 
during winter season.  

 
Maintenance and inventory management are the 

two functions in the company that is interconnected to each 
other. On top of having a good maintenance practice, the 
reason of a greater attention for the company to keep its 
inventory is to ensure the maintenance can restore the 
equipment according to its intended function (Van 
Horenbeek et. al, 2013).  For each spare part the number of 
the item is determined by the demand from the corrective 
action that has been conducted by the respective 
maintenance personnel. Usually the maintenance very much 
depends on the spare parts availability to restore the item in 
order to reduce the downtime failure and cost. On top of all 
issues that is related to maintenance risk, there is a need to 
install an appropriate inventory technique that can address 
the issue of maintenance (Adeyemi & Salami, 2010). For 
instance imbalance of inventory items can create a business 
failure. If a maintenance planner facing experiences of stock 
out of a critical inventory item, it could result a production 
shutdown. If an inventory item is not provided when the 
maintenance planner thinks it should be required, the 
inventory care taker need to source the material anywhere in 
which sometime will incur an additional cost to the 
company. In conclusion, effective inventory management 
can make a substantial contribution to a company’s revenue 
and also increase its yield on the total assets. Being refers to 
as inventory management it is not just addressing the issues 
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of maintenance availability, but it covers the management 
of the economics of stockholding. For many company, the 
ultimate goal inventory management is that every inventory 
expenses will be translated into financial balance sheet 
(Adayemi &Salami, 2010).  

 
According to Khan & Haddara (2004), a lot of 

methodologies have been created to commence an inventory 
risk analysis on an industrial plant. The ranges of the 
methodologies are coming from the aspect of qualitative to 
the vastly quantitative. However, the most difficult part of 
the whole process was to select the right methods to address 
the maintenance needs. By selecting the right technique the 
maintenance manager would be able to assist the company 
to increase the plant reliability and reduce the operating 
cost. Dhillion (2002), agreed that by eliminating certain risk 
in maintenance, the operating cost can be reduced of about 
40-60%. On the other hand, materials and equipment’s 
availability playing a significant role in maintenance 
strategy. According to Sullivan et. al (2010), inventory 
management has the largest impact towards maintenance 
productivity. Due to improper inventory management, 
resulting in stunted maintenance process and ultimately led 
to the issue of company opportunity loss. Nevertheless, 
questions have been raised on how to determine the optimal 
size of the inventory based on the risks inherent in the 
equipment. In view of that, there is growing concern to 
address the issue of inventory based on the potential risks 
posed by the plant. 

 
RISK PREDICTION MODELING 

 
Introduction of Risk Prediction Modeling 
 
 The design of spare part inventory management 
system is very important to an organization that deals with 
thousand line items of spare part in their warehouse. It is 
aimed to determine the optimal level of inventory in order 
to reduce cost. Besides having various techniques on 
evaluating the optimal level of the inventory, it is good 
starting point to analyze the optimum inventory level by 
using risk (Ibrahim et. al, 2010). In particular some 
organizations are willing to pay extra costs in order to 
reduce the possible inventory risk faced by them. In other 
words, the degree of risk reduction is depending on the cost 
of providing extra security to the entire system. The amount 
of money spending is getting smaller as the degree of risk 
reduction become bigger. However, the optimum level 
between the risk reduction and customer willingness to pay 
will meet at the point of the lines is intersecting. This means 
the optimum level will be achieved when the cost of 
providing extra security equals to the customer willingness 
to pay of the risk reduction.  

 
 

 

 

 

 

 

Figure 1.1 Optimum Level between Total Risk and 
Inventory Cost 
 
Figure 1.1 exhibited that customer are willing to spend extra 
money in order to reduce risk. In other words, inventory 
management is a financial balance between stock-out costs 
and inventory costs. The more investment is needed for 
more stock and indirectly it will incur more stock 
depreciation. On the other hand, if no stock available or 
stock-outs, it will give a bad impact for the maintenance 
activity and possibility of interrupting the whole plant 
production process.  
 

The risk prediction modeling is developed to 
address the inventory issues by developing a new method to 
quantify risks by predicting the level of inventory quantity 
from selected spare parts item in plant production. It focuses 
on the frequency of equipment breakdown in plant 
operation demand of the spare parts and number of the spare 
parts replacement during the plant maintenance works. 
Other challenges in plant maintenance such as raw material 
break down, logistic issues, power interruption, and 
financial problems may affect the operation of the company. 
However the study is only focuses on the issues of plant 
breakdown based on the historical data and inventory 
requirement for each of the situation of breakdown 
happened. The quantified risk method proposed in this 
study, will assist the urea producer to make a decision in 
supply chain strategy that provide optimal option of 
inventory cost within minimal risk. This section started by 
determining the critical item in plant maintenance work 
based on historical data provided by the maintenance 
planner of the organization. In this study maintenance 
planner is referring to the person that manage the 
maintenance and decide the inventory level in the 
organization. It describes the equipment failure history or 
breakdown and frequency of spare parts replacement from 
identified critical equipment. 
 
 Risk Prediction Framework 
 

The uncertainty of spare parts requirement in the 
plant maintenance activity will cause disastrous as it may 
affect the plant operation. If the spare parts that are really 
required during the plant operation, does not exist or is not 
enough to cater the plant requirement, the operation need to 
be slowed down or in worst case scenario it has to stop the 
operation.  The operation discontinue will create 
opportunity loss and effect the company financial 
performance. In contrast, if the company overestimates the 
number of spare part to be purchased and unable to quickly 
make use for the maintenance, it will result the company 
having problem in storing the spare part. With limited 
storage space, storing one expensive spare part creates an 
extra cost because sometimes the company cannot store as 
much of other spare part items. Eventually it will leave the 
company storing items that consumers no longer wanted 
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and creating the habit of over purchasing. Without a proper 
planning of spare part requirement, it will cause the 
management to bear the cost of the holding cost. According 
to Pyke and Cohen (1994), it already becoming burning 
issues as approximately fifty per cent of a company in most 
industries was occupied with inventories assets.   

 
In an attempt to minimize or avoid such losses, this 

research employs risk technique by quantifying the risk 
from the prediction of the optimal spare parts level. In this 
situation there are two main factors that can be focused on, 
which are the frequency of equipment breakdown and 
frequency of spare parts replacement. The level of the risk 
value will be depended on the formulation strategy from the 
number of spare parts required and the frequency of 
replacement. The framework for the risk and spare parts 
quantification is showed as below: 

 

 
 

Figure 1.2 The Framework of Risk Based Technique for 
Optimal Spare Parts Inventory Level  
 

In figure 1.2, the issues of breakdown in plant 
operation is segregated based on quarterly time. This is due 
to the reason that the management will do the financial and 
asset review of every quarter of the operation. Thus it is 
quite relevant for the review of the maintenance and 
inventory status in quarterly basis. Based on this study,the 
model parameters refer to the frequency of plant breakdown 
and frequency of spare parts replacement. The spare part 
demand is refers to the level of stock that has been pre-
determine by the plant operation based on the historical data 
and concessive judgment by the maintenance experts. While 
the frequency of spare parts replacement is the number of 
the spare parts that need to be replaced due to equipment 
break down and malfunction. In this study, a case study of 
spare parts inventory from urea plant producer was selected 
as the company is considered as sole manufacturer of urea 
plant producer in northern region of Malaysia. Historical 
data of the spare parts demand and replacement activity 
were collected from the year 2000 until 2014. The collected 
data is in the form of numerical and randomly distributed. 
The value of probability level of frequency breakdown is 
used to measure the level of probability in selecting the 
optimal number of spare parts demand. The probability 
level will be multiplied with the value of impact in order to 
get the risk value. On the other hand, the quantity of spare 
parts will the determine demand of the spare parts and will 
be multiplied with the holding cost to represent the total 
holding cost. In order to obtain the likelihood demand of the 

spare parts, the Monte Carlo Technique is used to verify the 
selected demand assumption.  
 
 
 
Risk Quantification Technique 
 

The topic of probabilistic risk has gained 
increasing attention in both academic research and in 
practice. The subject of risk become popular as it can be 
used in many ways. In defining risk (Wall, 2011) stated that 
risk is a set of scenario si, in which it has the probability, pi, 
and a consequences, xi. In further (Wall, 2011), describe the 
notion of the risk by denoting it as a triples values: 
    

  {si,pi,xi} 
 
Where i=1,2..., N is employed to differentiate the scenarios. 
 

In view of this situation, it is important to identify 
the value that allows the probability distribution can be 
quantified.  In this research, the risk quantification is 
referred to the non-confidence level of the spare part 
inventory demand  multiply the impact values to be borne 
by the company in the event of the no spare part available 
within the required time. By all means the risk value will be 
quantified in monetary value. The formulation below 
provides the expected risk level in monetary values. 
 
 
Risk = (probability of non-confidence level of inventory 
demand) x Impact 
 
 

This formulation will give the actual random 
values for the non-confidence level and will be calculated 
using Monte Carlo simulation. In order to calculate the non-
confidence level inventory demand, the probability of the 
confidence level should be subtracted with the total 
probability which is equal to 1. For example, the percentage 
of the confidence level of inventory demand is 36% or 0.36. 
So the probability of the non-confidence level is equal 
100% or 1 subtracted to 36% or 0.36 which is equal to 64% 
or 0.64. The following equation shows the formulation of 
the non-confidence level inventory demand. 
 
 
Riskncl = (1- probability of confidence level of inventory 
demand) x Impact 
 
 
 
Spare Part Probability Derivation Table (SPPDT) 
 

Spare parts in manufacturing industries are 
categorized in different ways (Kennedy et. al, 2002). In 
particular, inventory of urea plant operation encompasses of 
raw materials, spare parts and finished products. In this 
research, besides the raw materials, spare parts play the 
most important role due to the reason that the maintenance 
will use to restore the plant based on its intended function. 
However some of these spare parts are important to the 
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operation in a manufacturing plant and other parts do not 
have such a severe impact on the process. The obsolescence 
of the critical spare part may cause the plant operations 
disturbance. The critical maintenance analysis discloses that 
the probable failure of the spare parts availability would 
have a significant impact on the plant operation to run 
effectively. Criticalities of the spare parts are determined by 
considering the severity and impact to be borne by the 
company in the event of obsolescence of the spare parts in 
the inventory. In particular, critical spare parts selection will 
be based on situation of the unexpected failure experienced 
by the maintenance on certain critical equipment in the 
plant. Result of the failure may cause the plant shutdown 
and the situation will impact the plant losses of RM2, 
688,000.00 per day.   In order to quantify the inventory risk, 
with regard to the possible spare parts quantity, this study 
formulated Spare Parts Probability Distribution Table 
(SPPDT) for the list of the spare parts.  The SPPDT is the 
method introduced to calculate the possible number of 
required spare parts by looking at demand and the 
frequency of replacement. The simulation process 
constructed using Monte Carlo Technique looking at the 
possible quantity of each of the spare parts that has been 
identified earlier. The probability of the spare parts will be 
calculated from the spare parts demand and frequency of 
replacement tabulation of outcomes of the resampling trails. 
Although the planner has established decision on the 
possible quantity of spare parts that need to be stored in the 
inventory, sometimes unexpected things happen in the plant 
that caused plant shutdown and equipment malfunction. 
Consequently, the value of probability distribution will be 
multiplied with the holding of the spare parts in order to 
present the risk value. By comparing the risk value with 
cost of providing the possible quantity of the spare parts, the 
excessive risk factor would increase the number of the spare 
parts kept in inventory and eventually raise the holding cost. 
 

In view of this situation, the maintenance planner 
has decided to focus on five critical spare parts that will 
give the biggest implications towards the plant operation. 
There are natural gas compressor, process air compressor, 
sync gas compressor, ammonia (NH3) refrigerator 
compressor and carbon dioxide (CO2) compressor. Out of 
five compressors, 3 compressors have major implication 
towards the plant operation that will cause a total shutdown. 
The compressors are natural gas compressor, process air 
and CO2 compressor. Meanwhile the other compressors 
will cause slow down to the plant operation. For this study 
the risk analysis will be focusing on the critical spare parts 
of the overall compressors in which contribute the highest 
implications on the reliability of the compressors. The spare 
parts are dry gas seal, bearing, rotor and minimum governor 
valve. In this research the demand history for each of the 
spare part is collected in order to measure the frequency of 
the replacement and gain understanding about the spare part 
reliability. Based on the investigation that has been carried 
out in the maintenance office, the demand history indicates 
that spare parts from the compressors need to be replaced 
due to unexpected failure caused by the listed spare parts. 
The goal of this research is to assess the risk exposure of 
each spare part and quantify the risk into monetary value. 
Before the risk quantification calculated, the frequency of 

spare parts replacement is obtained from the failure history 
of each spare part. As mention in the previous section, the 
number of replacement showed the failure frequency of the 
spare parts to perform its function and eventually cause the 
plant operation shutdown. The history of the spare parts 
demand is taken from the year 2000 until 2014. In order to 
calculate probability of spare part demand, the minimum 
and maximum number of spare part demand is identified. 
For example, the dry gas seal (DGS) for natural gas 
compressor experienced the demand from zero to 4 units of 
spare parts. This means that the maintenance had to restore 
the spare into the system and should have the spare in the 
inventory for 1 unit, 2 units, 3 units and 4 units. The 
minimum and maximum of spare part demand for every 
compressor is illustrated in the table below. 
 

Natural Gas Compressor 
DGS     :[0,1,2,3,4] 

 
 
Table 1.0 The minimum and maximum demand for DGS 
from year 2000 until 2014. 
 
 
In the next probability derivation process, the frequency of 
replacement which was identified from the range of 
minimum and maximum demand values is calculated. For 
example, the replacement frequency of DGS for zero 
demand is 7 times, for demand of 1 unit is 4 times, 2 units 7 
times, 3 units is 1 time and 4 units 1 time. The illustration 
for each frequency of replacement is tabulated below. 
 

NATURAL GAS COMPRESSOR 

Spare Part Demand 
Frequency of 

Replacement (Times/ 
Year) 

DGS 

[0] 7 
[1] 4 
[2] 7 
[3] 1 
[4] 1 

 
Table 2.0 The Replacement Frequency of the Spare Parts 
for Natural Gas Compressor 
 

Then, in order to calculate individual probability of 
each of the spare parts the Monte Carlo simulation is use to 
illustrate it. According to Heizer and Render (2001), 
Lawrence and Pasternack (2001), Schmitt and Singh (2009), 
Jensen and Bard (2003) Monte Carlo simulation will do the 
mapping on the random number and match the random 
number with simulated events. Basically the simulated 
events are calculated randomly and link the explanation of 
the theoretical probabilities resulting from the acquired 
experiences. In this research, probabilities of individual 
spare pare is perform by calculating the frequency of every 
spare parts replacement occurring throughout the years in 
which from year 2000 until 2014. Consequently after 
getting the probabilities, cumulative probabilities is perform 
in order to get the random number intervals for each of the 
spare parts. The table below shows the probabilities and 
cumulative probabilities of the DGS. 
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Spare 
Part 

Demand 
Frequency 

of 
Replacement 

Probability 
Cumulative 
probabilities 

DGS 

[0] 7 0.350 0.350 
[1] 4 0.200 0.550 
[2] 7 0.350 0.900 
[3] 1 0.050 0.950 
[4] 1 0.050 1.000 

 
Table 3.0 Probabilities and Cumulative Probabilities for 
DGS   
 
After getting the cumulative probabilities for the DGS, 
Monte Carlo is used to generate the random numbers 
between zeroes to one based cumulative probabilities 
distribution.  This cumulative parameter will then use the 
Monte Carlo technique by employing replication of 1,000 in 
order to choose the best possible number of demand at 
which the probability is distributed. For each the demand 
allocation the probability set can be stated as: 
  

P{0} + P{1} + P{2} + P{3} + P{4} = 1 
 
The illustration of the cumulative probabilities and 
probabilities distribution show in the below table. 
 
 

Demand 
Frequency of 
Replacement 

Proba
bility 

Cumulative 
probabilities 

Probability 
Distributio
n (i=1000) 

[0] 7 0.350 0.350 360 
[1] 4 0.200 0.550 190 
[2] 7 0.350 0.900 355 
[3] 1 0.050 0.950 50 
[4] 1 0.050 1.000 45 

 
Table 4.0 Probability distribution based on 1000 Iterations    
 

The calculation shows at which point of demand 
the probability is distributed. The selection of the 
probability distribution from an interval cumulative 
probability defines the probability that the confidence level 
is produced. The choice of the confidence level is calculated 
by transforming the value of the probability distribution into 
percentage. These levels relate to percentages of the area of 
the normal distribution curve. For example of the DGS, the 
confidence level 19% for the demand of [1] will determine 
by probability distribution of 190 divide by 1000. The 
following formulation gives the confidence level in 
percentage value. 
 
                

 
                 

Demand 
Probability 
Distribution 

(i=1000) 

Percentage of 
Confidence level 

[0] 360 36.0% 

[1] 190 55.0% 

[2] 355 90.5% 
[3] 50 95.5% 
[4] 45 100% 

 
Table 5.0 Percentage of DGS Demand Confidence Level 
 

Spare 
Part 

Demand 
Probability 
Distribution 

(i=1000) 

Percentage 
of 

Confidence 
level 

Percentage of 
Non- Confidence 

Level 

DGS 

[0] 360 36.0% 64% 
[1] 190 55.0% 45% 
[2] 355 90.5% 9.5% 
[3] 50 95.5% 4.5% 
[4] 45 100% 0 

 
Table 6.0 The Confidence level and the Risk Value of the 
DGS 
 

Once the confidence level of the inventory demand 
is defined, it will be multiplied by the value of the impact in 
monetary value. 
 
The Impact Values 
 

The impact values from the above equation will be 
calculated only from one condition which is the impact from 
the failure of the spare parts to perform its required 
function. The failure to perform its function may result the 
compressor malfunction and consequently it will cause the 
plant to stop operation. Eventually it will cause production 
loss to the planT. Based on the syndication conducted with 
the production planner, the plant has the ability to produce 
2100MT of urea per day. The current market price for urea 
granular is approximately USD400.00 per tan. By 
multiplying the value, total loss of the operation due to 
unscheduled failure is RM2, 688,000.00 (conversion of 
USD1=RM3.2). Thus the impact will depend on 
unavailability of the specified number of spare parts. If the 
spare part unavailable for 1 unit, thus the impact will be 1 
unit of unavailable spare part per day multiple by the total 
loss of the operation.  
 

Demand Unavailability 
of spare per day 

Number of 
failure 

Total Impact (RM) 

[0] 1 day x 0 s/part 0 0 
[1] 1 day x 1 s/part 1 2,688,000.00 
[2] 1 day x 2 s/part 2 5,376,000.00 
[3] 1 day x 3 s/part 3 8,064,000.00 
[4] 1 day x 4 s/part 4 10,752,000.00 

 
Table 7.0 Total Impact for Each Spare Part 
 
On the other hand, the cost of procuring the maintenance 
service is depends on the items severity. The cost is 
calculated based on the average of maintenance service paid 
to the particular contractor from the date of the spare parts 
installed inside the plant. Nevertheless in this study, as the 
maintenance cost is varies from one service to another, the 
plant maintenance planner has decided to only incorporate 
the impact of the production loss in the calculation. This is 
to avoid the disparity of maintenance cost among the 
difference spare part. Thus, based on the previous stated 
formulation, the impact will be multipled with the 
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pprobability percentage of non-convidence level of spare 
part requirement. 
 
 

Spare 
Part 

Demand 
Probability 
Distribution 

(i=1000) 

Percentage 
of Non- 

Confidence 
Level 

Total 
Impact 
(RM) 

Total 
Risk 
(RM) 

DGS 

[0] 360 64% 0 0 
[1] 190 45% 2,688,000 1,209,600 
[2] 355 9.5% 5,376,000 510,720 
[3] 50 4.5% 8,064,000 362,880 
[4] 45 0% 10,752,000 0 

 
 
Calculation of Inventory Cost 
 
The inventory cost for the spare parts will be calculated 
based on the required number of spare parts that are 
obtained from the simulation using Monte Carlo. The 
quantity of the spare parts will be multiplied with the fixed 
cost of each of the spare parts. Then it also will be added 
with other holding cost such as storage cost, manpower 
cost, insurance cost and purchasing cost. In this study the 
total of inventory cost showed that the cost that the 
inventory has to bear if the case that the spare is not utilized 
by the maintenance within one year period. The holding 
cost is a cost that has been designated of RM5,000.00 for 
the period of one year with regard to all costs incurred by 
inventory management. If the spare parts still remain 
unused, there will additional cost of depreciation that will 
be added on top of the total inventory cost.  
 
Inventory CostINVC = Spare Part Fixed CostSPFC + Holding 
CostHC 
 

NATURAL GAS COMPRESSOR   

Spare 
Part 

Demand 

Cost 
per 
unit 

(RM) 

Fixed 
Cost 
(RM) 

Holding 
Cost 

Total 
Inventory 

Cost 

DGS 

[0] 

50,000 

0 0 0 
[1] 50,000 5,000 55,000 
[2] 100,000 5,000 105,000 
[3] 150,000 5,000 155,000 
[4] 200,000 5,000 205,000 

 
Table 7.0 The Total Inventory Cost 
 
Spare Parts Risk Total Exposure 
 
The spare parts total risk exposure can be defined as the 
total risk that will be borne by the company if the case they 
used specific options the spare parts quantity selection. The 
calculation of the spare parts risk total exposure is 
 
Risk Total ExposureRTE = Total Riskncl + Total Inventory 
CostTIC 
 

Demand 
Total Risk 

(RM) 
Total Inventory 

Cost (RM) 
Total Exposure 

(RM) 
[0] 0 0 0 
[1] 1,209,600 55,000 1,264,600 
[2] 510,720 105,000 615,720 
[3] 362,880 155,000 517,880 

[4] 0 205,000 250,000 

 
Table 8.0 The Total Exposure for the Spare Requirement 
 
Results from the calculation above will provide information 
about the risk on the spare parts quantity option. The 
amount of total exposure for each spare part are different 
from each other. In this case the inventory planner can 
choose whether to keep three units with a total exposure of 
RM 517,880.00 or choose to keep four units of spare part as 
the total exposure is only at RM 250,000.00. With having 
more spare parts it will help the maintenance to reduce loss 
of operation with regard of no spare parts as the total 
exposure to keep more spare parts are still low. The graph 
also showed the comparison of total exposure of spare spart 
and at which point that the requirement of spare spare is 
required. 
 

 
 

Graph 1.0 Comparison of Spare Requirement, Total 
Exposure, Total Risk and Inventory Cost 

 
 

CONCLUSION. 
 

 The research presents a technique for designing 
optimum level of spare parts quantity by looking at the 
likelihood of inventory risk and inventory cost towards the 
maintenance performance. The technique contributes as 
principle guidelines for the maintenance planner to plan 
their inventory spare parts for maintenance activity. In order 
to achieve this, the technique will quantify the risk into 
monetary value which at the end of the day the maintenance 
planner would be able to make a better decision in 
identifying the optimum quantity of the spare parts. On the 
other hand, it also assist the inventory planner to plan the 
stockholding and design the inventory management in more 
effective way by looking at the perspective of risk. Thus it 
will ensure that the dependability of equipment is increased 
and the cost of inventory will be minimized. Indirectly, the 
technique will contribute to the performance of the plant 
operation. 
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ABSTRACT 
This paper aims to present personality types preferences among software developers in Northern region of Malaysia. 
Knowledge in human factor personality types is significant in order to assist project manager for making decision on the 
right personality types that suit into job tasks assigned to software developers. In addition, there is growing awareness on 
applying agile methodology during software development. This software methodology claimed to be acknowledged 
human weaknesses and strengths and thus, has great potential in improving software development effectiveness. 
Therefore, this study also seeks to compare personality type’s preferences amongst agile and non-agile software 
developers. A questionnaire that includes personality test questions was distributed amongst 81 software developers that 
working in the software industry. Results demonstrated that the software developers are mostly Introvert (I) personality 
types. Furthermore, the dimensions of Intuitive (N), Thinking (T), and Judging (J) are dominant personality types among 
software developers regardless of software methodology used. This study provides an insight into personality type’s 
preferences that can guide human resource manager to select the suitable candidate for specific tasks in order to improve 
team performance.  Future studies will be carried out to collect more empirical data and to build software team 
personality types composition model. 
 
Key words: software developer  personality types  agile methodology  human factors  team performance 

 
INTRODUCTION 

Software engineering (SE) is a complex activity, the 
success of which is highly dependent on both human 
characteristics of the development team as well as 
technological issues. It is evident that the success of a team 
depends on grouping the right people in a team (da Silva et 
al., 2013; Gorla, Chiravuri, & Meso, 2013; Gorla & Lam, 
2004; Sommerville, 2007). Literature review indicates that 
researchers focusing on teamwork in SE are coming to 
realize the importance of human factors in influencing 
software team performance. However, most extant findings 
reported in the literature failed to incorporate software 
methodology applied by the team with the personality types 
suited in the team. 

Due to rapid demand of technological changes, 
agile methodologies have emerged to alleviate the 
uncertainty of business requirements. The need to deliver 
quality software in a timely manner and at economical cost is 
the main issue in software industry. Agile methodology was 
designed to capitalize on human aspects of software 
development process by improving communication between 
developers and manager. This approach has been proven to 
promote good teamwork, which is one of the key ingredients 
in developing high quality software (Dingsoyr & Dyba, 
2012; Strode, Huff, Hope, & Link, 2012).  

The applications of personality types have been 
extensively reported in literature review. The literature 
review revealed studies on the role of personality type in 
affecting group processes and decision making (Karn & 

Cowling, 2006), student career choices, employees’ 
preferences, and learning preferences (Galpin, 
Sanders, & Chen, 2007; Mourmant & Gallivan, 2007) 
amongst many others.  

Study carried out by Wiesche and Krcmar (2014), 
shows that 61.53% studies in personality types was 
carried out among software developers or 
professional. However, current trend demonstrate that 
there is no studies that attempts to explore personality 
types among software industry in Malaysia. 
Therefore, this study is intended to fill this gap by 
attempting to answer the following questions: 

i. What is the personality types amongst 
software developers in Malaysia? 

ii. Is there any difference of the personality 
types amongst software developers in 
Malaysia compared to others? 

iii. Is there any difference of personality types 
of agile software developers and non-agile 
developers? 

By having this empirical evidence, decision 
makers can understand patterns of personality types 
amongst software developers. This can  help them to 
develop a team performance prediction model that 
deals with the right member composition of 
personality types, which can improve team 
performance.  
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Introduction to Personality Types 
 In the field of personality psychology, it is widely 
accepted that there is a limited range of possible personality 
types (Myers, McCaulley, Quenk, & Hammer, 1998). For 
example, introvert and extrovert personality types are 
opposite and are fundamentally characterizing an 
individual’s personality. This classification does not aim to 
assess whether the individual is a good or bad (Myers et al., 
1998), but rather to understand differences in the way 
individuals think and react and thus, finding an effective way 
to accommodate the differences. 

There are several major personalities’ theories 
reported in computing and psychological fields. Amongst the 
popular personality test are Myers-Briggs Type Indicator 
(MBTI) (Myers et al., 1998), Keirsey Temperament Sorter 
(Keirsey & Bates, 1984), and Five-Factor Model (FFM), also 
known as Big Five (McCrae & John, 1992). The major 
difference between the three personality tests lies in the 
descriptions of the personality types. MBTI primarily 
focuses on what people think, whereas Keirsey 
Temperament Sorter is more concerned with individual’s 
long-term behaviour (Francis, Craig, & Robbins, 2008). On 
the other hand, FFM is based on five personality traits —
openness to experience, conscientiousness, extraversion, 
agreeableness, and neuroticism, rather than personality 
types. MBTI and Big Five personality tests useful when 
examining cognitive and behavioural aspects of individuals 
due to several correlations of both scales (Furnham, 1996). 
However, MBTI is widely accepted amongst researchers in 
software engineering domains (Bradley & Hebert, 1997; 
Cunha & Greathead, 2007; Karn & Cowling, 2006; Karn, 
Syed-Abdullah, Cowling, & Holcombe, 2007). Therefore, 
MBTI personality test was used in this study. 

Many of currently available physiological 
assessment instruments are based on the theories of Carl 
Jung and Sigmund Freud (Smith, 1989). Given that Carl 
Jung attempted to classify people into different personality 
groups, this approach was adopted in the Myers-Briggs Type 
Indicator (MBTI) created by the Katherine Briggs and Isabel 
Briggs-Myers mother-daughter team (Myers et al., 1998). 
The resulting MBTI instrument is a basis of the 
psychometric type theory of Jungian concept and it can be 
used to investigate and build personality profiles of software 
developers. The MBTI scale has four dimensions—
Introversion-Extroversion (I-E), Sensing-Intuition (S-N), 
Thinking-Feeling (T-F), and Judgment-Perception (J-P). The   

MBTI test allows individual personality type 
preferences to be classified according to the 16 types with 
the results reported as a combination of four dimensional 
pairs, which are Introversion (I) and Extroversion (E); 
Sensing (S) and Intuitive (N) ; Thinking (T) and Feeling (F); 
and Judging (J) and Perceiving (P). These four dimensions 
then make up 16 possible combinations of personality type 
as depicted in Table 1. 

 
Table 1: The16 MBTI Personality Types 

 
ISTJ ISFJ INFJ INTJ 
ISTP ISFP INFP INTP 
ESTP ESFP ENFP ENTP 
ESTJ ESFJ ENFJ ENTJ 

 

A person can be classified into one of the 16 
personality types based on the largest score obtained. 
For example, a person scoring higher on Introversion 
(I) than Extroversion (E); Sensing (S) than Intuition 
(N); Thinking (T) than Feeling (F); and Judging (J) 
than Perceiving (P), would be classified as an ISTJ.       

 
Personality Types and Team Performance 

Capretz and Ahmed (2010) proposed general 
guidelines in terms of MBTI personality types that 
suit software job characteristics, indicating that there 
is no single personality type that would suit software 
development teams. This is because software 
development involving different stages of life 
cycles—analysis, design, programming, testing, and 
maintenance. According to the authors, system 
analysis is better suited for Extrovert-Feeling (EF) 
personality type, system designer role should be given 
to a person with Intuitive-Thinking (NT) personality 
type, programmers should ideally be Introvert-
Sensing-Thinking (IST) personality type, testers work 
best if of Sensing-Judging (SJ) personality type, and 
maintenance roles suit Sensing-Perceiving (SP) 
personality types. However, these guidelines need to 
be proven by testing on a large sample of empirical 
data.  

To date, empirical evidence in which 
personality types significantly affect software quality 
is limited and inconsistent. Cunha and Greathead 
(2007) reported that individual with intuitive and 
thinking (NT) personality type performed better in 
code review tasks compared to non-NT type. In 
another study (Greathead, 2008) also reported that SE 
professionals with introvert personality type perform 
better in code comprehension tasks than do those with 
extrovert type. However, Acuña, Gómez, Hannay, 
Juristo & Pfahl (2015) found positive correlation 
between the number of extroverted team members 
and software quality, while Peslak (2006) discovered 
that presence of extroverted, thinking, and judging 
personality types in the team improved project 
success. Preliminary findings by Mazni and Sharifah-
Lailee (2010) indicated that certain personality types, 
namely extrovert, sensing, feeling and judging, affect 
the software project success the most¸ whereby the 
last type inevitably affects project success, as most 
software team members are judging types.  

In another study by Raza, Zaka-ul-Mustafa 
& Capretz (2012) indicated that extrovert, sensing, 
thinking and judging are dominant personality types 
amongst software engineers in Pakistan. A 
comparison study of personality types amongst 
Cuban, Brazillian and Pakistani software engineers 
has been carried out by Varona, Capretz & Raza 
(2013). They found that Cuban software engineers are 
more extrovert compared to software engineers in 
Brazillian and Pakistan, which are more introvert. In 
addition, the sensing and thinking dichotomous are 
predominace personality types among software 
engineers across the three countries. Wiesche and 
Krcmar (2014) has carried out comprehensive studies 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

3

 

 

on the personality types studies in SE domain. They 
suggested that more research need to carry out on 
developer’s personality types and their performance.  

 
DATA COLLECTION METHOD 

This study was conducted using a quantitative 
approach. A questionnaire that consists of Jung Myers Brigg 
Type Indicator Personality Types (Myers et al., 1998) was 
distributed to the software developers working in 
Information Technology (IT) industries located in Northern 
Region of Malaysia. This study adopting the same 
personality test questionnaire demonstrated in software 
engineering and personality types research (Karn & 
Cowling, 2006; Karn et al., 2007; Layman, Williams, Slaten, 
Berenson, & Vouk, 2008). This personality test is suited in 
this study because it is easy to administer and allows each 
member’s personality type to be quickly discerned and the 
results reported. Furthermore, the test is available free of 
charge, which was also beneficial. 

The questionnaire consists of two parts- 
demographic of participants and the personality types 
questions. The participation was on voluntary basis and the 
participants was informed that  the  data collected from this 
questionnaire is strictly anonymous and confidential and will 
be used for research purposes only.  

In order to assess the questionnaire, statistical 
analysis using SPPS tool was used to analyze the data 
collected. Two types of statistical techniques were chosen, 
which are: a) descriptive analysis to measure the distribution 
of personality types amongst software developers  and b) 
chi-square test to test any difference of personality types of 
software developers that use agile methodology or non-agile 
methodology when developing software. 

 
ANALYSIS OF RESULTS 
 
Demograpic  

In this study, demographic information including 
participant’s age, gender, and methodology used in their 
software development were analyzed.  This was done to 
measure dispersion of data and gain understanding of 
sampling variation, if any by using descriptive statistics. 
Table 2 shows the demographic background of the 
participants. There were 81 participants involved in this 
study. 

Table 2: Demographic Analysis 
 

 
Characteristics 

Number of 
Response (n=81) 
(Percentage %) 

Age 25-34 42 (51.8) 

35-44 29 (35.8) 
44-50 10 (12.3) 

Gender Male 34 (42) 
Female 47 (58) 

Methodology used in 
software development 

Agile 34 (42) 
Non-Agile  47 (58) 

 
 Majority of participants are between the ages of 25 to 
34 years old. This shows that majority of the participants 
may have experience between 1-10 years.  Out of 81 

participants, 42% are male and 58% are female. In 
discussing type of methodology used in this study, 
42% of participants applying agile practices during 
software development and 58% are using non-agile 
methodology such as waterfall or prototyping model. 

 
Personality Types 
 
Figure 1 shows distribution of 16 personality types 
amongst software developers. 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

Figure 1: MBTI Personality Types of Software 
Developers 

 
Out of the 16 MBTI personality types, the 

INTJ (19.75%) personality type has the highest 
number of software developers as depicted in Figure 
1. This is followed by the ENTJ personality types 
(13.58%), ISTJ (12.35%), ESTJ (9.88%), INFJ 
(8.64%), INTP (7.41%), ISFJ (6.17%),  INFP (4.94%) 
and then ISTP, ISFP, and ESTP, all have 2% of 
participants. The ESFP and ENTP, both have only 
1%. There is no data representation for ENFP 
personality types. Based on the results, it shows that 
the majority of Malaysian software developers are 
prominent in INTJ, ENTJ and ISTJ personality types. 
It is consistent with other empirical studies that 
identified the thinking (T) type as the most dominat 
personality types among software developers. The 
software developers are  rational, logical, and make 
decision objectively compared to feelers personality 
types (Gorla et al. 2004; Mourmant et al. 2007). This 
results also showed that the thinking types is also 
dominant for software developers in Pakistan ( Reza 
et al 2013).  
 
Comparison of Personality Types and Software 
Methodology  

This study was further explore is there any 
difference of personality types amongst software 
developers that applying agile or non-agile 
methodology during software development. The 
analysis is based on the four dimensions of 
personality types, which are Introvert (I) vs Extrovert 
(E), Sensing (S) vs Intuitive (N), Thinking (T) vs 
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Feeling (F), and Judging (J) vs Perceiving (P). Cross tab 
analysis using chi-square test was used to measure where is 
any difference of personality types preferences amongst 
software developers that applying agile methodology or not 
in their software development. 
 

i) Introvert (I) vs Extrovert (E) 
In discussing the I-E personality types, there are more 

Introverts (64.2%) compared to Extroverts (35.8%)  for both 
methodologies. For agile team, there are 28.40% is 
introverts, and 13.58% is extroverts. In contrast, for non-
agile team, introvert is 35.80% and  extroverts 22.22%. This 
is illustrated in Figure 2. Results shows that there was no 
significant relationship between team that applying agile or 
not with I-E personality types preferences, 2(1, N = 81) = 
0.10, p = .75. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 2 : Introvert (I) vs Extrovert (E) 
 

ii) Sensing (S) vs Intuitive (N) 
In referring to Figure 3, it shows that Intuitive (58%) 

personality type is dominant compared to Sensing (42%) 
types for both software development methodology teams. 
There is no significance difference on high dominance 
personality types for both teams, 2(1, N = 81) = 0.0, p = 1.0. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3 : Sensing (S) vs Intuitive (N) 

 
 
 

Figure 3 : Sensing (S) vs Intuitive (N) 
 
 

iii) Thinking (T) vs Feeling (F) 
For Thinking (T) vs Feeling (F) personality 

types, it shows that Thinking (72.8) is dominant 
compared to Feeling (37.2%) type for both teams. For 
agile team, there are 35.80% is thinking person, and 
6.17% is feelingperson. In contrast, for non-agile 
team, thinking type is 37.04% and  feeler is 20.99%. 
There is no significance difference on personality 
types preferences for both teams, , 2(1, N = 81) = 
3.57, p = .06. Although it is not significant, Feeling 
(F) type is more dominant in non-agile software 
developers. 

 

 

 

 

 
 
 
 
 
 
 
 
 
Figure 4 : Thinking (T) vs Feeling (F) 
 

iv) Judging (J) vs Perceiving (P) 
With regard to Figure 5, it shows that Judging  

(76.5%) personality type is dominant compared to 
Perceiving (23.5%) types for both teams. There is no 
significance difference on high dominance personality 
types for both teams, 2(1, N = 81) = 3.51, p = .06. 
This shows that there is equally personality types 
preferences amongst  agile and non-agile software 
developers. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 5 : Judging (J) vs Perceiving (P) 
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In sum, there is no significant difference of 
personality types preference among software developers that 
used agile methodology or non-agile methodology. This 
shows that there is no tendency of which personality types of 
software developers may apply agile or non-agile 
methodology during software development activities. 
Organizational culture and types of project are some of  the 
factors for the team to make a decision whether to choose 
agile or non-agile practices. The small sample size may also 
affect the results. 

 
DISCUSSION OF RESULTS 

 
There is increasing awareness amongst software 

engineering researchers that the use of personality types can 
help determine team performance more accurately, as 
software engineering tasks require individuals to work in 
teams in order to deliver software that meets client needs. 
Thus, being able to determine the most optimal personality 
type composition in team can help improve their 
performance.  

Software development, in particular programming, 
is often considered a solely activity. Therefore, programmers 
are typically assumed to be more introvert, as confirmed by 
several studies that found information technology (IT) 
professionals predominantly introverted (Capretz, 2003; 
Mourmant & Gallivan, 2007; Smith, 1989). In contrast, 
Teague (1998) found that extrovert was a preferred 
personality type in computing field, as due to more complex 
demands of modern IT business. In addition, Acuña et al 
(2015) found positive correlation between the number of 
extroverted team members and performance Therefore, 
extroverted person can significantly improve team 
performance. In agile environment, communication between 
client and software developers (IT professionals) plays an 
important role to ensure that software meets client’s 
requirements. Thus, it is posited that extrovert personality 
types may contribute to the success of agile software project. 

Most sotware engineers found to be sensing 
personality types compared to intuitive (Varona et al 2013). 
However, in this study, more intuitive personality types 
among software developers were found. Intuitive person is 
more innovative compared to sensing, that is more 
depending on the practical experience. Nevertheless, 
software development team requires both personality types 
in order to complement each other. 

In this study, it was found that thinking is the 
dominant personality types compared to feeling. It is 
consistent with other empirical studies (Gorla et al. 2004; 
Mourmant et al. 2007; Varona et al, 2013). Thinking 
software members have realistic views and respect for facts, 
thus they tend to make decision objectively. In discussing the 
judging and perceiving personality types, it is common that 
the software developers are judging types. Judging person 
tends to be organized and well-planned in doing their daily 
job tasks. 

 
CONCLUSION 

 The results of this study offers some insight to 
decision makers in guiding them to select software 
developers that suits into a specific task. By conducting 
personality tests, management can realize the importance of 

existing employees’ personality types in order to 
undertand the strengths and weaknesses of their 
employees. In addition, knowing the personality types 
of employees can help manager and human resources 
professionals to  plan strategies for improving team 
members effectiveness. 

Personality profiles of this study is only 
confined with software developers working in a 
software industry located in Northern region of 
Malaysia. Therefore, a more comprehensive study 
with wider selection of sample industrial participants 
will be carried out in order to build a software team 
composition model based on personality types. 
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ABSTRACT 
During a disaster, knowledge sharing plays an important role in helping save lives, delivering immediate relief, 
supporting victims and minimizing the effect of the disaster. This study investigates the determinant factors of 
individuals’ knowledge-sharing intentions during a disaster. Social cognitive theory (SCT) is used as the underlying 
theory to predict victims’ knowledge-sharing behavior. This study used a survey as its data collection technique. The 
respondents were victims who had shared knowledge during a flood. The data was analyzed using structural equation 
modeling with SmartPLS. The findings show that self-efficacy, social support, and social recognition significantly 
influence knowledge-sharing intention. However, reciprocity was not found to significantly influence knowledge-sharing 
intention. The findings suggest the flood victims’ knowledge-sharing behaviors are strongly influenced by social 
recognition. Through this research, an initial conceptual model of the determinants of knowledge-sharing behavior is 
proposed.  
 
Key words: Disaster management  Flood in Malaysia  Knowledge sharing  Social cognitive theory  

 
INTRODUCTION  

In the event of a disaster, sharing information 
effectively is vital as it can help save lives, provide 
immediate relief and support, and minimize the disaster’s 
effects. According to the United Nations Disaster 
Assessment and Coordination Team, effective information 
sharing is important to help coordinate collective efforts 
among agencies in order to minimize the disaster’s effects.  

During a disaster, information is shared at many 
levels and is owned across different agencies (Kaklaukas, 
Amarantunga and Haigh, 2009; Zhang, Zhoe and 
Nunamaker, 2009). Information sharing takes place when 
victims or agencies communicate information that triggers 
actions or decisions. According to Ahmad Dahlan et al. 
(2013), effective information sharing can help agencies that 
are involved in managing a disaster to reduce or control the 
potential losses and risks of the disaster, and to ensure that 
resources reach the victims immediately in order to 
facilitate quick and effective recovery.   

Through effective information management, the 
relevant agencies can access the right information about the 
disaster, make the right decisions, and plan the appropriate 
actions. This leads to minimizing the effects of the disaster, 
reducing the loss, and quickly redeveloping the victims’ 
well being (Yates and Paquette, 2011). During disaster 
management, information sharing should not be limited 
among the agencies only, but should also involve the 
individuals who are affected (i.e., victims) by the disaster. 
Through effective information sharing, they can receive 
information about the current situation and most 
importantly information about food, clothing, and medical 
supplies (Chatfield, Akbari, Mirzayi and Scholl, 2012; 
Majchrzak, Javernpaa and Hollingshead, 2007; Starbird, 
Palen, Hughes and Vieweg, 2010). Information sharing 
among victims is also important because it helps to calm 
down the victims who are waiting for rescue (Lu and Yang, 
2011). According to Scaffidi, Myers and Shaw (2007), the 

continuous supply of information during a disaster event 
can help stabilize and reduce anxiety among victims.   

Although the importance of information sharing 
among victims is acknowledged in the disaster management 
literature (Altay and Green, 2006; Bakillah, Li and Liang, 
2014; Manoj and Baker, 2007), very few studies have 
focused on examining this behavior, especially at the 
individual level (i.e., victims). Most of the previous studies 
have been directed at examining information-sharing 
behavior at the agency or group levels (Chen, Chang and 
Tseng, 2012; Lever-Landis et al., 2003; Lin, 2007; Liu and 
Chen, 2005; Lpe, 2003). Meanwhile, in the knowledge-
sharing literature, very few studies have examined this 
behavior from the disaster management perspective. Most 
of the research in the knowledge-sharing literature examines 
this behavior within the domains of education, business, and 
management (Bock and Kim, 2002; Lin, 2007; Liu and 
Chen, 2005; Lpe, 2003). Thus, to ensure a better 
understanding of information-sharing behavior, this study is 
designed to investigate the determinant factors of 
information-sharing behavior among flood victims in 
Malaysia.  

From a theoretical point of view, this study 
contributes to the body of knowledge by investigating the 
determinant factors that influence information-sharing 
behaviors among flood victims. This study adopts social 
cognitive theory (SCT) (Bandura, 1986) as its underlying 
theory. This study also contributes to the body of 
knowledge by extending the application of SCT to an 
examination of individual behaviors within the disaster 
management domain. To the best of our knowledge, SCT 
has mainly been used within the management, health, and 
education context. This study is one of the first to extend the 
use of this theory to the disaster management domain.  
 

THEORETICAL BACKGROUND  
 

Social Cognitive Theory (SCT) 
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In order to examine the determinants of individual 
knowledge-sharing behavior during the occurrence of a 
disaster, the authors used SCT to conceptualize a research 
model for this study. SCT plays an important role in 
understanding knowledge-sharing. SCT was proposed by 
Bandura (1986) and is a widely accepted theory that 
provides a critical perspective for examining the reasons 
why individuals adopt certain attitudes. In the SCT model 
(Figure 1), behavior, personal factors and environment 
factors interact to determine individual behavior (Wood and 
Bandura, 1989). These three elements influence each other. 

 

 

 

 

 

 

 

 
Figure 1: Elements of social cognitive theory model 

Previous research has demonstrated the use of SCT 
in various domains such as organizational management, 
health, and education. In health, this theory has been used to 
predict lifestyle behavior for the prevention of osteoporosis 
(Lever-Landis et al., 2003). In informatin technology, SCT 
has been applied to study loyalty in online communities 
(Lin, 2010). However, in the disaster management context, 
there is a lack of research examining individual behaviors in 
sharing knowledge. Thus, SCT is an appropriate model to 
examine the reasons why individuals adopt certain attitudes 
during a disaster event. According to SCT, two concepts are 
relevant in examining individual behavior, namely, self-
efficacy and outcome expectations (including personal 
outcome expectations and community outcome 
expectations). 
 

Self-Efficacy 
Bandura (1986) defines self-efficacy as an 

individual’s considerations of their ability to plan and 
execute actions and tasks. In other words, self-efficacy 
refers to the individual’s belief in their ability to do certain 
actions. It also involves the individual’s self-evaluation 
regarding their actions, efforts, and diligence in making 
decisions (Lin, Huang and Chen, 2009). Self-efficacy has 
been found to positively affect the individual’s decision to 
execute certain tasks (Bandura, 1982, 1986; Igbaria and 
Livari, 1995). An individual with high self-efficacy will feel 
confident in doing a task, compared to those with low self-
efficacy. Individuals with low self-efficacy believe they are 
not able to perform the task or action (Schunk, 1990).  

Previous studies have shown that self-efficacy 
affects human attitudes positively when sharing information 
(Bock and Kim, 2002; Hsu, Ju, Yen and Chang, 2007; 
Tamjidyamcholo, Mohd Sapiyan, Tamjid and Gholipour, 
2013; Wasko and Faraj, 2005). For instance, Constant, 
Kiesler and Sproull (1994) found that when a sender gives 

accurate and meaningful information, it increases their 
confidence level and promotes positive information-sharing 
behavior. Self-efficacy is considered as one of the main 
motivations for individuals to share information (Bock and 
Kim, 2002). This is because sharing information requires 
the individual to have the ability to clearly and confidently 
share their information with others (Hsu et al., 2007).  

Within the disaster management context, self-
efficacy is proposed to have an influence on individuals’ 
information-sharing behaviors. This is because, during a 
disaster event, victims with higher levels of self-efficacy 
will usually demonstrate more positive behaviors, especially 
in regard to helping others (Benight et al., 1997; Murphy, 
1987). Individuals with high self-efficacy are more likely to 
share their feelings and emotions to help calm others and 
control the situation (Benight et al., 1999; Benight and 
Bandura, 2004; Paton and Jackson, 2002). This study 
proposes that individuals with high levels of self-efficacy 
are more likely to share their information with others during 
a disaster event of disaster. Thus, this study hypothesized: 
 
H1. Information-sharing intention is positively influenced 
by self-efficacy. 
 
Outcome Expectations 

SCT posits that an individual’s behavior is 
influenced by the outcome they expect from conducting a 
task or action. Bandura (1997) defines an individual’s 
outcome expectation as the individual’s belief that they 
might receive certain benefits from carrying out a certain 
task. In the information-sharing context, individual outcome 
expectations can be categorized as personal outcome 
expectations and community outcome expectations (Bock 
and Kim, 2002; Compeau, Higgins and Huff, 1999; 
Kankanhalli, Tan and Wei, 2005).  

Personal outcome expectations refer to individuals’ 
beliefs that by sharing information they might achieve 
certain tangible rewards or goals (Bock and Kim, 2002; 
Compeau and Higgins, 1995, 1999; Kankanhalli et al., 
2005; Wasko and Faraj, 2005). For instance, an individual is 
motivated to share information when they believe there will 
be an act of reciprocity (Hsu et al., 2007). An act of 
reciprocity is important because the individual believes that 
sharing information with those who need it might lead to 
others helping him/her in the future (Bock and Kim, 2002; 
Davenport and Prusak, 1998; Lu and Yang, 2011; Paton, 
2003). 

Community outcome expectations refer to the 
individual’s belief that they might achieve internal 
satisfaction from helping others who require their 
information (Kankanhalli et al., 2005). For instance, an 
individual is expected to share information when they 
believe that it can help them achieve social respect from 
others (Andrew, 2002).  

In this study, personal outcome expectations are 
represented by the individual’s belief of reciprocity, and 
community outcome expectations are represented by social 
support and social recognition.  
 
Personal Outcome Expectations 
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According to Blau (1964, p. 6), reciprocity implies 
“actions that are contingent on rewarding reactions from 
others and that cease when these expected reactions are not 
forthcoming”. Kollock (1999) noted that reciprocity 
behavior can provide a feeling of responsibility to 
reciprocate back; the information contributor generally 
hopes that information will be received from others in the 
future in order to ensure ongoing supportive information 
sharing. In the information-sharing literature, it is evident 
that reciprocity has a positive effect on information-sharing 
behavior.  

According to Davenport and Prusak (1998), 
reciprocity is one of the factors that drive people to share 
information. Individuals who share information believe that 
sharing information with others will lead to their own 
requests for information being met in the future. Bock and 
Kim (2002) also noted that the individual who has received 
help feels that in future they have to reciprocate the help, 
while Hsu et al. (2007) found that people are more 
motivated to share information in communities if there is 
the expectation of receiving better cooperation in return. In 
a disaster event, people are usually uncertain about 
information. Disaster victims need information relating to 
food, shelter or medical relief. Thus, people who have high 
levels of reciprocity will share as much information as 
possible in order to reduce the victims’ feelings of 
uncertainty; by sharing all their information, they hope that 
other people will reciprocate in the future. Thus, this study 
hypothesized: 

 
H2. Information-sharing intention is positively influenced 
by the individual’s belief of reciprocity. 
 
Community outcome expectations 

Social support is defined as the sharing of verbal 
and non-verbal messages in order to express emotions, 
information and referral; hence, social support can assist in 
reducing individuals’ uncertainty (Walther and Boyd, 
2002). In a disaster event, social support is considered to be 
a necessary protective factor. It has been shown to reduce 
stress and depression and to increase health (Benight and 
Bandura, 2004). Usually, during a disaster event, victims 
feel uncertain about the information that they have. Thus, 
victims’ uncertainty can be reduced through the social 
support given or received by others through information-
sharing activities.  

According to the information-sharing literature, 
individuals are more likely to share information if they 
believe by sharing information they can accomplish certain 
goals or fulfill their own personal satisfaction (Chiu, Hsu 
and Wang, 2006; Hsu et al., 2007). Acknowledging the 
importance of social support during the event of a disaster, 
this study believes that the vast amount of such social 
support behavior shows that communities intend to share 
information and experience in an attempt to reduce the 
uncertainty surrounding a disaster. Further, by sharing 
knowledge, communities can be supported and the 
uncertainty about the disaster can be reduced. Thus this 
study hypothesized: 

 

H3. Information-sharing attitude is positively influenced by 
social support. 

In the knowledge-sharing literature concerning social 
recognition, understanding knowledge-sharing behavior has 
been the focus of researchers (Cabrera and Cabrera, 2002; 
Hsu et al., 2007; Kankanhalli et al., 2005; Maholtra and 
Galletta, 2002). For instance, according to Cabrera and 
Cabrera (2002), individuals feel more meaningful when 
they receive social recognition from others compared to 
receiving pecuniary rewards. Kankanhalli et al. (2005) 
noted that, if individuals believe they can obtain intrinsic 
benefits such as social recognition, they are willing to share 
knowledge. The literature suggests that increased 
recognition by the community can be a primary factor in 
motivating an individual to contribute knowledge (Constant 
et al., 1994; Hall, 2001; Kollock, 1999). Mathbor (2007) 
found that individuals who voluntarily shared knowledge in 
a disaster event are thankful for the social recognition of 
their efforts to help others in their communities. Volunteers 
show attitudes such as sincerity and commitment to the 
fundamental principles of humanity, voluntary service, 
unity and universality. In addition, the absence of 
recognition systems may frustrate individuals’ efforts to 
share knowledge (Riege, 2005). Thus, individuals consider 
recognition as the net gain without hoping for any other 
form of reward. Therefore, this study believes that social 
recognition is an important factor in predicting knowledge-
sharing intentions during a disaster event.  

H4. Knowledge-sharing intention is positively influenced by 
social recognition. 

  
Research Model 
 Figure 2 illustrates the conceptual model for this 
study. Based on this research model, information-sharing 
intention is predicted to be positively influenced by self-
efficacy, reciprocity, social support, and social recognition. 
 

Figure 2: Conceptual model 
 

For the purposes of this study, it is proposed that 
knowledge-sharing intention is influenced by self-efficacy, 
personal outcome expectations and community outcome 
expectations. Personal outcome expectations are represented 
by an individual’s belief in reciprocity, and community 
outcome expectations are represented by social support and 
social recognition. 
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METHODOLOGY 

 
Data Collection 

The research instrument for this study was adopted 
from previous works in the literature (Lin, 2007; Lin, 2010; 
Lin and Huang, 2008; Lin et al., 2009; Tohidinia and 
Mosakhani, 2010). The questionnaire consisted of 20 items. 
Modifications were made to the original items to ensure 
each item fitted the context of this study. All the items were 
anchored using a seven-point Likert scale ranging from 
“strongly disagree” (1) to “strongly agree” (7). 

The content validity of the research instrument was 
established by consulting a group of experts (i.e., senior 
lecturers and associate professor) in the field of information 
systems and research methodology. Based on their 
feedback, minor word changes were made and no item was 
dropped.  

A pilot study was conducted to determine the 
reliability of the instrument. The pilot study was carried out 
using the actual data collection procedures. It involved 30 
flood victims in Kelantan. The measurements and structural 
model were analyzed using SmartPLS; the analysis 
indicated that the research instruments demonstrated 
satisfactory reliability and validity. 

Questionnaires were distributed to 175 victims 
who had been relocated to evacuation centers in Rantau 
Panjang, Kelantan, following a flood disaster. Of these, 120 
questionnaires were returned and 108 complete responses 
were used for data analysis. 

The partial least square (PLS) technique was used 
to analyze the data. This technique has the ability to predict 
the theoretical model (Sosik, Kahai and Piovoso, 2009). 
Since the main objective of this study is to investigate the 
determinant factors of flood victims’ knowledge-sharing 
behavior, PLS was selected as the analysis technique. Smart 
PLS 2.0 software was used to analyze the measurements 
and the structural model.  
 

RESULTS 
 

Demographic Information 
The majority of the respondents were female 

(65.74%), with 11.27% aged below 20 years, 36.62% aged 
between 21 and 30 years, 25.35% aged between 31 and 40 
years, 15.49% aged between 41 and 50 years, and 11.27% 
aged at least 51 years. Regarding the level of education, 
63.89% of the respondents had graduated from high school 
and 36.11% held either a diploma or degree. Further, 
78.70% of the respondents had been affected by flood less 
than 20 times, while 21.30% had experienced flood more 
than 20 times.  
 
Measurement Model 

The convergent validity of the research model was 
evaluated using Fornell and Larcker’s (1981) two criteria: 
(1) all the indicators must be significant (at least at 0.05 
value) and their loading should exceed 0.7; and (2) the 
average variance extracted (AVE) for each construct should 
exceed the variance due to measurement error for that 
construct (in other words, the AVE should exceed 0.50). 
Having analyzed the gathered data, this study obtained 

results as exhibited in Table 1 (Appendix 1). All item 
loadings exceeded 0.7 on their respective construct and 
were significant at p < 0.001. The AVE value for each 
construct was greater than 0.50, ranging from 0.6205 to 
0.7082. Hence, both criteria for convergent validity were 
satisfied. 

For discriminant validity, one of the most 
commonly used criteria in PLS is to ensure that the square 
root value of the AVE for each construct should be greater 
than the inter-correlations between constructs (Chin, 1998).  
The results (Table 2) illustrate that all AVE square root 
values were greater than the inter-correlation values 
between constructs. Hence, the criterion for discriminant 
validity was satisfied. 
 
Table 2: Intercorrelation matrix and AVE square root values 
 

 BP KD PS SS TB 
BP 0.7932     
KD 0.5234 0.7908    
PS 0.5385 0.3694 0.8415   
SS 0.5784 0.5629 0.4694 0.7907  
TB 0.3419 0.4939 0.3917 0.4641 0.7877 

 
 (**BP = knowledge-sharing intention ; KD = self-efficacy ; 
PS = social recognition; SS = social support; TB = 
reciprocity) 
 
Structural Model 

Figure 3 illustrates the results of the structural 
model. The model explains a significant amount of variance 
in the dependent variable (i.e., knowledge sharing intention) 
(R2=0.4671), which is strongly influenced by social 
recognition (β=0.320, p<0.05), followed by social support 
(β=0.308, p<0.01) and self-efficacy (β=0.259, p<0.001).  

Reciprocity (β=-0.054, n.s) was found to be not 
significant in influencing knowledge-sharing intention. Of 
the four proposed hypotheses, three (H1, H3, and H4) 
received statistical support, and one (H2) did not receive 
enough statistical support. 

Figure 3: Results for the structural model 
 

R2=0.4671
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DISCUSSION AND CONCLUSION 
 
The main objective of this study is to examine the 

determinant factors that influence flood victims’ 
knowledge-sharing behavior. Based on the proposed 
research model, this study predicted that flood victims’ 
knowledge-sharing intention is influenced by self-efficacy, 
reciprocity, social support, and social recognition.  

Having collected and analyzed the data, the results 
provide several key findings that validate part of the 
research model. First, the findings explain that flood 
victims’ knowledge-sharing behavior is strongly influenced 
by social recognition. This result is in line with previous 
studies (Kankanhalli et al., 2005). Second, the study finds 
that flood victims’ knowledge-sharing intention is 
influenced by self-efficacy and social support. This result is 
in line with Lin (2007) and Lin and Huang (2008).  

Reciprocity is not found to significantly influence 
flood victims’ knowledge-sharing intention. One plausible 
explanation for the non-significant result for reciprocity is 
the context of this study. The victims perhaps do not expect 
any consideration of the information provided. Previous 
research found that helping others is a factor of knowledge 
sharing. Helping others comes from the concept of altruism 
(Kankanhalli et al., 2005), which exists when people 
experience enjoyment in sharing knowledge without hoping 
for anything in return (Krebs, 1975; Smith, 1981). 
Knowledge contributors who derive positive feelings from 
helping others may be more willing to share knowledge. For 
instance, Lee and Cole (2003) noted that people voluntarily 
contribute their knowledge without expecting any rewards 
because they feel that helping others is more important. 
Thus, the individual has a sense of achievement and feels 
good about helping others by contributing knowledge 
during a disaster. 

The main contribution of this paper to theory is the 
examination of the determination of flood victims’ 
knowledge-sharing behavior. This is an early attempt to 
examine flood victims’ knowledge-sharing behavior. The 
findings of this study provide researchers and practitioners 
with new insights into the determinants of flood victims’ 
knowledge-sharing behavior. 

This study contributes to practice through the 
potential of guidelines that can be used by the relevant 
authorities to promote knowledge sharing among flood 
victims. Based on the results, knowledge sharing among 
victims can be increased by inculcating knowledge-sharing 
behavior as a common practice in the community. This is 
because the results show that social support and social 
recognition are factors that lead to knowledge-sharing 
behavior. 

The findings of this study also have social 
implications. Through the attitude of knowledge sharing 
practiced by the victims, the process of knowledge sharing 
will become more widespread. As a result, knowledge 
sharing among victim will embody the attitude of helping 
each other. Through knowledge sharing activities among 
victims will make their relationships become closer. 

The results of this study must be interpreted with 
some caution due to two limitations. First, the results are 
not generalizable as this study collected data from one part 
of Malaysia (i.e., Rantau Panjang, Kelantan). Differences 

may exist in the demographic factors in flood-affected 
regions across Malaysia. Second, the victims involved in 
this study were from rural areas which typically have low 
education levels. The results might not be similar if this 
study is replicated in other countries (i.e., developing 
countries). In addition, a comparative analysis should also 
be conducted to observe the differences in the motivation 
between victims in rural and urban areas. It might be helpful 
for future research to examine the differences in motivation 
among victims in rural and urban areas. Examining these 
differences is worthwhile as it can lead to a better 
understanding of how these two groups of victims are 
different in regard to the determinants of their knowledge-
sharing behavior. 

In conclusion, SCT can be seen as a suitable 
approach to widen the understanding of the determinants of 
flood victims’ knowledge-sharing behavior. The need to 
understand how to promote this theory in order to support 
knowledge sharing is essential. Future researchers are 
encouraged to include trust and expected relationships (Hsu 
and Lin, 2008) in their predictive model so that a more 
holistic understanding of the factors that influence flood 
victims’ intentions to share knowledge can be formed. 
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Appendix 1

Table 1: Study results  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Construct Item Questions Loading T-Statistic CR AVE 
Information- 
sharing 
Intention 
 

BP1 I intend to share my information 
about a flood. 

0.776 8.814  
 
0.8700 

 
 
0.6291 BP2 I am likely to share my 

information with flood victims. 
0.642 5.090 

BP3 I try to share my information with 
flood victims. 

0.878 27.551 

BP4 I plan to share my information 
with flood victims. 

0.855 20.924 

Self-
efficacy 
 
 

KD1 I am confident in my ability to 
provide information that flood 
victims consider to be valuable.

0.839 24.275  
 
0.8692 

 
 
0.6253 

KD2 I have the expertise required to 
provide valuable information to 
flood victims. 

0.831 13.435 

KD3 The level of my understanding 
about what to do during a flood is 
very high. 

0.717 7.155 

KD4 I have confidence in responding 
based on my knowledge when 
asked by flood victims.  

0.770 13.094 

Reciprocity 
 

TB1 I know that other individuals will 
help me if I help them. 

0.807 9.645  
 
 
0.8668 

 
 
 
0.6205 

TB2 I believe that someone would help 
me if I were in a similar situation 
(as a flood victim). 

0.854 13.148 

TB3 It is fair to help flood victims 
when they want help. 

0.773 10.170 

TB4 I believe that I will reciprocate 
with the help that I give to flood 
victims. 

0.710 6.131 

Social 
Support 
 

SS1 I receive numerous advices from 
flood victims when I share my 
information with them. 

0.814 23.755  
 
 
0.8686 

 
 
 
0.6252 SS2 I receive information about the 

flood from flood victims when I 
share my information with them. 

0.837 12.489 

SS3 I receive sufficient assistance from 
flood victims when I share my 
information with them. 

0.656 6.141 

SS4 I can discuss issues and matters 
with flood victims when I share 
my knowledge. 

0.841 22.694 

Social 
Recognition 
 

PS1 Participating during a flood would 
enhance my personal reputation. 

0.820 13.460  
0.9066 

 
0.7082 

PS2 Participating during a flood would 
improve my status. 

0.852 16.353 

PS3 I can improve my image when I 
share my knowledge with flood 
victims. 

0.845 18.030 

PS4 I can be an influential person 
when I share my knowledge with 
flood victims. 

0.849 19.504   
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ABSTRACT 

Social media is gaining its popularity as one of the most used ICT medium. It allows users to communicate 
without the space and time boundary. Recently, previous works have acknowledged the important of social media as one 
of the most widely used ICT tools to share information during the event of disaster. Although social media is gaining 
popularity it is unknown how this application fit the task of information sharing. Examining the fit between task and 
technology is very important to ensure that individual can gain desired benefit performing a task using a certain 
technology/information system. Hence, this study is carried out to determine the what are the determinant factors that 
influence fitness between social media and information sharing tasks during disaster. This study used task-technology fit 
(TTF) theory as its underlying theory. Quantitative research method was used. Data for this research is collected using 
web based questionnaire. The data is analyzed using Structural Equation Modeling (SEM) Partial Least Square (PLS) 
technique. The results of this study shows that task characteristic has stronger influence over technology characteristic. 
This paper end by concluding its contributions and limitations.   

 
 
Key words: Disaster Management   Flood in Malaysia  Knowledge Sharing  Task-Technology Fit (TTF)   
 

INTRODUCTION 
Social media is an online media that provides a 

space for users to connect without time and space boundary. 
It is famous with interactivity and information sharing 
activity (Yates and Paquette, 2011) by allowing not only 
text, but also other rich media including images, graphics, 
and video as well as links to be shared (Dabner, 2012). 
Among the famous social media include Facebook, Twitter, 
Youtube, Instagram, Blog, Wiki, and virtual community.  

Every year, the use of social media increases 
drastically. As an example, the 100 millions Facebook users 
in 2008 has increased to 1.11 billion in March 2013 
(http://www.statisticbrain.com/facebook-statistics/).  With 
the huge number of users, the social media has not only 
been used for interacting, but also for education (Wolf, 
Wolf, Frawley, Torres and Wolf, 2012), marketing 
(Pradiptarini, 2011), political messages (Tumasjan, 
Sprenger, Sandner and Welpe, 2010), promoting charity 
work (Barnes and Mattson, 2010), and in emergency 
(Kaigo, 2012; Shklovski, Palen and and Sutton, 2008; Yates 
and Paquatte, 2011). 

Recently, social media has been identified as one 
of potential tools for sharing information during disaster 
(Yates and Paquatte, 2011). The Wikipedia and virtual 
collaborative applications was used in sharing information 
during the earthquake in Haiti islands in 2010. It was found 
useful as it only requires minimum supervision in its 
implementation (Yates and Paquette, 2011).  

Although the social media is clearly beneficial and 
is able to increase the effectiveness of disaster management, 
in some conditions it is non-effective (Hagar, 2012; Kaigo, 
2012; Yates and Paquette, 2011). According previous 
research,  it allows every one to load too much information 
simultaneously without any filtering mechanism. This raises 
doubts in the accuracy of the shared information (Hagar, 
2012; Kaigo, 2012; Yates and Paquette, 2011). At the same 

time, respected agencies will face difficulties in making 
decision (Hagar, 2012).  

Majlis Keselamatan Negara (MKN) is the main 
government agency that manage disasters in Malaysia. 
Besides all the rescue work, MKN is also responsible in 
sharing information about a disaster to the community. A 
number of ICT application has been developed by MKN for 
the purposes of sharing information with the community 
during disasters such as 1) MKN official portal, 2) MKN 
social media (Facebook and Twitter). From our observation, 
these communication channels have been widely used to 
facilitate information sharing during the event of disaster. 
Although that is the case, how effective social media 
application can be used to support information sharing 
during the event of disaster is not clear. 

Within information systems literature, the fit 
between tasks and technology refers to how much the used 
technology could increase the effectiveness of task in hand 
(i.e., information sharing) (Dishaw and Strong, 1998; 
Goodhue and Thompson, 1995).  According to Goodhue 
and Thompson (1995), Dishaw and Strong (1998), and 
Zigurs and Buckland (1998) a technology (i.e, social media) 
is considered as fit when it provides suitable features that is 
able to support the task (i.e, information sharing).  Social 
media is fit with information sharing tasks when its 
functions could support information sharing needs 
(Benslimane, Plaisent and Bernard, 2002; Dishaw and 
Strong, 1998; Goodhue and Tompson, 1995).  

 
THEORETICAL BACKGROUND AND RESEARCH 

MODEL 
 
Task-Technology Fit Theory 

Goodhue and Thompson (1995) introduced the 
technology-task congruity model to explain how technology 
affects performance. They believe that TTF will influence 
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the use of technology and its performance when the 
technology is appropriate with the tasks. This reflects that a 
technology fits when it performs appropriate tasks (Dishaw 
and Strong, 1998). Further, Lippert and Forman (2006) 
stress on the features that make technology fits with the 
tasks.  Accordingly, all factors lead to the formation of a 
model illustrated in Figure 1. 
 

 

 
Figure 1:  General model on technology-task fitness. 

 
Figure 1 illustrates four main components of TTF: 

task characteristics, technology characteristics, technology-
task fit, and technology use. This theory proposes that 
technology use could be expected when task characteristics 
fit technology characteristics. However, technology use is 
influenced by task and technology characteristics through 
TTF.  

In that situation, Goodhue and Thompson (1995) 
views TTF as a level where technology could assist people 
in performing their tasks. Regarding this study, fitness 
between task and technology refers to the extent social 
media is appropriate in information sharing (Dishaw and 
Strong, 1998).  In more detail, technology (i.e, social media) 
includes the characteristics and features in performing tasks 
(i.e, information sharing) (Goodhue and Thompson, 1995). 
In TTF, task refers to individual’s action in transferring 
input into output to fulfill information sharing needs, while 
technology use refers to the practice of using technology in 
accomplishing tasks.  

TTF is defined as the use of information system 
(IS), in which performance is made when IS supports the 
task being carried out (Furneaux, 2012). The theory has 
been used by individuals and by groups; however more 
works have been reported on individual’s tasks. While 
Goodhue and Thompson (1995) have proposed  a model 
that affect performance at individual level (D’Ambra and 
Wilson, 2004; Dishaw and Strong, 1999; Klopping and 
McKinney, 2004; Lin and Huang, 2008; Lippert and 
Forman, 2006), Zigurs and Buckland (1998) proposed a 
model at grop level particularly in group support system 
(GSS) environment (Zigurs, Buckland, Connolly and 
Wilson, 1999). 

Eventually, TTF by Goodhue and Thompson  has 
been a famous reference model in IS, being used widely in 
various domains in automotive technology to support 
insurance-related activities (Lee, Cheng and Cheng, 2007). 
Besides, Tjahjono et al. (2001) used it in studying the 
fitness in task support system in improving performance; 
Teo and Men (2008) used it in studying the use of portal in 
supporting information management activities; Gagnon and 
McCharthy (2004) used it is observing the fitness of 

management support system in universities; and Pai (2012) 
studied the fitness of electronic business in knowledge 
integration activities. 

Besides, TTF has also been integrated with theory 
acceptance model (TAM) to explain the factors of software 
usage and its relation with user performance in detail.  
Dishaw and Strong (1999) found that the integration model 
provides clearer explanation compared to the model alone. 
Hence, Klopping and McKinney (2004) support the 
integration by implementing it in their study. On the other 
hand, Lin and Huang (2008) integrate TTF with Social 
Cognitive Theory (SCT) in studying the potential 
background of  knowledge management system (KMS) for 
information sharing. Besides, TTF has also been integrated 
with Theory of Planned Behavior (TPB) to inspect the 
background potential of electronic knowledge repository 
(EKR) for information searching (Kankanhalli, Tan and 
Wei, 2005).  

In this study, TTF is used to measure the fitness of 
social media especially Facebook over information sharing 
task during flooding. The fitness between technology and 
task is important because it helps evidencing that social 
media is beneficial, further, encouraging communities to 
use them (Benslimane et al., 2000). In other words, the 
fitness of technology and tasks conveys the ability of social 
media in supporting information sharing effectively 
(Benslimane et al., 2002; Dishaw and Strong, 1998). 
Accordingly, this study makes use of TTF in studying the 
fitness of social media in information sharing tasks during 
flooding because the focus ofthis study is fit or congruity. 

 
Hypotheses  

This study outlines eight hypotheses. Altogether, 
there are seven hypotheses with positive relationship (H1, 
H2, H4, H5, H6, H7) while one hypothesis has negative 
relationship (H3). They are explained in the following 
paragraphs. 

With reference to TTF, a technology is assumed 
fitting the tasks when the ability of the technology is 
appropriate with the task characteristics (Dishaw and 
Strong, 1998). Further, Benford and Hunton (2000) explain 
that task accomplishment is optimizable when there is a 
good fit between the technology and the task. Then 
D’ambra and Wilson (2004) found that people believe that a 
technology could assist them in doing something if they are 
confident that the technology highly fits the tasks they are 
doing (Gagnon and McCarthy, 2004; Lin and Huang, 2008). 
In the context of disaster, technology plays important roles 
in information sharing (Yates and Paquatte, 2011). 
Therefore, the technology to be used in disaster must highly 
fit the task being carried out to ensure the technology 
support users’ tasks. Thus, this study hypothesizes that the 
anticipation of the fitness between technology and tasks is 
high if the MKN social media is able to support the 
characteristics of information sharing task. 

   
H1: The anticipation of technology-task fit is influenced 
positively by the characteristics of information sharing.  

 
Besides the characteristics of tasks, people’s 

anticipation on TTF is also determined by the characteristics 
of technology (Benslimane et al., 2002; Benford and 
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Hunton, 2000; Goodhue and Thompson, 1995; Lin and 
Huang, 2008). Particularly, Goodhue and Thompson (1995) 
discuss that a technology is assumed fit if it has 
characteristics that support users’ tasks. It is agreed by 
Venkatesh and Davis (2000) and Lin and Huang (2008), 
who address that people have a good view of TTF if the 
characteristics of technology could fulfill their expectation. 
Further, an assessment is able to determine whether a 
technology is able to support user tasks.  During disaster, 
technology is important to function in information sharing 
(Yates and Paquatte, 2011). The technology should be able 
to smoothen the task completion. Hence, the characteristics 
of the technology determines whether  it could function as 
desired (Ong and Lai, 2007). Therefore, a technology is 
assumed highly fitting the user tasks during disaster. Hence, 
this study hypothesizes that the fit of MKN social media 
with the user tasks is determined by its characteristics.  
 
H2: The anticipation of technology-task fit is influenced 
positively by the characteristics of the technology.  

 
In the context of information sharing, information 

sharing task is influenced by the level of tacit and explicit 
knowledge. Traditionally, tacit knowledge is obtained 
through experience, which could be shared through 
interactive techniques such as storytelling and informal 
sharing (Zack, 1999). With the use of ICT, tacit knowledge 
could be acquired through reading, discussion, and chatting 
online (Panahi, Watson and Partridge, 2012). Kankanhalli et 
al. (2005) found that the success of information sharing 
using ICT is determined by the ability of the receiver to 
understand the tacit knowledge in the conversation. When 
the tacit knowledge is ambiguous, more time would have to 
be spent in understanding the information being shared (Teo 
and Men, 2008). Further, if the tacit knowledge is hardly 
understood, it is highly tacit, which interferes the 
information sharing process and its smoothness. Therefore 
in disaster, the tacitness of the knowledge influences the 
information sharing task. Hence, this study hypothesizes 
that the tacit knowledge in MKN social media influences 
information sharing task during disaster. Particularly, highly 
tacit knowledge will distort the information sharing task. 
 
H3: Information sharing task is negatively influenced by the 
level of tacit knowledge.   

 
Besides, the task is also influenced by the level of 

explicit knowledge (Lou, 2009). Lou found that explicit 
knowledge positively influence the information sharing 
attitude. Particularly, highly explicit knowledge is easily 
formed and transferred to other people (Nonaka, 1994). In 
fact, Nonaka (1994) explains that explicit knowledge could 
be transformed in written form such as using database. Teo 
and Men (2008) also believe that detail information could 
be accessed and understood easily and quickly. In fact, it 
could be shared quickly (Zander and Kogut, 1995). 
Therefore in the context of disaster, the level of explicit 
knowledge positively influences information sharing. 
Consequently, clear information eases users to understand 
and share information with the community.   

 

H4: Information sharing task is positively influenced by the 
level of explicit knowledge. 

 
On the other hand, Ong and Lai (2007) argue that a 

successful or effective technology is determined through 
user satisfaction.  User satisfaction of a technology refers to 
the extent the users believe that the technology satisfies 
them (Ong and Lai, 2007). Studies have found a series of 
characteristics that satisfy users, including clear content 
(Zhou and Zhang, 2009), easy to use and community 
support. Support from experts is important in ensuring that 
the information is valid and avoiding spam. Inaccurate 
contents could lead to misunderstanding between the 
agency and users (Parker, Moleshe and Harpe, 2006). In the 
context of disaster, social media has been an important 
application for sharing information to the community 
(Shklovski et al., 2008). Therefore, the content in the social 
media should be accurate, updated, and fulfilling 
community needs. This encourages the community to utilize 
the social media  in gathering information during disaster. 
Hence, the content in social media influences the 
characteristics of technology positively. 

 
H5: The characteristics of technology is positively 
influenced by the content.  

 
Besides content, the characteristics of technology 

are also influenced by the ease-of-use. The ease-of-use is 
important for social media because it is one of the factors 
that forms human perception (Kim and Stoel, 2004). 
Ranganathan and Ganapathy (2002) found that the ease-of-
use refers to the design of the social media.  Particularly, the 
navigation aspect should be easy. It is agreed by Kaynama 
and Black (2000) who found that the navigation in social 
media increases its’ services. Therefore in the context of 
disaster, social media must offer easy navigation styles. 
Hence, easy-to-use social media influences the use of 
technology.  

 
H6: The characteristics of technology are influenced 
positively by the ease-of-use. 
 

Finally,  characteristics of technology that support 
information sharing are also influenced by the attitude of 
the community who use the technology (Ong and Lai, 
2007). Ong and Lai urge that community support is 
important in encouraging their collaboration to make the 
communication more flexible. The social media has been 
found improving community’s information sharing and their 
collaboration (Bollinger and Smith, 2001). Based on the 
authors, the community will be more inclined to share 
information using this aplication if they feel the 
collaboration is exist  among themselves. The collaboration 
exist among community will create a good bond and it’s 
motivate them to share their information (Duffy, 2001). 
Therefore, in the context of this study, MKN social media 
will have good characteristics if it is able to support the 
formation of collaborative community in sharing 
information, specifically during flooding.  

 
H7: The characteristics of technology is positively 
influenced by the community. 
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RESEARCH METHOD 

 
Data collection 

The instrument in this study was developed by 
adapting from the existing studies.  All items were selected 
based on their contribution TTF. Seven-point Likert scale is 
used, between 1 (strongly disagree) and 7  (strongly agree).  

For the purpose of determining the content 
validity, a series of discussions with three experts in the 
field has been carried out. They were asked to comment on 
the research instrument. As a result of the discussions, a few 
minor wording changes have been made, in which no item 
was removed or added. On top of that, a pilot study has 
been carried out to determine the reliability of the 
instrument. The pilot study follows the procedures of the 
real data collection phase, in which it involved 30 students 
of Universiti Utara Malaysia. The measurement and 
structural model were analyzed (using SmartPLS).  Having 
obtained the results, the instruments were indicated 
satisfactoryly reliable and valid. 

Having determined that the instruments are reliable 
and valid, the actual data were gathered.  It was carried out 
using online services, in which the instruments were 
distributed using Web technology. The web survey was 
open to respondents for almost 6 months. Only respondents 
who have experienced using the MKN social media are 
considered in this study. In overall, 168 respondents 
participated in the web survey.  Out of that, this study 
managed to gather 133 meaningful data sets, which were 
further analyzed. 

Specifically, this study makes use of Partial Least 
Square (PLS) technique for analyzing the data. Gefen et al. 
(2000) recommend that PLS is able to predict the 
relationship among factors in the constructed model. 
Therefore, it is appropriate for this study because this study 
determines to predict the factors influencing the fitness of 
social media technology with information sharing during 
disaster, particularly flood. Thus, this study makes use of 
SmartPLS 2.0 and SPSS 19.0 in analyzing the measurement 
and structural models.  
 

DATA ANALYSIS AND RESULT 
 
Demographic Information 

As for this study, majority of the respondents were 
female (66.17%). With 9.77% aged between 20 to 25 years 
old, 57.14% aged between 26 to 30 years old, 13.53% aged 
between 31 to 35, 12.78% aged between 35 to 40, and 
6.78% were aged 40 and above years old. Further, 27.07% 
were students and 72.93% of the respondents were workers. 

All respondents have had experience using facebook to 
obtain information during the flood disaster. 

 
Measurement Model 

The quality of the measurement model was 
analyzed based on its convergent and discriminant validity. 
The convergent validity was evaluated based on Fornell and 
Larcker’s (1981) two criteria: (1) all the indicators must be 
significant (at least at 0.05 value) and their loading should 
exceed 0.7 and (2) average variance extracted (AVE) by 
each construct should exceed the variance due to 
measurement error for that construct (in other words, the 
AVE should exceed 0.50). Table 1 demonstrates that all 
item loadings exceed 0.7 on their respective construct and 
are all significant at the level of p < 0.001. Also the AVE 
values are above 0.50, ranging from 0.6019 to 0.9046. 
Hence both criteria for convergent validity are satisfied. 

Meanwhile as for discriminant validity, it was 
evaluated using one of the most commonly used criteria in 
PLS: the square root value of the AVE for each construct 
should be greater than the inter correlations between 
constructs in the model (Chin, 1998). The square root value 
of AVE for each construct are bolded in Table 2. The 
analysis shows all AVE square root values are greater than 
the intercorrelation values between constructs. Hence the 
criterion for discriminant validity is satisfied. 
 
Structural Model  

Figure 2 shows the results of the structural model.  
The model explains a significant amount of variance in the 
dependent variable for task-tecnology fit (R2 =0.641), task 
characteristic (R2 =0.637) and technology characteristic (R2 
=0.628). Task-technology fit is strongly influenced by task 
characteristic (β=0.641, t=12.485, p<0.0001) and followed 
by technology characteristic (β=0.241, t=4.246 , p<0.0001). 
Meanwhile task characteristic is influenced by explicit 
knowledge (β=0.740, t=12.522, p<0.001). Technology 
chareacteristic is influenced by content (β=0.221, t= 0.349, 
p<0.001), ease of use (β=0.304, t=3.562, p<0.001) and 
community (β=0.388, t=4.947, p<0.001). On the other hand, 
task characteristic is not significantly influence by  tacit 
knowledge (β=0.041, t=1.546, not significant). All proposed 
hypotheses received significant statistical support except for 
H3.  
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Table 1: Items loading, CR and AVE value 
 

 
 
 

Code Items Loading 
T-

Statictic 
CR AVE 

Task-
technology 
fit 
 

TTF1 
The functionalities of MKN 
Facebook are very useful to carry 
out information  sharing task. 

0.865 17.690 

 
 

0.9406 
 

 
 

0.7985 
 

TTF2 
The functionalities of MKN 
Facebook made the information 
sharing tasks very easy. 

0.936 52.546 

TTF3 
The functionalities of MKN 
Facebook are very helpful. 

0.899 26.708 

TTF4 
In general, the functionalities of 
MKN Facebook are best fit 
information sharing task. 

0.873 34.881 

Task 
characteristic 
 
 

KS1 
I use MKN Facebook to:  
a) Obtain information. 

0.852 33.178 
 
 

0.8935 

 
 

0.737 
KS2 b) Share information. 0.913 45.628 

KS3 c) Give feedback. 0.807 15.071 

Tacit 
knowledge 
 

TAC1 
I communicate through MKN 
Facebook to share information. 

0.950 53.542  
 
 

0.9499 

 
 
 

0.9046 TAC2 
I communicate through MKN 
Facebook to obtain information. 

0.952 74.257 

Explicit 
knowledge 
 

EXP1 

The information available in 
MKN Facebook is easy to be 
documented in manuals or 
reports. 

0.770 11.720 

 
 
 

0.8808 

 
 
 

0.7121 

EXP2 

The information available in 
MKN Facebook is easy to 
understand compared to written 
documents (e.g. manuals, 
reports). 

0.897 
 

38.565 

EXP3 

The information available in 
MKN Facebook is easy to 
communicate without having 
personal experiences. 

0.859 23.386 

Technology 
characteristic 

TECH1 

The quality of my information 
pertaining of disaster has 
improved because the used of 
MKN Facebook. 

0.884 34.229 

 
0.9285 

 
0.8123 

 
TECH2 

I can accomplished information 
regarding of disaster more 
quickly because of MKN 
Facebook use. 

0.920 43.088 

TECH3 
I have increased my information 
about disaster because of MKN 
Facebook use. 

0.899 38.449 

Content  
 

CONT1 
MKN Facebook provide correct 
content. 

0.706 9.059 

 
0.8577 

 
0.6019 

CONT2 
MKN Facebook provide integral 
content. 

0.787 13.949 

CONT3 
The content provided within 
MKN Facebook is easy to read. 

0.784 20.600 

CONT4 
MKN Facebook provide 
practicable content. 

0.821 15.708 

Ease of use 
 

EOU1 
MKN Facebook make it easy for 
me to search/retrieve disaster 
related information. 

0.873 28.143  
0.9104 

 
0.7722 

EOU2 MKN Facebook make it easy for 0.905 33.629 
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me to share disaster related 
information. 

EOU3 
The organization and structure of 
MKN Facebook is easy to follow.

0.858 22.708 

Community  

COM1 

MKN Facebook make it 
convenient for me to discuss 
issues pertaining of disaster to 
others. 

0.889 31.596 

0.9519 0.8321 

COM2 
MKN Facebook make it 
convenient for me to input 
comments and feedback to others. 

0.919 43.103 

COM3 

MKN Facebook make it 
convenient for me to share the 
disaster related knowledge with 
other community. 

0.937 76.031 

COM4 
MKN Facebook make it 
convenient for me to access the 
shared knowledge by others. 

0.903 34.001 

 
Table 2: Intercorrelation Matrix and AVE Square Root values 

  

 COM CONT EOU EXP KS TTF TACIT TECH 

COM 0.9122        
CONT 0.4837 0.7758       
EOU 0.7131 0.6225 0.8787      
EXP 0.4289 0.5873 0.5238 0.8439     
KS 0.6296 0.5198 0.6059 0.4835 0.8585    

TTF 0.6636 0.3947 0.6245 0.4644 0.7750 0.8936   
TACIT 0.5873 0.4388 0.5676 0.5123 0.7932 0.7588 0.9511  
TECH 0.7124 0.5985 0.7189 0.5773 0.5535 0.5964 0.5811 0.9013 
         

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
Figure 2: Result of research structural model  
 
DISCUSSIONS AND CONCLUSION 

This study was conducted to examine the fitness 
between social media and information sharing tasks during 
disaster. Based on the literature review, this study posited 
that the fitness of the social media and knowledge sharing 
during flood is influenced by task and technology 
characteristics. While task characteristic is influenced by 

tacit and explicit knowledge and technology characteristic is 
influenced by content, ease of use and community.  

Based on the results, this study demonstrated that 
community have used social media for information sharing 
during the disaster. They have used Facebook to obtain and 
share information regarding of flood. The community have 
used the social media because of the ability of this 
application to support information sharing in the occurrence 
of flood. Thus, the fitness of social media in information 
sharing should be given towards the task and technology 
characteristics.  

Based on this study, task characteristic refers to 
information sharing and technology characteristic refers to 
social media. While information sharing is influenced by 
tacit and explicit knowledge. From the finding, tacit 
knowledge is negatively influenced information sharing 
because of the ambigious of the information in the social 
media. While, explicit knowledge is positively influenced 
information because of the information provided in the 
social media is stated clearly. Besides that, the fitness of the 
social media and information sharing also strongly 
influenced by technology characteristic. From the finding, 
the community are likely to use social media because of its 
content, ease of use and community in this application that 
support information sharing during the flood. The content 
that clear, updated and fulfill community needs encourages 
the community to utilize the social media  in gathering 
information during disaster. Besides that, the ease of use 

***p < 0.0001 
n.s – not significant 

Task 
characteristic 

Task-
technology 

fit

Technology 
characteristic 

Explicit 
knowledge 

Content 

Ease of use 

Community 

Tacit 
knowledge 

R2=0.641 

R2=0.6372 

R2=0.6278 0.221*** 

0.041 (n.s) 

0.740 *** 

0.304*** 

0.388*** 

0.241*** 

0.641*** 
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and community support in the social media also influenced 
the technology characteristic.   

Theoretically, the main contribution in this paper is 
to: 1) developing a more comprehensive understanding of 
the fit of using Facebook as one of the applications to assist 
knowledge sharing task among community. Task 
technology fit theory was synthesized and modeled to 
examine the fit of Facebook to assist knowledge sharing 
task during the event of flood; 2) examining the fitness of 
Facebook’s indicators significantly in assisting information 
sharing tasks among community. This understanding is 
important as it can help promote the use of Facebook in 
sharing knowledge related to flood among community and; 
3)  proposing a theoretical model that can predict the fit of 
Facebook to facilitate knowledge sharing activities during 
the event of flood. This model is important to examine the 
fit of Facebook as a tool to share knowledge during the 
occurrence of floods in Malaysia. 

In term of practical contributions, this study 
contributes by providing practical guidelines to government 
agencies involved in disaster management to predict user 
evaluation of the social media tools (i.e., Facebook) in order 
to gather information related to disasters. 

Finally, the results of this study must be interpreted 
with some caution. The limitations are: 1) the results are not 
generalizeable as this study only collected data from a 
community from disaster that focus on flood only; and 2) 
only the user that click “like” button of the MKN Facebook 
page can share and obtain information from that page. So 
the dissemination of the information is not widely because 
its limit to the only community that “like” that page.   
Perhaps, from these limitation hopefully this study can be 
extended to other type of disaster and the dissemintation 
disaster related information of the MKN Facebook can be 
accessed widely.   

As the conclusion, the fitness of the technology 
and task is important because it helps evidencing that social 
media is beneficial, further, encouraging communities to 
use them (Benslimane et al., 2000). The community used 
social media mainly MKN Facebook because its support 
information sharing during the disaster events.  
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ABSTRACT 
This paper reports on an initiative that develops a concept of teaching and learning material for hearing-impaired learners 
in higher learning institutions.  It describes the needs for the concept.  The aim of the paper is to describe about the 
concept, that is developed through User-centered Design approach.  It involves observation and interview in three 
seminars in gathering the components of the concept.  In the three seminars, users who are the hearing-impaired learners 
and their teachers, were involved very closely.  In the end, the concept has been derived and evaluated.  The evaluation 
further reveal that the concept has been well-accepted by the users. 
 
Key words: Hearing-impaired  Assistive  Courseware   

 
INTRODUCTION 

There are more than 66 million people in the world suffer 
hearing-impaired.  For this study, they are special people 
who deserve to acquire knowledge and perform daily tasks 
similar with normal people. Hence, their limitations need to 
be cared wisely.  Realizing that situation, this study ventures 
into discovering factors those could assist the hearing-
impaired people in their learning process.  Part of the 
initiatives includes determining an appropriate concept for 
applications for the hearing-impaired people (Ariffin & 
Faizah, 2010), which could further be the guidelines.  The 
guidelines have been adapted and incorporated into 
applications for the hearing-impaired people as reported in 
Nurulnadwan, Zatul Amilah, Nur Hazwani, Nurul Ulfa, 
Ariffin, and Mohd Saifullizam (2011) and Zatul Amilah, 
Nurulnadwan, Ariffin, and Mohd Saifullizam (2011).  Later, 
the guidelines were further refined for hearing-impaired 
students of higher learning institutions, which shows not big 
difference (Ariffin, Sharifah Nadia, & Sobihatun, 2012).   

Further, this study extends those works, by determining 
whether hearing-impaired students prefer to learn either with 
courseware or video.  It has to be determined because the 
nature of courseware and video are different.  Conceptually, 
courseware could be designed with high-level complexity, 
while video just involves low level (Borsook & 
Higginbotham-Wheat, 1991).  In terms of interaction style, 
users have to click buttons in courseware to operate and get 
to the content.  This is not required in video, in which the 
users could watch the contents that move on their own.  
When necessary, they could use the minimal interaction 
mechanism to jump to certain content (Dix, Finlay, Abowd, 
& Beale, 2004).  Having experimented that, this study found 
that the hearing-impaired people prefer video more than 
courseware, as reported by Ariffin, Syarifah Nadia, 
Sobihatun, Mazida, and Massudi (2014).  It was done with 
helps of the works reported in Ariffin, Sharifah Nadia, and 
Sobihatun (2012). 

In the real world, hearing-impaired people have to perform 
daily tasks just like normal people.  Many studies have been 

carried out to address their needs.  In fact, special education 
has been designed for them.  In Malaysia, there is a special 
stream for the hearing-impaired people at primary and 
secondary school levels.  Now, special programmes at 
tertiary level have also been provided for them.  When 
getting closed with them, this study found that they are not 
quite responsive in themes related to theoretical philosophy.  
They are slow, and in fact their motivation towards that is 
low.  In contrast, when demonstrating skilled based learning 
activity, they show deep interest.  Besides, they are more 
interested and more responsive.  In short, between the two 
different learning paradigms (skill-based and theory-based), 
the hearing-impaired people try as much as possible to get 
away from having to memorize facts, do calculations, and 
other cognitive loads.  They prefer things that involve their 
psycho-motor. 

This study also discovers (detailed in by Ariffin, syarifah 
Nadia, Sobihatun, Mazida, and Massudi (2014)) that dealing 
with hearing-impaired people is very challenging.   
According to the teachers, they have to be very strong, cool, 
and passion.  The hearing-impaired people really need 
special attention. They grab contents very slowly, and 
sometimes similar things need to be repeated many times.  
Consequently, this study attempts to propose a concept of 
learning material for hearing-impaired learners.  
Polytechnique is selected for the testbed because it has a 
special programme for hearing-impaired learners.  
 
 

METHOD 
 
Figure 1 illustrates the activities carried out in achieving the 
objectives.  In phase one, which deploys theoretical study, 
interviews, document study, and observations have been 
carried out.  The outcome is some understandings on the 
elements of the AC4HI.  The observation and interview 
activities involved lecturers and HI learners at Politeknik 
Tuanku Syed Shirajudin (PTSS), Perlis.  This study decides 
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to select PTSS because it enrols HI learners into their 
academic programme.  Understanding that HI learners are 
homogeneous, results of this study could further be 
generalized to the other polytechniques.  The philosophy of 
the HI education, syllabus, and books are among documents 
being studied.  Besides, this study also observed how 
teaching and learning take place in the natural setting to 
identify instructional and multiple intelligences elements 
utilized by lecturers so that they can be incorporated into 
the AC4HI. 
 

Figure 1: The methods in achieving the objectives 
 
In constructing the conceptual model, real users involved 
(20 real users), in which this method is called User-
Centered Design Approach.  This study refers the real 
users to lecturers (3 lecturers) and HI learners (17 learners) 
in PTSS.  The gathered elements for the concept os the 
learning material  were transformed into principles that can 
make the AC4HI usable.  Users determined whether their 
tasks in teaching and learning are assisted by the proposed 
conceptual model.  This was iterated in formulating the 
conceptual model.  There were three one-day workshops 
organized, on three different dates, with the following 
aims: 
 Workshop 1 – is aimed at gathering the instructional 

elements for the AC4HI. 
 Workshop 2 – is aimed at gathering the elements of 

multiple intelligences for incorporation in the AC4HI. 
 Workshop 3 – is aimed at gathering ideas in the 

interaction design of the AC4HI. 
 
Each workshop was started with a briefing session, 
introducing the aim of the workshop respectively.  Also, the 
findings from previous workshop were addressed and 
discussed.  It was followed with brainstorming and 
prompting and chunking activities, in which they contain 

the actual activities in gathering the intended information.  
Nevertheless, the luncheons were provided for the 
participants, together with an hour break.  The workshops 
ended with a debriefing session, in which the gathered 
information was discussed in the group and the expected 
next workshop.  In addition, after each workshop, the 
findings were analyzed and any possible questions were 
prepared for discussion and confirmation with the workshop 
participants.  They were well-documented for future 
reference.  On top of that, in Workshop 3, an example of 
existing application was brought to the workshop.  Users 
experienced the applications and fed back their experiences.  
Generally they addressed the good and bad elements they 
experienced while using the application. 
 
The scenario in the workshops was very lively and under 
control.  Everyone was sincere in addressing their ideas and 
opinions, making the UCD workshops very reliable in 
gathering data.  Additionally, it was very lucky for this 
study, because the users (teachers) who participated in the 
workshop were very co-operative. 
 
Outcome of Workshop 1 
Workshop 1 for developing the model was aimed at 
gathering the instructional elements for the AC4HI. In the 
early observations and interviews (Seminar 1) with HI 
learners and their teachers, the objective was to identify the 
dimensions of instructional and Multiple Intelligences 
suitable for AC4HI.  Hence, the observation and interviews 
were focused only for that.  As a result, it was found that (1) 
contents, (2) media elements (specifically text, audio, and 
visual), (3) navigation, and (4) instructional are important 
aspects that support for instructional purposes to be 
emphasized in the AC4HI.  Meanwhile, the methods of 
addressing contents support the various competencies for 
supporting the Multiple Intelligences.  Hence, this study 
deduced that they (contents, media elements, navigation, 
instructional, and methods) should be specially considered 
for the users, particularly the hearing-impaired. 
 
Outcome of Worshop 2 
Having finished the first workshop, and gathered the 
elements to be incorporated in the AC4HI, workshop 2 was 
carried out.  It involved similar users as the subjects, with a 
specific objective to gather the elements of multiple 
intelligences for incorporation in the AC4HI. This required 
this study to observe the hearing-impaired students’ 
interaction among themselves, the way they interact with 
their learning materials, and the way their teachers interact 
with them. 
 
Accordingly, during the seminar, the subjects were given a 
few tasks to do.  It includes learning through the various 
applications developed for hearing-impaired people 
available on the Internet.  They were allowed to select the 
applications themselves.  Hence, many applications were 
retrieved and utilized (this study has no intention to discuss 
about the retrieved applications).  This allows this study to 
observe the way they interact with the digital interactive 
products.  Besides, they were also asked appropriate 
questions when necessary for this study to understand 
certain actions, for clarification and confirmation.  On top of 
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that, this study also referred to their teachers for further 
confirmation. 
Based on the observation and interviews, it was found that 
the hearing-impaired students read slowly, and rely strongly 
on their sight.  Briefly, this study revealed that: 

 Applications that incorporate sign language will be 
preferred more than those do not – linguistic. 

 Colour matters for their motivation, in which they 
prefer plain green or blue – intrapersonal. 

 Screen display can distort their cognitive if it is too 
messy – spatial. 

 Use of graphics supports their learning 
significantly – spatial 

 Mouse click distorts their interaction – logical. 
 They like to interact with their peers while 

interacting with learning materials – interpersonal. 
 
Outcome of Workshop 3 
The inputs in workshop 2 were used in further strengthening 
the gathered information on the requirements for the 
AC4HI.  Hence, the third workshop was aimed at gathering 
ideas in the interaction design of the AC4HI.  Workshop 2 
found something interesting, that the hearing-impaired were 
not happy with mouse-clicking during interacting with 
learning contents.  It made this study confused.  Hence, it 
was further studied in workshop 3. 
 
Accordingly, a digital interactive learning material (Figures 
2 through 5) was developed and utilized for determining 
their interaction with interactive learning materials.  This 
enabled this study to obtain rich information regarding the 
needs and preferences in the interactive learning materials.  
The learning material is called Koswer Pendidikan Islam 
Tunakerna (KOSPIT).  It contains contents about solat.  In 
KOSPIT, all gathered requirements in workshops 1 and 2 
are incorporated.  Particularly, notes in text are provided 
with graphical representations, using colors that enhance the 
hearing-impaired students’ sighting.  The display is ensured 
very minimal, avoiding any unnecessary element.  
Particularly, only contents are displayed to the users.  Some 
parts of the contents are in video form.  Most importantly, 
some parts are coupled with sign language in video form.  
The titles are made available at all time to avoid users lost 
in their interaction. 
 
In the workshop, the subjects were distributed with KOSPIT 
so that this study could observe them while interacting.  It 
was planned so in an effort to understand the interaction 
style that they prefer most.  Hence, when they interact with 
KOSPIT, this study not only observe their behaviour,  but 
also interview them as well as their teachers. 
 

 
Figure 2: Front page of KOSPIT 

 

 
Figure 3: video in KOSPIT 

 

 
Figure 4: Graphics in KOSPIT 

 
Figure 5: Sign language in KOSPIT 

 
In the end, it was found that the hearing-impaired students 
prefer to interact with learning materials with minimal 
mouse-click.  It is understood that the approach for learning 
material should not be similar with the approach for other 
applications such as games and online shopping.  In regards 
to that, having been prompted closely, it was clearly 
understood that the hearing-impaired students prefer to learn 
in a video form rather than any form that requires them to 
engage themselves through continuous mouse-click. 
 
As a consequence of the little work on the specific 
objectives of Workshop 3, this study took the advantage to 
decide on the model for the AC4HI.  Hence, users were 
engaged in forming the model for AC4HI.  It was an easy 
task, because they were very participative and excited.  
Hence, it was very successful, and the model is explained in 
the next section.  Besides, Workshop 3 has also been 
utilized to decide on the layout of the prototype, in which 
storyboarding was used.  This study has no intention to 
emphasis on the storyboard because it is only utilized to 
guide this study; however, a sample of the storyboard is 
illustrated in Figure 7. 
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THE CONCEPT OF AC4HI 
 
Having carried out all the three workshops, as elaborated in 
the previous sections, this study has successfully gathered 
significant findings regarding the elements for AC4HI, as 
preferred by the users.  Consequently, the elements found in 
Workshop 1 have been further detailed with the findings in 
Workshops 2 and 3.  Eventually, the detailed elements are 
specified as visualized in Figure 6.  Having composed the 
elements (in Figure 6), this study forwarded it to the 
teachers for confirmation.  When seeing this, the teachers 
were very happy because the model fits the needs of the 
hearing-impaired students. 
 

 
Figure 4.2: The model for AC4HI 

 
The concept in Figure 6 explains that the instructional 
strategy for the hearing-impaired people should incorporate 
text and video.   The text should be minimized, so that they 
can focus on the visual element, which is also complemented 
with sign language.  In fact, the sign language is a must for 
the hearing-impaired people.  Also, the text should be 
synchronized with the video and sign language.  In terms of 
content, it has to be highly structured.  As the hearing-
impaired people are slow in grasping contents, the content 
must be precise, and supported with their existing 
knowledge. 
 
Meanwhile, the contents must be presented with supports of 
various media elements, such as text and video. In case real 
objects could be incorporated easily, they should be 
incorporated together.  However, less variety of colors is 
more preferred by the hearing-impaired people.  Among all, 
green should dominate the space because the color could 
harmonize their attention and cognition.  To support user 
task, navigation should be designed efficiently.  For hearing-
impaired people, they prefer to click less and watch more.  
Hence, the video metaphor is utilized.  All these elements 
are described in Table 1. 
 

Table 1: Elements for AC4HI 
Element Description 
Instructional 
Text Text should be minimized.  

Short sentences. 
Easy language. 
Should be synchronized with the video 

and sign language. 
Video Must be incorporated with sign language. 
Sign language Must be located at the easiest point to 

see, together with the video. 
Synchronizati
on of text and 
video 

Video and text should appear together. 
Good for the text to appear word by 
word parallel with the video and sign 
language. 

Content
Support of 
existing 
knowledge 

The content should be provided based on 
the knowledge the users already have. 
It has no problem to extend the 
knowledge up to a limit the users could 
absorb. 
The use of terminologies must be 
considered for users’ understanding. 

Precise The content must be precise, straight to 
the point.  The users tend to confuse 
between the content and non-content 
easily.  This applies to the whole display, 
including the background, the text, the 
video, and the sign language. 

Highly 
structured 

Besides precise, the contents have to be 
highly structured.  The flow of the 
content must be made easy, straight-
forward, and standardized. 

Navigation
Video-based The hearing-impaired users work slowly 

on clicking mouse, hence they prefer to 
click less.  Accordingly, video-base 
metaphor, in which they do not have to 
engage with the mouse is preferred. 

Less click, 
more 
watching 

That does not mean that they do not want 
to click the mouse at all, but they prefer 
to minimize their physical and cognitive 
efforts while watching the contents. 

Media element
Video The video in delivering the contents 

should be clear. 
Text Obvious between background and 

foreground. 
Color Color determines hearing-impaired 

users’ motivation.   
Use plain green or blue as the 
background. 
Avoid too colors on one display. 
Standardize the use of colors. 

Real objects Hearing-impaired learn better with 
visual, especially through real objects. 
The video should demonstrate real 
objects. 

 
 

THE AC4HI 
 

Having gathered the concept for the AC4HI, as outlined in 
the previous section, this study developed a prototype.  It is 
important to convey the concept to the users.  First, it was 
storyboarded (as illustrated in Figure 7).  The storyboard 
expresses the idea regarding the layout.  It was decided 
together with the users in Workshop 3. 
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Figure 7: A sample of the storyboard 

 
Having decided on the layout (based on the storyboard), the 
prototype was developed.  This paragraph and the following 
describe about the prototype with the elements in the model.  
The shooting was done in PTSS, with help of their teachers, 
technicians, and administrative staff.  The contents were on 
Malaysian recipe, from a course the students take in their 
study programme.  It was decided so that the students and 
their teachers could get some benefits out of the project.  
Figure 8 visualizes the title part in the AC4HI. 
 

 
 
 
 
 
 

Figure 8: Title part of the AC4HI 
 
 

 
 
 
 
 

Figure 9: Introduction page. 
 
Then, the introduction part is visualized in Figure 9.  The 
text appears word by word, synchronized with the sign 
language and audio.  There must not be any decorative 

element, because hearing-impaired people grab the content 
through visual.  So, messy appearance with non-content 
elements make them feel tired. 
 
When there are video and sign language, the layout is 
adapted into that in Figure 10 through Figure 13.  They are 
side-by-side, with text at the bottom.  It has to always be 
side-by-side, because it helps the hearing-impaired people to 
see easily.  In this form, the text must be minimalized, to 
avoid them feel confused and tired.  This is because  they 
rely very strongly on visual elements. 
 

 
 
 
 

Figure 10: Picture and text - ingredients 
 

 
 
 
 

Figure 11: Video and sign language - ingredients. 
 

  
 
 
 

Figure 12: video and text  
 
 

The notes appear 
word-by-word 

The notes are spelled 
in sign language

The ingredients: Picture and text 

The ingredients are spelled in sign language

The category of users has to be spelled-out 
clearly so that the hearing-impaired people 
are attracted to utilize. 

The process: video and text 
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Figure 13: Video and sign language – cooking steps. 
 

Throughout the video, the contents are precise, straight to the 
point, and highly structured.  The video and the sign 
language are ensured synchronized.  It is very important, so 
that the hearing-impaired users could connect the sign 
language and the contents. 
 
 

EVALUATION 
 

Having formulated the guidelines in Phase 2, they were 
evaluated.  It is very hard to evaluate guidelines without 
translating them into a working prototype.  So this requires 
this study to develop a prototype that incorporates the 
elements gathered in Phases 1 and 2.  Developing the 
prototype was also utilizing the UCD approach, as in 
constructing the guidelines.  This is important because this 
study serves for the needs of the end users, who are not 
experts.  When the prototype had been developed, it was 
utilized for testing the guidelines.   
 
Empirical study involving studying the usability of the 
developed prototype.  On top of that, qualitative techniques 
i.e. interview and observations were also carried out.  They 
enrich the data on top of the empirical study.  The 
evaluation was carried out involving similar subjects (the 17 
learners) in the guideline construction. 
 
First, the interface was evaluated.  It is very important in 
making sure that users are happy to use the 
teaching/learning material.  When they are happy with the 
material, than they could have good responses on whether 
they feel the teaching material is appropriate in assisting 
classroom teaching.  If the interface is not supporting their 
task, they may reject the teaching material, in which the 
rejection may be caused by the unfriendliness of the 
interface but not the teaching material itself.  The results of 
data collection and testing activities support the 
achievement of Objectives 3. 
 
This study employs Perceived Usefulness (PU) and 
Perceived Ease of Use (PEOU) to gather data from users. 
Kendall and Kendall (2002) claim that questionnaire is a 
technique for data collection purpose that uses a specific 
form to gain feedback from respondents. On top of that, 

questionnaire is cheap and it enables administrators to 
complete it in less time, and specific information can be 
gathered from many respondents at one time (Hoffer et al., 
2002).  In this study, the PU and PEOU are utilized to 
measure users’ satisfaction on usability aspects of the 
teaching material. 

 
Analyzing the Experience 
The hearing-impaired users were distributed with the 
developed AC4HI.  They were allowed to experience the 
prototype on their own laptop.  Also, the prototype was 
made running on a big screen.  They were observed, in 
which this study noted all their reactions, expressions, and 
interactions. 
 
It was found that they enjoyed the prototype very much.  
Everyone was seen relaxing on the chair back while 
watching the content.  Most of them communicated with 
their learning contents.  Although this is not possible to be 
observed through think-aloud protocol, their hand sign 
explains that they communicate with the contents.  No one 
was seen leaving the AC4HI during the process, and 
everyone was seen confident with the video-base 
interaction.  Particularly, everyone was able to use the slider 
to move from one point to another when necessary.  While 
watching the content, they also chat with their peers, 
perhaps confirming something. 
 
Having finished the session, they were interviewed to gather 
their feedback on the AC4HI.  This study was able to 
interview individually (Figure 14) as well as in group 
(Figure 15).  All interviews were assisted with a sign 
language expert.  Also, this study confirmed the findings 
with their teachers (Figure 16). 
 

 
Figure 14: Interviewing individually 

 

The step-by-step process is explained in sign 
language 

Sign language expert 

Hearing-impaired 
student 

The researcher 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

7

 

 

 
Figure 15: Interviewing in a group 

 

 
Figure 16: Interviewing the teacher 

 
The interviews were very lively, in which the hearing-
impaired students were very excited.  This study was very 
lucky because the sign language expert who assisted the 
sessions was very supportive.  He was entertaining the 
hearing-impaired at his best.  In the interview, the details in 
Table 2 have been found. 
 

Table 2: Findings from the observation and interview 
Element Description 
Instructional 
Text Text in AC4HI is minimal, and sentences 

are short, precise.  The users were happy 
with the text, with no sign of distraction. 
When that happens, their motivation has 
not been negatively affected. 

Video Videos in AC4HI were specifically 
designed for the hearing-impaired.  Thus, 
users were found enjoyed watching the 
video.  While watching the video, users 
nod their head, chat with their friend (seen 
through their hand sign), stayed focus (not 
leaving the video), and sometimes 
repeated certain parts, rewind, and pause.  

All these are signs of active participation, 
which explain that the cognition is in the 
flow. 

Sign 
language 

The sign language in AC4HI is acted by 
the sign language expert they have been 
familiar with, i.e. the sign language expert 
who have been assisting their teachers.  
During the observation, they were found 
enjoying the contents (through video and 
text) because they understand completely 
through the sign language.   

Synchroniza 
tion of text 
and video 

When the text appear word by word, 
parallel with the video and the sign 
language, the users were found able to 
grasp the meaning completely.  They say 
“oo…that is interesting”… This supports 
their cognitive strongly; especially the text 
is not too lengthy. 

Content
Support of 
existing 
knowledge 

The content in the AC4HI is about 
traditional recipe.  All subjects have heard 
of the recipe, hence they could connect the 
content in the video with the knowledge 
they have in mind.  This enables them to 
understand quickly while being explained. 

Precise The background, the text, the video, and 
the sign language in AC4HI are blended 
together, in straight-forward contents.  All 
parts are precise.  This enables the users to 
be confident, and not confused.  Always, 
they are in the flow, and never get lost. 

Highly 
structured 

The contents in AC4HI are also structured 
well.  There are six recipes, in which all 
recipes are presented in similar format.  
They start with a brief explanation on the 
recipe, the ingredient, and cooking steps, 
finally serving.  With this, especially the 
technique for explaining the ingredients 
and the cooking steps are standardized, 
users are not confused.  They are always 
able to anticipate the flow. 

Navigation
Video-based With video-based interaction style, users 

were found enjoying the content in their 
preferred relaxed posture.  When 
necessary, they slide the content to any 
part they want to.  They are very confident 
in that.   

Less click, 
more 
watching 

This philosophy makes the users engaged 
deeply with the flow and the content.  
They enjoyed watching the content, while 
relaxing in their preferred posture. 

Media element
Video Video really helps the users in grasping 

the content. 
Text When used appropriately, text makes 

learning very meaningful to the hearing-
impaired users. 

Color In AC4HI, green is used as the dominant 
colors.  It was found that the color 
harmonizes users’ cognition.  It makes 

The teacher 

The teacher 

Hearing-impaired 
students 

The sign language 
expert 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

8

 

 

them able to watch the content without 
any cognition disruption, because it was 
described that green makes their cognition 
rests. 

Real objects In AC4HI, everything used in the video 
are real objects.  It helps a lot. 

 
Gathering Perceptions  
Having finished, the users were issued with a set of 
questionnaire (available in Appendix A), to gather their 
feedback on how useful the AC4HI is, and how easy it is to 
use.  This study analyzes the usefulness aspect first, 
followed with the ease of use. 
 
A. Perceived Usefulness 
The questions in the list below have been answered well by 
the subjects.  Having collected the questionnaire, the data as 
seen in Table 3 have been obtained (between 1–strongly 
disagree and 4–strongly agree).  

 PU1:   AC4HI helps me be more effective.  
  

 PU2:   AC4HI helps me be more productive.  
 PU3:   AC4HI is useful.  
 PU4:   AC4HI gives me more control over my 

learning activities.  
 PU5:   AC4HI makes the things I want to learn 

easier to get done.  
 PU6:   AC4HI saves my time when I learn with it.  
 PU7:   AC4HI meets my needs. 
 PU8:   AC4HI does everything I would expect it to 

do.  
 
It is seen in Table 3 that most subjects strongly agree with 
all statements, which convey positive values of the AC4HI.  
Further, the mean (shown in Table 4) for all questions are 
very high.  Particularly only questions PU1, PU2, and PU6 
do not get perfect score (4 – strongly agree), while the rest 
were strongly agree by all subjects. 
 

Table 3: Perceived usefulness 
   S1 S2 S3 S4 S5 S6 S7 S8 S9 S 

10 
S 
11 

S 
12 

S 
13 

S 
14

S 
15

S 
16

S 
17

PU1 4 4 4 4 4 4 4 4 4 4 4 4 3 4 3 4 4

2 3 3 4 4 4 4 4 4 4 4 4 3 3 4 3 4 4

3 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4

4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
5 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
6 3 3 4 3 3 4 3 4 3 3 3 4 3 4 4 4 4
7 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
8 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4

Note: S1 – subject 1 
 

Table 4: Means for perceived usefulness 
 PU1 PU2 PU3 PU4 PU5 PU6 PU7 PU8 

Mean 3.88 3.7 4 4 4 3.47 4 4 
 
The results in Tables 3 and 4 indicate that the AC4HI is 
highly useful.  Although questions 1, 2, and 6 have not been 
strongly agreed by all subjects, they still agree with the 
statements.  Hence, the means greater than 3 also show 
agreement upon the questions. 

 
B. Perceived Ease of Use 
For perceived ease of use, the questions in the following list 
were asked.  Having the subjects answered the 
questionnaires, the data as exhibited in Table 5 were 
gathered. 

 EOU1   AC4HI is easy to use.  
 EOU2   AC4HI is simple to use.  
 EOU3   AC4HI is user friendly.  
 EOU4   AC4HI requires the fewest steps possible 

to accomplish what I want to do with it.  
 EOU5   AC4HI is flexible. 
 EOU6   Using AC4HI is effortless. 
 EOU7   I can use AC4HI without written 

instructions. 
 EOU8   I do not notice any inconsistencies as I use 

AC4HI. 
 EOU9   Both occasional and regular users would 

like AC4HI. 
 EOU10 I can recover from mistakes quickly and 

easily. 
 EOU11 I can use AC4HI successfully every time. 

 
Table 5: Data on perceived ease of use 
  S

1 
S
2 

S
3 

S
4 

S
5 

S
6 

S
7 

S
8 

S
9 

S 
1
0 

S 
1
1 

S 
1
2 

S 
1
3 

S 
1
4 

S 
1
5 

S 
1
6 

S 
1
7 

PE
OU 

1 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
2 4 4 4 4 4 4 4 4 4 4 4 4 4 4 3 4 4
3 4 4 4 4 4 4 4 4 4 4 4 4 3 4 4 4 4
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
5 4 4 4 4 4 4 4 4 4 4 4 4 3 4 3 4 4
6 3 4 4 3 4 3 4 4 4 4 4 4 3 4 3 4 4
7 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
8 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
9 4 3 3 4 4 4 4 4 4 3 4 4 4 4 3 4 4
10 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
11 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4

Note: S1 – subject 1 
 
It is seen in Table 5 that all subjects agree with the 
statements.  Particularly majority of them strongly agree.  
While all statements convey positive values of the AC4HI, 
the results indicate that the AC4HI is very easy to use.  This 
is further strengthened by referring to the means exhibited 
in Table 6. 
 

Table 6: Means for perceived ease of use 
  PEOU 
 1 2 3 4 5 6 7 8 9 10 11

Mean 4 3.943.944 3.88 3.7 4 4 3.764 4 

 
 

DISCUSSION 
Having developed the prototype of the AC4HI, this study 
gathered feedback from the users, which have been carried 
out through observation, interview, and questionnaire.  In 
this chapter, the outcomes of the observation and the 
interview are combined, and addressed together.  
Meanwhile, the results of the questionnaire are addressed 
separately. 
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Having analyzed the gathered data, this section discusses 
the results with relation to the context.  It has to be noted 
that the subjects involved in this study are hearing-impaired 
students, the real users the AC4HI is designed for.  Having 
experienced the AC4HI, the results reveal that the users 
perceived it is useful and easy to use.  This is similar with 
the findings by Ariffin (2009) who proposed Reality 
Learning Media (RLM), a video-based learning material.  
With the video-based navigation style, they do not have to 
engage their hands on the mouse to click for next content.  
In contrast, in this environment, they watch the contexts 
while relaxing at their preferred posture (Karat, Pinhanez, 
Karat, Arora, & Vergo, 2001). 
 
Besides that, the approach in the AC4HI itself, which 
combines various media elements including text, video, and 
sign language makes them able to understand the contents 
well.  This reduces their cognitive load (Sweller, 1988).  
The video in the AC4HI was recorded in a kitchen, bringing 
a metaphor they are very used to.  It was selected because 
the contents in the AC4HI is recipes.  This is a significant 
element in ensuring they are clear with the objective of the 
AC4HI.  The use of sign language is a added value in this 
learning content.  IT supports the hearing-impaired students 
to grasp the contents quickly through the sign language and 
the visual representation (the video). 
 
When they continue watching, it explains that they are 
not bored.  This has been underlined by many authors 
such as Preece, Rogers, and Sharp (2007), Mayhew 
(1999), Schneidermen (1998), Nielsen, Clemmensen, 
and Yssing (2002), and Jesse (2000).  Additionally, 
they communicate with their teachers that they prefer 
to have the multi-sensory recipe in addition to their 
books. 

Although hearing-impaired people are slow at reading 
and memorizing (than the normal people), they have 
good talents at physical tasks.  So, cooking interests 
them, and the contents in the video developed in this 
study engages their attention.  Not only the contents, 
but the instructional and navigation styles really take 
part in engaging their cognition.   

When discussed about hearing-impaired, their 
characteristics are homogeneous.  Hence, their 
requirements are also homogeneous.  So, the 
requirements gathered in this paper could be used in 
other works. 

On the other hand, this multi-sensory recipe makes use 
of Asian Sign Language.  It is universal in the Asian 
region.  Hence, the multi-sensory recipe could be used 
in Asian region.  Besides the hearing-impaired people, 
normal people could also use the multi-sensory recipe 
because they can get into the contents through the 
video, audio, and text, which are in normal form.  For 
parents who have hearing-impaired children, they can 
gradually learn sign language through the multi-
sensory recipe. 

The population of hearing-impaired in Malaysia is more 
than 60,000 (registered with the welfare department only, 
but a big percentage are not registered).  Additionally, it is 
estimated that the population in Asia is beyond 6 millons. 
 

CONCLUSION 
This paper describes about a concept of learning material 
for hearing-impaired learners at higher learning institutions.  
The techniques were explained in detail.  Having gone 
through the techniques, the concept has been tranaformed 
into a working prototype, which has been experienced by 
the users.  Through the evaluation, it has been found that the 
users are happy with the concept. 
 
 

REFERENCE 
Ariffin Abdul Mutalib & Faizah Maarof. (2010). Guidelines 

of Assistive Courseware (AC) for Hearing Impaired 
Students. In Proceedings of Knowledge Management 
International Conference 2010. UUM. 

 
Ariffin Abdul Mutalib & Norshuhada Shiratuddin. (2009). 

Conceptual Design Model of Reality Learning Media 
(RLM). In Proceedings of eSociety’09. ISBN: 978-972-
8924-78-2. IADIS. 

 
Ariffin Abdul Mutalib & Norshuhada Shiratuddin. (2009). 

Electronic learning Media (ELM): Reality Learning 
Media (RLM) Vs Video. In Proceedings of WCSET’09. 
WASET. 

 
Ariffin Abdul Mutalib & Norshuhada Shiratuddin. (2009). 

Entertaining and Fun: Experience-focused eLearning 
Material. In Proceedings of ICOCI’09. UUM. 

 
Ariffin Abdul Mutalib, Syarifah Nadia Syed Yahya, 

Sobihatun Nur Abdul Salam, Mazida Ahmad, Massudi 
Mahmuddin. (2014). Assistive Contents for Hearing-
Impaired People. In Proceedings of Knowledge 
Management International Conference 2014, pp. 885-
888. 

 
Ariffin, A.M. & Norshuhada, S. (2008). Usable But Not 

Entertaining eLearning Materials. In Proceedings of 
eLearn’08. AACE. 

 
Ariffin, A.M. (2009). Conceptual Design of Reality 

Learning Media (RLM) Model Based on Entertaining 
and Fun Constructs. Unpublished PhD Thesis. UUM 

 
Ariffin, A.M., Syarifah Nadiya, S.Y., Sobihatun Nur, 

A.S. (2012). Learning Object for the Hearing-Impaired: 
design and development of Koswer Pendidikan Islam 
Tunakerna (KOSPIT). In Proceedings of International 
Conference on Knowledge Management International 
Conference (KMICe 2012).251-155. 

 
Borsook, T.K. & Higginbotham-Wheat, N. (1991). 

Interactivity: What is it and what can it do for computer-
based instruction. Educational Technology. 31(10). 11-
17. 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

1

 

 

Dix, A., Finlay, J., Abowd, G. D., & Beale, R. (2004). 
Human-computer Interaction 3rd edition. Pearson 
Education Limited. England. 

 
Jesse, J. G. (2000). The elements of user experience. User-

centered design for the web. USA: New Riders. 
 
Karat, C., Pinhanez, C., Karat, J., Arora, R., & Vergo, J. 

(2001). Less clicking, more watching: Results of the 
iterative design and evaluation of entertaining web 
experiences. In Proceedings of Interact’2001, Tokyo, 
Japan. 

 
Mayhew, D.J. (1999). The Usability Engineering Lifecycle. 

Morgan Kaufmann, San Francisco. 
 
Nielsen, J., Clemmensen, T. & Yssing, C. (2002). Getting 

access to what goes on in people’s head?: Reflections on 
the think-aloud technique. In Proceedings of the second 
Nordic conference on human-computer interaction. 
ACM Press. 101-110. 

 
Nurulnadwan Aziz, Zatul Amilah Shaffiei, Nur Hazwani 

Mohamad Rosel, Nurul Ulfa Abdul Aziz, Ariffin Abdul 
Mutalib & Mohd Saifullizam Jaafar. (2011). Assistive 
Courseware for Hearing Impaired Learners in Malaysia. 
In Proceedings of International Conference on 
Advanced Science, Engineering and Information 
Technology 2011. ISBN 978-983-42366-4-9. [DBLP] 

 
Preece, J., Rogers, Y., & Sharp, H. (2007). Interaction 

Design: beyond human-computer interaction 2nd edition. 
John Wiley& Sons, Ltd. England. 

 
Schneiderman, B. (1998). Designing the user interface. 

Strategies for effective human-computer interaction. 3rd 
ed. Addison-Wesley: Reading, MA. 

 
Sweller, J. (1988), Cognitive load during problem solving: 

Effects on learning, Cognitive Science, 12, 257-285. 
 
Zatul Amilah Shaffiei, Nurulnadwan Aziz, Ariffin Abdul 

Mutalib, & Mohd Saifullizam Jaafar. (2011). Assistive 
Courseware for Hearing-impaired Learners in Malaysia 
based on Theory of Multiple Intelligence (MI). 
International Journal of Computer Sciences and 
Emerging Technologies. 2(6). 370-377. E-ISSN:2044-
6004. 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

1

 

 

 
www.arpnjournals.com 

 

Business Process Simulation in Reference Document Filing on  

Health Insurance (“ASKES”) Patient 

 

Rizal Broer Bahaweres1, Wikan Danar Sunindyo2, 

Benhard Sitohang3  
1,2,3 Data & Software Engineering Research Groups- 

School of Electrical Engineering & Informatics, Institute of Technology, Bandung 
1Faculty of Science and Technology, State Islamic University Syarif Hidayatullah Jakarta, IndonesiaTunggal,  

 
E-Mail: rizalbroer@computer.org, wikan@informatika.org, benhard@stei.itb.ac.id  

 
ABSTRACT 
PT PT Askes is a State-owned enterprises that engaged in healthcare. Due to the number of participants and branches as 
well as the services provided by PT Askes, the business processes are often delayed ("congestion"). Modeling and 
simulation of business processes (BPM) and BPMN can help resolve the issue. The research method is: collecting data, 
modeling the system running BP, then performed a simulation of the two simulation models. Those two models are 
compare and analyzed to get the optimal model. So that the number of steps is reduced from 21 to 15 steps. And then the 
optimal model was deploy to active designer. 
 
Key words: Business Process Simulation, BPM, BPMN, Health Insurance   

 
 

I. INTRODUCTION 
PT. Askes (Persero) is a State-Owned Enterprises 

(SOEs) were specially commissioned by the government to 
hold health insurance for civil servants, civil servants 
pension recipients, and some other business entities. To get 
health insurance from PT. Askes (Persero), health insurance 
participants must submit several documents as 
requirements. Broadly speaking, the process to obtain 
assurance on the health insurance is a government health 
agency referrals and filing patient medical record 
information from "Puskemas" health centers and hospitals 
that have teamed up with PT. Askes (Persero) 

Customer satisfaction is one of the main factors 
that affect the success of the organization. According to 
John Griffith in The Well-Managed Community Hospital, 
administrative procedures, namely matters related to the 
administration of patient care starts from the hospital for 
treatment lasts until discharge from the hospital is one of 
the aspects that affect patient satisfaction 

Dharmais Cancer Hospital is one of hospitals in 
collaboration with PT. Askes (Persero). In the process of 
referral and information filing medical records, patient 
health insurance participants at the Cancer Hospital 
Dharmais not have a computerized document management 
systems. Based on our field observation, the submission of 
the referral and medical record information is still 
performed manually by the ASKES patient participants . 
Patients also had to do some health insurance bureaucracy 
to get verification stages referral. 

Documents used still in the form of paper that have 
the risk of missing and damaged. We are also found the 
rejection of the patient due to the lack of required 
documents to be submitted. In addition, patients have to 
wait longer to get a referral process. It is very time-
consuming for patient that should get immediate medical 
care. 

The huge number of ASKES patients who register 
at Cancer Hospital Dharmais make document management 
process more heavy and time-consuming. Therefore, we 
need a document management system for health insurance 
documents that can be well controlled to facilitate and 
accelerate the process of managing patient care. Automation 
of business processes for managing computerized patient 
health insurance participants can be realized with the 
development workflow. The business process will handle 
the submission process document patient with parties 
related to the process and the monitoring of the running 
system. 

Based on the above, the problem that can be 
formulated and will be discussed in this study are:  

a)  How we model business process simulation for 
filing patient referral procedures and to optimized it.  

b)  How we measure the performance of  Business 
process models for manual systems with business process 
models that already optimized 

Given the time constraints of this research is more 
specifically focused on: 
   a) The process used based on the procedure of filing the 
referral of patients for health insurance. That is running on 
Patient Administration Installation Warranty, installation 
Outpatient, Laboratory, and Pharmacy installation on 
Dharmais Cancer Hospital.  
   b) This means that the observed document is a referral 
document and patient medical record.  
   c) Using open source software tool for modeling BPM & 
BPMN is Activiti 

Major goal of this research is to automate the 
business process to improve current procedures with the use 
of Activiti. So it can be adapted to software systems. In 
order to created a system to support  and simplify the 
operations. 
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II. RELATED WORK 

There are several papers related to this research. 
That papers was published by Bahaweres Rizal [1] and 
Ricard M, et. al. [2]. Bahaweres Rizal research focused 
more on the movement of paper documents. And Richard 
Muller research was related to health problems (Table 1) 

 
Table 1 Literature Review of Related Work 

Author Pro Con 

Bahaweres, Rizal 
Broer,et.al. 2011 

This study in a system 
that can give 
information 
movement thesis 
proposal document 

The scope of the 
system is not too 
large and does not 
involve many actors 

This system can 
shorten the time and 
step of Business 
Process (BP) 

 

Richard Muller and 
Andreas Rogge-Solti, 
2011 

This study revealed 
that BPM can be used 
in the process of 
health care 

This study revealed 
that BPM can be used 
in the process of 
health care 

This study in the use 
of automation BPMN 
to simplify on 
business process 

 

 
A. Business Process Management  (BPM) 
Business process (business process) is a set of 

activities carried out, coordinated and organized. This 
activity brought together to achieve business goals. Each 
business process defined by a single organization, but it 
may be interacting with business processes run by other 
organizations. Business processes not only include a 
representation of a business process, but also an additional 
activity [3] . 

Van der Aalst [4] , BPM is defined as “supporting 
business processes using methods, techniques and software 
to design, enact, control and analyze operational processes 
involving humans, organizations, applications, documents 
and other sources of information”. 

BPM life cycle (life cycle) is described by [4] [5] . 
consists of 4 steps: diagnosis (diagnosis), process design 
(redesign) and analysis, system configuration, processes 
enactment and monitoring (Figure 1)  

 

 
 
Figure 1. BPM life cycle [4] [5] 
 
B. Business Process Management Notation 

(BPMN) 
Business Process Modeling Notation (BPMN) is 

the new standard model of business process flows and web 
service. Created by the Business Process Management 

Initiative (BPMI), the primary goal of BPMN is to provide a 
notation can be read and understood by all business users 
[6]. 

BPMN 2.0 is the latest version of BPMN. Here is a 
picture of the BPMN 2.0 notation which is comprised of: an 
event, activity, gateways, sequence flow, message flow [7] 

 
Figure 2. Overview of BPMN diagram [7] 

 
C. Activiti 
Activiti BPMN 2.0 is a process-engine framework 

that implements BPMN 2.0 specification. Activiti allows to 
deploy process definition, start a new process instance,  
executing user tasks, and functions display of BPMN 2.0 [8]  

Activiti Engine is a state machine. Process 
definition of BPMN 2.0 is composed of elements such as 
events, tasks, and gateways are connected together using 
sequence flows. When a process definition is deployed by a 
process engine and a new process instance is started, the 
elements of BPMN 2.0 will be executed one by one. The 
process is similar execution as a state machine, where if 
there is an active state and based on the conditions, the 
execution state into another state takes place via transitions 
[8] 

 
III. RESEARCH METHODOLOGY 

The proposed research methodology is shown in 
the picture 3. Starting with data collection, and then model 
it to Business Process (BP) in the groove. Then the model of 
simulation 1 and simulation 2 are compared and analyzed. 
After getting optimal BPM simulation model then it can be 
deploy to the activiti designer. 

 
A. Data Collection 
Researchers conducted interviews and observations 

in the business process flow referral submission. The goal is 
to get the data in the form of grooves filing reference, 
details of the time, the number of counters, the number of 
employees, the input and output documents and the number 
of participants askes the patient's arrival Business referral 
process begins with registration at health centers. Details of 
business processes can be seen in Figure 4 (detail in 
Appendix). 

B. Business Process (BP) Simulation model 1 
From the results of running BP piloted simulation 

modeled modified, which is called by the simulation model 
1. The assumption of Simulation model 1was that the 
patient only got one clinic visit or got 1 action in 1 day 
(Figure 5) (detail in Appendix). 

C. Business Process (BP) Simulation model 2 
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From the results of running BP piloted simulation 
modeled modified, which is called by the (detail in 
Appendix) simulation model 2. Simulation model 2 has the 
assumption that the patient got maximum one clinic visit or 
got 3 action in 1 day (Figure 5). 

 
Start

End

Pengumpulan 
Data

BP yang Berjalan

Simulasi 1 Simulasi 2

Hasil

Banding dan Analisa

 
 
Figure 3. Research Methodology 
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Figure 4.Bussines Process (BP) default 
 

  IV. RESULT AND DISCUSSION 
   There are some results obtained from the data 

and the process in the previous section. Those results are 
including the results of a comparison simulation and 
implementation Activiti BP simulation model 2. 
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Figure 5. Simulation BP model 1 
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Figure 6. Simulation BP model 2 

 
A. Comparison of simulation model 
By using queuing theory approach, it was 

attempted to simulate the business process model. The 
results of the approach shown in table 2. 

 
Table 2 Comparison of Simulation Model 

*Parameter Simulation Model 1   Simulation Model 2
(One Day Three Task) 

 

Workflow step 21 15 

Time 348 Menit 240 Menit

Cost/day Rp. 18.633.333  Rp. 18.033.333

Storage Space  Digital Repository

Workflow History  No. Yes 

 
B. Activiti Design of BP Simulation Model 2 
In order to be implemented into the software, then 

the simulation results need to be mapped into the activiti 
designer (Appendix A). The results of this activiti designer 
will be deploy into the application of workflow egine, so it 
can generated WS-BPEL code. Examples of software that 
can take advantage of (generated) BPMN results include: 
Alfresco, OracleBPM, etc. While the results of the mapping 
between tasks and actors of Design Activiti BP Simulation 
Model 2 can be seen in Appendix B. 



VOL. X, NO. X, XXXXXXXX 

ARPN Journal of Engineering and Applied Sciences
 

©2006-2013 Asian Research Publishing Network (ARPN). All rights reserved. 

ISSN 1819-6608

4

 

 

 
 

 
V. CONCLUSION AND FUTURE WORK 

The conclusion of this study is  
a. The simulation techniques, BPM. BPMN 

modeling  and Optimization can reduce the number of the 
user step from 23 to 21.  

b. Business process cycle time for reference 
document filing can be reduced from 348 to 240 minutes.  

The future work can be done to more realistic 
simulation model for BP, it is necessary to do modeling in 
some spesial cases in hospital services. For instance, 
periodic services to patients with specific diseases to 
periodic references filing. 
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APPENDIX 

 
 

A. Activiti Design of BP simulation model 2 
 

 
 
 
 

B. Business Process (BP) Simulation Task vs 
Actor Mapping 
 
 
 

Task (T) Task Detail Actor(A) Actor Detail 

1 register 1 Puskesmas 

2 diagnosis 1 Puskesmas 

3 register 2 RSUD 
4 diagnosis 2 RSUD 
5 verification 2 RSUD 
6 register 3 Askes Center 
7 issuance SJP 3 Askes Center 
8 check up 4 Nurse 

9 consultation 5 Doctor 
10 review 4 Nurse 
11 payment 6 Cashier 
12 take pharmaceutical 7 Pharmaceutical 
13 register 8 Laboratrium 
14 grap sample 8 Laboratrium 
15 grap diagnosis 8 Laboratrium 
16 approve 9 Coordinator 

17 approve 9 Coordinator 
18 check up 4 Nurse 
19 medical treatment 5 Doctor 
20 review 4 Nurse 
21 verification 3 Askes Center 
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C. Business Process (BP) default (as it is) 
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D. Business Process (BP) model 1 
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E. Business Process (BP) model 2 
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ABSTRACT 
This research was conducted to develop a program for data retrieval stored in the form of questions and answers. Fidility 
Fascinate Fastness Co., Ltd. used a system of storage and retrieval of knowledge in the form of Google Drive, which was 
inconvenient and time consuming when retrieving desired knowledge. Therefore, the new development of knowledge 
retrieval based on Vector Space Model (VSM) to facilitate the users in the knowledge retrieval was conducted and 
invented. This concept, the required knowledge from the database was transformed by with C # and wrapped by the 
Longtext Matching, then indexed cutting by Inverted Indexing Search. Information retrieval and sorting results was 
robustness by Vector Space Model. The results of knowledge retrieval of 200 questions process by 100 queries.  The 
Cosine formula shown the appropriated formula than Dice and Jaccard formulas which return the higher precision,  82.50 
percent,  97.35 percent  of the recall, and  89.31 percent of accuracy by F-measurement. 
 
Key words: Long text Matching Information Retrieval  Vector Space Model VMS 

 
INTRODUCTION 

The Fidility Fascinate Fastness Co., Ltd., Thailand 
has an old system for storage and retrieval of knowledge in 
the form of Google Drive, which is unpractical and difficult 
to use when retrieving required knowledge. The new 
conceptual model of knowledge retrieval aims to store and 
retrieve information in the form of questions and answers in 
the C # language. Then, it is wrapped using long text 
matching, indexed prompt can retrieve any word listed in 
the question to users. This system will display the questions 
with example sentences with the word retrieval appearing 
with links to the answers. From the operation of the system, 
it also provides the ability to record key words, predefined 
questions and answers.  In this way, the returned results will 
be shown in both matched question and answer, meeting the 
need of users. Thus, allowing for easy rapidly retrieval and 
more effectiveness practically. 

 
Question-Answering System 

(Choochart, 1994). Sansarn Look, one type of 
information retrieval system (Information Retrieval) is a 
request (Query) in the form of natural language, and gains 
accurate and fast answer results. The process of data access 
methods of information retrieval system select and retrieve 
only from information that the user needs. In addition, the 
information filtering is integrated to get rid of the irrelevant 
unwanted information. The main development concept 
focuses on the comparative importance of the documents, 
and term from users (Keywords Matching). The 
components of this information retrieval system are divided 
into three stages.  

Step 1: To create the index (Indexing) associated 
with the knowledge system. 

Step 2: To search from the index (Retrieval) 
related to the user requirement 

Step 3: Select the algorithm to compare the results 
from the searching of index (Retrieval) to finalize the best 
one of efficient algorithm model. 
 
 

Longtext Matching 
(Tuntima  and  Somchai, 2 0 1 1 ) . It is the longest 

word found in the dictionary, the word "person" as a noun. 
When used with verbs such as "the", "sign up" to the word 
"representative" "the candidate" a word whose meaning 
dictionary. Example of the sentences, "The prosecution case 
was appealed through the hotline Bangkok" is wrapping. 
into “the law-suit - have - health care - through - Hotline – 
Bangkok” etc. 
 
Inverted Indexing 

(Tuntima  and  Somchai, 2011). Inverted Indexing 
is a popular method in information retrieval systems. 
Because of its high efficiency in terms of speed and space-
saving storage consisting of two parts. Examples of Inverted 
Indexing structure are shown in Figure 1: Documents 1, 
labeled as "The time-stamping machine is out of order", and 
Documents 2 labeled as "The company require everyone to 
sign in on their working time". 

 
 

Index 

Time 
Attendance 

Machine 
Time 

Attendance 

 
Breakdowns 

 
Specify 

 
 

Everyone 

The 
Company 

 
Figure-1. Examples of Inverted Indexing structure 

docID TF 

1 1 

docID TF 

1 1 

docID TF 

1 1 

docID TF 

2 1 

docID TF 

1 1 

docID TF 

2 2 

docID TF 

1 1 
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Table-1. Example of indexed storages, data shown in the 
form of a set 
 

Word Docoument found 
Time Attendance Machine {1,2} 

Time Attendance {1} 
Breakdowns {1} 

Specify {1} 
Everyone {1} 

The Company {1} 
 

In Table 1 , the retrieval of the sentences "The 
time-stamping machine was broken down" when using the 
algorithm to cut the word, it transform in to 2 words "time-
stamping machine", "Out of order" after retrieval. That 
means inverted index set was {1, 2} {1} = {1} 
 
Vector Space Model  

NAZT (Apache Software Foundation, 2553), put 
words in a document then arranged them into a vector 
format, each vector represented the words in each 
documents. They compared the similarities of each 
document by measuring the angle between the vectors using 
the cosine or dot product to measure the angle of difference. 
From the results, the lower value showed the similarities of 
results.  

The cosine value was between 0 and 1. If the cosine 
was close to 0 , it showed no similarity at all. But, if the 
cosine value was close to 1, it means that the document was 
very similar, as shown in Figure 2-4. 
Assigned “X” as the horizontal main axis 
Assigned “Y” as the main vertical axis. 
Doc 1 assigned as the words in a document 1 that has been 
sorted into a vector format. 
Doc 2 assigned as the words in a document 2 that has been 
sorted into a vector format. 
 “q” represent the query terms of user retrieval. 
 

 
Figure -2. shows the  Query with no similarities 

 
Figure-3. shows the Query documents are most similar. 
 

Figure 4. shows the Query was similar to the Doc 1 less 
than the Doc2. 

 
This document retrieval system will return the 

results with high to low similarity scores between 
correlation of queries and documents of cosine or dot-
product of vector of Vector Space Model.  
M  is assigned as the total inverted indexes of system. 
N is the total documents in the system. 
J is the order of words of retrieved documents   
I is the order of inverted indexes in retrieved documents.  
wi, j is the weight of  inverted indexes.  
tf is the frequency of retrieval term. 
idf is the frequency of retrieval term showed in documents. 
fi,j  is the frequency of term  ti in j document. 
ni  is the number of total documents which represent term i. 
log are log 2 or natural logarithm e or  ln  
Maxkfk,j  is maximum of frequency show in document j. 
Thus, the ordering of the document from 1 to N will assign 
as Doc and write in the matrix system as. 

 
Table-2. The arrangement by order of weighted of words in 
the documents.  
 word1 word2 word3 … wordn 
doc1 weight1,

1 
weight1,

2 
weight1,

3 
… weight1,

n 
doc2 weight2,

1 
weight2,

2 
weight2,

3 
… weight2,

n 
… … … … … … 
doc
N 

weightN,
1 

weightN,
2 

weightN,
3 

… weightN,
n 

From Table 2, The results showed the weight of 
word in the documents and transform in to vector format as 
below;  
Vector of document 1; 

{ w1,1 , w1,2 , w1,3, … , w1,2n}  
Vector of document 2; 

{ w2,1 , w2,2 , w2,3, … , w2,2n} 
Vector of document N  

{ wN,1 , wN,2 , wn,3, … , wn,n} 
Then, Docj  will wrote in to; 

 
Similarity calculation;  

 = similarity score 
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The total of frequency of query * weight of term 

 
Square root the total sum up of weights from 

queries power 2. 

   
Square root the total sum up of weights from 

queries power 2 
The similarity calculation 

 

 
In case of q show the same direction as d,j will 

show cosine = 1, that mean maximum of  matched.  
If q made an angle of 60 degree dj will earn cosine 

= 0.5. 
If  q made an angle of  90 degree dj will earn 

cosine =0 or completely unmatched.  
For sorting document based on similarity 

properties from 1 to N and the results will use to compare 
by dk important ranking than sequences of   dj e.g. Sim (q, 
dk) >Sim (q, dj). 
 
Study and analysis system 

In general practices, many companies usually store 
their knowledge data on google drive, this causes 
inefficiency of usage when searching and retrieving 
information. Most problems found referred to answers or 
relevant answers, which appeared to match requirements 
from searches. This research aims to develop an algorithm 
to cut long sentences of knowledge data via long text 
matching. Results are then wrapped once searched by C# 
methodology of question-answer searching and retrieval. 
Then transformation of this cut word into indexes similar 
with human language. The users can retrieve any of the words 
listed in the question from the keywords entered into the 
system.  

For example, the question "Who was the first prime 
minister of Canada" the system will try to understand, cut and 
bring this word to compare with indexing words in the system. 
That means the users can search and retrieve any word in 
question and answer. This will show with pairs of questions 
and answers with word retrieval appearing with examples of 
relevant sentences. 

The result of the outcome shown in calculated 
percentage lets the user decide how to show interrogatives 
displays. The result also links to an answer by the operation of 
the system, which is to allow users to record key words. To 
create Predefined Question and Answer –this method returns 
data questions with an answer to meet user needs with rapid 
responses and high efficiency. 
 
 
System Design 

The designed system used to create an index 
(Indexing Word) and information retrieval algorithm 
(Information Retrieval) is shown in Figure 5  
and schematic operation  Figure 6. 

 
Figure-5. Diagram shows the working process 

 
The system to create a database index (Indexing Word) 
works by importing data and cutting words by the LexTo, 
National Electronics and Computer Technology Center 
(NECTEC), Thailand. The author of this paper entered 200 
sentences of knowledge from people in a company to create 
pilot system database. The system made two image 
databases cut by long words and kept, meaning storing as 
much as possible by the Longtext Matching technique. The 
system will calculate the TF, Weight to Database Index 
(Indexing Word) to calculate the similarity (Similarity) df 
and IDF of each term from the wi, j = tfi, jx idfi. 
 

 
 

Figure-6. Diagram showing the conceptual workflow      
process of the Information Retrieval System 
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The Information Retrieval System by the vector 
space model was development using the Cosine formula to 
calculate the accuracy (precision), recall values, and validity 
(F-measure) from three formulas, which included Cosine, 
Dice, and Jaccard. From the analyses, overall three 
formulas, Cosine formula seemed to have a good result for 
the average of the accuracy (Precision), Recall and the 
validity (F-measure) than the remaining two formulas. The 
authors summarized that the Cosine formula was most 
appropriated to develop the system. Because of its accuracy, 
efficiency and ability to show questions and relevant 
answers to users.  
The formula 
 
 
 
 
 
 

 
 

 
The steps of work, begin with user to fill out a 

question that needs an answer into the system using a wrapping 
by longest text matching technique (Longtext Matching). The 
cut words have to calculate the fitness value with Cosine, Dice 
and Jaccard formulas, then analyses by compared these cut 
word of question with indexing of question in storage database 
and selecting most matched and similar more than 50 % 
display to user.  The users can select from the pool of 50-100 
% relevant questions and find out the answers that they need 
which the system will show the relevant percentage with the 
search results to decision. 

 
Development 

System was developed under web application in C # 
using the Windows 7 operating system, MSSQL database 
management system. For web development, Adobe 
Dreamweaver CS4 was used and designed user-friendly web 
pages with Adobe Photoshop CS4 system.  The Data Flow 
Diagram (DFD) was used as a tool to analyze the system, in 
order to understand how the system works in relation to 
information.  DFD shows the flow of imports and exports of 
data, which is divided into different levels. The Data 
Dictionary (Data Dictionary) was created and helps to explain 
the structure of the tables and understanding the database in 
meaning of each entity, including types and sizes. The database 
was divided into 4 files which consists of data administrator 
database, Keyword database, Indexing word database, and 
question and answer database with wrapping techniques with 
the longest truncation Long text Matching. 

The main system consists of two domain separate parts: 
1) the administrator part, and 2) the user part. 

 
Testing 

The testing process was done by storing and 
retrieving knowledge with vector space models. The 1 0 0 
queries of test questions and the results of 200 questions using 
Cosine, Dice and Jaccard testing formulas were collected.  
 

The study discussion 
The storage and retrieval of knowledge with the 

vector space model divides users into two parts: the part of 
the administrator and the end user part. The index was 
created from words in the Lexto program of the National 
Electronics and Computer Technology Center, Thailand. 
Entered questions and answers came from knowledge of the 
personnel in the company. The system also provides the 
Advanced Boolean searching function with all of the words 
(AND) of a sentence or phrase, or at least one word. (OR), 
and no words found at all. (NOT) using the default search 
and the search ends. (Wildcard) and displayed as a question. 
And shows the similarity (Similarity) at a rate of at least 50 
percent, and the user can also add words, questions,  and 
answers into the system in order to increase the useful 
amount of knowledge in the system, as shown in Figure 7-
12. 

 

 
Figure-7. The login screen of system. 
 

 
Figure -8. shows the questions entries into the system. 
 

 
Figure -9. shows the resolved of questions 
 

 
Figure -10. shows the search results 
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Figure -11. shows the most matched results of 
questions. 
  

 
 
Figure-12. shows the answers to the questions in pop-up 

 
The measured system performance 

We measured efficiency of the system by testing the 
three formulas including Cosine, Dice, and Jaccard formula as 
follows. 

Cosine found that average of fitness values equal to 
0.4990946. Dice found that the average of fitness values 
equal to 0.3946528, and Jaccard found that the average of 
fitness values equal to 0.24229466. 

 
Discussion 

The system was designed and developed with a 
sequence of operations as follows:  First, brief information 
regarding the operating system needs to study the issue was 
creates and constructed a conceptual framework by UML 
(Unified Modelling language). The second step was overall 
analyzing of the systems design using Data Flow Diagram 
(DFD). The final step was system testing and verifying the 
correctness of a program or efficiency of work.  The 
concepts of development storage and retrieval of knowledge 
with the vector space model of the system can be 
summarized as follows. 

1) To find out the question - answer to meet the 
conditions and needs. 

2)  Keywords management. 
3)  Users decision process. 
4) Performance test by using 100 Queries and 200 

questions. The questions for key words and testing by 3 
formulas Cosine, Dice and Jaccard to calculate the fitness 
values. 

5) The overall evaluation of the usages into 3 aspects 
found that Cosine formula had an highest average value of 
0.4990946 for the fitness value which most appropriate to 
use. 
 
Routing problems. 

The model used to design and development of 
storage and retrieval of knowledge of the process model is 
the vector space mode require well understand and 
knowledge of personnel, high level of working experience 
to save words or cognitive in nature. This is an important of 

user performances to answer questions in order to get the 
knowledge to be effective, helpful to users, recording and 
save the new knowledge into the system without redundant 
saving.  These is essential component to provide higher of 
efficiency and benefits of the system. 
 
CONCLUSION. 

Development of knowledge retrieval from a database 
requires C # and wrapping by wrapping the longest (Long 
text Matching), then the cut is indexed by Inverted 
Indexing, retrieval and sorting the results. The information 
retrieval by Vector Space Model has more efficiency by 
using Cosine formula to calculate the accuracy (Precision), 
Recall and the validity (F-measure). The experimental 
knowledge retrieval system used 100 queries of 200 
questions entries to test the accuracy of the documents earn 
more benefits and efficiencies, but the completeness of the 
documents show in the medium term. 

 
Recommendations and guidelines for further 
development 

The accuracy of the results can be increased by 
adding the relevant and correct words in the dictionary of 
the system by capturing it from new knowledge from the 
organization. In another way, the more accurate will come 
with contrary from increasing vocabulary and excessive 
burden to loading of system memory. This mean the 
developer or the user needs to be done carefully and should 
enhance their ability to find answers to find out the meaning 
of keyword. 
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Attachment 1 
 
Table shows the best fitness values among different queries by Cosine, Jaccard and Dice formulas. 

No. Question  Cosine Jaccard  Dice 

1 Cannot log in to canteen system by identity card 0.514726 0.265556 0.426824 

2 Unavailable canteen pos machine 0.451263 0.221118 0.376805 

3 Clock in button of time attendance machine 0.436438 0.170834 0.324856 

4 Cannot Import employee data to system 0.538142 0.23726 0.426879 

5 
Therapeutic radiology and Oncology department 
staff 

0.521418 0.254336 0.445895 

6 Orthopaedics Operating Room staff data 0.540459 0.271144 0.387621 

7 Special male-female surgical ward  staff data 0.526422 0.236416 0.397308 

8 Cannot use card 0.475673 0.251868 0.416221 

9 Canteen management system with RFID card 0.464643 0.2456856 0.367892 

10 Import cashier data for sent to bank 0.521762 0.268729 0.376227 
 

 
Comparison of similarity coefficients for fitness value among 3 formulas 

 
Benchmarks  of 3 formula among Cosine, Dice, and Jaccard follows; 

Cosine test was an average of  fitness values equal to 0.4990946.  
Dice test was an average of  fitness values equal to 0.3946528. 
Jaccard test was an average of  fitness values equal to 0.24229466. 

The overall estimation of the testing of storage and retrieval of knowledge with the vector space model. The Cosine formula 
showed an highest accurate and precision of  information retrieval. 
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ABSTRACT 

 
This research aims to predict the risks in software development projects by applying multiple logistic regression. The 

logistic regression was used as a tool to control the s o f t w a r e  development process. These consisted of the r i s k 
stratification and causal risk fa c to rs  analyses. This statistical integration was intended to  establish th e  risk fa c to rs, 
anticipated and minimized the risk, which can occur during processes of software development. The factor analysis 
incorporated with logistic regression was used to predict the risk classification probability of failure or success of 
software development. The logistic regression analyses can grade and help to point out the risk factors, w hich were 
important problems in development processes.  These analytical results can lead to createation and development of 
strategies and highlight problems, which are important issues to manage, control and reduce the risks of error. The result 
from classification of questionnaires of software developm ent risk analyses by SPSS program had overall prediction 
accuracy at 90.00%. 

. 
 
Key words: Software development, Risk management, multiple logistics regression 

 
INTRODUCTION 

Today, because of information technology and 
software development, updates and advances come along 
with increasing speed and continues software 
development is necessity. For this reason, high quality 
software development usually needs certain surrounding 
factors such as the standard of software project 
management especially complied with strict rules which 
effect the developer and software project. According to 
the completion, accuracy, possibility, need, priority, and 
clarity, should all be checked and inspected at each step. 
For the improvement of risk management procedures, the 
following process need to be followed such as identify, 
analyze and prioritize of works, planning and scheduling 
task, problem solving to prompt management. The project 
control in each process, monitoring of the effects and 
changes, all aid development and help achieve completion 
timelines (Tharwon, 2011).  

The risk management classification helps to 
analyses the risk factors by problem analysis. The 
questionnaires of software development were used to look 
for hidden risks along development processes. Next steps, 
the factors from the questionnaires were analyzed to 
predict the factor, which causes the risk of the software 
development (John, 2012). 

Software development projects always have more 
risks than other management projects because it has more 
technical uncertainty and complexity. Most developers 
look for methodology to minimize the important risks to 

improve their management, because the risk factor affects 
the success or failure of any project. Thus, should be 
eliminated to gain customer satisfaction and reach the goal 
based on their timeline (Rabia, 2013). 

Therefore, the author of this paper proposes the 
idea to control risk of projects by searching the factors 
that causes risks and the delays in software development 
project by multiple logistic regression analysis. These 
statistical models will help project managers to simplify 
the start of a project, anticipate and avoid problems before 
they occur (Ying, 2012). 

This research highlights the problems of software 
development, covers risk management, and looks at 
helping developers to prevent problems and processes that 
control timeframes according to the project plan. 
 
RESEARCH SIGNIFICANCE 

Risk management in software development project 
was the comprehensive methods that consisted of project 
planning, clarify of their objectives, reacting, recheck and 
included the risks control and management which can 
happen and needed to solve through the development 
phases. The goal of the risk management intended to add 
the possibilities of positive impact and reduced the 
possibilities of negative impact on the project (Hooman, 
2013). The reason was why we compared between the 
project efficacy and the successful factors. The factors 
which were determined from this comparison was 
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potential risks to the success of the project. Because these 
differences will effect to the success of the project (Tim, 
2009) 

Risk was a situation or any actions which will 
happen during unforeseen circumstances and effect or 
damage (cost or non-cost) or failure or reduce the chance 
of the success of the organization in terms of monitory 
strategy (Tim, 2014). Financial and service costs would be 
the good represent of unmanaged risk side effects by 
measuring from the impact and chance of the happening. 

Risk management manages the risk in the method 
of the measurement (Larson, 2012), inspect and control 
the risks, which link together with the activities and 
working process to reduce the risk and possibility of loss 
and damaged that organization have previously faced. The 
risk might happen from many factors from the process. In 
the software development projects, they are prone to have 
more chances of failure (Venkatesh, 2012) from many 
factors such as manpower problems, mistakes when 
selecting the best decision of management among the 
participants or collaborative who worked together 
(Muhammad, 2014). In the developing process, there 
might be conflict or misunderstanding leading to risk of 
the project failure. The other factors such as changes and 
advanced development of information and technology 
should also be of concern, see details in Figure-1. 

 
 
 
 
 
 
 
 
 
 
 
 

 
 

Figure-1. Risk Management 
 

Risk assessment was the method to specify the 
risk, analysis the risk and prioritize the risk by measuring 
from the chance and impacts. After the measurement, we 
will know the degree of risk which were classified as 
maximum risk,  high risk,  medium risk or low risk based 
on chance and effect of each risk that occurred (Dana, 
2012) 

Risk control was a policy or steps series which 
will reduce the risk and increase the likelihood of success 
for the project which were controlled for prevention, 
inspection, advice and correction (Pontakorn, 2012) 

Both risk assessment and control are usually 
required as the common components in the development 
process. These management methods essentially integrate 
into working processes but most developers will never 
know (C Verma, 2010) that there was any risk 
management, see Table-1. 
 
 
 
 

 
Table-1.Software development project 
 
Risk Assessment 

Risk 
Identification 

Developer realized that the new 
programmer lacks of knowdedge of the 
program language. 

Risk Analysis Analyses the important problems that 
could effect to the project management 
and  might causes to the project failure. 

Risk 
Prioritization 

Prioritise and compare the problems or 
the risks and find the way to solve the 
problems. 

Risk Control 

Risk 
Management 
Plan. Risk 
Resolution 

Management planning by solving the 
risks or problems in many methods. To 
choose the interesting way to solve the 
problem  such as making of the pair 
programming 

Risk 
Monitoring 

Follow up and close monitoring 

 
 
PROCESS RISK MANAGERMENT 
 Software risk management is similar to the other 
management projects which means develop projects 
handle many risks which can lead to the project failure 
and problems such as budget estimation, constraint of time 
and resources, lack of the measurement or commitment 
from high executive management (Abdullahi, 2014). Risk 
is very important to the management of software 
development projects because organizations are serious 
about managing the risks to find out the causes, measure 
the effect which could impact the business, controlled and 
minimize risks. 
 Thus, it is important to identify or specify the risk 
concerns referring to the safety of the property in the 
organization, managing causes of risk before it affects the 
project, and causes problems (Venkatesh, 2012) see 
Figure-2. 
 
 

 
 

 
Figure-2. Risk and the role of government (OECD)  
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Risk definitions   
 Uncertainty about the outcome that it will be 
occurred as expected or not. 
 Actions or events that may undermine the abilities 
of the organization to achieve the objectives. 
 Actions or events that may change or threaten or 
any other negative occurrences. 
 Trends or chances that may take the risks and 
effects in case that the event actually happens. 

Risk analysis was the method to bring the 
specific risks to analyze and grouping and search for more 
information which causes risks, effect of the risk, failure 
level and defined the direction and control to reduce the 
risks (Mead, 2009). Risk management must be understood 
and weighted between the control of the expenses and 
how to management follow the timeline of project 
planning. In depth of risk management consists of the 
control planning, tracking, risk controlling those were 
methods of specify and analysis and coping to the new 
risk. 

Classifying software risks will affect the timeline, 
expense and quality of business. It depends on expertise of 
the project management to make the survey and checking 
from the developed questionnaire which made from the 
experience from the developer. The analysis started to 
discriminate risks from low to high. After the 
questionnaire survey, the results found that the project 
categorized to low risk but developer should be aware and 
concerned if low risk was complex as same as the big 
project (Koolmanojwong, 2010) Planning and controlling 
organization strategy with clearly risk, define and analysis 
risk will enhance to success and reduce the chance of the 
failure. The risk of the software development was the 
main factor and condition which needed to highlighted, 
controlled, and managed to make the project successful 
(Betz, 2010).  
 
Factor Analysis 

Factor analysis was the technique to group 
related factors to one another. The same factor will relate 
together. The relation may be in a positive direction or 
negative direction or contra direction, and also the factor 
which is not related or less relevant. Factor analysis was a 
statistical technic which was used to analyze of 
measurement. Analysis will help to point out that the tools 
or technics measures the factor positive or negative. 
 
Multiple Logistic Regression 

Factor analysis will help to group the analysis 
to the technique group while multiple logistic regression 
analysis will use the possibility from the grouping and 
predicting from the independent factor which the factor 
might combine with the continuous factor or continuous 
factor or dichotomous of the value factors such as the 
YES and No, success and failure factor. The objective of 
the same factor analysis but multiple logistic regression 
has the dependent factor as the separated factor. However, 
It shown different from the risk management perspective. 
The multiple logistic regression analysis was used the 
statistic to separate all of factor into risk and non-risk 
groups. This statistic technique can predict the possibility 
of the risk and increased the part which already classified 
as normal distribution, despite size of the groups were 

different but still can analysis and predict the risks to 
proper with development project. This analyses will 
compare the result of predicted risks which were analyzed 
in to coefficients or Odds that mean we can graded the 
interesting risk and compared among them. For the final 
regression, the result will should only the rest of 
maximum risk related with success and failure that might 
be concerned to manage during project development 
process.  

Multiple regression was the correlation between 
the associated factors or classified problems and at least 
dichotomous independent factors such as dependent factor 
was Y, Independent factors were X1 to X30. All factors 
will be measured by parametric method as range or 
proportional or ratio.  
 
PRELIMINARY INVESTIGATIONS 

Method and process for risk prediction for  t h e 
software development project by using multiple logistic 
regresses were separated in to many parts, see Figure-3. 

Start For Research

Selected indicators identified by 
other research.

Create Questionnaire

Questionnaire Comprehension test

Edit questionnaire based on 
comprehension test

Compile results of Questionnaire

Data cleaning

Classify data by factor analysis

Analysis to identify factor 
 by Multi logistic regression

Compare results of factor analysis
And Multi logistic regression

Create Reporting

Training data 70 Project

IOC-10

 
 
Figure-3. Process and method for prediction 
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Collecting the indicators 
To classifying software risks, in this research, the 

author reviewed and selected many researches related to 
software developing projects which were studied, 
analyzed and categorized into low, intermediate and high 
risk factors. This prototype of risk factors used for risk 
estimation in this research. The related factor which 
caused the risk, level of the risk in the project and impact 
from the risk which used for identifying the risk factor, 
and to point out the risk which showed significant effect 
to the successful of project (Tharwon,2011) 

The summarization of the factors selected from 
classifying software risk were selected.  The factors which 
related and grouped as domain group before questioning 
from the related factor and making the questionnaire as 
shown in Table-2. 

 
Table-2. Classifying Risk Category 
 

Rank Risk Category 

1 User 

2 Requirement 

3 Cost 

4 Schedule 

5 Quality 

6 Business 

7 People 

8 Project complexity 

9 Planning & Control 

10 Team 

11 Organizational Environment 

12 Scope change 

13 Communication 

14 Overdrawn Budget 

15 Unrealistic Requirements 

16 Change Management 

17 Estimation 

18 Project Management Activities 

19 Design 

20 Developer 

21 Development  

22 Process 

23 Stakeholder 

24 Software 

25 Culture 

26 Time Dimension 

27 Resource availability 
 
 
 

Summary of indicators 
A summary of the indicators have been selected from a 
software risk taxonomies (Classifying Software Risks). 
The indicators of selection, main domain group of risk 
categorization were groped and prioritized as follows, the 
information is displayed in the Table-3. 
 
Table-3. Main Group for Risk Category for software 
development 
 

Rank Risk Category 
1 User 
2 Software Requirement 
3 Estimations 
4 Cost 
5 Schedule 
6 Planning and Control 
7 Team 
8 Software  

 
Standardization of questionnaire from experts 

The experts who have knowledge of software 
development or software development management will 
help to determine the optimized questionnaires. The 
authors specified and selection 5 experts from 5 
organizations qualified with at least 9 years of experiences 
in software development projects to help determine if the 
questionnaires matched, understood and were relevant to 
the objectives. The final questionnaires were selected 
from their expertise, related risk factors and co-operation, 
which ensured that results from the questionnaires were 
reliable. 

 
Data collection and validation 

The data collection came from the 5 experts that 
have the same opinion and direction, agree or probably 
agree and disagree. In another way, if one of answer from 
these experts answered not-agree and disagree answered 
from people who did the questionnaire from their own 
experience. So that the factor caused the risk for software 
developing project came from the same direction (agree, 
probably agree vs. disagree) of the questionnaires. 
 
Factor extraction and Results 

Factor extractions is the method to separate and 
grouped of all factors in terms of quality analysis and 
develop the questionnaire which has objective to select the 
factor which causes the risks and analysis from the risk 
factors for predicting the risk in the project.  The results of 
questionnaire answered from the involved personnel was 
important. Because of these answers or perspectives 
would provide the information which can be trusted and 
covered all the factors. In additions, the questionnaire also 
was the tools to improve of gaps and mistakes and revised 
again to maximized efficiency of developed 
questionnaires.  

Analysis by multiple logistic regression from the 
questionnaire of 70 projects were relevant and enrolled to 
summarize the factor which causes the risk of projects see 
Table-4. 
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Table-4.Risk Factor 

 
APPLICATION MODULES 

The results were analyzed using multiple logistic 
regression of the respondents to the software development 
projects which were the subject of the 40 questions and a 
summary of all the factors were analyzed by the program. 
Multiple logistic regression analysis from questionnaire, 
the personnel will answer the respondents. Almost of them 
had experiences from other companies in software project. 
Multiple logistic regression analysis of how the guidelines 
were finalized at the table 5.  
 
 
Table-5. Results of multiple logistic regression analysis  
 

Original Value Internal Value 

No Risk 0 

Study Risk 1 

 
 
 
 
 
 
 

Table-6. The results from Classification  
 

Observed 

Predicted 

Factor Percentage 
of Correct 
Prediction Risk 

Non 
Risk 

Step 0 
Factor 

Risk 37 0 100 

Non 
Risk 

33 0 0 

Overall 
Percentage 

    52.9 

 
   The variables in the Equation showed the intercept-only 
model is ln(odds) = -0.114 (Table 7).  If we exponential 
both sides of this expression, we found that our predicted 
odds [Exp. (B)] = 0.892. That was the predicted odds of 
deciding to no risk the research is 0.892.  Since 33 Project 
of our subjects decided to no risk the research and 37 
decided to have the risk in research, our observed odds 
was 33/37 = 0.892. 
 
Table-7. The result of Variables in the Equation 
 

 B S.E. Wald diff Sig 
Exp. 
(B) 

 Con
stant

-0.114 0.239 0.228 1 .633 0.892 

 
   This Block 1 output, this SPSS has added the risk factor 
variable as a predictor.  Omnibus Tests of Model 
Coefficients gives us a Chi-Square of 43.903 on 30 diff, 
significant beyond .001.  This was a test of the null 
hypothesis that added the risk factor variable to the model 
has not significantly increased our ability to predict the 
decisions made by our subjects (rejected of null 
hypothesis with p-value < 0.05). 
 
Table-8. Omnibus Tests of Model Coefficients 
 

  
Chi-

square  
Diff Sig. 

Step 1 
Step 43.903 30 0.049 

Block 43.903 30 0.049 

Model 43.903 30 0.049 

 
Table-9. Result from data (Questionnaire) 
 

Unweighted Cases N Percent 

Selected 
Cases 

Included in 
Analysis 

70 100 

Missing 
Cases 

0 0 

Total 70 100 

Total 70 100 
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Table-10. Result from Classification Table a 
 

     Observed 

Predicted 

Factor Percentage  
of Correct 
Prediction Risk 

 Non 
Risk 

Step1 
Factor 

Risk 34 3 91.90% 

Non 
Risk 

4 29 87.90% 

Overall 
Percentage 

    90.00% 

 
From table 10, there were the actual data of the 

expectations (factor risk) 34 questionnaires and (factor 
non risk) 3 questionnaires. When using predictive 
equations, 37 questionnaires can be predicted. Therefore, 
the corrected prediction is around 91.9%. Next, there were 
the actual data of the expectations (factor risk) 4 
questionnaires and (factor non risk) 29 questionnaires. 
When using predictive equations, 33 questionnaires can be 
predicted. Therefore, the corrected prediction is around 
87.9%. Then, the overall prediction accuracy was 90.0%. 

These results were found using SPSS to analyze 
the data from the questionnaire. 
 
CONCLUSIONS 

The main aim of the software development 
process was the acquisition of profit. It was an impulsion 
causing the importance to find out the risk factors which 
comes with software development projects of each 
organization.  

Preliminary risk classification, focuses on the 
risks that are frequently happen in software development 
projects, common problems of improve processes for 
greater efficiency in the software development projects. 
The decision to select appropriate project was an 
important issues that must be emphasized and it necessary 
to have the answer about prediction of risks. 

The reason why the prediction of risk from 
software development process was necessary and must be 
obtained because it will help project manager to manage 
and estimate mistakes and delayed in each step of 
processes all the time. Moreover, it supports to making 
decision to carry out a software development project 
properly. Thus the classification, prediction of risk factors, 
estimation of risk factors in software development process 
is really importance and useful because it will promise to 
enhance the successful of the software development 
project. 
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ABSTRACT 
Free Space Optic (FSO) is an attractive link communication due to its outstanding capability to fulfil rapid demands in 
today’s technology era. The bandwidth and speed FSO possess is similar to fiber optics. However, FSO is highly preferred 
than fiber optics. This can be seen in comparing the point of the deployment time frame and cost effectiveness. However, 
since the atmosphere is the transmission medium for FSO, the connection may be attenuated as atmosphere condition 
varies. The attenuation is due to climate vulnerability and it will distort the FSO link performance especially rains and haze 
since this type of weather occurring throughout the year in tropical temperate region. This paper is focused on the analysis 
of haze attenuation with real visibility data from meteorological departments for the mid-year 2012 until mid-year of 2013 
and constructs the tropical haze attenuation model especially the maximum range of FSO system deployment. Here, low 
and moderate visibility was concentrated more in this research due to worst condition for FSO link. The data used is 
analysed with theoretical part and simulated using Optisystem software 6.0 version and validated with experimental part 
(lab scale). Observation performance is characterized through bit error rate (BER) synchronization and power received 
with related to the link range relationship.         
 
Keywords: Free Space Optics, communication, high data rate, attenuation, haze attenuation, Optisystem, bit error rate.  
 
INTRODUCTION 

In today’s increasing demand, especially on last 
mile problems which are based on microwave 
communications technology in a point of bandwidth 
limitations and security need to be highlighted. The need 
for transferring large amount of data was increased day by 
day (Boncho, 2013).  Fiber optics was known as an 
outstanding solution to outcomes problems. However, 
there are several disadvantages that make fiber optics a 
second choice. This is due to the high cost of deployment 
and the time taken for installation. Hence, the alternative 
solution that is compatible to this issue is FSO system 
design (Nistazakis et al., 2009).  

FSO communication provides point-to-point data 
rate transfer by adapting visible or infrared laser light 
transmission of broadband communication through free 
atmosphere or wireless communication (Suriza et al., 
2011). It provides high data rates that relate to unregulated 
bandwidth provided by optical wireless communication 
channels. For example, light frequencies required very 
high bandwidths to make it possible in achieving very 
high data rates (Al-Ghailani et al., 2012). FSO is also 
suitable for the last mile solutions that give unlimited 
bandwidth and no need a licensed. However, FSO link 
quality in performance was difficult to achieve due to 
uncontrollable factors such as weather effect, since the 
FSO link was vulnerable to the atmosphere (Alma and 
Khateeb, 2008).  

The FSO system channel was placed in the 
troposphere region, where the part of the most of 
atmospheric phenomena occurred (Oliver et al., 2006). 
The modulated signal transmission was enormously 
affected by atmospheric attenuation such as absorption, 

turbulence, and scattering. Scattering can be defined in 
three groups which are Rayleigh scattering, Mie 
scattering, and non-selective scattering (Prashant, 2008). 
This paper concentrates on Mie scattering conditions. Mie 
scattering takes place when there are some spherical 
molecules exists in the atmosphere with similar or greater 
diameter than the wavelength of radiation such as existing 
fog and also haze. The scatter wavelength is longer than 
Rayleigh scattering. All of the attenuation mentioned 
above was being the overall effects that contribute to the 
FSO performance degradation.      

In this tropical temperate region, fog is negligible 
because obviously fog is not the main phenomena when 
comparing with haze. Haze Elements were formed by 
combination of tiny salt crystals and dusts with a diameter 
range from 0.02 m to 2 m. The existence of haze was 
related to visibility. Visibility refers to the possible 
maximum range that the normal eye can discern.  
 
LASER BIT COMMUNICATION AND SYSTEM 
PARAMETERS 

 
 FSO system uses laser bit in signal transmission. 
The laser diode acts as a light source and transmits a 
signal to a photo detector or receptor diode. High power 
required in this system in order to across the atmospheric 
phenomena such as rain, haze and fog. Nonetheless, the 
usages of power need to be limited when considering the 
eye safety. Laser bit contributes high transmit power and it 
was high sensitivity so that the receiver has high capability 
to sense the delight emitted from the isolated area.  
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Laser bit was reliable in terms of cost 

effectiveness since its transmission can have up to 2 Mbps 
to 1 Gbps in a clean atmosphere. This system also can be 
an added advantage for the factories or other industrial 
companies which required a connection in river crossing 
or other obstacles because no cables need to be installed. 
This laser bit FSO devices use transmission methods with 
no latency of the transparent and wire speed data. No 
frequency licenses required since the system only use 
infrared light in the transmission medium. In addition, 
radio magnetic interference and electromagnetic will not 
give any effect to the transmission. In order to be more 
robust and protected from sunlight, the housing was 
strapped with metal.  
 The system conditions will be the main issues 
which give an influence to the system transmission 
quality. The system characteristics depends on the 
parameters of laser transmission power, diameter of 
transmitter aperture, the diameter of receiver aperture, 
beam divergence, output wavelength, load resistor, and 
bandwidth. Table 1 summarized the equipment parameters 
and its characteristic at a certain distance used in this 
research.  
 

Table 1: Equipment parameters 
 

Parameter Characteristic 
Laser Power Transmit, P  1 mW / 0 dBm 

Transmitter Aperture Diameter, Td  5 cm 

Receiver Aperture Diameter, 
Rd  20 cm 

Beam Divergence,   2 mrad 

Output Wavelength,   1550 nm 

Resistance of Conductor, R  1030 Ω 

Bandwidth, f  622 Mbps 

 
MATHEMATICAL MODEL AND SIMULATION 
DESIGN 
 

The theoretical part was based on the 
mathematical model for a haze attenuation equation, 
received power, signal noise ratio (SNR) and BER 
whereby the simulation part presented in simulation 
design using software Optisystem with version of 6.0.  
 
Mathematical Model 
  

Visible condition can be characterized in three 
main levels, which are low visibility, moderate visibility, 
and high visibility. Referring to meteorological 
department, low visibility was in the distance of less than 
6 km, whereby the moderate visibility was in range of 6 
km to 50 km visibility and higher than 50 km was defined 
for high visibility (Rahman, 2010). 

 
The haze attenuation is given as equation (1) from 
(Rahman, 2010)  

  
 

     
 
 
where   is scattering coefficient. Equation (2) 

determines the scattering coefficient (Rahman, 2010) in 
hazy days.  
 

 
 
 

 
Where 6.1q for high visibility (V>50 km) 

            3.1q for moderate visibility (6 km<V<50 km) 

            3

1

585.0 Vq  for low visibility (V<6 km) 

            V  = Visibility (km) 

            R  = Link range/Distance (km) 
             = Wavelength (nm) 
 

When atmospheric attenuation happens, there is 
an additional loss occurring which being the factor of 
power losses during transmission which is geometric 
losses which occurring due to the transmitted beam spread 
between the transmitter and the receiver. Geometric loss 
refers to the ratio of the surface area of the receiver 
aperture diameter to the surface area of the transmitter 
aperture beam divergence at the receiver. Geometric loss 
is depending on the divergence and range with formula 
stated as (Al-Khateeb et al, 2011).   
 

 2

2

Rd

d
ossGeometricL

T

R


  

 

Where Rd = Receiver aperture diameter (m) 

          Td = Transmitter aperture diameter (m) 

            = Beam divergence (mrad) 

          R = Link range/Distance (km)  
 

From attenuation and geometrical loss, the 
equation of power received can be constructed as in 
equation (4) (Alexander et al., 2012).  
 
 
 
 
 

 
The received power usually large enough so that 

the signal current can control the dark current and also the 
background noise. Thus, the noise could consider typically 
shot noise and thermal noise. To measure the direct 
detection receiver performances, the SNR is outlined as 
the ratio of signal power to the noise power as in equation 
(5) (Sugianto, 2006). 
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In telecommunication transmission, the BER is a 

percentage of errors in bits to have a retransmission of 
packet data. In this paper, the analysis has been 
characterized through BER of 10-9 which means that out of 
1,000,000,000 bits transmitted to the channel, there will be 
one error. The higher the BER may indicate the slower the 
data rate (Yaochau, 2005).  
 
 
 
 
  
 
FSO System Simulation Layout 
 

Figure 1 shows the FSO system design for 
simulation layout. It consists of a transmitter with laser 
diode as a light source and Mach Zehnder Modulator, 
followed by FSO channel with 1 km link range and 
receiver part. Wavelength of laser diode was set up at 850 
nm. Modulator in transmitter part was assigned to 
randomly transmit the bit through the channel to the 
receiver. This process will be conducted by pseudo 
random bit sequence (PRBS) generator. Positive Intrinsic 
Negative (PIN) photo detector used in this research as PIN 
has low dark current compared to Avalanche Photodiode 
(APD) (Azadeh, 2009; Ron et al., 2005). PIN also cheaper 
compared to APD and less sensitive to the temperature. A 
photo detector functioned as converting element from the 
received optical signal into an electrical signal. The signal 
then crosses the amplifier and filter. The unwanted signal 
will be filtered via 3R Regenerator and select the desired 
range of frequencies. At the end of the receiver part, the 
output of the signal sent to the BER analyzer to be 
analyzed and power meter measured the received power.  
 
EXPERIMENTAL SETUP (LAB SCALE) 
 
 The equipment used in this FSO system 
experiment included laser diode, laser power, attenuator, 
 

 
 
 
 

 
 
 
receiver lens, and power meter. Figure 2 presents the 
complete equipment setup. The actual picture of each 
equipment was present in Figure 2(a), Figure 2(b).  
 

 
  

Figure 2: Full equipment setup 
 

Laser light will be transmitted from the laser diode after 
turning on the laser power. Without attenuator, the 
emitting laser light will be set up directly to the center of 
the receiver lens to make sure the signal arrives to the 
receiver. 
 

 
 

Figure 2(a): Transmitter (Laser Diode) and receiver 
(receiver lens) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 









222

1 SNR
erfcBER (6) 

Figure 1: Simulation layout for FSO system design using Optisystem Software 
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The haze attenuation will be customized using an 
attenuator as in Figure 2(b) which acts as atmospheric 
attenuation phenomena. Average attenuation for low and 
moderate visibility will be set using this equipment.     
 

 
 

Figure 2(b): Attenuator 
 
DATA ANALYSIS AND RESULTS 

 
The data received from the meteorological 

department for mid-year of 2012 until mid-year 2013 for 
each month per hour has been analyzed to investigate the 
visibility range of mostly occurring in this year. Figure 3 
shows that the visibility of 6 km was occurred frequently 
throughout the year with 105 hours. It means the visibility 
meter can give a reading of less than 10 km in a year. The 
haze visibility of less than 6 km is referred as low 
visibility (worst haze condition); and 6 km to 50 km 
considered as moderated visibility (Light Haze) [3]. The 
high visibility assumed neglected because it undoubtedly 
has no impact on FSO link as shown in Figure 4. It can be 
clearly seen in Figure 4 that the attenuation was rapidly 
decreasing with increasing visibility for low visibility (0 – 
6 km) and remain steady for moderate visibility after 8 km 
visibility.  
 

Figure 3: Haze frequency data analysis 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 4: Margin for precipitation attenuation. 

 
Figure 5 shows the BER against link range in 

kilometers. From this graph, the limitation range from the 
transmitter to the receiver can be estimated. If the haze 
value recorded 3 km visibility, the distance between 
transmitter and receiver should be placed with maximum 2 
km. Meanwhile, the visibility of 4 km requiring the system 
to be deployed in maximum range value of 2.4 km. 
Whereby the maximum value for 6 km haze visibility in 
order to have a good performance and clear visibility is 
2.9 km. Unfortunately, haze visibility of below than 2 km 
was assuming the worst condition and the FSO will not be 
able to occasionally have a good performance. In this 
situation, The maximum range of an FSO link only can be 
placed in the range of 1 km to have 0 BER. The review 
also can be easily observed from Table 2. In this research, 
the analysation has been made that the system of visibility 
below than 2.24 km will degrade the system performance.  

 

 
 

Figure 5: BER verses Range (km) 
 

 
 
 

Low 
Visibility 

Moderate 
visibility up 
to 49 km 
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Table 2: Analysis of Maximum Range verses Haze 
Visibility  

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 6 demonstrates the relationship between 
BER and FSO link range with various bit rates. The 
possible maximum visibility that a system can achieve will 
be a better performance for FSO link system. In Figure 6, 
the characterization shows the maximum link range of the 
transmitter and receiver could be placed was 3.9 km which 
represents a bit rate of 155 Mbps.  Bit rate of 10 Gbps did 
not appropriate for this link of transferring signal because 
the maximum distance only limited to 2 km. This means 
pattern in Malaysia shows that low bit rate resulted in 
better performance. High bit rate leads to high speed but 
high speed not suitable in this condition because the 
atmospheric phenomena were unpredictable. High bit rate 
with bad atmosphere phenomenon will make the system 
worse. The selection of bit rate also depending on the link 
range in order to maintain the performance. In a short 
distance, high bit rate was required while in long distance, 
need to decrease the bit rate.   
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 6: BER versus link range with various bit rates.  
  

The analysis compared the theoretical, simulation 
and experimental part as shown in Figure 7 to show the 
difference in receiving power for such attenuation 
occurred. It has been clearly seen that the higher the 
attenuation, the lower the power received. It does not have  

 
 
 

significant changes in comparison of theoretical part and 
simulation part. It validates that this simulation can be 
used in this research, but it was rather differ in 
experimental parts. It may be the limitation of input setup 
and influence of light and humidity. In addition, the 
experimental part was only attenuated at the middle part of 
the transmitter and the receiver which not included the 
average of attenuation. In this comparison, the parameter 
was equalized. The power transmits used 1.5 mW, 850 nm 
frequency in a range of 1 km distance.  
 

 
 

Figure 7: Power received versus total attenuation with 
comparison the analysis of theoretical, simulation and 

experimental. 
 
CONCLUSIONS 
 

Analysis of this research has been presented with 
a model for haze attenuation in tropical region. This study 
shows that the haze visibility of below than 2.24 km was 
the worst situation and this can be solved by placing the 
system in the range of 500 m. In addition, in order to get 
the optimum bit rate for this link, 622 Mbps was the most 
suitable bit rate in most cases which not too low and not 
too high.    
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ABSTRACT 
Ambiguity is one of the most crucial problem in natural language. When a sentence can be interpreted in more than one ways by 
different sets of readers, the impact is huge. It would involve many stages in system development life cycle from requirement 
elicitation to requirement transformation, system design, system coding as well as the end product. It is very important to ensure 
requirement requested by the users accurately transformed onto the end system as per desired. More often than not, the understanding 
between users and system developer is not tele. In this paper, we attempt to publish a conceptual model on managing lexical ambiguity 
to reduce the possibility of misinterpretation errors in Malay sentences. The approach that we used is by identifying potential Malay 
vague words based on vague criteria and mapped onto constructed Requirement Ambiguity Attributes (RAA). We designed a Model of 
Vagueness that has the elements of vague criteria that is mapped with RAA as a hybrid method to detect potential ambiguous 
sentences.  
 
Key words: Linguistic Ambiguity. Malay Ambiguity. Syntactic Analysis. Vague Concept. Malay Grammar  

 
INTRODUCTION 

In system requirement specification (RS), 
linguistic ambiguity is often ignored or mistakenly 
unacknowledged. This results in misunderstanding from 
both users and system developer’s side, hence contributes to 
a failed system. The impact is on the extended project 
timeframe and lead to cost-burst. A high quality of a 
requirement contributes to a successful, cost-effective 
creation of software system. RS is usually written in natural 
language (NL) as it is most flexible and easy to understand 
across discipline and domain. However, it is also prone to 
language error. One of the known errors is ambiguity in the 
sentences. It happens when the statements are not well 
written in a precise manner.  Sentence ambiguity occurs 
when there is more than one interpretation in a sentence that 
is being read by different sets of people. Linguistic 
ambiguity can come from many sources, among others are 
multiple word senses (Burg, 1989), syntactic and structural 
ambiguity of sentences (Burg, 1989)  such as negations and 
misused of quantifiers (Erik Kamsties & Paech, 2000), 
long-ranged relationship in terms of word referencing 
(Burg, 1989; Grenat & Taher, 2008), imprecise usage of 
words (Burg, 1989), misconception of word meanings 
(Berry, Kamsties, Krieger, & Lee, 2003), customers don’t 
really know what they want and communication as well as 
knowledge gap between customers, software engineers and 
project managers (Yang et al., 2008). 

Our aim is to assist in supporting business users 
and software developer to better understand NL sentences 
in Malay textual requirement before a new system can be 
built or enhanced. This is because RS acts as the medium 
between the two parties and therefore it is significant for 
both to have a same understanding and interpretations. We 
intend to develop an automated prototype tool that provide 
the facilities to auto-detect potential ambiguity in Malay 
textual requirements. This tool will assist business analysts 

or requirement engineers to check on their written 
requirements to reduce or avoid using ambiguous words that 
contributes to multiple interpretation and ambiguity.  
 

BACKGROUND AND MOTIVATION 
Ambiguity 

There are numerous researches that have 
conducted studies concerning ambiguity. Quite a number of 
researches agree that manipulating natural language 
processing (NLP) method is one of the best techniques to 
combat ambiguity. (Ambriola & Gervasi, 1997) proposed 
on using NLP technique in recognizing lexicons and 
semantic ambiguity for the process of transforming textual 
information into formal requirements. The technique has 
three main elements; 1. Inputs preparation that involves a 
library of glossary to produce list of significant terms, 
classify them, synonyms. 2. Fuzzy matching that uses a 
user-defined MAS-rule (model, action, substitution) where 
requirements will be tagged and model matching will be 
used. 3. Action that translates into text once it matches the 
rules. The technique enforced on explicitness, 
categorization and classification of entities and their 
relationships forced users to express their requirements in 
clear manner. In addition, due to a well-defined semantics in 
corresponding to MAS-rule enable a certain incomplete 
requirements to be spotted and detected easily. Likewise, 
(Huyck & Abbas, n.d.) developed a prototype of NLP tool 
to detect ambiguity that uses NLP parser and NLP lexical 
analysis. It parses the specifications and flags any sentences 
that have multiple interpretations. It emphasized on 
syntactical and semantic structure in RS. It based on LINK 
parser (Lytinen 92) that uses chart parser (Allen 87). The 
input to the LINK system is a grammar, a lexicon and 
sentences. LINK produces a chart describing all legal 
grammar rule applications over the given sentences. The 
system was tested against 10 requirements sentences.  

On the contrarily, (S. F. Tjong, Hartley, & Berry, 
2007) uses different approach in reducing requirements 
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ambiguity. They presented a method of how ambiguity can 
be avoided or reduced by setting up requirement guiding 
rules. These rules have to be followed which failing to do 
so, will affect the clarity of the requirements. Each rule 
offers an alternative sentence pattern and wordings that is 
less ambiguous and more precise. This work is somehow 
has a similar approach with (Nuseibeh, Easterbrook, & 
Russo, 2001). It uses a set of consistency rules that captures 
the set of relationship which is abided by a set of 
requirement descriptions. SLR & PROMELA are used to 
verify requirements where it translates informal 
specifications into formal notation. PROMELA also is used 
to verify existing design to know whether or not the 
proposed design meets the requirement.  

From another perspective, (E Kamsties, 2005) 
proposed to use a scenario-based reading technique for 
spotting ambiguity before the formal specification is being 
developed. This is to avoid too much modification that 
needed to be done after transforming informal requirements 
into formal specification. It uses several RS languages 
(RSL) such as Focus, SCR, OCTOPUS, ROOM, Statemate, 
UML, informal RS and CASE tool. However, the 
evaluation of the research was done based on students’ 
perspective. Students are those not the real users of a RS 
and their ability in analyzing and developing requirement 
model might be limited and can be questionable. It is 
advisable that author evaluate his method using real users. 

(Chantree, Nuseibeh, Roeck, & Willis, 2005) 
tested their hypothesis on the occurrence of distributional 
similarities that is likely to be coordinated before modifiers 
takes scope. Consider a sentence “old boots and shoes” as 
an example. The words ‘boots’ and ‘shoes’ are perceived 
first before modifier ‘old’ being applied. Distributional 
similarities are when two words falls under same categories 
and have similar meaning. The author then enhanced their 
research by identifying and distinguished nocuous and 
innocuous ambiguity where the methods that are being used 
are human judgement, application based as well as heuristic 
analysis. (Al-Fawareh, Jusoh, & Sheikh-Osman, 2008) 
addresses ambiguity issues in extracting concept and entity 
in NL test. They presented new technique that adapts 
possibility theory, fuzzy set and knowledge about the 
context to lexical semantics to resolve the ambiguity 
problem. The research partitioned into two parts of analysis 
(syntactic analysis and semantic analysis). 

(Fabbrini, M.Fusani, S.Gnesi, & G.Lami, 2001; 
Gnesi, Lami, Trentanni, Fabbrini, & Fusani, 2005) 
developed an automated tool in detecting linguistic defects 
in NL requirements by following rules stated in the 
constructed quality model. In handling ambiguity that 
occurs in RS, The research stated four main attributes of 
ambiguity (vagueness, subjectivity, optionality and 
weakness) and three main attributes of understandability 
(multiplicity, implicity and unexplanation).  

Apart from previous researches that attempt to 
minimize ambiguity, there is still limited researches focus 
on ambiguity that occurs in Malay sentences. Although 
requirements are commonly written in English language, 
there are still companies that writes system and user 
requirements in Malay language such as some departments 
government bodies and local-based SME software 
companies. We believe there is a need to analyse and 

develop a suitable technique that is best to reduce ambiguity 
occurs in Malay textual requirements.  
 
Malay Ambiguity 

Malay language is used widely in documents 
throughout Malaysia, Indonesia and Brunei. Many small 
software companies in Malaysia still use Malay language in 
their requirements. Malay language structure is very much 
different from other language such as English that is widely 
used in the world. For example, the position of verb 
agreements, the use of articles and comparative discourse 
are different. Meanings in Malay sentence may vary even 
though they have the same words, phrases or even 
sentences. The different meaning in Malay sentences may 
include 1) Different sentence with same meaning, 2) 
Different verbs with same object and subject, 3) Similar 
verbs which do not have same meaning, 4) Different verbs 
with same meaning, 5) Different style and mechanics  
(Aziz, Ahmad, Ghani, & Mahmod2, 2006). 

Most of the Malay language structure is 
dissimilar with English language or other language such as 
Arabic, Chinese, and Japanese etc. Example, pronouns in 
Malay is different from English; antecedent ‘he/she’ clearly 
define the gender of a person, while in Malay, ‘dia’ , 
‘baginda’ could refer to male or female (Noor, Noah, Aziz, 
& Hamzah, 2010a). ‘Part of speech’ sentence tagging is 
important because it is one of the common procedures for 
morphological analysis. The sentences and phrases needs to 
be parsed into its root form in order to detect its intended 
meaning (Ahmad-Nazri, Shamsuddin, & Abu-Bakar, 2008; 
Al-Fawareh et al., 2008). However, unlike western 
languages, some words in Malay can be tagged into more 
than one grammatical class. There are words in Malay that 
seem to correspond to “verbs” and they are also “adverb”, 
“nouns” can be “prepositions”. For example, the word 
“telefon” can be categorized under noun and also verb class. 
The word “boleh” can also be categorized under “noun” and 
also “verb” (Knowles & Mohd.Don, 2003). Previous 
research (Rojas & Sliesarieva, 2010) suggested the potential 
ambiguous word groups can be vague adverbs usually 
modifying nouns(such as acceptable, high, low, fast, etc), 
non deterministic adverbs usually modifying verbs (such as 
continually, periodically, regularly etc, general verbs that 
reflects inaccurate description (such as process, monitor, 
support etc), non deterministic constructs such as and/or, 
any, not limited to etc). 

A sentence must be checked against its’ 
grammatical structure considering morphological and 
syntactical aspect of a sentence. (Hirst, 1987) stated that 
three grammatical elements that touches morphological 
processes in Malay language are affixation, reduplication 
and compounding. Reduplication of nouns triggers semantic 
category of heterogeneity or indefinite plural while 
reduplication of verbal results in one semantic feature such 
as repetition, continuity, habituality intensity, extensiveness 
and resemblance. Many researches seem to agree that 
morphological analysis in one of the important element to 
disambiguate phrases. He categorized 5 classes of Malay 
grammar elements which are nominals, verbals, auxiliaries, 
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adverbials and particles. The word class however depends 
on its affix and affix deletion to get the root form of the 
word. 
 

RESEARCH APPROACH 
The NLP components that we make use of are 

parsing method, morphological analysis, lexical analysis 
and syntactic analysis. We have chosen to adopt a rule-
based POS tagger method (Alfred, Mujat, & Obit, 2013) for 
our chunking and POS tagging activities. It uses 18 main 
tag set although there are many versions of Malay tag set. 
We decided to adopt this method as this is more suitable 
and relevant to our scope of samples. This method caters 18 
tag set for Malay words categories. It also manages 
situation where a word has more than one word senses by 
providing word relation rules. Apart from that, it has 
guiding rules to assign POS tag to words in the event where 
affixes concern.  

In order to extract the vague elements in a 
sentence, we use the hybrid method by combining two 
constructs; vague criterion and ambiguity attributes. We 
digest and gather relevant vagueness criteria from literatures 
that spread across discipline; language, biomedical and 
computational areas to come out with a model of vagueness. 
To ensure this criterion complies with the definition of 
requirement ambiguity, we then classify and categorize 
ambiguity into six attributes. To support the accuracy of the 
extracted vague concepts, we impose human expert 
verification to the lexicon to ensure we extract the right 
ones. As for the detecting method, we adopt string-
matching and pattern-matching approach. It is where we 
compare the input sentences with our defined lexicon. In 
order to validate the method we proposed is significant in 
assisting users, we will compare the experimental result 
from automated prototype tool with manual human 
judgement method. A manual textual requirement of a 
system will be handed to relevant users to identify the 
ambiguity. Figure 1 articulates the conceptual diagram of 
our Malay Ambiguity Detection (MAD) approach. 

 
PROPOSED CONCEPTUAL MODEL 

 

 
Figure 1: Conceptual Model of MAD Approach 

 

 Fig 1 above depicted the conceptual model for our 
MAD solution. It consists of three levels; Level 0 for the 
text processing part, Level 1 for the Identification of 
potential vague Malay words processes and Level 3 for the 
detection process. What makes our model different from 
other researches is we include the vagueness element in our 
model due to the fact that vagueness has a significant effect 
on ambiguous sentences. 
 
Level-0: Text Pre-Processing 

The sentences from a sample of 10 Malay RS are 
pre-processed by eliminating the inappropriate words, 
symbols and connotations. The examples are double words 
such as ‘rekod-rekod’, ‘bersama-sama’, ‘fungsi-fungsi’ and 
etc. Words that come with prefix and suffix will go through 
a morphological process leaving only root words. Symbols 
are such as “, `, ?, ! and etc. The cleansed words are then 
saved into an Excel format repository for further processing. 
 
Level-1: Lexical Analysis Process 

Lexical Analysis Process is a level that identifies 
potential Malay vague words commonly used in samples of 
Malay RS. The identified words are kept in a MSSQL 
database. There are three elements involved at this level 
which are A. Vague Words Criterion, B. Ambiguity 
Attributes and C. Malay Ambiguous Words (MAW) 
lexicon. 

 
A. Vague Criterion 

A dictionary of 100 ambiguous Arab words that 
has been developed, takes into consideration more than 10 
word senses as the criteria (Merhbene, Zouaghi, & Zrigui, 
2010). These senses were extracted from the Arab 
dictionary. Chantree et al. extracted ambiguous sentences 
indicate coordination ambiguity and developed ambiguity 
threshold to set the ambiguity benchmark (Chantree, Roeck, 
Nuseibeh, & Willis, 2006). Amongst the factors involved in 
making sure readers understand what a sentence means are 
sentence length, ambiguous adjectives, adverbs and passive 
verbs (Ormandjieva, Hussain, & Kosseim, 2007). A list of 
high potential English ambiguous words has been 
constructed in an Ambiguity Technical Report as a 
guideline to avoid ambiguous sentence (Bender, 2003). 
Tjong et al. developed rules for clearer sentences in an 
attempt to avoid ambiguities (S. F. Tjong et al., 2007). 
These research proof that to begin an investigation to 
disambiguate an ambiguous sentence, one has to start by 
determining and identifying the vague words. These vague 
words could bring misconception and misinterpretation to 
the readers. As for the writers, they usually are not aware 
that they are even writing an ambiguous sentence in the first 
place. Through previous literatures as guidelines, we have 
tabled out a criterion of potentially ambiguous words that 
acts as guidelines to extract the poor words as in Table II. 
 
B. Requirement Ambiguity Attribute (RAA) 

We constructed a set of Ambiguity Attributes 
adopted from previous quality attributes’ literatures. We 
customized and modified taken into account only those of 
which most suitable for Malay words. It consists of six 
attributes as Table 1 below. The ambiguous Malay words 
are extracted based on these attributes from working RSs 
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and some have been  translated from English using 
Dwibahasa Kamus Oxford Fajar (Hawkins, 2007). Some of 
the word class attribute’s words were extracted from Kamus 
Komprehensif Bahasa Melayu (Othman, 2005) for their 
POS. 

 
Level-2: Detection Process 

Ambiguity detection activities occurs at this stage. 
Sentences from Malay RS are chunked, tokenized and 
tagged with their appropriate POS. The parsed words are 

being compared with the collection of identified Malay 
vague words. When any words matched the lexicon, system 
will prompt that the sentence is potentially ambiguous due 
to pre-identified reason. Although system has detected 
ambiguity from the sentencex, it is still human’s decision 
whether to accept the prompted potential fault or to reject. 
 
 
 
 

 
Table II: Mapping of RAA and Vague Criterion Description 

 

RAA 
VAGUE 

CRITERION 
DESC. 

EXAMPLE  OF 
VAGUE  
MALAY 
WORDS 

IMPLICIT (Bender, 2003; 
Gnesi et al., 2005) 

General A form of vagueness that refers to subject or object 
in the sentence is generic rather than specific. 

Efisien, mudah, 
pantas 

Subjective A form of vagueness that refers to personal opinion 
or feeling 

Mungkin, 
berkemungkinan 

Unquantifiable A form of vagueness that refers to word that does 
not reflect any quantifiable measure 

Termasuk,, patut 

CONNECTIVES 
(Chantree et al., 2005, 
2006; Gnesi et al., 2005) 

Adjective A form of vagueness that refers to words belonging 
to one of the major form classes in any of numerous 
languages and typically serving as a modifier of a 
noun to denote a quality of the thing named, to 
indicate its quantity or extent, or to specify a thing 
as distinct from something else 

Segera, 
lengkap,seperti 

Adverb A form of vagueness that refers to words belonging 
to one of the major form classes in any of  the 
numerous languages, typically serving as a modifier 
of a verb, an adjective, another adverb, a 
preposition, a phrase, a clause, or a sentence, 
expressing some relation of manner or quality, 
place, time, degree, number, cause, opposition, 
affirmation, or denial, and in English also serving to 
connect and to express comment on clause content 

Besar, kecil 

Verb A form of vagueness that refers to wordw that 
characteristically is the grammatical centre of a 
predicate and expresses an act, occurrence, or mode 
of being, that in various languages is inflected for 
agreement with the subject, for tense, for voice, for 
mood, or for aspect, and that typically has rather 
full descriptive meaning and characterizing quality 
but is sometimes nearly devoid of these especially 
when used as an auxiliary or linking verb 

Ditetapkan, 
dikawal 

Function 
Word 

A form of vagueness that refers to function words 
which typically combines with a noun phrase to 
form a phrase which usually expresses a 
modification or predication 

Di, kepada, 
dalam, itu, ini 

Dangling Else A form of vagueness that refers to the requirement 
has no other exit when one case is not met 
(Exception case) 

Boleh, 
berkenaan 

TEMPORAL (Gnesi et 
al., 2005; Sc & Eng, 
2002) 

Indefinite 
timing or 
duration 

A form of vagueness that refers to words that has 
time/duration type that invites multiple 
interpretation. Un-boundary timing or duration 

Mingguan, 
bulanan, dari 
semasa ke 
semasa 

REFERENTIAL (Gnesi et 
al., 2005; Karimah et al., 
2012; N, Abd, Azman, & 
Noah, 2011; Noor, Noah, 

Multiple 
objects/ 
Anaphora 

A form of vagueness that refers to a subject that 
points to one or more objects in a sentence. 

Berikut, seperti, 
salah satu, 
diantara 
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Aziz, & Hamzah, 2010b; 
Sc & Eng, 2002) 
DOMAIN-SPECIFIC 
VARIABLE(Bender, 
2003) 

 A form of vagueness that refers to domain specific 
variables invites vague interpretation and 
understanding. Too generic. 

Aplikasi itu, 
pangkalan data, 
proses, data 

WEAKNESS (Fabbrini et 
al., 2001) 

 Sentence that contains weak main verb dianggarkan 

 
RESEARCH METHODOLOGY 

Due to the limited establishment of ambiguity 
detection method for Malay language sentences, this 
research adopts other languages’ methods and techniques 
with modification and customizations that best suit the 
research scope. The core of the research is the process of 
identification for potential vague Malay words which 
commonly used in the working Malay RS. The samples of 
RS were collected from few software development 
companies. We combined appropriate vague and ambiguous 
criterion adapted from previous literatures to construct a set 
of Malay vague criterion of our own (Haron & Abdul 
Ghani, 2014). We propose to proceed with the research 
according to the following steps: 

 
 We conducted a literature review on the ambiguity 

detection technique from the perspective of 
computational linguistic area, compared and evaluated 
their approaches as well as methods. We also go across 
multi discipline in getting the techniques for other 
languages too to see the methods used. 
 

 We identify vague criteria across discipline and 
constructed our model of vagueness to be the base of our 
vague concept extraction (Bennet, n.d.; Braun & Sider, 
2007).  

 We classify and categorize requirement ambiguity 
attributes to be mapped with the identified vague criteria 
(Bender, 2003; Fabbrini et al., 2001; Gnesi et al., 2005; 
Shiffman, 2005).  

 

 We collected a set of Malay requirement samples from 
industry in the domain of medical and university 
information system to be as the training set. 

 

 We extracted the vague concepts from the samples of 
requirements based on the model of vagueness and get it 
verified by the human experts. The Model of Vagueness 
and the descriptions for extracting vague concepts is 
shown in Figure 2 and Table II accordingly (Bender, 
2003; Gnesi et al., 2005; Shiffman, 2005). 

 

 We developed a POS tagger tool based on the adoption 
of the rule-based Malay POS tagger technique for the 
parse and tag activities (Alfred et al., 2013; Mohamad, 
Omar, Aziz, & Rahman, 2011).  

 

 We developed an initial MAD prototype tool as the 
experimental tool based on our designed conceptual 
model.  

.  
 

MODEL OF VAGUENESS THROUGH 
AMBIGUITY ATTRIBUTES 

A.IMPLICIT
 

B.CONNECTIVES
 

C.TEMPORAL D.REFERENTIAL
 

E.DOMAIN-
SPECIFIC 
VARIABLE

 

F.WEAKNESS
 

1.General
 

2.Subjective
 

3.Unquantifiable

4.Adjectives
 

6.Verbs
 

5.Adverbs

8.Dangling Else
 

7.Function 
Words

9.Indefinite 
timing or 
duration

10.Multiple 
objects 11.Anaphora

BORDERLINE CASE OF 
TRUTH OR FALSE

 
Figure 2: Model of Vagueness through Requirement Ambiguity Attributes (RAA) Mapping 

 
RESEARCH RESULT AND PROGRESS 

Based on the conceptual model in Fig 1, we  
developed an automated ambiguity detection prototype tool 
using Php and MSSQL. We constructed six Requirement 

Ambiguity Attributes (RAA) with the purpose of as the 
quality guidelines to extract the potential vague concepts. 
These two constructs are combined into a model of 
vagueness. A model of vagueness that consists of 11 vague 
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criterions has been designed as shown in Fig 2.  Based on 
this model of vagueness, a collection of 120 potential Malay 
vague words and 135 Malay sentences has been identified 
and extracted from the training set. It has undergone first 
level of verification, and based on the feedbacks, we did 
some modification accordingly. This collection of vague 
words is kept in a repository known as Malay Vague Words 
(MAW) corpus. Fig 3 shows a difference of MAW before 
and after the verification activities. 

Table III below depicted the result after the 
second stage verification made by the expert. It shows the 
top three categories that contributes to high potential of 
vague words. The attributes are Ambiguous Adjective 
(ADJ) followed by Unquantifiable Boundary (UQB) and 
Referential (REF). Examples of vague Malay words that 
falls under the top three categories is shown in Table IV. 

Our next step is the evaluation stage on the 
prototype tool. This is a way of validating our constructed 
models (Conceptual Model, RAA, Model of Vagueness). 
We will be using 10% of the collected industrial Malay 
requirements and the verified MAW lexicons in the 
evaluation part. We are in the progress of developing a 
System Requirement Specification in Malay language (M-
SRS) that has the elemnts of potential ambiguous words as 
our evaluation instrument.  
 
Table III: Total and Percentage MAW by Ambiguity 
Attributes 
 

CAT  TOT  %  CAT  TOT  %

IMP  19  14.1  WV  6  4.4

MS  4  3.0  PO  7  5.2

ADJ  41  30.4  REF  41  30.4

ADV  10  7.4  TEMP  10  7.4

UQB  35  25.9  SF  0  0

DE  25  18.5  DST  4  3.0
 
 

 

Figure 3 : Comparison of MAW before and after expert’s 
verification 

 
Table IV: Examples of identified maw with sentences for 
the top three vague criterion 

 
Category MAW Example of Sentences 

ADJ segera Wakil Jabatan perlu menjawab 
soalan tersebut dangan kadar 
segera ataupun memberi kepada 
keesokan hari sekiranya 
memerlukan siatan atau kajian 
lanjut 

 ketat Capaian fungsi atau maklumat 
adalah ditetapkan dan dikawal 
ketat, di mana pengguna hanya 
boleh mencapai apa yang 
dibenarkan sahaja 

REF aplikasi Ini bermakna, aplikasi luar 
daripada pelayan tidak boleh 
membuat query ke dalam 
pangkalan data sistem 

 Dari 
masa 

ke 
semasa 

pengenalpastian dari masa ke 
semasa amat diperlukan 

UQB segala mengandungi segala urusan yang 
berkaitan 

kesesua
ian 

jawapan akan dikemaskini 
mengikut kesesuaian semasa 
persidangan kelak 

 
 The identified vague words should be avoided 
from being used by the writer in an attempt to minimize the 
possibility of making an ambiguous sentence. This research 
will proceed with evaluation phase where we will test our 
prototype with the identified vague words in order to auto-
detect potential ambiguous sentence and message of faults 
will be prompted. Our future work will be the results of the 
Level-2 components from the proposed conceptual model. 
 

CONCLUSION 
 Ambiguity is a widely known error occurs in NL 
based documents. 60% of software development errors 
originated from the misunderstanding in RS (Shukur, Zin, 
Ban, & Ping, 2006). More often than not, stakeholders and 
users does not aware the occurrences of ambiguity in the 
sentences they read or write (Chantree et al., 2005; Erik 
Kamsties & Paech, 2000; F. Tjong & Berry, 2008). One of 
the main sources of ambiguity is the usage of vague words. 
Although vagueness is not ambiguity but vagueness 
influence the occurrence of ambiguity. This study is making 
an attempt to identify and emphasize on the significant 
influences of vague words could make to a sentence. Malay 
words that have the feature of unquantifiable and in between 
of truth boundary should be avoided.  
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ABSTRACT 
Capacity is one of the performance factors in embedding process of any text steganography methods. A better embedding 
ratio and saving space ratio offers more text can be hidden inside cover text. This paper tries to evaluate several format 
based techniques of text steganography based on their embedding ratio and saving space capacity factors. This paper 
analysed the performance of text steganography methods which are Changing in Alphabet Letter Patterns (CALP), 
Vertical Straight Line (VERT) and Quadruple Categorization (QUAD) methods based on these two factors. Embedding 
Ratio (ER) and Saving Space Ratio (SSR) is used to measure the performance.  It has been identified that VERT method 
give a good effort performance compared to CALP and QUAD based method. In future, a robustness of text 
steganography methods should be considered as a next effort in order to find a strength capability on text steganography. 
 
Key words: Text Steganography  Embedding Ratio  Saving Space Ratio  CALP  QUAD  VERT  

 
INTRODUCTION 

Steganography is the arts of science to hide data in 
a cover media such as text, audio, video and image which is 
one of  sub disciplines in information security field. It is the 
most popular sub disciplines amongst others such as 
anonymity, copyright marking and covert channel  (Fabien, 
Petitcolas, Ross & Markus, 1999), (Al-Mualla & Al-
Ahmad, 2013). Steganography has played a major 
significant role in secret communication such as e-national 
security (Si and Li, 2008), e-military (Din & Azman, 2009), 
multimedia property (Yusuf, Firoj & Asif, 2012), 
authentication (Gunawardena, Kulkarni & Gnanasekaraiyer, 
2013) etc. Various applications have been implemented in 
steganography (Hamid et al., 2012), (Kodovsky, Jessica & 
Vojtech, 2012), (Wang & Jiangqun, 2012). Steganography 
differs from cryptography which it scrambles messages so 
they cannot be understood. In short, cryptography is about 
protecting the content of messages whereas steganography 
is about concealing the existing messages. Table 1 shows 
the advantages and disadvantages of both technologies. 

 
Table 1: Comparison between steganography and    

Cryptography (Kaur, Pooja & Harish, 2013), 
(Vahedi, Vincent & Ian, 2014) 

 
 
Steganography is the science of hiding information with the 
goal is to hide the data from a third party in such way that 
no one suspects the existence of the message. The word 

steganography is derived from Greek (steganos + graphy) 
and it means covered or hidden writing. Actually, 
steganography is introduced to hide the existence of the 
communication by concealing a hidden message in an 
appropriate carrier which is divided into two domains such 
as technical steganography (image, audio, video, and 
network packet etc.) and natural language steganography.  
     There are two aspects of steganography, namely 
digital steganography and natural language steganography. 
Digital steganography concentrates on channel capacity 
which is concerned about a cover medium to hide messages, 
while natural language steganography concentrates on using 
written natural language to conceal secret messages (Kaur, 
Pooja & Harish, 2013). Digital steganography has been 
carried out on image steganography (Hamid et al., 2012), 
(Wang & Jiangqun, 2012), (Choudhary, 2013), audio 
steganography (Zamani, Azizah &Shahidan, 2012), 
(Nutzinger, 2012), (Adhiya & Swat, 2012), and video 
steganography (Cao, Xianfeng & Dengguo, 2012), (Bodhak, 
& Baisa, 2012), (Dasgupta, Mandal & Paramartha, 2012).  
which have produced good results. Besides, several efforts 
on steganography system based on digital steganography for 
hidden and unhidden messages such as Outguess, F5, YASS 
and MBS (Hamid et al., 2012), (Kodovsky, Jessica & 
Vojtech, 2012), (Wang & Jiangqun, 2012), (Choudhary, 
2013) have also been developed. 

Natural language steganography is the art of using 
natural language to conceal secret message (Mansor, Din & 
Azman, 2010). Currently, there are two groups of natural 
language steganography environment namely text 
steganography, and linguistic steganography  (Baharudin et 
al, 2013), (Din, 2014), (Din, Che Ani & Azman, 2012), 
(Kaleem, 2012). Several types of text steganography 
methods which are line-shift coding, word-shift coding 
(Singh, Rajat & Agarwal, 2012), (Sharma & Shweta, 2013)  
and feature coding (Govada et al., 2012), (Majercak et al., 
2013), (Chhikara & Latika, 2013) have been explored. 
Meanwhile, several categories of linguistic steganography 
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methods have been identified such as using probabilistic 
context-free grammars to generate cover text, synonym 
substitutions, syntactic transformations, semantic 
transformations, and generating cover text using hybrid 
techniques (Chhikara & Latika, 2013), (Gardiner, 2014), 
(He, 2012).  
 A linguistic method considers the linguistic 
properties of the text to modify it. A linguistic structure is 
used to hide the data where the syntax or semantic of the 
language is used. In syntactic method, such as punctuation, 
comma and full stop are placed in a proper place in the 
document, whereas semantic method will replace the 
synonym word. In order to be a good text steganography, 
methods use should consider at least two capacity factors of 
the hidden text against cover text which are embedding ratio 
and saving space ratio factors. Thus, this paper tries to 
evaluate several methods of text steganography on format 
based techniques. These methods will be examined both 
from their embedding ratio and saving space ratio of the 
capacity text. 

Therefore, the main objective of this paper is to 
analyze the capacity performance of text steganography 
methods based on these two capacity factors. The rest of the 
paper is organized as follows. First section describes a 
problem formulation of text steganography. The next 
section, presents the methods uses on text steganography, 
capacity factors and dataset uses in this experimental study 
and followed by the  discussion result of the experimental 
study. Finally the conclusion and summarisation of this 
paper is discussed at the end of the section. 
 
Text Steganography Formulation 
 A general idea of steganography process can be 
show as in Figure 1. 
 

 
Figure 1: A General Formula of Steganography Process 
 

Firstly, the original message also known as hidden 
message will be concealed in cover message by applying an 
embedding algorithm (using key) to produce an embedded 
message which known as stego text. A sender will send 
stego text via a communication channel to receiver. Finally, 
receiver needs to use a recovering algorithm to extract the 
embedded message to obtain the hidden message. A key is 
used to control the hiding process so as to restrict detection 
and/or recover of the embedded data to parties who know it. 
The relationship of the process can be written as 

 
m’ = {m, c, k} 
 

where,    
m’ message that hold the hidden data 
m original message or covert message that one 

wishes to send 
c   text used to hide the covert message 
k function used to hide and unhide the hidden 

data  
 

A keyword hidden text, cover text, stego key and 
stego text will be used to represent an original message, 
cover message, key and embedded message respectively in 
further discussion. Based on Figure 2, a stego text (m’) is 
obtained by embedding a hidden text (m) within a cover text  
(c) using a stego key function (k). In this example, the cover 
text (c) was embedded with a hidden message using a key 
function. A key function is injected in the embedding 
process to hide the hidden message to produce a stego text. 
 

 
Figure 2: An Embedding Process of Stego Text 
 
One of the main aspects should be considered when 
discussing the embedding process of any text steganography 
methods is the capacity of hidden text and cover text. At 
least, there are two capacity factors of the hidden text 
against cover text which are embedding ratio and saving 
space ratio factors. It is because a better embedding ratio 
and saving space offers; a more text can be hidden. Then, 
these factors will determine the capability of the stego text 
based on the embedding process. Since the capacity of the 
hidden text and cover text is one of the important factors, 
several studies have been done in order to measure fitness’s 
performance of text steganography. However, a result 
shows that only a limited amount of hidden text can be 
embedded into cover text (Grace, Rao & Kiran, 2012), 
(Bennett, 2004). Thus, this paper tries to evaluate several 
methods of text steganography on format based technique 
such as CALP, VERT and QUAD based (Souvik  et al., 
2011), (Shraddha, Devesh & Aroop, 2011). 
 
 Experimental Design 

Firstly, this section discusses the design of the 
model used in text steganography domain. Then, it is 
followed by the discussion of the selected methods uses in 
text steganography during embedding process. After that, 
the performance of the selected methods will be examined 
based on their embedding ratio and saving space factors. 
Finally, their performance will be compared in order to find 
the best fit performance among each other. 

 
Model design 
 This study is divided into four steps which started 
with embedding process of text steganography, following 
with the methods used on text steganography, the 
measurement of the capacity factor and ended with the 
utilization of dataset used. Figure 3 illustrates the design of 
model used in this study. 
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 Figure 3 An Illustration of Model Design 
 

The capacity of hidden text is used to measure the 
performance of stego text. The more hidden text can be 
embedded into the cover text will offer a better embedding 
and saving space ratio. This ratio will be discussed in the 
next section. 
 
Method used 
                Three methods have used in this work namely 
Changing in Alphabet Letter Patterns (CALP), Vertical 
Straight Line (VERT) and Quadruple Categorization 
(QUAD). These methods use text file containing hidden text 
and this hidden text is converted to binary bits before 
applying in embedding process. CALP method is tries to 
manipulate English letters by mapping the binary sequence 
of the hidden text through pattern changes of several letter 
of the cover text during embedding process. These pattern 
changes have been incorporated using some unused 
symbols of the ASCII number system.  
 Meanwhile, VERT use English letters which 
divided into two group as shown in Table 2 based on 
straight vertical line in a characters as the basis to group 
each letters. The letters contain one vertical straight line is 
identified as G1 group which will hide 1 bit hidden data. 
Whereas, a letter contain more than one single line or do not 
contain a vertical straight line is identified as G2 group will  
hide 0 bit hidden data.  
 
Table 2 : A group of VERT 

Group Letters 
G1 B, D, E, F, I, J, K, L, P, R, and T 
G2 A, C, G, H, M, N, O, Q, S, U, V, W, X, Y, and Z 

 
 Finally, QUAD method utilizes an English letters 
into four group based on the letters pattern whether the 
letter has a curve, middle horizontal straight line, single 
vertical line or multiple straight vertical line. Each of these 
group will hide a bits either 00 bits, 01 bits, 10 bits or 11 
bits depend on which group of the letter used belongs. 
 
 
Capacity factor 
           In this analysis, two factors of the capacity 
measurement have been used which are Embedding Ratio 
(ER) and Saving Space Ratio (SSR). 
 

i.Embedding Ratio (ER)   
 Embedding ratio is used to determine the total 
fitness of hidden text can be embedded in cover text. This 
analysis is very important for steganographer to understand 
the fitness capability of cover text. 
 

 

 
where  
a   = Total Number of Embedded Bits 
b   = Total Bits of Cover Text 
 
ii. Saving Space Ratio (SSR)   
Saving space ratio is used to determine the total space of 
text that can be saved during embedding process in cover 
text. This analysis is very important for steganographer to 
understand the capability of maximum space of key used 
that can be utilized in cover text in order to embed the 
hidden text. 
 

 
 
where  
a   = Total Number of Saving Space Bits 
b   = Total Bits of Expected Stego Text 
 
Dataset selection 
A text dataset is one of the important components of the 
benchmarking steganography methods. Therefore, this study 
uses a dataset of single cover text with various sizes of 
hidden text. In order to evaluate the text steganography 
methods, the 710.144 bytes of cover text has been used with 
the sixteen hidden texts known as single phase as shown in 
Table 3. The analysis and result will discusses in the next 
section. 
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Table 3: The Size of Cover Text and Hidden Text for 
Single Phase 

 
 
Experimental Result 
 This section described the result of experiment 
performance on CALP, VERT and QUAD methods based 
on the aforementioned phases. The discussion of this 
section is divided into two parts. The first part discusses the 
distribution of Normal Stego Text (NST) and followed by 
the comparison of CALP, VERT and QUAD methods based 
on NST distribution 
 
Distribution of NST 
 
This experiment is to obtain the distribution of NST based 
on the embedding process of the cover text and the hidden 
text. NST is the total size of cover text and hidden text of 
each analysed text by using the embedding formula as 
shown in Figure 1, where  
 
     Hidden Text + Cover Text + Key = Stego Text 
 
In this case, the StegoText is representing NST without 
using any key value. Table 4 show a part of NST values 
after embedding process using 9 various size of hidden text 
with a constant value of cover text size of 710.144. 
 
Table 4: Sample values of NST 

 
 
The next discussion used all sixteen various values of 
hidden text as shown in Table 3 with a fixed values of 
hidden text size of 710.144. The distribution of NST values 
will be compare with the CALP, VERT  and QUAD 
method. 
 
 
   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4 has presented the distribution of NST by 
using 710.144 bytes of cover text with sixteen various size 
of hidden text as shown in Table 3. The figure shown that 
the minimum and maximum size of NST are 796.144 and 
1373.144 bytes respectively.  It is found that the size of 
NST consistently increases with the increment in size of 
hidden text by remaining the size of cover text. The value of 
each NST was compared with the others performance 
method (CALP,VERT and QUARD) that will be discuss in 
the next part. 

 
The performance of methods used 

This experiment is to measure the performance of 
CALP, VERT and QUAD methods compared to the 
distribution of NST. Figure 4 shows the distribution of stego 
text using CALP method with the distribution of NST. 

 

 
 
Figure 5: Stego text using CALP method versus NST 
 
Based on the figure above, the minimum and maximum 
score of stego text for CALP method are 708.608 and 
715.80 bytes respectively. Compared to NST, the minimum 
and maximum score are 796.144 and 1373.144 respectively. 
It is found that the distribution of stego text using CALP 
method varies within the range of 1.15% whereas the 
distribution of NST gradually increases at almost 72.47% 
throughout the analysed text.  For example, after embedding 
process, the size of NST using 86 byte of hidden text 
increase to 796.144, however by using CALP method, the 
size of stego text deacrease  to 708.608.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4: The distribution of NST after the embedding process of Hidden Text
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 It mean that, the CALP method change the size of stego 
text with a small value compared to NST. 
 

 
 

Figure 6: Stego Text using VERT method versus NST 
 

Figure 6 shows the minimum and maximum score 
of stego text for VERT method is 740.352 and 803.840 
bytes respectively while comparing to NST, the minimum 
and maximum score is 796.144 and 1373.144 respectively. 
It is found that the percentage ratio of stego text using 
VERT method maintains at almost 8.58%. Meanwhile, the 
percentage ratio of NST gradually escalated at almost 
72.47% throughout the analysed text. 
 

 
 
Figure 7: Stego text using QUAD method versus NST 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

In Figure 7 above, it  shows the minimum and 
maximum score of stego text for QUAD method is 739.328 
and 796.160 bytes respectively. In contrast to NST, the 
minimum and maximum score is 796.144 and 1373.144 
respectively. It is observed that the percentage ratio of stego 
text using QUAD method maintains at almost 7.69%. At the 
same time the percentage ratio of NST gradually rose at 
almost 72.47% throughout the analysed text. 
 
FINDING AND DISCUSSION 
 This section summarizes the finding corresponding 
to the experimental result. Table 5 has shown the 
performance of score values between NST and stego text of 
each methods. 
 
Table 5: Summary of experimental result 

 
 From the Table 5 it can be concluded that 
percentage ratio changes of stego text distribution  using 
CALP, VERT and QUAD methods value remains maintain 
between 1% to 9% from throughout analysed text. 
However, the percentage ratio changes of NST distribution 
value dramaticaly increase up to 72.47% throughout 
analysed text. 

Figure 8 shows that the first four distribution of 
stego text using CALP method was below or equal to cover 
text size then it started to increase steadily from the fifth to 
the end of the distribution of stego text using CALP method. 
In contrast, the distributions of stego text using VERT and 
QUAD methods were above the cover text size. This shows 
that the CALP method performed better in the embedding 
process to produce stego text compared to VERT and 
QUAD method. It may be influenced by the embedded 
space of the CALP method is lower compared to the 
embedded space of the QUAD and VERT methods. 
However, the performances of these three methods are still 
lower than NST. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 8: A distribution of VERT, CALP and QUAD versus Cover Text 
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In conclusion, the change in the embedded size 
remains constant for the three methods when the capacity 
size for both cover text and hidden text is smaller compared 
to the capacity size on cover text and hidden text which are 
big in scale. 

 
CONCLUSION 
 In this paper, three types of text steganography 
methods have been evaluated. It has been identified that 
CALP method gives a better effort performance compared 
to VERT and QUAD method. However, VERT and QUAD 
methods give a quite similar result for embedding ratio and 
saving space performance compare to CALP. The results 
also show that all of the methods are able to perform 
consistently with the utilization of hidden text and cover 
text. In future, this paper proposes to evaluate a robustness 
of each method in order to find a strength capability on text 
steganography from steganalysis activities. 
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ABSTRACT 
So many studies have been done in order to execute all the tasks in real-time scheduler systems. However, different 
researcher are tried to tackle overload situation in real-time systems by using swarm algorithm. These studies have been 
categorized based on the various parameters which are important in real-time systems. As an instance, system cost, 
processor waiting time, number of tasks, balance use of system and etc. By increasing number of the task in task set, 
process time will be increased. In this situation, processor waiting time will be high when the number of the task 
increased and as result system cost is raising. To solve mentioned issue the authors proposed a task scheduler which is 
used PSO algorithm in order to cover deficiencies of previous studies in overloaded situation. This algorithm is suggested 
for preemptive tasks in uniprocessor in real-time systems. The result of the research has been shown PSO perform better 
while other common scheduling algorithm same as EDF and ACO are being over loaded. The authors by combine PSO 
and Invasive Weed Optimization (IWO) suggest a new algorithm that is called HPI algorithm which can perform better 
than PSO and schedule more tasks in overload situation.  
 
Key words: PSO  IWO  Overloaded situation Real-time scheduling  

 
INTRODUCTION 

Nowadays, real-time embedded systems are bring 
into being in many diverse application areas, as an instance 
automotive electronics, avionics, telecommunications, space 
systems, medical imaging, and consumer electronics. In all 
of these areas, there is rapid technological progress. (Davis 
& Burns 2011) An important issue in real time system is 
scheduling tasks in order to do most of the tasks as CPU has 
minimum idle time. There are some powerful algorithm in 
uniprocessor real time system that schedule tasks such as 
EDF and ACO But they are not optimal  when task 
overloading happens in this situation ACO algorithm much 
better than EDF But it's scheduling time and missing task is 
not optimal . In this study has been effort to present and 
implement PSO scheduling algorithm in uniprocessor real 
time system to reduce scheduling time and missing tasks. 
Finally PSO scheduling results will be compared with EDF 
and ACO when task overloaded happens.  

Particle swarm optimization (PSO) is a 
computational method that optimizes a problem by 
iteratively trying to improve a candidate solution with 
regard to a given measure of quality. PSO optimizes a 
problem by having a population of candidate solutions, here 
dubbed particles, and moving these particles around in the 
search-space according to simple mathematical formulae 
over the particle's position and velocity. Each particle's 
movement is influenced by its local best known position 
but, is also guided toward the best known positions in the 
search-space, which are updated as better positions are 
found by other particles. This is expected to move the 
swarm toward the best solutions (Short 2010). 

Companies building embedded real-time systems 
are driven by a profit motive. To succeed, they aim to meet 
the needs and desires of their customers by providing 

systems that are more capable, more flexible, and more 
effective than those of their competitors, and by bringing 
these systems to market earlier. This desire for 
technological progress has resulted in a rapid increase in 
both software complexity and the processing demands 
placed on the underlying hardware.(Davis & Burns 2011)  

To address demands for increasing processor 
performance, silicon vendors no longer concentrate wholly 
on the miniaturization needed to increase processor clock 
speeds, as this approach has led to problems with both high 
power consumption and excessive. 
.  
 

RELATED WORK 
 

Introduction of swarm Algorithm 
 Most crucial requirement for real-time and 

embedded system is effective tasks arrangement and 
scheduling.(Short 2010) "Tasks’ scheduling has always 
been a central problem in the embedded real-time systems 
community. As in general the scheduling problem is NP-
hard, researchers have been looking for efficient heuristics 
to solve the scheduling problem in polynomial 
time."(Andrei et al. 2010) "If these overheads – CPU time 
reserved for making task scheduling decisions - are not 
carefully managed, system performance can be negatively 
affected leading to reduced real-time response and increased 
power consumption."(Short 2010) Earliest Deadline first is 
one of the famous and important scheduling strategies has 
been proved and known. "It is known that EDF is optimal 
for uniprocessor platforms for many cases, such as: non-
preemptive synchronous tasks (i.e., all tasks have the same 
starting time and cannot be interrupted), and preemptive 
asynchronous tasks (i.e., the tasks may be interrupted and 
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may have arbitrary starting time)." The Earliest Deadline 
First (EDF) algorithm is a dynamic priority-scheduling 
algorithm in which the absolute deadlines caused individual 
jobs priority. An EDF algorithm can generate a feasible 
schedule for a system of N independent, preemptive tasks as 
long as the total density of the system is less than one. 

However EDF is an optimal scheduling algorithm 
but by increasing workload queue this algorithm not 
function well. It means that EDF cannot support overload 
situations. Swarm Intelligence (SI) is introduced by Beni 
and Jing Wang in 1989 which is employed in work on 
artificial intelligence. Based on SI, “system behavior in 
reaction to an alteration in the environment external to the 
system is neither random nor predictable from physical 
measurements of the environment”(Anon 1995). SI systems 
are typically made up of a population of simple agents or 
bird interacting locally with one another and with their 
environment. 

In EDF scheduling algorithm: 

 Total time of Task’s release and execution time must 
be less than task’s deadlines. 

 Release time of tasks is the time that processors will 
be allocated to the task. 

 Tasks do not suspend themselves 

 Tasks have bounded execution time 

 Tasks are independent 

 Scheduling overhead negligible 

 Tasks priorities are assigned according to their 
deadline; Shorter deadline means higher priority 
Real-Time Systems 

 The ready task with the highest priority is executed.  

One of the algorithms, which were suite for 
embedded real-time system, is proposed by Xian-bo.(Xian-
bo 2010) One of the parameter for evaluating real-time 
systems performance is missing ratio of the system. Xian-bo 
suggested an algorithm that performs better in comparison 
with normal EDF algorithm. The suggested system-missing 
ratio is lesser than other systems in overload situation. This 
system by analysis the input and define a priority between 
tasks, categorized critical or important tasks from the less 
important tasks. According to Xian-bo output result, the 
suggested algorithm by increase and overloading the system 
workload most of the tasks from different priority have been 
scheduled. 

Shah and Kotecha, which was using EDF and Ant 
Colony Optimization algorithm, have suggested an adaptive 
system. The hybrid algorithm is used EDF and ACO 
algorithm in order to overcome overload situation. “This 
algorithm is providing balance between exploration and 
exploitation along with robustness and simplicity of 
individual agent.” (Dorigo et al. 1999) (Ramos et al. 2002) 

Multi processor systems are in two category of 
homogeneous and heterogeneous (Apurva and Ketan 2009) 
and Ant colony optimization algorithm illustrated that it 
could perform well by using inherent parallelism 
feature.(Shah & Kotecha 2011) Ant Colony optimization 
algorithm is performed well in overload situation on 
homogenous multiprocessor real time system. Although 

ACO performing well for schedule the tasks in overload 
situation but it takes longer time for exploration and 
exploitation in comparison with EDF.  

The suggested adaptive algorithm is using 
advantages of EDF algorithm to handle the scheduling when 
system is not overloaded and had higher priority than once 
the system overloaded it will switch the system to ACO by 
using a centralized scheduler which notify deadline and 
execute time of each and every tasks. In this model, the 
authors imagine system is not having any resource discord 
problem. In ACO algorithm task execution will depend on 
the pheromone value laid on each scheduled task and 
heuristic function.(Apurva & Ketan 2009) 

Pseudo-code of the ACO based scheduling algorithm is: 

1. Construct different tour of different ant and produce 
task execution sequence 

2. Analyze task execution sequence 

3. Update value of pheromone 

4. Decide probability of each task 

5. According to task probability decide which task 
must be  execute 

6. Omit executed task 

7. If remained tasks is more than 2 go to step 2 

According to real-time systems, deadline meeting 
is the most important scheduler activity in order to manage 
the tasks. Ketan and Apurva Success Ratio and Effective 
CPU Utilization in the presented model were higher than 
previous studies. Success Ration is the number of tasks that 
were successfully scheduled divided by total number of task 
arrived and Effective CPU utilization is sum of value of task 
that scheduled successfully divided by total time of 
scheduling.  
 
 PARTICLE SWARM OPTIMIZATION 
SCHEDULING 

 As a powerful optimization algorithm, particle 
swarm optimization (PSO) is applied for uni-processor 
heterogonous and preemptive real-time system. "Particle 
Swarm Optimization (PSO) is a swarm-based intelligence 
algorithm (Rahmani et al. 2013; Karimi et al. 2013; Kıran et 
al. 2012) influenced by the social behavior of animals such 
as a flock of birds is finding a food source or a school of 
fish protecting them from a predator."(Technology et al. 
2010) A particle in PSO is similar to a bird or fish flying 
through a search (problem) space. Each particle's location is 
affected by velocity which has both magnitude and 
direction. The position of each particle during the time is 
effect by its best position (pBest) and the position of the 
best particle in a problem space (gBest). Each particle has a 
fitness value that will be evaluated by problem specific. 

 In PSO, the population is the number of particles 
in a problem space. Initial particles are generated randomly. 
Meanwhile, fitness value has been evaluated by fitness 
function and store in particle generation. The pBest is equal 
to the best result according to fitness value that has been 
achieved by particle so far. Also gBest is the best particle 
among current population based on their fitness value. It 
was mentioned each particle has a velocity value in each 
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generation that this position will be update as below in each 
generation: 

 
Where: 

 velocity of particle i at iteration  

 velocity of particle i at iteration  + 1 

 inertia weight 

 acceleration coefficients; j = 1, 2 

 random number between 0 and 1; i = 1, 2

 current position of particle i at iteration 

 position of the particle i at iteration  + 1 

 best position of particle i 

 position of best particle in a population

  

PSO pseudo code for task scheduling: 

1- Initial random swarm of particle (tasks) (In this 
article ACO output is used for initial swarm) 

2- Calculate fitness value for each tasks or particle 

3- If (current fitness< pBest) then  

  pBestcurrent fitness      

 Else, keep LAST PBEST 

4- pBest  Best pBest 

5- Calculate velocity of each task 

6- UPDATE tasks X or priority index according to 
velocity 

7- Go to step 2 until finish irritation number  

 
Figure 1 explains the PSO algorithm in details. As 

it can be observe it is same as PSO pseudo code. The 
algorithm is starting by initializing particle. The authors are 
assumed that problem dimension is equal to number of the 
tasks. After initialization, fitness of each swarm will be 
calculated and set with pBest. If current fitness bigger than 
the pBest, the previous pBest will be replaced by new 
fitness value. Otherwise algorithm finds pBest which is best 
swarm current position. gBest that is global best swarm 
position will be calculated in next step after finding pBest. 
After that it is time for calculate and assign new velocity to 
particles of swarms. In the next step system check that all 
the tasks have been scheduled or number of the iteration 
done. If none of the condition meet, algorithm will be goes 
to second step which is calculate the fitness or else 
algorithm will be finished. 
 
Invasive Weed Optimization 

Invasive weed optimization (IWO) has been 
introduced by Mehrabian and Lucas in 2006 which is a 
bioinspired statistical optimization algorithm. This 

algorithm somehow works same as weeds behavior to go 
and live in a colony and growth and reproduction. The way 
of reproduction, spatial dispersal, and competitive exclusion 
makes IWO became unique among other evolutionary 
algorithms.(Hajimirsadeghi & Lucas 2009) 
  In IWO initializing the population will be the first 
step this algorithm. It means that the initial population is 
randomly generated over the problem space. Then the 
population will be growing based on fitness of initial 
population. It means that IWO will reproduce best members 
in order to reduce worse member with lower fitness value. 
In the next step new produced members spread over the 
search space by normally distributed random numbers with 
mean equal to zero and an adaptive standard deviation. 
Standard deviation of each generation has been introduced 
in equation 4. 
 

 
In this formula, iter max is represented maximum 

iteration number. Sigma iter is representing standard 
deviation at the current iteration. “n” represent nonlinear 
modulation index in this formula. 

 
 

“The produced seeds, accompanied by their parents 
are considered as the potential solutions for the next 
generation. Finally, a competitive exclusion is conducted in 
the algorithm, i.e., after a number of iterations the 
population reaches its maximum, and an elimination 
mechanism should be employed. To this end, the seeds and 
their parents are ranked together and those with better 
fitness survive and become reproductive.” (Hajimirsadeghi 
& Lucas 2009) 

 
Figure 1. PSO algorithm 
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Hybrid PSO with IWO (HPI) 
 As it is illustrated in figure 2, the authors combined 
IWO algorithm with PSO in order to get better result in 
shorter time. In this hybrid algorithm, most of the steps are 
same as PSO algorithm. Therefore, in first step, all the 
particles are initialized. Then fitness of all the particles in 
swarms will be calculated. After calculating fitness value, p 
best and Gbest will be calculated. Top fitness will be 
selected for expanding. In this research the authors selected 
a quartet number of top fitness swarms. After adding new 
nodes velocity of each node will be calculated based on 
equation 1. In final stage fitness will be recalculated and 
those swarms which having less fitness will be remove from 
the swarm list. Number of swarm which will be remove 
from list is equal to the number of the swarm was added to 
the list in initial stage. 
 

 
 
Result and discussion 

In this paper, the authors implement all algorithms 
in C# and have been tested in Intel Core i5 M580 2.67 GHz 
with 4GB installed memory (RAM). The processor speed 
allows testing higher number of particle in each swarm.  

In this research, swarm size assumed as 30 swarm. 
Maximum iteration will be 100 and problem dimension will 
same as number of particle in swarm. C1 and C2 are 
constant value which assume as 2. W upper bound is 1.0 
and w lower bound is 0.0. 

In ACO algorithm value of P is between 0.2 and 
0.4. Parameter of alpha and beta are 1.0. Parameter of K 
selected as 5 and the suggested range is 5 to 10. 

As it is illustrated in figure 3 the authors have been 
created sixty sample data for testing three algorithms of 
ACO, PSO. The horizontal line shows the task set ID and 
the vertical line shows number of the successful scheduled 
tasks.  In this chart every task set is included ten tasks. 
This sample data is tested for task set of 7, 15, 25, 50, 70 
and 100. As it can be observed, when the number of tasks in 
the task sets are not overloaded, most of the algorithm are 
function well and all the possible scenario has been tested 
by respective algorithm.  
 

 
 

But by increase number of the tasks in task set it is 
achieve that PSO is able to test more possible scenario and 
achieve better result. 
Based on the output, ACO and PSO algorithm are working 
almost similar for task set of seven but after that it proves 
that PSO achieve better result after task set 10 in 
comparison with result of ACO algorithm.  
 

 
Figure 4. Comparison of scheduled tasks by PSO and 

Hybrid (PSO/IWO) 

 
Figure 3. Comparison of scheduled tasks by ACO and 

PSO 

Current Fitness > pBest

Initialize particle

Calculate fitness

pBest = Current 
Fitness

Yes

Find best pBest and 
set gBest

Calculate Velocity of 
each particle

Check all the tasks 
scheduled or check 
number of iteration 

No

No

End

Yes

Select number of best 
fitness swarms and 
add to swarm list

Calculate fitness

Select worse 
fitness swarms 

and remove from 
list

 
Figure 2. Hybrid PSO/IWO (HPI) 
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Figure 4 represent comparison of PSO scheduling 
algorithm with Hybrid (PSO/IWO) algorithm. As it is 
shown in figure 4, the horizontal line represent task set ID 
which are as same as number of task set in figure 3. The 
vertical line represent illustrate number of the successful 
scheduled tasks. It is assumed that each task set contains ten 
tasks. The sample data is tested for task set of 7, 15, 25, 50, 
70 and 100. 
 As it can be observed, PSO and Hybrid 
(PSO/IWO) could achieve almost same result until task set 
ID 29 but after that Hybrid algorithm could achieve better 
result than in comparison with the PSO algorithm. 
Therefore, it is obvious that suggested Hybrid algorithm 
which is combination of PSO and IWO has better 
movements in each iteration by using good exploration and 
diversity that suggested with IWO algorithm.  
 

 
 It is obvious that Hybrid algorithm has better result 
in comparison with ACO algorithm. Also Hybrid algorithm 
able to achieve the PSO result with less iteration therefore it 
is time consuming. It is highlighted that Hybrid algorithm 
which is based on PSO and IWO has less complexity in 
comparison of ACO algorithm. As result, computation time 
of Hybrid algorithm is much faster than ACO. 

Figure 5 illustrate calculation time for ACO 
algorithm. The horizontal line represents the task set ID and 
vertical line shows calculation time. As it can be observe by 
raising the number of the tasks, calculation time increase 
dramatically.     

 
Figure 6 is representing the total calculation time 

for scheduling sample dataset by using PSO and Hybrid 
scheduling algorithm. In this graph, horizontal line 

represents the task set ID and the vertical line illustrate total 
calculation time which each algorithm required to finish the 
scheduling respective. 

Based on the authors result, ACO is performed 
faster than PSO and HPI algorithm for all the tasks set less 
than 15 tasks. However, after that for remaining pending 
task set calculation time for ACO scheduling algorithm 
increased dramatically. Hybrid calculation time is a bit 
longer than normal PSO due to using invasive weed 
optimization for achieve better result. By analysis figure 
3,4,5 and 6 it is obvious that suggested Hybrid algorithm by 
using more time able to achieve better result in overload 
situation and it could be a suitable scheduling system for 
real-time systems. This suggestion is regarding that in real-
time systems it is not possible scheduler takes long time for 
scheduling all the tasks since it could have unexpected 
result for the system. In addition, number of task in task set 
is important because sometime system face with overload 
situation and input will be more than normal situation. In 
this research the authors assume that system is Preemptive. 

 
CONCLUSION 

 
 Scheduling may seem straight forward and is easy 

enough to understand, but once more tasks are added and 
task overloading happens it becomes more difficult to 
complete a schedule. As is clear from the results ACO and 
PSO has most optimal scheduling result than EDF and also 
PSO in comparison with ACO has better result and The 
evidence suggests that PSO scheduling task is time 
consuming and also misses less task in comparison with 
ACO . 

 New method for uniprocessor real-time system has 
been presented that is combination of IWO and PSO that 
called HPI (Hybrid PSO and IWO) and it will be tried to 
show that HPI acts better than PSO in real time task 
scheduling. 

 As feature work the authors are working on new 
way of optimizing HPI algorithm in order to decrease 
calculation time by using other optimization algorithm. 
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ABSTRACT 
This study proposes an alternative method in generating future stream flow data with single-point river stage. 
Prediction of stream flow data is important in water resources engineering for planning and design purposes in order 
to estimate long term forecasting. This paper utilizes Artificial Immune System (AIS) in modelling the stream flow 
of one stations of Johor River. AIS has the abilities of self-organizing, memory, recognition, adaptive and ability of 
learning inspired from the immune system. Immune Network Algorithm is part of the three main algorithm in AIS. 
The model of Immune Network Algorithm used in this study is aiNet. The training process in aiNet  is partly 
inspired by clonal selection principle and the other part uses antibody interactions for removing redundancy and 
finding data patterns. Like any other traditional statistical and stochastic techniques, results from this study, exhibit 
that, Immune Network Algorithm is  capable of producing future stream flow data at monthly duration with various 
advantages. 
 
Keywords : Immune Network Algorithm; Artificial Immune System; Streamflow Prediction 

INTRODUCTION 
Streamflow forecasts is crucial to flood 

mitigation and water  assets administration and 
arrangement. While transient expectation, for 
example, hour or every day guaging is essential for 
surge cautioning and resistance, long haul forecast 
focused around month to month, occasionally or 
yearly time scales is exceptionally helpful in store 
operations and watering system administration 
choices, for example, planning discharges, 
apportioning water to downstream clients, dry season 
moderation and overseeing stream bargains or 
executing conservative compliance [1]. 

A critical number of gauging models and 
approaches have been created and connected with 
this field because of the imperatives of hydrologic 
forecasting. These streamflow forecasting models can 
be categorized as process-driven methods and data-
driven methods [2].  

Linear models such as AutoRegressive 
(AR), AutoRegressive Moving Average (ARMA), 
AutoRegressive Integrated Moving Average 
(ARIMA), and Seasonal ARIMA (SARIMA) had 
made a great success in streamflow prediction[3]. 
Artificial Neural Networks (ANNs), Genetic 
Algorithms and Artificial Immune Systems (AIS) are 
some of streamflow prediction techniques which 
have grown popularity lately. 

  
 In this study the anticipated future streamflow 
information will be utilized for estimating of water 
assets arranging and operational frameworks. This 
anticipated streamflow information is extremely 
valuable for  long haul guaging in the arranging and 
operation of the water assets administration. As an 
expansion, the utilization of the propose technique i.e 
Artificial Immune System will be another 
commitment to the field of hydrology in anticipating 
month to month streamflow information. 
 The objective of this study is to develop and test 
the feasibility and accuracy of the monthly 
streamflow prediction model using an Artificial 
Immune System (AIS). 
 
ARTIFICIAL IMMUNE SYSTEM 

AIS was characterized as versatile 
frameworks, propelled by hypothetical immunology 
and watched resistant capacities, standards and 
models, which are connected to problem solving [4]. 
There are many conceptions and opinion that have 
been taken out from the biological immune systems 
to develop new set of computer instructions to apply 
as authentic world engineering and scientific 
quandaries solver. 
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The external microorganism is defended by 
the immune system from attacking  the human 
bodies, as it is the main role of the immune system. 
[4]. Two types of immune system immunity, which is 
innate and adaptive immune system. Both systems 
are formed of two main lines of defense in the 
immune system[5]. It is capable to nearly recognize 
any pathogen or foreign or molecules and eliminate 
them from body [6]. The main applications of AIS 
that had been done before are data mining [7], pattern 
recognition [8], anomaly detection [9] and scheduling 
[10]. AIS has three main algorithms which are clonal 
selection algorithm (CSA), immune network 
algorithm (INA) and negative selection algorithm 
(NSA) [11][12][13]. 

INA for the most part connected to manage 
dynamic circumstance and improvement emergency 
where NSA generally fruitful applying its 
methodologies in abnormality identification [14]. 
Clonal Selection Principle is satisfactory in taking 
care of the issue with respect to scheduling and 
optimization [14]. This study uses INA in AIS to 
foresee month to month streamflow data[1] 

 
IMMUNE  NETWORK ALGORITHM 

The model of Immune Network Algorithm 
used in this study is aiNet (Artificial Immune 
NETwork) proposed by de Castro & Von Zuben [5]. 
The aiNet is appearance kind of AIS inspired by 
immune network theory firstly proposed by  Jerne in 
1974.  

The important role of the immune network 
is to put into use data compression, which followed 
by the clonal selection and affinity maturation 
principles.  The immune network theory assumes the 
activities of immune cells, memory appearances and 
telling the differences between our own cells (known 
as self) and external invader (known as non-self)[16]. 

The aiNet model comprises of a gathering of 
cells, antibody interconnect by connections with 
related association quality. The ainet antibodies speak 
to the system inner pictures of pathogens (data 
example), to which they are uncovered. 

The associations among these antibodies 
center their interrelations with giving a level of 
similitude among themselves in the given metric 
space. The closer the antibodies, the more 
comparative they are. This methodology brings about 
a neutralizer arrange that, can perceive the antigens 
(input data set) with a flexible simplification. 
 Besides, the ainet is likewise a connectionist 
framework, in which a grid of association qualities is 
characterized to gauge the affinities among the 

network cells. The learning algorithm focuses on 
building a memory set that can perceive and 
characterize to the structural association of the 
training data. Particularly, the suppression threshold 
controls the specificity level of the cells, clustering 
accuracy, and in addition network plasticity [16]. 

 
Figure 1: Dynamics of the Immune System 
 
STREAMFLOW PREDICTION MODELLIG 

Streamflow prediction model based INA is 
illustrated in Figure 2. 
 
 
 
 
 
 

 

 

 

 

  

Figure2  :  INA Modeling Framework
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In initialization, a small number of elements 
randomly created. Antibody is represented by Ab and 
receives as input a set of antigens, Ag in the immune 
network. Each antigenic pattern is represented by the 
following functions: 
 
Ab = [Ab1, Ab2,…Abn]   (Equation 1) 
Ag = [Ag1, Ag2,…Agn]   (Equation 2) 
 

There were many methods to calculate the 
affinity measurements and this study obtained the 
affinity by measuring the Euclidean distance, D using 
Equation 3 and the n highest affinity antibodies are 
selected.  
 

	 ∑ 	          (Equation 3) 
 
Ab is antibodies 
Ag is antigen 
 

Next, the n selected antibodies is going to 
proliferate  (clone) and proportionally to their 
antigenic affinity; generating a set A of clones. Those 
cells that have a low affinity measure will go through 
metadynamics process where they will be replaced by 
new antibodies.  

The affinity among all the elements of the 
clonal memory set resolution in clonal interaction 
stage.  

In the clonal suppression, those memory 
clones that are short of what the edge will be 
eliminated. In suppression stage, cell likeness gives a 
system in diminishing excess. At that point the 
remaining clones of the clonal memory fuse with all 
system antibodies structure system development. 

Any comparable or non-empowered 
antibodies and antibodies that fall underneath the 
foreordained suppression limit will be removed in the 
network suppression. 
 
 
INA MODEL PERFORMANCE AND 
ANALYSIS 

In this study, random data represent a set of 
antigen (Ag) while streamflow data represent a set of 
antibody (Ab). Streamflow data used in this study 
were in the form of monthly interval. In this study, 
monthly streamflow data were taken from JPS 
Ampang  for Sg Johor station as the input data for 
simulation.The data is from  May 1992 to April 2013. 

The proposed model was trained using 
streamflow data (120 months) from Sg Johor station. 

Validation stage of the model was carried 
out and new antigens were identified from the 
performance test. Lastly, new antigens were 
incorporated into the model for testing and 

prediction. This study uses  MATLAB R2012a to 
design the structure of AIS algorithm. The 
performance of the model discussed as below. 
 
INA Model Training 

The proposed INA model was calculated 
through an RMSE of the Sg Johor station with ten 
iterations at each detector in streamflow data for 120 
months. From the training, 600 numbers of detectors 
produced the lowest mean and the accuracy of the 
training results was 77.39%. The result was tabulated 
in Figure 3. 
 
Table 1: Training results of aiNet 

Station Sample RMSE Accuracy 
(%) 

Sg Johor 120 0.18845 77.39 
 
 

Figure 3: Training of 10 runs RMSE for simulated 
data against a number of detectors 

INA Model Validation 
At the training stage, the model was 

validated using 12 months from May-02 to April-03 
for the Sg Johor station. The percentage of accuracy 
in the validation stage for the Sg Johor station is 
97.19%. Based on the result, after identification of 
detectors is applied in the model, the validation 
results show an improvement of 20% accuracy of the 
output data.  

The actual and predicted values are shown 
in Figure 4. From the graph it shows there is no huge 
difference between the predicted and actual values. 
The minimum difference between the predicted and 
actual value is 0.170 while the maximum is 0.200.  

 
Table 2: Validation results of aiNet 

Station Sample RMSE Accuracy 
(%) 

Sg Johor 12 0.233781  97.19 
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Figure 4: Validation performance for streamflow data 
in 12 months. 
 
INA Model Performance Testing 

The Immune Network Algorithm Model is 
further investigated using the performance test such 
as R2, MAPE and RMSE indexes. As shown in figure 
5, the streamflow data of Sg Johor have recorded as 
1. While RMSE and MAPE are found to be 0.0081 
and 0.0617%,  respectively. 

 
Figure 5: Performance test obtained for streamflow 
data using proposed INA model. 
 

In order to create new immune networks for 
prediction purposes, new antigens were obtained 
from the process of cross-validation. The proposed 
model went through cross-validation process from 
May-02 until April-03 (12 months). The results 
tabulated in Table 3.  

The simulated results were tested in 12 
random trials to check the feasibility and accuracy of 
the proposed aiNet model. 

 
 

Table 3 : Cross-validation of streamflow data for Sg 
Johor station. 

No of 
trials 

Validation (May-02 to June-03) 
Average Forecasting Error 

1 0.294542 
2 0.201758 
3 0.176901 
4 0.203581 
5 0.181987 
6 0.209833 
7 0.160686 
8 0.181222 
9 0.163166 

10 0.172864 
11 0.139236 
12 0.181172 

Average 0.188912 
 

INA Model Prediction Testing 
New antigens were recognized from model’s 

training, performance test and cross-validation to 
predict future streamflow data. The new antigens are 
tabulated in table 4 below. 
 
Table 4: New antigen for Streamflow prediction 

 Nonself 
1 31.60 
2 75.46 
3 149.03 
4 49.81 
5 31.09 
6 118.32 
7 21.15 
8 40.38 
9 17.30 

10 36.91 
11 107.59 
12 68.14 

 
The new antigens were employed in the 

aiNet model and tested for streamflow data for 120 
months (May-03 to April-13) as shown in Figure 6. 
The accuracy of the testing on Sg Johor is shown in 
Table 5. From the graph it shows there is no huge 
differences between the predicted and actual values. 
The minimum difference between predicted and 
actual value is 0.057 while the maximum is 0.064. 
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Figure 6: Actual and Predicted Streamflow data for 
Sg Johor station. 
 
Table 5: Testing results of aiNet 

Station Sample RMSE Accuracy 
(%) 

Sg Johor 120 0.061669  92.60 
 
The results show that the accuracy of  the testing was 
more than 90%. The results show that the aiNet 
model developed was effective and capable to predict 
streamflow data for a long time period.  
 
INA Model Prediction 

Figure 7 shows that the percentage of 
prediction for 10 years from January 2014 until 
December 2024.  The adequacy of the AIS 
methodology show worthy results in streamflow 
prediction modelling which it has effectively made 
the best expectation strategy in demonstrating 
streamflow data at Sg Johor for more than 10 years.  
 

 
7Figure 6 : Percentage of Predicted Streamflow data 
 
 
6. CONCLUSION 

This paper proposed a new method for 
monthly streamflow prediction, Immune Network 

Algorithm (INA) which adapt from the biological 
immune system for one streamflow station which is a 
Sg Johor streamflow station. The result of the 
simulations shows the percentage of accuracy in the 
testing process between actual data and generated 
data in the range of 90%. This study has achieved its 
goal to develop and test the feasibility and accuracy 
of the monthly streamflow prediction model using an 
Artificial Immune System (AIS). In the future we 
will continue the same steps of prediction on another 
streamflow station and the percentage of accuracy 
will be calculated and compared. 
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ABSTRACT 

Wireless sensor network (WSNs) are highly distributed self-organized systems. They rely on significant numbers 
of scattered low-cost tiny devices featuring strong limitations in terms of processing, memory, communications 
and energy capabilities. Sensor nodes collect measurements of interest over a given space, making them available 
to external systems and networks at special nodes designated sink nodes. In order to maximize the autonomy of 
individual nodes (and consequently the longevity of the network), power saving techniques are commonly 
implemented, causing nodes to sleep most of the time, complemented with low power communications that usually 
lead to multi-hop data transmission from sensor nodes to sink nodes and vice versa. While link reliability 
mechanisms can significantly reduce the end-to-end packet loss ratio, some critical WSN applications require high 
or even total end-to-end reliability, demanding the use of a reliable transport layer protocol. Therefore, the 
objective of this research is to develop and implement a reliable data transfer protocol that can provide an excellent 
reliability to packets from source to destination via hop by hop basis. The effectiveness of the proposed protocol 
is evaluated with different scenario parameters such as in terms of throughput, node reliability and energy loss in 
the network. The paper is organized as follows. Section 1 reviews overall wireless network groups and Section 2 
reviews the Wireless Sensor Network (WSN) in detail. Section 3 discuss about the related work in the areas of 
real-time routing protocols in WSNs and specific problem statement. The Particle Swarm technique is presented 
in Section 4 while Section 5 covers real time load distribution concept and experiment setup. The paper is 
concluded with the analysis of the experimental results in Section 6 and the main conclusion in Section 7.

Keywords: Wireless Sensor Network Particle Swarm Optimization  Link reliability Network Lifetime  

 
 
  
INTRODUCTION 
 
 Wireless networking has revolutionized the way we 
communicate in the present time. Moreover, it has 
gone through a tremendous growth in recent years 
and has become one of the fastest growing 
telecommunication sectors [1]. Wireless network is 
divided into several categories according to the 
geographical area within which a user is still in the 
coverage of the network as shown in Figure 1.  

 

Figure 1: Wireless Network Groups [1] 

There are four main groups; Wireless Wide Area 
Network (WWAN), Wireless Metropolitan Area 
Network (WMAN), Wireless Local Area Network 
(WLAN) and lastly Wireless Personal Area Network 
(WPAN), in descending order. The first group, 
WWAN covers up to 35 kilometres radius. This 
group employs mobile operators in the network 



infrastructure by means of which they provide 
wireless connection covering the widest area 
compared to the others. The next group, WMAN, 
which is commercially known currently as 
Worldwide Interoperability for Microwave Access 
(WiMAX) is used to connect user to the internet 
wirelessly but with a very high data rate (which is up 
to 2Mbps). The third group is the WLAN, where its 
coverage is approximately 30 meters indoors and 
100 meters outdoors. WLAN is generally known as 
Wireless Fidelity (WiFI). Last but not least is the 
WPAN which has a maximal signal range of 10 
meters and this network is used to interconnect the 
devices to one another. The Wireless Sensor 
Network falls under this category.  Wireless Sensor 
Network (WSN) has evolved tremendously 
throughout the years. Furthermore, this process has 
been spurred by the creation of Micro-Electro-
Mechanical Systems (MEMS) which brought about 
the development of smart sensors [3]. These sensors 
are manufactured to be small, with limited 
processing and computing resources, and they are 
cheaper compared to traditional sensors. The latter is 
extremely important, due to the fact that these 
sensors will be deployed in a very large amount 
(from ten to thousands of units) throughout the 
designated area in order to either monitor or track 
certain parameters or objects. More applications on 
WSN will be discussed in later chapters. 

 
WIRELESS SENSOR NETWORK 
 
A Wireless Sensor Network (WSN) consists of 
spatially distributed autonomous sensors to monitor 
physical or environmental conditions, such as 
temperature, sound, vibration, pressure, motion or 
pollutants and to cooperatively pass their data 
through the network to a main location [12]. 

 

Figure 2: Wireless Sensor Network [12] 

Basically, WSN is formed by several sensor nodes 
that form the backbone of the network. These sensor 
nodes can be divided into several groups such as 
sensing nodes, sensor or forwarding nodes and 
gateway or sink nodes. Sensing nodes are the main 
act in WSN whereby these nodes are programmed to 

sense the intended parameter, insert the data into 
packets and sent out the packets. Then, forwarding 
nodes are used to forward the packets to the target by 
choosing the best neighbor node to relay the packet. 
Meanwhile, the gateway or sink nodes are connected 
to base station via Universal Serial Bus (USB) 
connection or via wireless connection. These 
gateway nodes are used as intermediate between 
base station and the network. WSN has a great 
potential for various kinds of applications. Among 
the applications are military and agriculture. It could 
be either environmental application such as 
temperature or humidity monitoring, or even to the 
simple task as a switch to control the lights in a house 
(home application). To be more specific, WSN can 
be applied to several main fields including military 
applications such as battle field surveillance and the 
monitoring of friendly forces or the enemy troops. 
Besides military, WSN can also be used in health 
monitoring purposes; in example tele-monitoring of 
human data, and other commercial uses for instance, 
machine monitoring and traffic tracking [5]. Thus 
from these functions, the WSN can be classified into 
two categories: monitoring and tracking [3]. 
Monitoring covers aspects such as indoor/outdoor 
monitoring, power monitoring, factory and process 
automation, and seismic and structural monitoring. 
On the other hand, tracking includes the tracking of 
objects, animals, humans, and vehicles. 

In using WSN, there are several general challenges 
for multi-hop network due to the characteristics of 
the nodes which are manufactured to be low 
powered, low rate, with limited computational 
capabilities and limited coverage. One of the most 
important issues that have to be managed is the 
minimization of the energy usage. Due to the power 
constraints, the power consumption has to be 
minimized, because the only source of power for the 
sensor nodes is the battery. The target of developing 
WSN is so that the batteries have to be replaced once 
every one or two years. Thus it would beat the 
purpose if the battery consumption is too high. Thus 
the proposed technique must consume minimum 
power. Most low-power wireless networks usually 
have unreliable links with limited bandwidth, and 
their link quality can be heavily influenced by 
environmental factors. Recent empirical results, 
obtained on the Berkley mote platform indicate that 
wireless links are highly probabilistic, asymmetric, 
and the link quality (i.e., packet reception rate 
(PRR)) depends on the transmission power and the 
distance traveled by a packet. As a result, 
communication delays in such system are highly 
unpredictable. Consequently, the link quality 
between sensor nodes in WSN should be considered 



while designing multi-hop routing in order to 
achieve high throughput for WSN [1]. Besides that, 
the limitations on the memory and computational 
capabilities restrict the size of the packets to be sent 
and the data rate used for packet transmission. Thus 
it is desirable to develop and implement a reliable 
real-time load distribution protocol that can provide 
a certain degree of reliability, with certain amount of 
delay or packet loss if any.  

 
RELATED WORK & PROBLEM 
STATEMENT 
 

Adel [5] proposed a Real-time Load Distribution 
(RTLD) technique where sensor node will have to 
query the health and the availability of the 
neighboring nodes each time it has data to be 
transmitted. This technique is not efficient as will 
cause the battery to drain out fast hence increasing 
the energy loss and decreasing the network lifetime.  
Zhang [16] proposed three ant-routing algorithms for 
sensor networks. The Sensor-driven Cost-aware Ant 
Routing (SC) , the Flooded Forward Ant Routing 
(FF) algorithm, and the Flooded Piggybacked Ant 
Routing (FP) algorithm. The SC algorithm is energy 
efficient but suffers from a low success rate. The FF 
has shorter time delays; however, the algorithm 
creates a significant amount of traffic. Despite high 
success rate shown by the FP algorithm, it is not 
energy efficient. An adaptive ant-based Dynamic 
Routing (ADR) algorithm using a novel variation of 
reinforcement learning was proposed by Lu [17]. 
The authors used delay parameter in the queues to 
estimate the reinforcement learning factor. Aghaei 
[18] proposed two adaptive routing algorithms based 
on ant colony algorithm, the Adaptive Routing (AR) 
algorithm and the Improved Adaptive Routing (IAR) 
algorithm. To check the suitability of the ADR 
algorithm in case of sensor networks, they modified 
the ADR algorithm (removing the queue parameters) 
and used their reinforcement learning concept and 
named it the AR algorithm. The AR algorithm did 
not result in optimum solutions. In IAR algorithm, 
by adding a coefficient, the cost between the 
neighbor node and the destination node, they further 
improve the AR algorithm. Wen [19] proposed a 
dynamic adaptive ant algorithm (E&D ANTS) based 
on Energy and Delay metrics for routing operations. 
Their main goal is to maintain network lifetime in 
maximum and minimize the propagation delay by 
using a novel variation of reinforcement learning 
(RL). Load distribution algorithm in the WSN is 
normally focused on clustering techniques where the 
protocol determines several nodes as cluster head 
nodes to take responsibility as system administrator. 

In LEACH [15], nodes periodically rotate cluster 
head responsibilities to balance their energy 
consumption. This rotation is governed by the 
remaining energy level. Nodes transfer data to parent 
nodes or the cluster heads which in turn will be 
conveyed to the sink node. Nodes with highest 
remaining energy level will be elected as cluster 
heads. PEGASIS [17] improves the protocol 
developed by [15] by preventing duplication of data 
transmissions among cluster heads and introduces 
aggregation of data at the cluster heads. Firefly 
protocols by [18] develop control messages in order 
to synchronise and coordinate network functions 
across the network while Heartbeat protocols by [19] 
are used to determine if the node is alive and 
reachability of remote nodes.  

The main challenges that are tackled in this research 
are the increase of throughput and network lifetime 
where these two parameters are key in determining a 
successful wireless sensor network. Throughput 
determines the number of packets that are 
successfully transmitted from a sensor node to sink 
node within a period of time. In the meantime, the 
network lifetime will be increased tremendously if 
we can reduce the energy loss of a wireless sensor 
node. This will provide a huge contribution to 
operators of WSN as they don’t have to change the 
batteries frequently. Apart from that, the research 
work also will focus on providing a certain degree of 
reliability by determining the best route for a packet 
to travel from source to destination. 

 

PARTICLE SWARM OPTIMIZATION 

Particle swarm optimization (PSO) technique is a 
method drawn upon some computing technique 
where several mobile agent-based paradigms were 
designed to solve control and routing problems in 
telecommunication and networking. The technique 
used in this research work mimics the ant’s 
behaviour. Although by itself, an ant is a simple and 
unsophisticated creature, collectively a colony of 
ants can perform useful tasks such as building nests, 
and foraging (searching for food). The most 
interesting discovery is that ants are able to discover 
the shortest path to a food source and to share that 
information with other ants through stigmergy and 
pheromone laying [13].  
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Figure 3: Example of pheromone laying by ants 

Figure 3 shows in a schematic way how the effect of 
round-trip pheromone laying/sensing can easily 
determine the convergence of all the ants on the 
shortest between two available paths. At time t = 0 
two ants leave the nest looking for food. According 

to the fact that no pheromone is present on the terrain 
at the nest site, the ants select randomly the path to 
follow. One ant chooses the longest and one the 
shortest path bringing to the food. After one time 
unit, the ant which chose the shortest path arrives at 
the food reservoir. The other ant is still on its way. 
The intensity levels of the pheromone deposited on 
the terrain are shown; where the intensity scale on 
the right says that a darker color means more 
pheromone. Pheromone evaporation is considered as 
negligible according to the time duration of the 
experiment. The ant already arrived at the food site 
must select the way back to the nest. According to 
the intensity levels of the pheromone near the food 
site, the ant decides to go back by moving along the 
same path, but in the opposite direction. Additional 
pheromone is therefore deposited on the shortest 
branch. At t = 2 the ant is back to the nest, while the 
other ant is still moving toward the food along the 
longest path. At t = 2 another ant moves from the nest 
looking for food. Again, it selects the path according 
to the pheromone levels and, therefore, it is biased 
toward the choice of the shortest path. It is easy to 
imagine how the process iterates, bringing, in the 
end, the majority of the ants on the shortest path [20]. 

The pheromone value is acquired using the 
probabilistic rule [4] as in equation 1 below. The 

pheromone value  depends on metrics that 
includes velocity τcv, packet reception rate (PRR) 
ωcv and remaining power ηcv. α, β and γ are 
parameters weights that controls the priority 

according to the application needs where  is 
the main entry required by Data Ant agent to move 
from current node, c to neighboring node, v with the 
help of k which is the neighboring node ID. 

 

where 

 

 

 



Vm is the maximum velocity of the RF signal that is 
equal to the speed of light. Vmbatt is the maximum 
battery voltage for sensor nodes and is equal to 3.3 
volts [18]. The determination of PRR, battery 
voltage (Vbatt) and packet velocity (V) is elaborated 
in the following sections. 

 
REAL-TIME LOAD DISTRIBUTION VIA PSO 
EXPERIMENT 

 
There are 3 types of packets involved in this research 
work which are the control packet and reply packet 
in Figure 4 and data packet in Figure 5. Both control 
packet and reply packet is 7 bytes in length while 
data packets can go up to 100 bytes in WSN. Control 
packet is used to initiate the request for remaining 
battery power from neighboring node while reply 
packet is used to send the requested metric. 

 

Figure 4: Control & Reply packet 

 

Figure 5: Data packet 

The experiment was conducted using a simple 4-
node network where one node act as the source node, 
two nodes act as the intermediate nodes and lastly 
one as the sink node. This setup is shown in Figure 
7. 

 

Figure 6: Experiment Network Setup 

 

Figure 7: Initialization 

Figure 7 shows the network during initialization 
period where the network has just been set-up. Node 
A is the source node, node B and C is the 
intermediate nodes while node D is the destination 
node. The range between the nodes varies from 1 to 
15 meters for analysis purpose. As the network has 
just been set-up, therefore there is no any 
neighborhood information available hence there is 
no data in neighborhood table. Hence, all the nodes 
except the destination node broadcast a control 
packet (shown as black arrow in figure above) 
requesting for remaining battery level. Once 
receiving the control packet, all the nodes will 
immediately reply the requested data with a reply 
packet (shown as red arrow) as in Figure 8. 

 

Figure 8: Nodes with reply packet 

From this reply packet, source node can compute the 
link rate quality which is calculated using the 
received signal strength (PRR) as in equation (5) 
while the end to end delay is calculated as in 
equation (6). Finally, these three parameters are 
combined in equation (1) in earlier chapter to acquire 
the pheromone value. 

 

Where signal to noise ratio is calculated via: 



 

 

Finally, the proposed work will undergo several 
analyses such as the packet loss against distance 
which covers range up to 15 meters. Then, the 
reliability of the protocol will be analyzed using 
equation (7) which is conducted to test how efficient 
the protocol is in delivering data. Apart from that, the 
other analysis conducted are the packet loss and 
energy loss of the entire network, using equation (8) 
and (9), whereby we assume packet loss is directly 
proportional to energy loss [1].  

 

 

EXPERIMENT RESULTS & ANALYSIS 
 

 

Figure 9: Packet Delivery Rate Vs Distance (Meter) 

 

 

Figure 10: Packet Loss Vs Distance (Meter) 

 

 

Figure 11: Energy Loss Vs Distance (Meter) 

Figure 9, 10 and 11 shows comparison study 
between our proposed protocol against real time load 
distribution (RTLD) protocol. All the three results 
show that our proposed protocol performs much 
better in terms of throughput, packet loss and energy 
loss when compared to RTLD. It is also observed 
from those figures, the delivery rate of real-time load 
distribution via PSO is higher than that of RTLD of 
approximately 20%. The improvement in delivery 
rate is due to the successful delivery of packets from 
source to destination node by selecting the path 
based on signal strength, delay and remaining battery 
level of nodes. The reduction in terms of packet loss 
and energy loss of about 30% can be contributed to 
the efficient distribution of load from source node 
towards the sink node or in other words can be 
described as excellent route determination.  

 
CONCLUSION 

 
The finding shows that Real-time PSO is a self-
organized routing protocol. This routing protocol 
enhances the previous works by [5] in order to 
achieve low packet loss, high reliability and efficient 
power consumption. Comparison was done with 
RTLD and can be said that the Real-time PSO 
outperforms RTLD of about 30% in terms of packet 
delivery rate, packet loss and energy loss. The main 
contribution of this work is also towards the 
improvement of network lifetime. 
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ABSTRACT 
High speed rail has been developed rapidly in recent years. The passengers travelled by trains demand for higher data rate 
and service continuity in order for them to access the Internet. The realization to provide reliable communication for the 
users in high speed mobility is challenging due to the frequent request for handover since the trains moving in high speed 
which resulting heavy overhead implementation. Since the User Equipment (UE) in trains communicates directly to the 
outside of the Base Station (BS), it reduced handover successful rate and hence, degraded the service quality.  This 
research identified the system parameters to improve handover performance in high speed railway network. Moreover, 
mathematical equation has been derived by integrating the information of train speed and time travelled across the cell. 
This research has improved handover performances by reducing the probability of drop call rate and increasing the 
number of handover successful rate. 
 
Key words: Receive Signal Strength (RSS)  Base Station (BS)  Orthogonal Frequency Division Multiplexing (OFDM)  Long  

     Term Evolution (LTE)  Time to Trigger (TTT)  Quality of Service (QOS)  
 

INTRODUCTION 
 
Long Term Evolution (LTE) is a wireless broadband 
technology designed to support roaming on cell phones and 
handheld devices. LTE offers significant improvements 
over previous cellular communication standards. 
Orthogonal Frequency Division Multiplexing (OFDM) used 
in LTE systems make it possible to supply high-speed data 
service on railway [1]. But there are still many problems to 
be solved. In wireless systems for high speed rail, base 
station (BS) are deployed in a straight line along the rail [2] 
and handover happens in the overlapped areas, whose 
performance, including handover probability, handover 
delay and unnecessary handover number caused by ping-
pong effect will be degraded seriously. However, there are 
many problems still remain unsolved for the handover in 
wireless communications for high speed rail, such as the 
handover triggered probability, which is the probability of 
handover triggered before the train arrives at a specific 
position [3]. A higher handover triggered probability is 
desirable at the cell edge to avoid communication 
interruptions and call drops to ensure continuous 
communication.  
 
The authors in [4] state that the handover triggered 
probability increases when the size of the overlapped area 
gets larger and the report period becomes shorter. The 
proposed adaptive handover trigger scheme is to configure 
the report period adaptive to the train speed and the size of 
the overlapped area, which can provide a handover 

triggered probability of 99.8% when the velocity of train is 
below 540km/h [4]. Currently, the train system in Malaysia 
travelled at 120km/h for Electric Train System (ETS) and 
160km/h for KLIA Express which is also classify in high 
mobility environment [5]. 
 
The 3rd Generation Partnership Project (3GPP) LTE system 
has been designed to offer significantly higher data rates, 
higher system throughput and lower latency for delay 
critical services. This improved performance has to be 
provided and guaranteed under various mobility conditions 
[6]. Hence, handover and its performance are of high 
importance. Requirements for 3GPP LTE include the 
provision of peak cell data rates up to 100 Mbps in 
downlink and up to 50 Mbps in uplink under various 
mobility and network deployment scenarios. There is a 
requirement for mobility support with high performance up 
to speeds of 120 km/h [7]. Handover triggered probability is 
the probability of handover triggered before the train arrives 
at a specific position. A low handover triggered probability 
at the cell edge will results in serious communication 
interruptions and call drops. An adaptive handover trigger 
scheme is proposed to guarantee higher handover triggered 
probability by configuring overlapped area and 
measurement report period adaptively according to the train 
speed. Figure 1.1 shows the wireless coverage along railway 
where high speed train will pass through the cell in the 
track. 
 
 

HANDOVER TRIGGER SCHEME FOR MOBILE COMMUNICATION IN 
HIGH SPEED MOBILE ENVIRONMENT
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Figure 1.1: Wireless Coverage along Railway 

 
 
The handover triggered probability is decided by the 
number of handover decisions generated from the first user 
measurement results reported to when the train reaches the 
cell edge. The more decisions, the higher the handover 
triggered probability. The development of high-speed 
railway all over the world, the reliability and 
communication of bullet train depends on the wireless 
communication between train and BS along the railroad. 
The traditional handover scheme of LTE network on the 
neighbouring cell becomes better if performance the serving 
cell during Time To Trigger (TTT)  is increase [7]. 
 
The rest of this paper is organized as follows. First, the data 
was collected  by doing the drive test. Next, parameters are 
being identified where the handover  threshold value is set 
based on speed of User Equipment (UE) and distance to BS. 
Then, the drive test data and simulation results are 
compared. Finally the conclusion with recommendation are 
discussed. 
 

 
METHODOLOGY 

 
Drive Test  

 Firstly, the data is collected by using NEMO 
Handy as a drive test tool, to measure signal strength and 
signal quality. The data obtained from NEMO handy then 
be transferred to NEMO Outdoor and analyzed. NEMO 
Handy is portable engineering tools for advanced 
measurement on wireless air interface and mobile 
application Quality of Services (QoS) [8]. 
 

 
 

Figure 2.1: Route taken from KTM Shah Alam- KL Sentral 
and KL Sentral-KTM Shah Alam. 

 
Figure 2.1 shows the measurement starting point which is 
located at KTM Shah Alam and finish point at KL Sentral 
and return back. This Drive Test covered of 26.9km with 
duration of approximately 60 minutes. This test has been 
conducted several times for three different sessions, which 
is morning (8am-10am), afternoon (11am-1pm) and evening 

(4pm-6pm). This drive test was conducted in a train. The 
log file obtained from the drive test has been saved and 
transferred to NEMO Outdoor for analysis purpose. 
 
 
 Parameter on Handover Performance 

 
Figure 2.2: Analysis of handover Process. 

 
Figure 2.2 shows the analytical framework of handover 
process. The current BS is labeled as Old BS (OBS) and the 
target BS as New BS (NBS) with the following parameter:  

 Sth: The Threshold value of the Receive Signal 
Strength (RSS) to initiate the handover process. 
Therefore, when the RSS at OBS referred as 
ORSS. When RSS drop below Sth, the Mobile 
Switching Center (MSC) registration are initiated 
for UE handover to NBS. 

 Smin: The minimum value of RSS required for 
successful communication between an UE and 
OBS. 

 a: The cell size.  

 
After receiving the handover information message, the 
proper threshold value should be carefully selected in order 
to initiate the handover process. In this algorithm, 
mathematical equations have been derived to control the 
handoff time according to the train speed as follows: 
 

Pa=1 – (1/π)* θ                 (1) 
 
Where  
 

θ= atan (a/2d)                  (2) 
 

Pf=a cos (d/vt) /a tan (a/2d)           (3) 
 
The above equation (1-3) used to calculate probability of 
false handoff initiation, (pa) and probability of handoff 
failure, (pf). First, the value of d is calculated for desired 
value of pf using (3). The value of d is the distance of UE 
from boundary of serving BS, t is the handoff signaling 
delay and a is the cell size as shown in figure 2.2. Then, 
equation (4) is used to select the threshold value of the RSS, 
Sth where RSS min is the minimum RSS required for the 
mobile to communicate with new BS, β is the path loss 
coefficient and ε is the standard deviation of shadow fading. 
In order not to degrade the QOS of other users, Sth value 
should be carefully selected. By using adaptive handoff 
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threshold values, too early or to late handoff initiation 
process (registration) can be avoided. 
 

Sth= RSS min +10 β log [(a (R-d)] +ε       (4) 
 

RESULTS AND DISCUSSIONS 
 

Drive Test Results 
 

The data collection has being taken and analyzed. All the 
data has being transfer to computer and transform to graph. 
Figure 3.1 and 3.2 shows the comparison of RSS value for 
average three different sessions, morning, afternoon and 
evening. 
 

 
 

Figure 3.1: Comparison of three sessions from Shah Alam 
to KL Sentral 

 

 
 

Figure 3.2: Comparison of average three sessions from KL 
Sentral to Shah Alam 

 
 Shah Alam-KL KL-Shah Alam 

Dropped Call 
Location 

-Batu 3 
-Subang Jaya 
-Setia Jaya 

-Kg Dato Harun 
-Batu 3 
-Subang Jaya 

 
Table 3.1: Dropped Call location on three sessions  

 
From these three figures the value of 0dBm for the RSS 
indicates the dropped call. The location of dropped call 
shows on table 3.1. The most dropped call happen at 
Subang Jaya and Batu Tiga. Subang Jaya and Batu Tiga had 

become hot location dropped call happen from three 
different sessions.  
 
There are many factors that could affect RSS and cause 
dropped call to happen. During the drive test session, the 
terrain and surrounding geographical area of Subang Jaya 
KTM Commuter Station is filled with buildings. Empire 
Subang is the main building that could affect RSS due to 
multi-path propagation caused by signal bouncing off 
building which dampens the signal. The height of Empire 
Subang is 50 meters tall from ground. Thus, these are the 
reason why dropped call always happens on that location. 
The geographical area at Batu Tiga KTM Commuter Station 
is not same as Subang Jaya Station. There is no big building 
like Empire Subang that could affect the RSS. However, 
dropped call still happens on this location. The distance 
between Batu Tiga KTM Commuter Station with Subang 
Jaya Station is only 3.5 kilometers. Research from [9] state 
that RSS with hysteresis allow a UE to handover only if the 
new BS signal is sufficient stronger by the current one. 
Geographical area at Subang Jaya Station will also affect 
the RSS at Batu Tiga Station. Thus, the location of Batu 
Tiga Staion that is nearby with Subang Jaya Station also 
caused dropped call to happen.  
 
On these three sessions of drive test, Subang Jaya and Batu 
Tiga Station became hot location that dropped call happens. 
However, there are others location that dropped call also 
happens. These locations are Kg. Dato Harun and Setia Jaya 
Station. These dropped calls happen on morning and 
afternoon sessions. High density of users could cause the 
line to be slower, increase interference and dropped call rate 
as well. On morning session, there are many people to use 
the train for going to work. Hence, these will increase the 
number of user on train at the same time. The other factor 
that could effects dropped call to occur is temperature. The 
high temperature on the afternoon could affect the RSS 
performance [10]. On afternoon session, between 11am-
1pm, the temperature is high. The probability interference 
of RSS is high due to this temperature.  
 
One of the serious problems faced by operator is dropped 
calls. In a recent study by the [11] dropped calls were cited 
as the biggest complaint by cell phone owners. According to 
the study, 72% of cellphone owners experienced dropped 
calls at least occasionally, and 32% experience this at least a 
few times a week [11]. An excellent cellular telephone 
communication system is described having operational steps 
which prevent a call from being dropped due to a UE not 
receiving a handoff instruction from its new BS. Handoff is 
processed if the signal strength from one of the new BS 
proves to be higher than the signal strength from the old BS. 
When UE moves from one BS to another, the way signal 
from old BS get reduced while threshold value from new 
BS increased. So, UE should be served by the new BS when 
signal from old BS reduced below a specified level. In the 
next section simulation results by adapting the handoff 
threshold for a high speed mobile communication system 
will be explained. 
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Simulation Results 

 
A. Probability of False Handoff Initiation  

 

 
 

Figure 3.3: Relationship between false handoff probability 
and distance with different value of cell size. 

 
Figure 3.3 shows the relationship between false handoff 
probability and distance with different value of cell size. 
Handoff initiation is the process by which a handover is 
started as a consequence of the fact that the old BS 
threshold value unacceptably degraded or another new BS 
can provide a better communication link [12]. From the 
graph above, the value of a is represent cell size. When the 
value of a is increase, the probability of false handoff 
initiation also increase.  The probability of false handoff 
initiation increases if irrelevant large value of distance is 
used. The delay in handoff initiation time causes disruption 
in service while an early handoff initiation results in 
wastage of resources of current network [13].  For this 
reason, it is very important to select an appropriate value of 
distance to reduce the probability of false handoff initiation.  
 

B. Probability of Handover Failure vs Velocity 
(t=1sec) 
 

 

 
Figure 3.4: Relationship between handoff failure and speed 

for intra system with t=1sec. 
 

C. Probability of Handover Failure vs Velocity 
(t=3sec) 
 

Figure 3.4 and 3.5 shows the relationship between handoff 
failure and speed for intra and inter system. There are two 
types of handover namely inter-handover and intra-
handover. Inter-Handover is the process where UE changes 
between two cells belonging to different BS under the same 
network. In this case the old BS will take the decision and 
initiate the handover process. Intra-Handover is a process 
where MS changes between two cells, belonging to the 
same network [12].   
  

 
 

Figure 3.5: Relationship between handoff failure probability 
and speed for inter system with t=3sec. 

 
Results showed that the value of velocity is directly 
proportional to the value of Pf for both intra and inter 
handover. This is because when the speed increases, more 
time required to cross the coverage area from OBS to NBS. 
For intra and inter handover, the Pf value for inter handover 
higher as compared to intra handover. This is because inter 
handover need to make a new registration to the new 
network and hence require fast handover initiation time to 
make sure the data or calls links is not drop. From both 
figure, it show that when the speed varies, the value of 
distance for handover initiation need to adaptive. Therefore, 
an adaptive value of RSS is required to initiated handover 
for inter and intra system in high speed train.  
 

D. Relationship between Adaptive RSS vs Velocity 
 

Relationship between Adaptive RSS and UE speed is shows 
in figure 3.6. To determine these relationships, the value of 
d is required by using equation (2). The value of pf is 
assumed to be 0.02. Once d is calculated, the corresponding 
value of Sth is calculated using analytical framework model 
as shown in figure 2.2.  
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Figure 3.6: Relationship between adaptive RSS threshold 
value with different speed 

 
Figure 3.6 shows the proposed Adaptive RSS min increase 
as UE speed increase for different value of t. From this 
graph it can be seen that the required time to initiate handoff 
for high speed UE is faster compared to slower UE. 
Research in [14] stated that the great challenge for high 
speed train environment is handover due to the frequent 
request for handover since the trains moving in high speed 
trains may experience one handover for each 10-20s if it 
travels with speed of 350km/h. As the train moves at high 
velocity, the time taken for a train to move across the cell is 
very fast, shorter than the minimum handover delay. This 
scenario leads to increasing call drops since the UEs in the 
train do not have enough time to execute handover while 
travel across the cell. According to [15], the wireless 
channel condition in high speed train scenario changes 
drastically, result in disturbing the data rate. Besides that, 
the network in high speed train environment also faces 
severe Doppler frequency shift and high penetration loss 
due to fast moving vehicle and well shield carriage. The 
faster the speed of UE, the higher handoff threshold value 
should be initiate and thus reduce the probability of handoff 
failure.  

 
CONCLUSION 

This paper focuses on the fast handover trigger scheme for 
mobile communication in high speed train. The influencing 
factor such as speed, distance to initiate handoff and 
location of dropped call has been analyzed in this paper. 
After that the performance of handoff that uses an adaptive 
value of Sth to initiate the handoff process is analyzed. In 
drive test result, the location of dropped call is almost on 
the same location. Through the analysis, the reasons that 
dropped call happens are because of interference on that 
location and time to initiate handoff is longer that make the 
process of handover failed. In the simulation results, a 
proper threshold value to control the handover initiation 
time based on UE speed and handover type is proposed.  
For the future work about fast handover, having detail 
information from few network providers such as the base 
station location would greatly help during the analysis 

stage. This project can be continued to simulate the 
performance for both intra and inter system handoff at 
different location. The adaptive value of Sth can be 
implemented since it can avoid too early or too late 
initiation of handover process. 
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ABSTRACT 
Corrosion defect assessment becoming a forte issues in pipeline reliability assessment to accurately predict the severity of 
its condition. Due to the uncertainties inherit from the pipeline inspection at present, statistical model use to model the 
corrosion growth apply a correctional methods to reduce the gap (means and variation) between predicted values and the 
actual data. This study aims to develop a time dependent corrosion growth model for oil and gas pipeline using Artificial 
Neural Network (ANN) as an alternative to the current method and to evaluate its applicability without enforcing data 
correctional methods. This model is formulated based on parameters of defect extracted from in-line inspection data (ILI) 
and quantified by statistical analysis. The develop model gives the prediction of the corrosion depth and length of the 
defect that can be used to calculate the corrosion rate or growth. The results and outcome of the present study can help 
pipeline operators to predict the reliability of the pipeline structure in terms of its probability of failure or lifetime 
estimation. 
. 
 
Key words: Artificial Neural Network  Corrosion defect assessment  Corrosion rate prediction  Uncertainties modeling  

 
INTRODUCTION 

The corrosion process is time-variant and the 
amount of corrosion damage is normally defined by a 
corrosion rate with units of mm/year which representing the 
depth of corrosion increase per year (Paik and Thayambali, 
2002). While the extent of corrosion presumably increases 
with time, it is not straightforward to predict the progress of 
corrosion. The only real alternative is then to pessimistically 
assume more corrosion extent than is likely (Paik and 
Thayambali, 2002). There are three models available to 
estimate the rate of corrosion growth: theoretical, empirical 
and artificial intelligence models (Tran, 2007). Generally, a 
theoretical model such as linear model is simple and 
practically available to predict the average growth rate 
based on metal loss evidence regardless the material and 
environment properties factors. In the other hand, empirical 
model is developed by defining the relationship between 
material and environment properties to predict the corrosion 
rate. Furthermore, the statistical use introduced another 
stage of processing namely correction methods. Thus the 
implementation of the artificial intelligence method was 
able to eliminate this extra stage of processing. This 
research is designed to establish a model for prediction of 
the corrosion rate of pipeline regardless of the 
environmental factors. The result of this study simplifies the 
works for future researches in assessing pipeline corrosion. 
With the ideal of network model in accessing the pipeline 
corrosion, future researchers able to put more effort on the 
analysis between environmental parameters and pipeline 
corrosion. Thus, this study improves the procedure for data 
analysis and the accuracy on predicting the corrosion 
growth in structural analysis regarding the condition of 
pipeline structure. Besides that, the proposed approach can 
also be used in propagation with the current approaches to 

provide a better vision of the corrosion assessment. This 
study was carried out as a sequel research by Din et al. 
(2009) and Noor (2010). The results describe provide a 
useful information for decision making on maintaining the 
structure. 
 

BACKGROUND 
Researchers frequently use models in problem 

formation and solutions. The modeling is based on the 
physical, chemical or engineering science knowledge of the 
phenomenon (Tran, 2007). In such cases, the models can 
theoretical be tested with the experiments which are known 
as mechanistic models. However, when combine two or 
more factors that might not correlate or didn’t give an effect 
to the response of interest coupled with complex 
probabilistic way which poorly understood will results an 
insignificant decision making. Based on these, it is 
necessary to build a model that correlate the contributing 
factors with the response based on real inspection data (ILI 
data). This corrosion defect assessment model which utilize 
a multiple inspection data are often used to predict the 
current and future condition of pipelines. An accurate 
prediction will leads to a better decision making on the 
maintenance of the structure. 
 Obviously, an appropriate modeling technique for 
corrosion defect assessment will increase the accuracy of 
the predictions. However, unavailability of data and the use 
of the deterministic methods hinder the progressive of a new 
modeling. The existing models can be categories into three 
models namely, deterministic models, statistical models, 
and artificial intelligence based models (Marcous et al. 
(2002). The deterministic model and statistical model were 
also known as model-driven, whereby the artificial 
intelligence model is a data-driven model (Dasu and 
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Johnson, 2003). Looking into this classification and based 
on the current ILI data available, it is decided that an 
artificial intelligence will be the modeling method chosen 
for the assessment of the defect. 

Artificial intelligence models were designed to 
mimic the operation of human brain of behavior which are 
learning and generalizing (Taylor, 1993). Many engineering 
models especially for corrosion defect assessment, use this 
learning and generalizing feature in their application where 
model outputs were classified from a set of input pattern by 
learning from the past data and generalizing the lessons to 
predict future targets (Sinha and Pandey, 2002, El-Abbasy 
et al., 2014a; Sumarni et al., 2012; Mabbutt et al., 2012). 
The artificial intelligence methods also concern only with 
the input and output data without specifying the underlying 
mechanism and been categorize as a ‘black box’ models. 

Previous works has been carried out using artificial 
neural networks in, were mostly applied a multi-layered 
perceptron (MLP) network, primarily because it has been 
shown that the MLP can approximate any input-output 
mapping or function (Picton, 2000). The ANNs in corrosion 
defect assessment areas used various types of parameters in 
order to predict corrosion behaviour. For example, the uses 
of various environmental variables that cause non-linear 
behaviour were investigated by Kreilova and Haloma 
(2008). The results of loss data was compared from test at 
different geographical location. Other work based on 
atmospheric variables and using ANN to predict corrosion 
rates was carried out on metals used in high voltage power 
transmission in Brazil (Ramon et al., 2009). Results were 
comparable with those obtained from exposure specimens 
indicating that the ANN was a good indicator of corrosion 
rates in these circumstances. El Abbasy et al. (2014a) also 
use ANN for corrosion growth prediction but considering 
not only the metal loss data but also other physical 
parameters such as flow rate. 

Corrosion growth modeling provide a proactive 
method of analyzing large quantities of ILI data, prioritizing  
pipeline repair programs, and optimizing re-inspection 
interval (Desjardins, 2002). Issues in corrosion growth 
calculation based on ILI data can be divided into three. 
Firstly, the analysis based on multiple match defect produce 
a negative corrosion rate. Theoretically, this condition is 
unrealistic due to the nature of corrosion that proliferates 
over time. Secondly, the usage of mathematical model i.e. 
Linear model and correction method to simulate the 
corrosion growth which might cause an overly conservative 
results of the corrosion data (Noor, 2006). Finally, the 
limited amount of sample ILI data being used by the related 
works is arguable to produce a good prediction of the 
corrosion growth (Noor, 2006, Yahaya, 1999). To overcome 
the limitations discuss above, a computational method is 
introduced in this research to cater the non-linear growth of 
the corrosion and at the same time eliminate the extra task 
on correcting the measured data provided a number of ILI 
data available for the prediction.  

Researchers like Liao et al. (2012) and Ren et al. 
(2012) applied ANN in corrosion growth study involving 
corrosion rate prediction of natural gas pipelines. Liao et al. 
(2012) also benchmark its result with other computational 
methods such as GA and PSO in this area but the finding 
shows that ANN outperformed both methods. Fuzzy-ANN 

model was developed by Peng et al. (2009) to predict the 
failure rate for oil and gas pipelines. On the other hand, 
Belsito (1998) utilize ANN for lead detention and sizing 
also in liquid pipeline. Problem with the previous mentioned 
model is unwrapped by Senouci (2014) which claims that it 
lacks of objectivity in predicting the different failure types 
of pipelines. As a result an ANN and regression were used 
to predict possible failure types besides corrosion for oil and 
gas pipelines i.e natural hazard, third party and so on. Fuzzy 
logic is later tested on the same data as the previous 
research to measure the model validity (Senouci et al., 
2014). Result shows that it can outperform the other method 
in term of model valisity. Another progressive research 
made by el-Abbasy et al. (2014a) in projecting the corrosion 
growth using Analytic Network Process and Monte Carlo 
simulation but fallback due to lack of collected data. To 
cater the problem El-Abbasy et al. (2014b) make another 
projection on this topic using regression analysis which give 
better validity percentage for up to 96%. Although the study 
conducted by these researchers provided sound results, the 
regression analysis as a computational model has still some 
limitations (El-Abbasy et al., 2014b). Several other 
computational model can be used to predict pipeline 
conditioned especially based on corrosion defect. The 
model includes ANN, Support Vector Machine (SVM), 
Naïve Bayes (NB), Decision Tree (DT), and K-Nearest 
Neighbor (K-NN) (El-Abbasy et al., 2014c).  

Although ANN are considered among of the oldest 
methods, it is still found to be a competitive algorithm 
among the new ones especially in prediction modeling. The 
reliable use of ANN as the good predictors were proven via 
its accuracy measures in (Fathi and Aghakouchak, 
2007;Ding et al., 2008; Caruana and Mizil, 2006; Mohana 
and Thangaraj, 2013; Prabhakar, 2013; Tabesh et al., 2009). 
Based in those research there is no specific computational 
model perform better or worse from the other depending on 
the nature as well as data format. Motivated by this 
observation, it was decide in this study to use ANN is 
explored in this study for predicting the growth rate of depth 
of corrosion defects on underground pipelines. El-Abbasy et 
al. (2014c) outline the advantages of ANN as follows: 

 
1.  Able to detect implicitly a nonlinear relationship 

between independent and dependent variables by 
adjusting its connection weights and undergo a nonlinear 
transformation at each hidden and output node. 

2. The hidden layer can detect interaction or relationship 
between all the input variables, resulted a better 
prediction model. 

 
 

CASE STUDY: ILI DATA 
In this study, databases of ILI data were gathered 

from three different pipelines, named Pipelines A, B and C. 
Pipelines A and B consist of three sets of data, recorded in 
Year 1990, 1992 and 1995 and for C in Year 1999 and 
2001. All collected pigging data represent internal defects in 
the form of corrosion pits only. Thus, other types of 
corrosion defects were not considered in the data sampling 
procedure. Normally, pigging data provides valuable 
information on the corrosion defect geometry, such as depth 
and length, orientation, defect location and types of 
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corrosion regions. The physical dimensions and other 
related information of these three pipelines are presented in 
Tables 1 and Table 2.  
 

Table 1. Number of Recorded Defects for Each Set 

 
Table 2. A Typical Presentation of Pigging Data 

 
where: 
Absolute distance  (AD): Distance of corrosion from start of 
pipeline 
d%wt : Maximum depth of corrosion in terms of percentage 
l : Longitudinal extent of corrosion 
Loc: Location of corrosion either internal or external. 
O’Clock: Orientation of corrosion as a clock position of 
pipe wall thickness. 
Relative distance (RD) : Relative distance of corrosion from 
upstream girth 
Spool length (SL) : Length of pipe between weld (10m to 
12m approximately) 
w: Extent of corrosion around pipe circumference weld 
 
 

ANN MODELING 
This section begins with the introduction of ILI 

data and its characteristics, discussed about the analysis of 
the results for the stages of the proposed Artificial Neural 
Network (ANN) model. The sequences of the ANN model 
started with the determination of input parameters, 
following by group of datasets, then the optimization of 
network parameters and ended with the results of testing 
datasets. First stage of ANN model was the determination 
of input parameters which decided the total number of input 
parameters was significant to the designed model. The 
second stage of ANN model was separating the collected 
samples into four distinct groups of samples according to 
year variable and split each samples group into training, 
validation and testing datasets by percentage. In 
optimization of network parameters stage, the weight 
vectors like number of hidden neuron, learning rate and 
momentum factor needed to be modified in order to ensure 
adequate generalization. The last stage of ANN model was 
the discussion of prediction results based on the testing 
datasets. 

In the generalization performance evaluation 
phase, four indexes which adopted for comparison between 
ANN and SVM models were mean absolute error (MAE), 
relative absolute error (RAE), root mean square error 
(RMSE) and correlation coefficients (R2). Their formulas 
were expressed by equation 1 till 4, respectively: 

 
    Equation 1 

 

    Equation 2 

 

  Equation 3 

 

     Equation 4 

 
where m denotes the number of test samples, yj represents 
the jth target value, ŷj stands for the predicted value for the 
jth test sample and ȳ is the mean target value for all test 
samples.  
 

The development of ANN model 

The development of ANN model covered the 
whole procedures from the handling of the input parameters 
to the prediction results of corrosion rates based on testing 
datasets. There were four major procedures related to the 
development of artificial neural network model. 
 
1. Determined the input factors as input parameters for the 

designed model. 
2. Group of datasets and dividing samples into training, 

validation and testing data. 
3. Optimization for the appropriate network parameters 

applied to the designed model. 
4. Predicted the corrosion defect values using the testing 

datasets. 
 
Determination of Input Parameters 

A set of input parameters was identified based on 
the significant abilities towards the ANN model. Several 
test runs had been conducted using single set of samples to 
determine which input parameter as one of the critical 
factors in mapping to the output parameter. The results 
compared based on the value of model accuracy and the 
percentage errors. The highest value of model accuracy or 
the lowest value of differences errors indicated the ideal 
input parameter accepted as input for the ANN model. 

In order to determine which input parameters are 
significant to the designed model. The test runs have been 
conducted on the 105 samples of dataset using the same 
network architecture and network parameters. The 105 
samples been applied which collected from the year 1996 to 
year 2001. The 105 samples have been divided into three 
groups of dataset which are training, validation and testing 
datasets. In this study, the transfer function been applied 
was log-sigmoid and the training algorithm used was 
gradient descent. The training parameters for the network 
architecture were illustrated in Table 3. 
 

 
 
 
 

Set of data 
PIPELINE 

A 
PIPELINE 

B 
PIPELINE 

C 

Number of 
data 

90 –1425 
92 –2995 
95 –3314 

90 –1397 
92 –1528 
95 –4084 

99 – 2581 
01 – 4058 

SL 
(m) 

RD 
(m) 

AD 
(m) 

d% 
wt 

l mm 
w 

mm 
O’clo

ck 
11.6 6.6 1016.5 18 32 42 6.00
11.5 11.5 1033.0 19 46 64 5.30 
11.8 10.6 1043.6 12 18 55 5.30 
11.7 1 1045.8 13 28 83 5.30 
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Table 3. Training Parameters and its Values 

 
Five input parameters: odometer, orientation, 

depth, length and width of pipeline defects were selected as 
input instances in this training model and the results been 
compared based on the value of correlation coefficient (R2), 
mean absolute error (MAE), root mean squared error 
(RMSE), relative absolute error (RAE) and root relative 
squared error (RRSE). Table 4 illustrated the results of 
comparison for determine the input parameters. 

 
Table 4. Comparison of Input Parameters 

*Depth (d), Length (l), Width (w), Orientation (o), 
Odometer (od) 
 

The result showed that the ideal input parameters 
which were significant to the designed model were depth, 
length, width and orientation. This could be proved by the 
highest index of correlation coefficient (R2): 0.9991 and the 
lowest indexes of mean absolute error (MAE), root mean 
squared error (RMSE), relative absolute error (RAE) and 
root relative squared error (RRSE) with its value 0.0013, 
0.0027, 2.6227% and 4.4466%. Since the difference 
between the ideal input parameter and the first group of 
input parameter with depth and length was not so huge in 
term of correlation coefficient and root mean squared error, 
the depth and length were been identified as input 
parameters in this study. The depth and length input 
parameters were the most common and significant factors 
which contributed to the pipeline corrosion defects. As the 
reason of common factors, the depth and length parameters 
have been selected as input parameter throughout the whole 
process of this study. 

 
Group of Datasets 

The data samples collected through in-line 
inspection (ILI) process on the same pipelines from year 
1990 to year 2001. The samples gathered have been 
separated into four different groups of samples according to 
the year’s factor. First, second and third groups of samples 
comprised of same instances of data which were 417 
samples with the time duration of year 1990 to 1992 (first 
group), year 1992 to 1995 (second group) and year 1990 to 
1995 (third group). Fourth group of samples contained of 
105 samples which collected from year 1996 till year 2001. 

Table 5 showed the mapping of four different groups of 
samples. 

 
Table 5. Training Parameters and its Values 

  
The data samples were split into training, 

validation and testing datasets which 70% of datasets were 
presented to the network model for training purpose. The 
other 15% of datasets concurrent with the training set were 
used for cross validation which identify the stopping point 
for training process and the remaining 15% of datasets were 
used for testing the designed network model.  
 
Optimization of Network Parameters 

Multi-Layer Perceptron of network architecture 
was applied in this study for the prediction achievement of 
the ANN model. The weight vectors have been modified 
through continuous training adjustment in order to design 
the ideal model with the best accuracy prediction ability and 
to ensure adequate generalization. The weight vectors 
involved in this process were the number of hidden neurons, 
learning rate and momentum factor.  

In this study, fourth group of sample with 105 
samples of dataset which been divided into three groups of 
datasets: training, validation and testing datasets have been 
used on the training process. As consistency, the transfer 
function been applied was same is log-sigmoid and the 
training algorithm used was gradient descent. The number 
of epochs was set fixed at 500 based on the maximum 
number of gathered samples. The results have been 
compared based on correlation coefficient (R2) and root 
mean squared error (RMSE) which been illustrated in Table 
6. For simplicity results IN Table 6 shows a test no. 30 to 46 
only which been observed give an optimal performance at 
run 43, but the discussion will involve a whole range of runs 
been tested. From test no. 1 to 4, the result showed that 
increase of learning rate did not amend the output of 
network architecture by observing the correlation 
coefficient become smaller. However, the increase of 
momentum the factor caused correlation coefficient 
increased as well based on result from the test no. 5 till 9 yet 
correlation coefficient stop increasing when momentum 
factor at 0.8. In test run with two of hidden neurons, the 
larger value of learning rate did showed quite critical 
amendment for the output with its peak stopped at 0.3 of 
learning rate based on test no. 10 to 13. 
 In test run with two of hidden neurons, the larger 
value of learning rate did showed quite critical amendment 
for the output with its peak stopped at 0.3 of learning rate 
based on test no. 10 to 13. There also produced some 
positive results that the momentum factor increased as well 
as correlation coefficient but halted to do so when the 
momentum factor at 0.5 which showed on test no. 14 till 21. 
From test no. 22 to 28, it proved that the increase of 
momentum factor caused the correlation coefficient become 
higher with three of hidden neurons. Like test before, it 
ceased to produce positive results when momentum factor at 

Group No. Year Duration Number of 
Sample 

1 1990 – 1992 417 
2 1992 – 1995 417 
3 1990 – 1995 417 
4 1996 - 2001 105 

Input 
Parame

t-ers 
R2 MAE RMSE 

RA
E 

(%) 

RRS
E (%) 

d, l 0.9989 0.0015 0.003 3.11 4.90 
d, l, w 0.9986 0.0018 0.0033 3.68 5.34 
d, l, o 0.9988 0.0016 0.0031 3.23 5.07 

d, l, w, o 0.9991 0.0013 0.0027 2.62 4.45 
d, l, w, o, 

od 
0.9988 0.0016 0.003 3.28 4.95 

Network Parameters Value 
Hidden Layers 3 
Learning Rate 0.1 

Momentum Factor 0.1 
Number of Epochs 500 
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the range from 0.5 to 0.7. From the test run until now, it 
could be concluded that the ideal of learning rate will be 
between 0.1 till 0.2 and the momentum factor at range from 
0.5 to 0.7.  
 

Table 6. Comparison of Network Parameters 

*HN-Hidden Neurons, LR-Learning Rate, MF-Momentum 
Factor 
 

In order to prove that theory, additional test run 
with four of hidden neurons have been conducted which the 
results showed on the test no. 29 to 35. The value of 
correlation coefficient maintained consistent when the 
momentum factor value set at range 0.5 till 0.7 and the 
results became negative once the momentum factor set at 
out of the specific range. When the increase of learning rate 
till 0.2, the results still quite positive and became inverse 
with learning rate set at 0.3. By applying the proven theory, 
the only network parameter which had to be altered for the 
remaining test run was number of hidden neurons. From test 
no. 43 and so on, the correlation coefficient became 
consistent even increasing the number of hidden neurons. It 
showed that the results will be an ideal output with the 
settings of network parameters on test no. 43. 

Based on the highest index of correlation 
coefficient (0.9997) and lowest index of root mean squared 
error (0.0017), the ideal of network parameters have been 
decided was network model with number of hidden layer of 
10, 0.1 of learning rate and 0.5 of momentum factor. The 
network structure consisted of 3 input neurons in input 
layer, 10 of hidden neurons within single hidden layer and 
one neuron in output layer which been described as 3-10-1 
structure. 
 
Results of Testing Datasets 

In the model training course for pipeline corrosion 
rate using ANN, defect depth and length in between two 
different years were employed as input variables while 
corrosion rate acted as output variable. The samples were 
collected from year 1990 till year 2001 and been divided 
into four distinct groups of training and test samples. First, 
second and third groups of samples comprised of same 

instances of data which were 417 samples with the time 
duration of year 1990 to 1992 (first group), year 1992 to 
1995 (second group) and year 1990 to 1995 (third group). 
Fourth group of samples contained of 105 samples from 
year 1996 till year 2001. As the four sample groups, 70% of 
datasets were selected as the training samples 
accompanying with 15% of datasets used as validation 
samples and the other 15% of datasets acted as the test 
samples. 
 First, the ANN models were trained using the 
training samples, the network parameters were optimized 
through continuous training adjustment. Based on the result 
from Section 5.4, the optimal parameter subsets obtained by 
training via training samples were 10 numbers of hidden 
neurons, learning rate of 0.1 and momentum factor of 0.5. 
After that, the simulation was carried out by using test 
samples. 
 Comparison between experimental rates and 
predicted rates calculated by ANN for different training and 
test datasets were conducted and illustrated as small parts of 
the results as the data from Table 7 and 8. The result 
comprised of the simulation using test samples only. The 
number of test samples for fourth group was 31 instances 
from total samples of 105 instances while the amount of test 
samples for other remaining groups was 125 instances from 
total samples of 417 datasets. But, for simplicity only one 
group of test sample is shown here. 

As the output of the ANN models, the 
experimental rates acted as the target values for the 
designed models to achieve while the predicted rates was 
the outcome values that the designed models calculated out. 
The percentage error was the differences between the 
experimental rates and predicted rates in percentage. The 
smaller the percentage error was, the better the output 
produced from the designed models which indicated that the 
designed models able to act as an ideal models for 
prediction performance. 

The prediction results for first samples group as 
shown in Table 8 with the accuracy of model was 0.9999 
which near to perfect index, 1.0. In other terms of 
comparison, the designed model produced 0.0074 of mean 
absolute error and 0.0102 of root mean square error, 
accompanying with relative absolute error in percentage of 
1.1899%. 
 
Evaluation of the ANN performance 

The graphs showed in Figure 1(a) - (d) presented 
the pattern of data intersection for the actual experiment 
values against the prediction values of designed models. 
Four graphs of data interpretation which each of them 
represented one of the samples group using the ANN model. 
The X axis represented as the actual experimental rates, 
while the Y axis represented as the predictive rates by the 
ANN models. 
 
Corrosion Growth Rate Analysis 

The pattern of corrosion growth of a pipeline for 
each single defect could be calculated based on two or three 
sets of ILI data from the same pipeline segment. Normally, 
the corrosion growth rate was calculated using a simple 
linear equation (Noor, 2006). The linear equation is shown 
in Equation 5. 

Test 
No. 

HN LR MF R2 RMSE 

30 4 0.1 0.5 0.9993 0.0025 
31 4 0.2 0.5 0.9995 0.0023 
32 4 0.3 0.5 0.9994 0.0025 
33 4 0.1 0.7 0.9994 0.0025 
34 4 0.2 0.7 0.9994 0.0025 
35 4 0.1 0.8 0.9993 0.0027 
36 5 0.1 0.7 0.9993 0.0029 
37 5 0.2 0.7 0.9993 0.0026 
38 5 0.3 0.7 0.9987 0.0034 
39 6 0.1 0.7 0.9994 0.0026 
40 7 0.1 0.7 0.9987 0.0032 
41 8 0.1 0.7 0.9995 0.0023 
42 9 0.1 0.7 0.9996 0.002 
43 10 0.1 0.5 0.9997 0.0017 
44 10 0.2 0.5 0.9996 0.0023 
45 10 0.1 0.7 0.9997 0.0019 
46 11 0.1 0.7 0.9997 0.0019 
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(a) Testing respond of first samples group 

 

 
(b) Testing respond of second samples group 

 

 
(c) Testing respond of third samples group 

 

 
(d) Testing respond of fourth samples group 

 
TTaabbllee  77..  Comparison between Actual Rates and Estimated 

Rates for First Samples Group (90-92). 

 

Table 8. Prediction Results for First Samples Group (90-92) 

 
 

    Equation 5 

 
where: 
CR = corrosion growth rate 
dT1 = corrosion depth in year T1 
dT2 = corrosion depth in year T2 
T1 = year of inspection T1 
T2 = year of inspection T2 
 
Moreover, the depth of located defect could also be 
calculated vice-verse using Equation 6. 
 
dT2  =  dT1  +  CR  x  (T1  - T2)  Equation 6 
 

The analysis of corrosion growth rate can be 
presented in term of the average and standard deviation. 
These results were then use for reliability modeling of the 
pipeline, provided with other parameters such as the limit 
state functions or the safety factor and the failure pressure 
of that particular pipeline.  
 

CONCLUSION 
 The study will contribute to a betterment of 

pipeline integrity assessment practiced among pipeline 
operators globally. It is an attempt to find an alternative 
solution towards predicting a corrosion growth rate based 
on available corrosion defect data (ILI) besides the 
deterministic and statistical methods that been widely 
employed. The application of ANN of this study is 
pioneering towards applying an artificial intelligence 
method in reliability based corrosion management systems 
to cater the uncertainties and vagueness possess by 

inspection methods and modeling. Moreover, the results can 
be used for fitness for service evaluation that contributes to 
future maintenance cost of the pipeline. 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Comparison of the pattern of actual values against 
predicted values for ANN model 
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ABSTRACT 
As a biometric component, the human face has a unique information and characteristics that are invariant, so this allows 
the system to do a face search by utilizing the original information that is attached to the face that is unique internal 
characteristics of the extraction face, no longer use alphanumeric keyword to search-based face. In the conventional 
method, the process of searching is dominated by the use of external attributes as keywords and as a basis for 
classification. The use of visual attributes as a keyword is the latest method in this field. In this research a short 
explanation about various face recognition methods and application are given. A state of the art of content-based direct 
access methods for face detection are also explored. A future work on these research area are given as a guide for other 
researcher to make an advanced research in the future. 
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INTRODUCTION 

Application of World Wide Web and the internet is 
increasing rapidly, and with it the amount of digital image 
data accessible to the users. Several Image databases are 
added every minute and so is the need for effective and 
efficient image retrieval systems. There are many features 
of content-based image retrieval but four (Moghadam, 
2005) of them are considered to be the main features. The 
features are colour, texture, shape, and spatial properties. 
The main features to investigate are colour, texture and 
shape because spatial properties are implicitly taken into 
account. 

With the Internet growth and the availability of 
devices for image capturing such as digital cameras and 
image scanners, so digital image collection size is 
increasing quickly. Efficient image searching, browsing and 
retrieval tools are needed by users from various works. Its 
include remote sensing, fashion, crime prevention, 
publishing, biomedical engineering, architecture, etc. For 
this purpose, several general purpose image retrieval 
systems have been developed. There are two frameworks 
for image retrieval systems: text-based and content-based 
(Liu, 2007). 

Content-based image retrieval (CBIR), as it growth 
today, is any technology that in principle helps to organize 
digital picture archives by their visual content. Based on the 
definition, anything ranging from an image similarity 
function to a robust image annotation engine falls under the 
purview of CBIR. This characterization of CBIR as a field 
of study places it at a unique juncture within the scientific 
society. While we witness continued effort in solving the 
fundamental open problem of robust image understanding, 

we also see community from different fields, such as, 
computer vision, image and signal processing, data mining, 
information retrieval, interaction between human and 
computer, database systems, theory of information, 
probability theory, statistics, and psychology contributing 
and becoming part of the CBIR sociiety [Wang et al. 2006]. 
Moreover, a lateral bridging of gaps between some of these 
research communities is being gradually brought about as a 
by-product of such contributions, the effect of which can 
potentially go out of CBIR scope. Therefore, what we see 
nowadays as a few cross-field publications may very well 
spring into new fields of study in the foreseeable future 
(Datta, 2008). 

 
Figure 1: The Steps of Digital Image Processing (Image 

Recognition) (Gonzales, 2010) 
 
Identifying face basically belong to the digital 

image processing. Figure 1 shows the steps of generic 
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digital image processing (Gonzales, 2010). In this study, the 
output of original information in the form of internal 
attributes contained in an image (template). 

All steps of digital image processing in Figure 1 
are part of Pre-Processing and also part of Feature 
Extraction which is a sub part of biometric diagram as 
described in Figure 2. 

 
Figure 2: Biometric System Diagram  

 
Part circled in Figure 2 is a special part of 

biometric systems. That is a major part of this research 
starting from the extraction of features. In this study, feature 
extraction becomes very important, because the feature 
extraction will start the next process that will involve many 
steps. The output of the feature extraction process will 
result in a face template containing specific characteristics 
and original face which is then used as a reference to 
facilitate direct access to the non-alphanumeric database. 

 
CONTENT-BASED DIRECT ACCESS METHODS 

 
Introduction of Content-Based Direct Access Methods 
 Direct access to content-based method is defined 
as a method of accessing to an object by utilizing the 
characteristics of the original object without going through 
the process of adding tags or attributes. 

So far research on content-based direct access 
based on the method of CBIR (Content Base Image 
Retrieval). Regularly, the search process is based on the 
classification of the external attributes, while content-based 
access method for the classification process is based on the 
original information that is contained in the attached 
template extracted face (after the extraction is done). 

Datta (Datta, 2008) has conducted research based 
on the development of CBIR method, but that the subject of 
the study the researchers have not focused, because almost 
all forms of data such as text, information, audio, video, and 
also image classification in all humans, animals, plants, 
buildings publicly accessible and so far no specific conduct 
research in the form of biometric face recognition. 
Several earlier studies form the basis for strengthening the 
basis of this study describes methods used in the study face 
identification based on categories created by (Yang, 2003) 
as described in Table 1. 
 

Table 1: Various Face Recognition Methods and 
Representative Works (Yang, 2003) 

Methods Representative Works 
Knowledge base Multi resolution rule-bases method 

Feature Invariant 
.Facial Features. 
.Texture 
.skin color 
.Multiple Feature 

 
Grouping of edges 
Space Grey-level Dependence of 
Face 
Mixture of Gaussian 
Integration of skin, color,size and 
shape 

Template Matching 
.Predefine face template 
.Deformable template 

 
Shape template 
Active Shape Model (ASM) 

Apprereance-based 
Method 
.Eigenface 
.Distribution based 
.Neural Network 
.Support Vector Machine 
(SVM) 
.Naive Bayes Classifier 
.Hidden Markov Model 
(HMM) 
.Information-Theorical 
Approach 

 
 
Eigenvector decomposition and 
clustering 
Gausssian distribution 
Ensemble of neural network 
SVM with polynomial kernel 
Join statistics of local apperance 
Higher older statistic 
Kullback relative information 

 
 
Content-Based Direct Access Methods for Face 
Recognition 
 
 Direct access to content-based method is defined as 
a method of accessing to an object by using the original 
characteristics of the object without going through the 
process of adding tags or attributes. The object of this 
research is the image of the face (digital images of human 
faces). 

Direct access method using feature extraction, as 
an initial step to determine the template that is used as a 
keyword in the search process and the extracted template is 
used to design the data structure. Figure 3 is a depiction of 
the feature extraction process, starting from the face image 
is reduced to elements that have important information (still 
to be unique) and serves as a keyword. The template is then 
stored in the stored templates (feature database) that has a 
non-alphanumeric specific data structures. The new design 
of the featured database is one of the goals of this research. 

 
Figure 3: The process of feature extraction and storage in 

database 
 
Furthermore, the retrieval process of the direct 

access methods, keyword extraction results in the form of 
non-alphanumeric will be processed into the query 
processor for performing direct matching process (1: n) with 
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data stored in the database (database feature) to produce a 
face image matching as illustrated in Figure 4. 

In content-based method of direct access, the face 
image is the main data and the first to be accessed directly 
(extracted), further processing of the extracted facial 
templates will also be accessed directly (used to design the 
data structure), then the resulting data structure is used as 
the basis for image search process (searching). The data 
structure facilitates the searching methods with direct access 
methods, to produce optimal performance in accordance 
with the purpose of this research. 

 
Figure 4: Direct access methods for image 

searching 
 
The use of DBMS (such as those held by the 

Oracle 10g, MySQL and others) with the basic syntax of 
SQL like select, insert, delete, alphanumeric-based can not 
be used in this study, because in this research basically used 
data in non-alphanumeric format which can not be accessed 
extracted using a keyword standard DBMS. Therefore, in 
this study, the design of non-alphanumeric data structures 
are very decisive in determining the query process and used 
also in designing facial biometric data base, so that the basic 
syntax of the select, insert, and delete can be built using 
non-alphanumeric format in accordance with their 
respective functions. 

Processes that initiate direct access methods, begin 
with the normalization stage. It called pre-processing. This 
process will be passed by each image, either in the form of 
training image or testing image. It aims to obtain image data 
with the standard size, which represents the actual original 
image data. 

 
State of the Art 

This study focuses on the direct access methods. 
There are three kinds of understanding of the direct access 
methods in this study, the point of novelty, namely: 
1) Direct access to the content through an extration 

process of face object. (extraction). 
2) Direct access to unstructured non-alphanumeric data 

type (formation of new data types). 
3) Direct access to the database through a searching 

methods that can facilitate direct access. 
Figure 5 below describes the state of the art of 

research. This research is like constructing a building, 
which consists of various components as can be seen in 
Figure 5. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 5: State of The Art of Content-Based Direct Access 
Methods 

 

Atrribut:  
“Learning to 
detect unseen 
object classes by 
between-class 
attribute 
transfer.”Lampert
, C., 2009 
 
“Attribute-based 
people search in 
surveillance 
environments.” 
Vaquero, 2009

 “Image retrieval: Ideas, influences, and trends of the new age” 
R. Datta, D. Joshi, J. Li, and J. Z. Wang, 2008. 

“Content-based image retrieval at the end of the early years”  
A. W. M. Smeulders, M. Worring, S. Santini, A. Gupta, and R. Jain, 

2000. 

Content-Based Direct Access 
Methods for Face Recognition 

Direct Access to 
Database (searching) 

Direct Access to 
Object 

Direct Access to 
Unstructured 
Data Structure 

Visual Atrribut: 
 
“Learning visual 
attributes” 
Ferrari, V., 
Zisserman et al., 
2007 
 
“Integrated 
Mining of Visual 
Features, Speech 
Features and 
Frequent Patterns 
“ V.S. Tseng et 
al., Feb. 2008. 

Direct to 
Content 
 
X. Li,W. Hu et 
al., “Heat Kernel 
based local binary 
pattern for face 
representation”, 
Mar. 2010.  
 
“A completed 
modeling of local 
binary 
pattern operator 
for texture 
classification,” Z. 
Guo et al., Jun. 
2010. 

Direct Access 
“A Novel Pose 
Invariant Face 
Recognition Approach 
Using A 2D-3D 
Searching Strategy” 
Nicholas Dahm and 
Yongsheng Gao, 2010 
 
“A novel evolutionary 
approach for 
optimizing content 
based image retrieval,” 
M. Saadatmand et al., 
Feb. 2007. 

Indexing 
AH+-Tree: An 
Efficient Multimedia 
Indexing Structure for 
Similarity Queries, 
Fausto C. Fleites and 
Shu-Ching Chen, 2011 
 
“Dynamic 
Interpolation B-Tree. 
A new Access Method, 
P Dinadayana, 2011 
 
“Bijections for a class 
of labeled trees” N.S.S. 
Gu, et al., April 2010. 
 
 “Color and texture 
features for image 
indexing and 
retrieval,” Murala 
Subrahmanyam, et al., 
2009 
 
“2-noncrossing trees 
and 5-ary trees”, 
S.H.F. Yan and X. Liu, 
2009. 
 
“Staircase tilings and 
k-Catalan 
structures”, S. 
Heubach, N.Y. Li, and 
T. Mansour,  2008. 

Unstructured 
(Non 
alphanumeric):  
 
 “Description of 
interest 
regions with local 
binary patterns,” 
M. Heikkila, M. 
et al., Mar. 2009. 
 
 “Face 
recognition using 
2D and 3D facial 
data,” K. I. 
Chang, K. W. 
Bowyer, 2008  
  
“Face description 
with local binary 
patterns: 

Structured 
(alphanumeric)  
“Face recognition 
by 
exploring 
information 
jointly in space, 
scale and 
orientation,” Z. 
Lei, S. Liao, et 
al.,  Jan. 2011. 
 
“Dominant Local 
Binary Patterns 
for Texture 
Classification”, S. 
Liao, Max W. K. 
Law, and Albert 
C. S. Chung 2009 
 
“Description of 
interest regions 
with local binary 
patterns.”, Matti 
Pietikäinen and 
Cordelia Schmid 
2009 

New Terminology of Direct Access: 
1) Direct Access to Object Content (extraction) 
2) Direct Access to Database Content (searching) 
3) Direct Access to Unstructured Data Content (non alphanumeric 
data type) 
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CONCLUSION 
 
 The study of literature is an activity undertaken as 
the first step of the research. In this research, information 
retrieval through various media which resulted in a general 
view of the condition of the research studies on the human 
face, the studies that have been done, the method has been 
developed as well as other matters related. 

We have presented a comprehensive survey 
highlighting current progress, emerging directions, the 
spawning of new fields, and methods for evaluation relevant 
to the young and exciting field of image retrieval. We have 
contrasted the early years of image retrieval with progress 
in the field in the current decade, and suggest a specific 
future research in this fields. We believe that the field will 
experience a paradigm shift in the future, with the advanced 
focus on application-oriented, research on a spesific field, 
generate a considerable impact in day-to-day life. 
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ABSTRACT 
In this paper hidden indexing techniques that can be used in a face recognition system have been developed. This 
technique is based on the syntactic approach uses the development of octal chain code. As an initial step, a variety 
of multi-dimensional image is extracted to produce the desired binary value. Then syntactic approach is used to 
determine the patterns produced by the binary value. Binary pattern formed is set in such a way to generate a 
database index to form a sequential index that can facilitate direct access method. The proposed method is 
expected to reduce the time of data search process. Future work, better extraction methods will be tested in this 
study for 3D model. 

 

Keywords—database  indexing  face  syntactic  octal chain code 

 
INTRODUCTION 
         Conventional problems of image indexing have led to 
the improvement of interest in developing techniques of 
indexing methods. In the conventional image indexing, the 
records are always in an alphanumeric based on additional 
information (tagging) given to the image. Accuracy and 
response time depend on completeness attribute given.  
         The hybrid database access is based on the visual 
attributes which based on the visual description of the 
image. Response time depends on the complexity of the 
visualization attributes described. And the accuracy depends 
on the ability to describe visually attribute clearly. The 
access to hybrid database access classified into three levels 
described bellows.(Kumar, 2011) 
 
Level 1; comprises retrieval by low level features such as 
texture, shape and color or the Region of Interest (ROI) of 
image elements. This level of retrieval uses the objective 
that directly derivable from the images, without the need to 
refer to any external knowledge base or tagging. 
 
Level 2; comprises retrieval by derived features, using some 
degree of logical inference about the unique of the objects 
depicted in the image. It can be divided into: 
a) retrieval of objects of a given form  
b) retrieval of persons  
To solve queries at this level, reference to some outside 
store of information is normally required. 
Level 3; comprises retrieval by non alphanumeric attributes, 
using a unique amount of high level pattern about the 
meaning and purpose of the objects. This level of retrieval 
can usefully be divided into: 
a) retrieval of pictures with emotional expression 

b) retrieval of biometrics image (Jain, 1999) 
Tree levels of retrieval method described above can be 
useful in illustrating the strengths and limitations of 
different image retrieval techniques. The significant unique 
at present lies between levels 1 and 2. Many paper  describe 
to levels 2 and 3 together as semantic image retrieval, and 
as a consequence, for this reason the gap between levels 1 
and 2 as the semantic gap. (Wang, 2002). 
 
Direct access method based one original content that is 
unique and complete with non alphanumeric form. In this 
type, has high accuracy access data because of all 
information from original form utilized. In this method 
response time depends on the complexity of the objects 
being compared (trade off). Increasingly complex can lower 
the speed, the more simple can increase access speed. 
(Subrahmanyam, 2012) This method has a high degree of 
accuracy, because the stored templates totally directly 
compared with the candidate template, and the information 
contained is still complete. In this type requires accuracy in 
the extraction process in order to keep the information in 
original form. 
 
PROBLEM DEFINITION 
 

Direct access to content-based methods is defined as a 
method of accessing the faces of an object by making use of 
the characteristics of the face original object without going 
through the process of adding tags or attributes, whereas the 
standard access method is to use extended attributes. Direct 
access strategy is generally understood as a classification 
strategy (pre-filtering) for the reduction of the number of 
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matching one-to-one on the identification of unstructured 
data.  

Direct access method using feature extraction (dimension 
reduction) as an initial step to determine the template that is 
used as a keyword in the search process and then extracted 
templates are used to design the data structure. Facial image 
in this research is reduced to elements that have important 
information has still unique called template and serves as the 
keyword. The template is then stored in a stored template 
(feature database) that has a specific data structure form (non 
alphanumeric). The new design featured database is one of 
the goals of this research. A number of indexing schemes 
use classification codes rather than keywords or subject 
descriptors to describe image content, as these can give a 
greater level of language independence and show concept 
hierarchies more clearly. A number of less widely-known 
schemes have been devised to classify images and drawings 
for specialist purposes.  

      Current image indexing techniques have many 
excess. Keyword indexing has robust power. It can be used 
to describe almost any aspect of image content. It is in main 
easily extensible to facilitate new methods, and can be used 
to describe image content at varying degrees and 
complexity. This process of conventional indexing, whether 
by keywords or classification codes, suffers from significant 
shortage. (Weiping Chen, 2013) 

       A significant limitation of current direct access method 
technology is the problem of efficiently retrieving the set of 
stored images most similar to a given query. One of the 
many fundamental ways in which direct access method 
differs from text retrieval is that it is based on a 
fundamentally different model of data. Most text retrieval 
systems associate each document with a variable number of 
descriptors representing its content. (Wang Y, 2002) A 
given descriptor is either present or absent in a given 
document. Searching essentially contains of identifying 
those documents associated with a given set of descriptors, 
and is thus governed primarily by the rules of symbolic 
logic. In such systems, search efficiency can be increased 
by the use of devices such as inverted file indexes, each of 
which holds a list of document identifiers associated with a 
given descriptor. Boolean searches can readily be 
implemented by comparing the indexes for each search 
term, yielding result sets which can be used directly to 
address the documents themselves. Probabilistic retrieval 
systems  operate in a rather more complex way, but still rely 
on a variable number of descriptors to represent each 
document.( Kouzani, 1996) 
         Most current direct access method systems work on a 
completely different principle such as in biometric database 
(Jain AK, 1999) Stored images are typically characterized 
by fixed-length real-valued multi-component feature 
vectors, each image having a value for every feature in the 
database. In this case, searching designed by calculating the 
similarity between feature vectors from query and stored 
images, a process of numerical computation. ( Kouzani, 
1996) point out, the prime aim of traditional text retrieval 
systems is to partition a database into two sets relevant 
items and non-relevant items even if members of the first 
set may later be ranked by relevance. By contrast, the prime 
aim of direct acces method systems is to sort the database in 
order of similarity to the query.  

         Finding index structures which allow efficient 
searching of an image database is still an unsolved problem. 
None of the index structures proposed for text retrieval has 
proved applicable to the problem. A more recent approach, 
which seems to offer better prospects of success, is the use 
of similarity clustering of images, allowing hierarchical 
access for retrieval and providing a way of browsing the 
database. 
 

DIMENSION REDUCTION 
 
       Indexing of facial image presents a number of specific 
challenges. Photographs, for example, are not self-
identifying because of photographs often contain no 
indication of author, names of persons or place taken, dates, 
or any alphanumeric information whatever.  (Queirolo, 
2010).  
       In the stage of this research, applied approach based on 
direct access to content  based on syntactic approach to 
collect information unique facial patterns more 
comprehensively.  
Based on the syntactic approach, the human face (a 
photograph) can be used as a grammatical function by 
dividing the human face image into several layers of 
geometric (T. Ahonen, 2006) (S. Liao, 2006) 
 
•  Layer one: The face as a whole face (as Sentence)  

• Layer two (the word): The face is divided into several  
components unique face (Region of Interest / ROI) include:  

   Eyes, Nose, Mouth + (Eyebrow, Lip, Ear Tip  

• Layer three (the letter): The information contained in the 
ROI based on pixel geometrically.  

 

 

Table 1. Illustration of conversion multi dimension 
of face to string image 

Image 
Type 

Pixel Data Image 
format 

View 

RGB 
3x Integer 
(0→1) 

JPEG 

 

Gray 
scale 

Integer 
(0→1) 

GIF 

 

Binary 
Integer (0 
or 1) 

PNG 

 

Floating 
point  

Floating 
point value 
image 

TIFF 
 

Binary 
(string) 

Integer (0 
or 1) 

PNG 
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descriptor 

The table 1 above give a definition of direct access strategy, 
the access is directly to fixel point. The fixel is a lower 
component of an image that has unique pattern. The 
binarization is the process of converting gray level into two 
possible value (0’s or 1’s) using for syntactic approach 
shown at figure 1 bellow. 

 

SYNTACTICAL APPROACH 

Syntactic pattern recognition can be used instead of 
statistical pattern recognition if there is a clear structure in 
the pattern. One way to present these structures is to use the 
symbol strings of a formal language. In this case the 
differences in class structure are encoded as part of the 
structure (structural) different grammar.  

 

   input 

 

 

 

 

 

 

Figure 1. Diagram Process of syntactical approach 
 
 

Structural methods provide a description of the 
information, which may be useful at the time of extracting 
information. For example, syntactic pattern recognition can 
be used to find out what information is contained in an 
image is unique or not. (Subrahmanyam, 2012). 
Furthermore, the method used to find the mapping of 
structural correspondence between the miraculous images in 
an object by reducing dimension shown at table 1 above.      
(Kouzani, 1996), (Zhang, 1996)  

This syntactic analysis is to describe the activity patterns 
underlying the syntactic units and constituents. Syntactic 
pattern recognition or pattern recognition is a form of 
structural pattern recognition, in where each object can be 
represented by a set of variables-cardinality symbolic, 
nominal features. This makes it possible to represent the 
structure of the pattern, taking into account the more 
complex relationship between attributes than is possible in a 
numerical feature vector obtained in fixed dimensions, 
which are commonly used in statistical classification. 
(Hamilton, 2002) 

Examples of the use of syntactic pattern based to 
determine the primitive pattern that has been specified  using 
octal chain code is shown at figure 3 bellow (Mehrnoosh, 
2013): 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
Figure 2.  Illustration syntactic  approach using octal chain 
code 
 
Direction of center and neighbor pixel replace by pattern 
direction a-h shown at figure 2 above (illustration) : the 
result pattern is bbaaaaghfeeeeeed (word)  used as hidden 
indexing shown at figure 2. above. 
 
 
HIDDEN INDEXING STRATEGY 

In framework above, the use of the literal letter a to h based 
on octal chain code are used for to replace the form of the 
relationship between the pixels that are part of the ROI. And 
it calculated based on the angle between the main pixel by 
pixel neighbors are traced based on string pattern is formed. 
The result of this is forming the hidden indexing that sort by 
angle ascending order (hidden) ilustrated by figure 4 below. 

 

 
 
Figure 4.  indexing framework for identification 
 
 

0 0 0 1 1 1 1 1 0 

0 0 0 1 1 1 1 1 0 

0 0 1 0 0 0 0 1 0 

0 1 0 0 0 0 0 0 1 

0 0 1 1 1 1 1 1 0 

0 0 0 1 1 1 1 0 0 

bbaaaaghfeeeeeed 
xxxxxxxx(pattern) Preprocessing (dimension reduction) 

Primitive recognitions 

Syntactical analysis for classification 
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To quantify how the interframe variation of a head rotation 
image affects the performance of a multi-frame fusion, it is 
necessary to know face pose angles in frames. Formation a 
face’s pose angle can be done automatically or manually 
shown as figure 6. An automatic method utilizes the 
geometric relationship between a head rotation degree and 
the projected ROI position in a frame to calculate the face 
pose angle (Guo, 2010) But an automatic method requires 
that a subject kept his/her head and upper-body strictly 
along a vertical axis during a rotation, a condition that was 
not always satisfied in sets collections. A manual method 
relies on facial image to select a frame in which a face has a 
desired pose angle. Although a manual method is tedious 
and time consuming, it has the advantage of being able to 
handle non-ideal angle.(Zhang, 2010) To minimize the 
errors and uncertainties caused by human bias, we used the 
reference images and a set of empirical rules to guide the 
selection process (Ajma S, 2007) as being shown in figure 
5. 
 
 

 
 
Figure 5.  Illustration of hidden indexing of data structure 
 
 
EXPERIMENTAL RESULT 
 
The system has been implemented and tested on a medium 
set of images. The face database contains more than 1000 
images of different scenes collected. The input images 
benefit from different spatial and gray scale resolutions. 
Each scene contains varying numbers of objects, including 
human faces, taken under varying illumination and 
orientation. Some input images contain different levels of 
noise. As it was stated in the previous section, the system 
evaluates a membership degree in the interval for each 
detected face.  
 

 
 

Figure 5. Average Final Precision Chart 
 

We use 100 out of 1,000 images to test the performance of 
the proposed method.  To evaluate the retrieval 
performance, we used precision (P) is defined as the ratio of 
the number of relevant images retrieve person A to the total 
number of image retrieved Person B (Accuracy). 
 
Precision = A/B                                                              (1) 
 
Average precision is plotted against a number of a retrieved 
images for each query shown in figure 5 above. 
 

Angle  ( o ) 
(Class 
number) 

Reference Image Hidden Indexing Pattern 
(illustration) 

0 

aaaaaaabbbbbccccddd 

15 

 

aaaaabbccdddeddddd 

30 

 

aaaaaabbbccddddff 

… … … 
 
Figure 6.  Illustration the result of hidden indexing in the 
database 
 
Figure 6 above displays illustration obtained for a medium 
image samples. Each detected face is identificated by the 
system.  
The result of accuracy rate is still relatively low, because of 
this research using a dynamic data model that have a higher 
degree of difficulty compared with the pose of static model, 
especially it has difficulties to finding the region of interest 
at the preprocessing stage in the binary form. 
 
 
CONCLUSION AND FUTURE WORK 
 
      In this paper, we describe a biometric database that 
consists of syntactic approach using a hidden indexing 
technique which can be used in recognition system with 
facial biometric database. In addition to some commonly 
seen data types such as static frontal-view images and facial 
expressions, this database has three unique features: (i) 
Rotating head face under a strong shadow condition was 
acquired. This type of dataset is more challenging and has 
implications for certain realistic tasks such as facial 
surveillance; (ii) Frames of ten pose angles per subject were 
manually determined. Future work we will improve the 
accuracy by using a robust pre processing module. 
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ABSTRACT 
In today’s business environment, agile and secure software processes are essential since they bring high quality and 
secured software to market faster and more cost-effectively. Unfortunately, some software practitioners are not following 
the proper practices of both processes when developing software. There exist various studies which assess the quality of 
software process; nevertheless, their focus is on the conventional software process. Furthermore, they do not consider 
weight values in the assessment although each evaluation criterion might have different importance on the project. 
Consequently, software certification is needed to give conformance on the quality of agile and secure software processes. 
Therefore, the objective of this paper is to propose ESPAC (Extended Software Process Assessment and Certification) 
Model which addresses both software processes and considers the weight values during the assessment. The model has 
been constructed by using deductive approach, whereby the theoretical study and exploratory studies were conducted in 
order to determine the components of the proposed model. The ESPAC Model consists of six components, which are the 
target, evaluation criteria, reference standard, data gathering technique, assessment phases and synthesis technique. The 
proposed model has been validated by seven software practitioners from the practical perspectives through focus group 
discussion. The validation result shows that the ESPAC Model gained their satisfaction and able to be practically 
executed in the real environment.  
 
Key words: Software Process Assessment and Certification  Agile and Secure Software Processes  Analytic Hierarchical Process 

 
INTRODUCTION 

  Software is among the most widely used product in 
human history, nevertheless its failure rate is one of the 
highest among any product in human history (Jones & 
Bonsignour, 2012). On the other side, software practitioners 
always claim that they produce high quality software, yet 
there still exist customer complains on the quality of 
software produced to them (Weber-Jahnk, 2011). Therefore, 
it is vital for the software practitioners to implement best 
practices of agile and secure software processes to improve 
the quality of software process that they implement in order 
to produce high quality software within time and budget in 
today’s business environment. Nevertheless, observations 
from previous studies show that the software practitioners 
are left far behind the theoretical best practices. This was 
observed by Brooks back in the year 1987 (Cater-Steel, 
2004; McConnell, 2002), and still can be seen today 
(Fauziah, Aziz, & Abdul Razak, 2005; McConnell, 2002).   
  Consequently, certification becomes a mechanism 
to give conformance on the quality of software (Heck, 
Klabber, & Eekelen, 2010; Aziz, Jamaiah, Fauziah, 
Amalina Farhi, & Abdul Razak, 2007). Certification is 
defined as “the procedure by which a third party gives 
written assurance that a product, process or service 
conforms to a specified characteristics” (Rae, Robert, & 
Hausen, 1995). With certification, customers feel more 
confident on the quality and dependability in selecting the 
desired organization for investments. Moreover,  
certification involves with assessments, thus it is possible to 
reduce the risks of software failure.  

Voas (1998) summarized that certification in the 
software industry can be implemented in three approaches 
which are personnel, product and process. Even though 
many researchers believe product based approach can give 

confidence to customers about the quality of software (Heck 
et al., 2010; Jamaiah, 2007; Voas, 1999), at the same time, 
they admit that the quality assessment for product based 
approach is hard to be practiced without implementing the 
software for a certain period of time. Thus, based on the 
Deming’s premise that "the quality of product is influenced 
by the quality of process used to develop it” (Deming, 1982), 
it is believed that process based software certification can be 
an alternative solution.  

Numerous studies were intended to produce 
models and standards for software process improvement 
(SPI) including ISO/IEC 15504 (O’Regan, 2002) and 
Capability Maturity Model Integration (CMMI Product 
Team, 2010).  On the other hand, the ISO 9000 (Sedani & 
Lakhe, 2009) provides a mechanism to certify only on the 
quality system of an organization. Besides, the Software 
Process Assessment and Certification (SPAC) Model which 
introduced by Fauziah, Jamaiah, Aziz and Abdul Razak 
(2011) mainly focuses on certifying software process in 
order to ensure that the software process was carried out 
effectively and efficiently. Unfortunately, this model did not 
address the agile and secure software processes in its 
assessment. However, in today’s business environment, 
both approaches have become as determinant factors to 
produce high quality software (Merkow & Raghavan, 2010; 
Pressman, 2010). Furthermore, the existing software process 
certification models and standards do not consider weight 
values in their assessment even though the assessment 
involves multi criteria. On the other hand, weight value 
allocation is very important to be considered especially 
when the assessment process involves multi criteria.  

Consequently, a research was conducted to 
construct Extended Software Process Assessment and 
Certification (ESPAC) Model which addresses these 
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software processes, besides considers weight values in the 
assessment. The objective of this paper is to discuss the 
construction of ESPAC Model by utilizing the outcomes 
from the theoretical and exploratory studies. Furthermore, it 
discusses the results from the validation performed on the 
proposed model through focus group discussion. 

This paper is started with the issues in existing 
software process certification models and standards, 
continued with the research approach. Then, the  ESPAC 
Model is introduced followed by the validation of ESPAC 
Model. The paper is ended with the conclusion. 
 
ISSUES IN THE EXISTING SOFTWARE PROCESS 
CERTIFICATION MODELS & STANDARDS 

There exist many studies which have been 
conducted in the field of process based software 
certification, but most studies were intended to produce 
models and standards for software process improvement 
(SPI) including ISO/IEC 15504 and Capability Maturity 
Model Integrated (CMMI) (O’Regan, 2002).  On the other 
hand, the ISO 9000 (Sedani & Lakhe, 2009) provides a 
mechanism to certify the quality system of an organization.  
The organization needs to go through an evaluation which is 
run by an independent party to assure that the quality 
practices performed by the organization are complied with 
the standard.  However, ISO 9000 focuses on the quality 
management, not specifically on the software process.  

To fill in this gap, Fauziah et al. (2011) have 
introduced the Software Process Assessment and 
Certification (SPAC) Model which mainly focuses on 
certifying software process in order to ensure that the 
software process was carried out effectively and efficiently. 
SPAC Model considers five factors that influence the 
quality of software process as the reference model, which 
are the process performed, the quality of people involved, 
the working environment, the use of development 
technology and project condition, which focuses on the 
conventional software process. Conventional software 
process refers to “specification-based software 
development, which is based on completely specifying the 
requirements up front then designing, building and testing 
the system with emphasize given on documentation rather 
than the software itself” (Sommerville, 2007).  

Capability Maturity Model Integrated (CMMI) 
(SCAMPI Upgrade Team, 2011) on the other hand, includes 
project management, process management, engineering and 
support. CMMI has included guidelines and notes for 
software practitioners who implement CMMI in the agile 
environment (CMMI Product Team, 2010), however, they 
are only general guidelines and included only for certain 
process area. As defined by Boehm & Turner (2005), agile 
is “lightweight software development approach which 
emphasizes on iterative, incremental, self-organizing and 
emergent practices”. 

Similarly, secure software process has also become 
a determinant factor of high quality software (Merkow & 
Raghavan, 2010; Julia et al., 2008). According to McGraw 
(2004), secure software process is “about building secure 
software: designing software to be secure, making sure that 
software is secure, and educating software developers, 
architects, and users about how to build secure things”. 
However, the existing security standard such as ISO/IEC 

27001 tends to focus on information security management 
system and only focuses generally on software process. 
ISO/IEC 21827 (Davis, 2009) on the other hand 
concentrates on security engineering practices and focuses 
on the maturity of system security management. 

It should be noted that limited studies are available 
on both software processes in the existing software process 
certification models and standards. Therefore, this has 
motivated the present research. Moreover, these two 
software processes have been partially addressed by the two 
most influential software process models and standards 
providers, which are Software Engineering Institute (SEI) 
through CMMI (CMMI Product Team, 2010) and 
International Organization for Standardization (ISO) 
through standards which emphasize on security issue: 
ISO/IEC 27001 (Evans, Tsohou, Tryfonas & Morgan, 2010) 
and ISO/IEC 21827 (Davis, 2009). This shows that both 
software processes are important to be addressed in the 
software process certification model for the current business 
environment. 

Additionally, the existing software process 
certification models needs further improvement on the 
decision making technique to get better quality and 
consistency on the certification decision made. This is 
because the software certification process involves with 
assessment based on multi criteria/factors, thus each of them 
must be weighted since they might have different 
importance (Malczewski, 1999; Yoon & Hwang, 1995). 
Weight can be defined as “a value assigned to an evaluation 
criterion that indicates its importance relative to other 
criteria under consideration” (Malczewski, 1999). 
However, despite of its importance, little attention has been 
directed to consider weight values for the assessed criteria. 

Since software process assessment involves with 
multiple criteria, hence the Multi Criteria Decision Making 
(MCDM) technique is an appropriate technique for 
determining the weight for each assessed criteria. MCDM 
refers to “making preference decision over the available 
alternatives that are characterized by multiple, usually 
conflicting attributes” (Triantaphylluo, 2000). There are 
many techniques to determine the weight in MCDM, 
however, AHP is the most widely used technique (Vaidya & 
Kumar, 2006). It has been successfully implemented in the 
domain of evaluation (Al-Tarawneh, 2014; Zhou &  Liang, 
2013) On top of that, AHP includes the consistency 
checking in the judgment, which is essential in order to 
ensure that the judgments have been made consistently 
(Liberatore & Nydick, 1997). Consequently, this has 
motivated the study to improve the assessment technique in 
the software certification process by incorporating weight 
values through the adaptation of AHP (Saaty, 1990). 

Based on the initiative made by SPAC Model, this 
research has overcome the above mentioned issues by 
enhancing the software process certification model. With 
the enhancement made, the certification process can be 
conducted in a broader aspect since it includes agile and 
secure software processes. Furthermore, with the weight 
values allocation, the proposed model produces more 
consistent decision on the certification result. 

RESEARCH APPROACH 
  To achieve the objective of this research, deductive 
approach, which is also known as ‘top-down’ approach, was 
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performed (Trochim, 2006). Deductive approach begins 
from general ideas and ends with specific conclusions, 
whereby the conclusions are made based on a known 
general premise or something known to be true. There are 
four phases in conducting the research which are theoretical 
study, exploratory study, ESPAC model development and 
ESPAC model evaluation. Table 1 shows the activities and 
outcomes of each phases. 

Table 1: The phases, activities and outcomes 
 
Phases Activities Outcomes 

Theoretical 
Study 

 Identify problems in 
software certification 

 Identify the factors, 
evaluation criteria and 
software process that 
influence the quality of 
agile and secure software 
processes 

 Review the techniques for 
determining weight 

 Problems and generic 
features of software 
certification 
 List of factors, evaluation 

criteria, and agile and 
secure software processes  
 List of techniques for 

determining weight 

Exploratory 
Study 

 Instrument design 
 Identify the sample 
 Instrument validation & 

pilot study 
 Data collection 
 Data analysis 

 Instrument 
 Pilot test report 
 Set of agile and secure 

software processes 
 Improved reference 

standard 

ESPAC 
Model 
Development  

• Determine the 
components 

• Build the reference 
standard by including the 
evaluation criteria and 
agile and secure software 
processes 

• Improve the decision 
making technique by 
using AHP and WSM 

• Determine the data 
gathering technique 

• Determine the assessment
phases 

Proposed software process 
certification model which 
focuses on the agile and 
secure software process and 
considers weight values 
during software process 
assessment 

 

 
 

Phases Activities Outcomes 

ESPAC 
Model 
Evaluation 

 Verification: Expert review  
‐ Identify experts 

‐ Determine verification 
criteria 

‐ Collect & analyze 
feedbacks 

 Validation: Focus group 

‐ Identify experts 

‐ Determine validation criteri

‐ Collect and analyze 
feedbacks 

 Feedbacks from 
verification performed 

 Improved ESPAC Model 

 Feedbacks from validation 
performed 

 

 
THE ESPAC MODEL 

Figure 1 illustrates the ESPAC Model, which is a 
process based software certification model that focuses on 
the agile and secure software processes. It is aimed for 
assessing and certifying the quality of agile and secure 
software processes.  At the end of the certification exercise, 
the model produces certification level and quality levels of 
the assessed software processes. The model is formulated by 
referring to existing software process certification models or 
standards which are SPAC Model (Fauziah et al., 2011), 
Capability Maturity Model Integrated (CMMI Product 
Team, 2010), ISO/IEC 15504 (O’Regan, 2002), ISO/IEC 
27001 (Evans et al., 2010) and ISO/IEC 21827 (Davis, 
2009). Besides these, the agile principles and methods were 
referred for eliciting the agile software process (Agile 
Manifesto, 2001). For eliciting the secure software process, 
three most prominent models were referred, which are the 
Microsoft SDL, McGraw’s Touchpoints and CLASP (De 
Win, Scandariato, Buyens, Gregoire & Joosen, 2009). 
Additionally, the decision making technique is improved by 
incorporating AHP (Saaty, 1990) for weight allocation in the 
the synthesis technique. 

The key activity in software certification is 
evaluation. Thus, the Evaluation Theory (Scriven, 1991) is 
very closely related to the certification process. Therefore 
towards constructing the proposed model, the components 
were determined based on this theory. The components are  

Figure 1: The ESPAC Model 
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the target, evaluation criteria, reference standard, data 
gathering technique, synthesis technique and assessment 
process. Each components is elaborated further in the next 
sub sections. In a nutshell, the ESPAC Model is developed 
based on the outcomes from the theoretical study as well as 
findings from exploratory study. Interested readers are 
directed to the findings from the exploratory study which 
can be attained from Shafinah, Fauziah and Aziz (2014a). 

The target 
The target is ‘the object under evaluation’. 

Defining the target is the first essential process in any 
assessment. By defining the target, the assessor can get 
insight on what should be assessed. In this research, the 
target is software process. Software process is defined as 
“set of activities undertaken to manage, develop and 
maintain software systems in order to produce a software 
system, executed by a group of people organized according 
to a given organizational structure and counting on the 
support of techno-conceptual tools” (Acuna, Antonio, Ferre, 
Lopez & Mate, 2000). Nevertheless, since software process 
is performed by human, therefore there are other factors 
which can influence the quality of software. They are the 
people, technology used, project constraint and environment 
(Fauziah et al., 2011; Hazzan and Dubinsky, 2009; Ares, 
Garcia, Juristo, Lopez & Moreno, 2000). Each of these 
factors is decomposed to sub factors. They are represented in 
a hierarchy tree, as depicted in Figure 2. 

The evaluation criteria 
The evaluation criteria are ‘the characteristics of 

the target’. Basically the evaluation criteria are comprised of 
the characteristics that need to be accomplished in order to 
achieve the effectiveness and efficiency of software process. 
The effectiveness is measured based on the completeness, 
consistency and accuracy of the process in developing 
software which can fulfill customers’ expectations through 
involvement of good quality people, use of appropriate  
technology and stability of working environment. On the 
other hand, the efficiency is measured based on the 
capability of software process to produce software within 
estimated time and budget (Fauziah et al., 2011). Each of the 
factors is assessed based on particular criterion, which is 
represented by the lowest level of the hierarchy tree in 
Figure 2. 

The reference standard 
Based on the defined target and evaluation criteria, 

the reference standard is constructed. It consists of the best 
practices of agile and secure software processes. The Quality  
Function Deployment (QFD) (Zultner, 1992) approach is 
utilized to organize them. Each evaluation criterion is 
assigned with appropriate agile and secure software software 
processes. They are obtained through theoretical study and 
exploratory study conducted in this study.  

The data gathering technique 
The data are gathered by using multiple techniques, 

which are assignation techniques and opinion (Ares et al., 
2000). The assignation techniques used in this model are the 
document review and interview. On the other hand, the 
opinion technique denotes the observation. Using multiple 
data gathering technique can improve the understanding for 
the assessment team and give better confirmation on the 
assessment made (SCAMPI, 2011). Table 2 depicts the data 
gathering techniques used for each assessed factor. 

Table 2: The data gathering technique 

Factors Data gathering techniques 

Process Document review +Interview(for clarification) 
People Interview 
Technology Document Review + Interview  
Project constraint Document review 
Environment Observation 

The synthesis technique 
Synthesis technique is “the technique used to judge 

each criterion, and in general, to judge the target, obtaining 
the results of the evaluation”. In this research, there are two 
main stages for synthesizing. First stage is to determine the 
weight for each evaluation criterion, which is accomplished 
by performing the AHP technique (Saaty, 1990). The 
second stage is to perform the assessment by comparing the 
reference standard with the practices implemented during 
project development. Each practices is assigned with 
appropriate score which ranges from 1 (Never) to 5 
(Always). Then, the total scores are obtained for each 
evaluation criterion by utilizing the Weighted Sum Method 
(Mollaghasemi, 1997).  

Figure 2: The target and evaluation criteria 

ORGA: Organization 
PrM: Project Management 
ReM: Resource Management 
RE: Requirement Engineering 
RiM: Risk Management 
STI: Staff Intiative 
Sch: Schedule

DEV: Developer 
DOC:Documentation 
Exper: Experience 
INV: Involvement 
IPS: Interpersonal Skills 
Know: Knowledge 
Mgmnt Skills: Management    
Skills

Legend: 
Acc: Accuracy 
Budg: Budget 
ChM: Change Management 
CODE: Coding 
Comp : Completeness 
Cons: Consistency 
Comf: Comfort 
CUST: Customer  

SecM: Security Management 
STD: Standard & Procedure 
Team Comm:Team Commitment 
To&Te: Tools & Techniques 
Tech Skills: Technical Skills 
TEST: Testing 
TRG: Training 
WEnv: Working Environment
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At the end of the assessment, ESPAC Model 
produces two certification outcomes, which are the quality 
levels of each evaluation criterion and the certification level 
for the whole assessment. Both of them are based on the 
defined Achivement Index, as depicted in Table 3. This 
Achievement Index is adapted from ISO/IEC 15504. The 
highest quality level is ‘Fully achieved’, while the lowest 
quality level is ‘Not Achieved’. 

Table 3: The Achievement Index  

Score Values Descriptions 

Level IV 

Fully Achieved 
 86 ≤  Score ≤100 

This level indicates a fully satisfying achievement. 
The software processes were implemented 
effectively, systematically and perfectly or almost 
perfectly. 

Level III 

Largely Achieved  
51≤ Score ≤ 85 

This level indicates a largely satisfying 
achievement. The software processes were 
implemented quite systematically. However, some 
software processes of low performance exist. 

Level II 

Partially 
Achieved  

16 ≤  Score ≤ 50 

This level indicates a partially satisfying 
achievement. A systematic approach has been used; 
however almost all of the asessed software 
processes were not implemented properly. 

Level I 

Not Achieved  
0 ≤ Score ≤ 15 

This level indicates unsatisfying level of 
achievement. The software processes were not 
implemented systematically and below average. The 
methodology usage was neglected. The software 
process is considered as fail to achieve its goal. 

 
The assessment process  

There are three phases of assessment process. Each 
of the phases has several activities, as adapted from 
SCAMPI (SCAMPI, 2011), SPAC Model (Fauziah et al., 
2011) and Lascelles and Peacock (1996): 

i. Pre-assessment: develop commitment, identify and 
analyze the candidate project, plan the assessment, form 
the assessment team, prepare the assessment team and 
prepare for assessment conduct. 

ii. Assessment: prepare assessment participants, perform 
JAD session, review documents, perform interviews, 
observe, record the information gathered and synthesize 
and analyze data. 

iii. Post assessment: determine certification level and quality 
levels, present assessment result and gather feedback, 
collect lessons learned feedback, collect lesson learned 
and prepare technical report. 

The assessment process applied in ESPAC model is 
adapted from self-assessment (Serkani, Mardi, Najafi, 
Jahanian & Heart, 2013; Tari & Heras-Saizarbitoria, 2012; 
Lascelles & Peacock, 1996) and collaborative assessment 
(Fauziah et al., 2011; Jamaiah, 2007). By applying this 
method, the assessment team consists of organization’s own 
people. Consequently, the cost can be reduces by just 
performing the assessment within organization (Ritchie & 
Dale, 2000). It is lead by a project manager and composed of 
assessor from outside of the team being assessed (software 
practitioners from other software development team in the 
organization). This is aimed to eliminate biased assessment 
(Fauziah et al., 2011; Jamaiah, 2007;Fabbrini et al., 2006; 
Voas, 1999).  

Additionally, one representative from the assessed 
team co-operates as one of the assessment team members to 
facilitate ideas exchanges between the assessment team 
(Lascelles & Peacock, 1996).  Moreover, the assessment 

process can be accelerated since the project is already 
understood by the representative (Voas, 1999; Vermesan, 
1998). The assessors are among software practitioners who 
has knowledge in software engineering and assessment. 

VALIDATION OF ESPAC  
As discussed earlier, ESPAC model is an extended 

software process assessment and certification model which 
focuses on the agile and secure software processes. In order 
to ensure the satisfaction and practicality of the proposed 
model, it was validated by software practitioners through 
focus group discussion (Shafinah, Fauziah & Aziz, 2014b; 
Kontio, Bragge & Lehlota, 2008; Krueger, 1994).  There 
were seven software practitioners who attended the session. 
They were the team leaders, Scrum Master, Application 
Lifecycle Program Manager, architect and programmers. 
They also had experience in secure software process.  

During the focus group session, the software 
practitioners were briefed about ESPAC Model. Then, each 
of them chose one of the projects that they have completed 
and assessed the software process that they implemented by 
applying ESPAC Model. After completing the focus group 
session with the participants, the researcher analyzed the 
data obtained from the focus group. The total scores for the 
assessment and certification exercise were calculated. Then, 
the quality levels as well as the certification level for each 
projects were obtained. The outcomes were then reported in 
technical reports by representing them in tables and charts. 
These technical reports were then emailed to the 
participants. Based on the report, the participants emailed 
back their feedbacks on the validation of ESPAC Model. 

The software practitioners validated the ESPAC 
Model based on a predefined set of criteria, which are 
adapted from previous studies (Al Tarawneh, 2014; Kunda, 
2003; Kitchenham & Pickard, 1998). These criteria are gain 
satisfaction, interface satisfaction and task support 
satisfaction. Gain satisfaction measures whether the model 
is beneficial.  Interface satisfaction  on the other hand, 
focuses  on  the  characteristics  of  the  interface  in  terms  
of  presentation, format  and  processing  efficiency. 
Furthermore, task support satisfaction measures whether the 
model achieves its intended objectives and satisfies 
evaluators.  The subsequent subsection discusses the 
outcomes from one of the assessed and certified projects. 
First the background of the project is provided, continued 
with the results for each assessed factors.  Then, the 
certification results are provided followed by the feedbacks 
gained from the validation. 

 Project background 
The assessed project is a portal developed for an 

organization. This project was developed by one of the 
Multimedia Super Corridor (MSC) status organizations in 
Malaysia. The project started on the 10 September 2011 and 
ended on the 25 December 2012. There were six main 
functions in this system, which are place order, view order, 
view products, card activation, order history and manage 
profile. This software was developed by using multiple 
languages such as Java, Struts 2 and Jquery, while Informix 
was utilized to keep the data. The method used during the 
software development was Scrum. It was developed by 10 to 
20 team members.  
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The process 
Basically the project was developed by following 

the best practices of agile and secure software processes. 
However, several software processes were neglected, 
especially regarding the support process. The top 
management gave less emphasis to the staffs’ welfare. They 
did not ensure that the staffs worked for 40 hours or less per 
week as suggested by agile (Salo & Abrahmamsson, 2008). 
On top of that, the resources needed for the project were 
only sometimes available for the needed periods. This can 
become as one of the impediments for the project. Also, the 
top management gave less attention for management 
trainings; nevertheless, technical trainings were given 
emphasis. 

In addition, although this software involves with 
transactions which require high security features, 
unfortunately the security requirements were not 
documented. They were discussed from early stages but left 
to the implementation team as it is assumed that they will 
deal with security. Additionally, some of the software design 
practices might be neglected such as performing external 
review. This practice is important because errors are easier 
to be spotted by someone who did not develop the code. 
Moreover, the countermeasures for the identified threats 
were not designed and documented. This might cause the 
team to overlook the possible threats.    

The people 
The software practitioners, customers and 

organization are assessed for the people factor. The software 
practitioners are highly knowledgeable, experienced, gave 
commitment to the project and are good in technical skills. 
However, they lacked some interpersonal and management 
skills.  

Additionally, the customers’ commitment is very 
important for the team working in agile environment. 
Basically the customers of this project were involved 
throughout the software development and know the business 
domain. However, they were sometimes not able to 
collaborate with the team members and had problems in 
making decisions. 

Furthermore, the organization’s involvement is 
very crucial in agile environment, as support from the top 
management has high influence on the success of agile 
implementation. This organization ensures that agile is 
universally accepted, which is essential. However, this 
organization still practices hierarchical organizational culture 
instead of cooperative culture as enforced by agile.  

The project constraint 
The project was planned and managed accurately, 

as it was finished within the estimated budget and time. 
However, the team might neglect some of estimation 
practices such as performing estimation continuously for 
solution in-hand. 

The technology 
The achievement shows that the organization 

emphasizes on the use of tools and technology in order to 
implement the software process effectively and efficiently. 
Nevertheless, although the use of standard and procedure is 
important for ensuring the uniformity of the software 
process and produced work product, less emphasis was 
given by the top management to monitor its implementation 
among the staffs. 

 

The working environment 
The organization emphasizes on the safety and 

comfort of the working environment. However, the 
appropriate hardware and software should be provided to 
backup the data.  

 Certification results 
Majority of the evaluation criteria achieved Level 

III (31 of them), four (4) of them achieved Level IV, while 
only one (1) achieved Level II. Overall, the project attains 
certification Level III, which indicates a largely satisfying 
achievement. It explains that the software processes were 
implemented quite systematically, however there stil exists 
some practices with low performance.  

 Feedbacks from the Validation  
After implementing the ESPAC Model and 

obtaining the results, the software practitioners were 
satisfied with ESPAC Model and agreed that it is practical 
to be implemented in the real world environment. As 
mentioned earlier, they validated ESPAC Model based on 
three main criteria, which are gain satisfaction, interface 
satisfaction and task support satisfaction. They are briefly 
described subsequently. 

Gain satisfaction 
The participants pointed out that the proposed 

model is useful for their working environment. By having 
this model, they can know the current quality level of their 
software process. In addition, the outcomes from the 
assessment and certification process can guide them to 
improve their software process. Also, the proposed model is 
deemed as very cost-effective since the assessment is done 
by the organization internally. 

Interface satisfaction 
According to the responses of the participants, the 

proposed model is perceived as easy to be used because it 
uses a well-defined processes, activities, and techniques. 
Additionally, the model is found to be well organized and 
structured whereby the sequences of the assessment 
processes and activities are organized in a clear and 
understandable manner. Moreover, since the assessment 
involves representative from the assessed team, the 
assessment can be performed faster and easier since the 
representative already understood the project well.  

Task support satisfaction 
The participants agreed that the proposed model 

was able to produce usable and expected results. They 
indicated that they are satisfied with the quality levels and 
certification level obtained for their projects. They also 
highlighted that the five factors which are assessed in the 
proposed model are sufficient to produce relevant results. 
Besides, from the quality levels obtained, they were able to 
identify which are the practices that they need to improve. 
The participants indicated that the proposed model is easy to 
be implemented, readable and understandable, as it provides 
a series of activities that can be followed easily. In a 
nutshell, based on the feedbacks from the software 
practitioners, the proposed ESPAC Model gained 
satisfaction and found as practical to be implemented in the 
real world projects.  
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CONCLUSION 
The ESPAC Model discussed in this paper has 

been developed by using the QFD approach. It has 
addressed the issues faced in the existing software process 
certification and standards by incorporating agile and secure 
software processes in its reference standard. Furthermore, 
the weight values have been included during assessment 
process which increases the consistency in making decision 
on the certification results. This has been realized by 
adapting the AHP technique for weight allocation. The 
ESPAC Model has been validated by seven software 
practitioners through a focus group session. The results 
obtained from the validation demonstrates software 
practitioners’ satisfaction and the practicality of the ESPAC 
Model to be implemented in the real world environment. 
Besides assessing the current level of software process 
being performed by an organization, this model also 
supports for continuous improvements. 
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